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competitive bidding. Though the Norwegian government had in the 
past 

shown a strong preference for Norwegian petroleum companies in 
awarding the most promising oil and gas exploration and development 


blocks, foreign companies report no discrimination in recent 
licensing 

rounds. Norway has implemented EU directives requiring equal 
treatment of EEA oil and gas companies. 


Foreign and domestic investors are barred by law from investing in 
industries monopolized by the government, which includes postal 
services, railways, and the domestic production and retail sale of 
alcohol. The government rarely allows foreign investment in 
hydropower production, and such investments, if approved, are 
limited 

to 20 percent equity participation. Norway has fully opened the 
electricity distribution system to foreign participation. 


State Ownership and Control of Commercial Enterprises 


The government continues to play a strong role in the Norwegian 
economy through its ownership or control of many of the countryQs 
leading commercial firms. The public sector accounts for nearly 
sixty 

percent of NorwayQs Gross Domestic Product and approximately 100 
enterprises are either fully or partly owned by the central 
government. Central or local authorities own approximately 35 
percent 

of the companies listed on the Oslo Stock Exchange, and more than 
one- 

third of the stock exchangeQs capitalization is in government 
hands. 


An April 2002 government QWhite PaperQ called for reducing and 
improving State ownership in the economy. Norway took steps over 
the 

last several years to implement that policy, partially privatizing 

some of the countryQs leading firms, e.g. Statoil, Norsk Hydro, 
Telenor and others. However, the government coalition that came to 


office in the autumn of 2005 announced that it is halting further 
privatization of state-controlled companies. 

OTHER SECTORAL POLICIES 

Pharmaceuticals 


Foreign pharmaceutical firms continue to experience difficulties in 


Column 3 
the Norwegian market. Until 1992, Norway limited patent protection 


for pharmaceuticals to the manufacturing process for a drugQs active 


ingredient. Although Norway introduced product patents for 
pharmaceuticals in 1992, the previous system has left a difficult 
legacy for pharmaceutical companies as competitors that claim to use 


non-patented processes have recently entered the market. Several 
U.S. 
pharmaceutical companies are involved in legal actions in Norwegian 


courts alleging infringement by these new entrants. One U.S. 
company 
lost a preliminary injunction in a patent infringement case in 2006, 


which allowed the copycat drug to enter the market immediately, cost 


the company significant revenue, and led to layoffs of local 
employees. In 2006, affected multinational pharmaceutical 
companies, 

supported by the U.S. and two European embassies, advocated that 
Norway amend the public health care systemQs drug reimbursement 
regulations to bar pharmacies from substituting generics for branded 


drugs that have process patents. The Norwegian government rejected 
the appeals in June 2006. 


Transparency on pricing, reimbursement decisions, and 
recommendations 

is lacking. U.S. pharmaceutical products often face lengthy delays 

in 

securing approval for their productsQ inclusion in the state health 

care reimbursement scheme. Reimbursement and approval decisions are 


complex and political, with Parliament making final decisions as 
part 
of its budget process. 


The Norwegian Medicines Agency (NMA) added another potential hurdle 
to 

reimbursement approvals in 2005 by denying a U.S. pharmaceutical 
manufacturerQs reimbursement application for lack of documentary 
proof 

Q which would have taken several years to develop Q that the costs 
of 

the drug in question compared reasonably with its treatment value 
and 

the costs of alternative treatments. The NMAQs procedures for 
reviewing reimbursement applications neither require such 
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cost-benefit 
data nor make them a factor in reimbursement decisions. The drug at 


issue is reimbursed in all EU countries except Denmark, and no other 


EU country requested such data as a condition of approving 
reimbursement. Requiring manufacturers to perform multi-year cost- 
benefit studies of medically approved pharmaceuticals as a condition 


of reimbursement will result in significant additional costs and 
delays in bringing new drugs to the Norwegian market. 


U.S. pharmaceutical manufacturers cite NorwayQs total prohibition of 


supplying product information to consumers Q ranging from 

advertising 

to scientific data Q as a barrier to market entry and expansion. 
Consumers are not fully informed about pharmaceutical innovations, 
dampening demand for new products and sometimes delaying consumer 
access to the latest medicines. 


The Norwegian Association of Pharmaceutical Manufacturers, which 
includes U.S. pharmaceutical firms, has complained about NorwayQs 
inadequate implementation of EU directives on transparency of 
measures 

regulating medicinal products for human use. Although Norway 
complies 

with the letter of EU requirements that reimbursement applications 
be 

acted on within 180 days, Norwegian authorities often reject 
applications as the period expires, giving them an unlimited amount 
of 

time to consider applications once appealed. 


Automotive Sector 


The general vehicle taxation system that Norway put into place in 
1996, under which taxes are calculated progressively on the basis of 


vehicle weight, engine horsepower, and engine displacement, has had 
a 

strong negative impact on sales of U.S. vehicles in Norway. These 
parameters tend to be unfavorable to vehicles manufactured in the 
United States, which are generally heavier and equipped with engines 


with more horsepower and higher displacement than vehicles 
manufactured in other nations. In the year before this tax regime 
went into effect, approximately 9,500 American vehicles were sold in 


Norway, nearly 8% of the market. Since that time, sales of U.S. 
vehicles in Norway have steadily declined, to less than 1,500 in 


Column 3 

2005 

(about 1% of the market), most of which were light trucks. In its 
2006 budget, the Norwegian government imposed new taxes on light 
trucks that, in effect, wiped out the last significant remaining 

market for U.S. vehicles in Norway. More than 1,000 U.S. light 
trucks 

were sold in Norway before the tax went into effect. Post-tax sales 


plummeted to a couple of dozen vehicles. 
Norway announced in October 2006 that it would substitute a new CO2 


emissions factor for the engine displacement parameter in its 

vehicle 

taxation regime, effective January 1, 2007. The new system is 
expected to encourage sales of diesel-powered passenger vehicles, 
which U.S. manufacturers generally do not make. Moreover, Norway 
will accept only European standards for measuring CO2 

emissions, further disadvantaging vehicles manufactured in the 
United 

States. Norway announced that it would lift the light truck tax in 


2007 for trucks with cargo space above certain limits, but the space 
limitations deny most U.S. light trucks the benefit of the restored 


exemption. 
End text. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/31/2016 
TAGS: PREL, ECON, IN, JA 
SUBJECT: INDIAN NATIONAL SECURITY ADVISOR VISITS JAPAN 


REF: A. NEW DELHI 6770 
B. TOKYO 5574 
Classified By: Ambassador J. Thomas Schieffer for reasons 1.4(b), (d) 


1. (C) SUMMARY: The primary purpose of Indian National 
Security Advisor M.K. Narayanan\'s visit to Tokyo October 
22-25, was to lay the ground work for Prime Minister Singh\'s 
upcoming official visit, currently scheduled to take place in 
mid-December. During his visit, Narayanan was received by a 
number of high-ranking officials, including Prime Minister 
Abe and Foreign Minister Aso. In addition to advancing his 
Prime Minister\'s visit, Narayanan expressed an interest in 
establishing a strategic dialogue with Tokyo at the National 
Security Advisor level, requested support for the U.S.-India 
nuclear deal, and discussed U.N. Security Council reforms. In 
response to each of these, the Japanese (or at least MOFA) 
are uncertain about who Narayanan\'s counterpart would be, 
said that Japan would take a \"wait and see\" approach to the 
U.S.-India nuclear deal, and agreed to cooperate on reform 
issues, as well as others involving the Security Council, 
including Iraq, Iran, the rise of China, terrorism, and 

disaster management. END SUMMARY. 


2. (C) Deputy Director Jun Hasebe of MOFA\'s Southwest Asia 
Division October 30 provided Embassy Tokyo Political Officer 
with a readout of Indian National Security Advisor 
Narayanan\'s October 22-25 visit to Tokyo. According to 
Hasebe, the major purpose of the visit was to advance Prime 
Minister Manmohan Singh\'s planned official visit in December. 
Hasebe claimed he was unable to officially confirm the dates 
of the visit but said it would happen between December 10 and 
20. (NOTE: According to reftel A, Indian officials have 

already informed Embassy New Delhi that the visit is set to 
begin on December 14. END NOTE.) During the visit, Singh 
will meet with Prime Minister Abe, be feted at a banquet at 

the Kantei (Prime Minister\'s official residence and office), 
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and will also call on the Emperor. 


3. (C) During Narayanan\'s visit he met with Prime Minister 
Abe, Foreign Minister Aso, Chief Cabinet Secretary Shiozaki, 
National Security Advisor Koike, Joint Defense Agency 
Director Kyuma, and Minister of Land, Infrastructure, and 
Transport Fuyushiba. According to Hasebe the meetings went 
well, particularly the one with Prime Minister Abe, who is 
reportedly very interested in Indian history and affairs and 

who feels close to the Indian nation and people. 


4. (C) Hasebe stated that both governments are now in the 
process of preparing the statements and joint documents to be 
issued at the conclusion of Singh\'s visit. It is likely that 

an Economic Partnership Agreement will be announced as well 
as cooperation agreements in the energy and tourism fields. 
The Joint Statement to be issued will likely include four 
sections addressing political and security issues, economic 
issues, people to people issues such as exchanges, and 
regional and international issues which would include 
reference to UN Security Council Reform and to North Korea. 


5. (C) Narayanan arrived with authority to discuss a broad 
range of security and political issues but had three main 
topics he wished to explore. The first was a suggestion that 
a bilateral strategic dialogue at the National Security 

Advisor level be established, similar to the Foreign Minister 
level dialogue agreed upon in January 2006. Hasebe said the 
Japanese response to this proposal was equivocal as it is not 
clear to them who would be Narayanan\'s counterpart. While 
Prime Minister Abe has established the post of advisor for 
National Security Affairs and has appointed Yuriko Koike to 
the position, it is still unclear exactly what the scope of 

her responsibilities and duties will be. (NOTE: It is 

possible that Hasebe\'s comments reflect MOFA bias, as many in 
the Ministry are uncomfortable with the creation of Koike\'s 
position and wonder how it will effect the influence of the 
foreign policy bureaucrats. END NOTE.) 


6. (C) The second topic Narayanan raised was a request for 
Japan\'s support of India\'s nuclear agreement with the U.S. 
Again, Tokyo\'s response was noncommittal. Hasebe said that 
Narayanan was told Japan appreciates the strategic importance 
of India and the importance of energy issues, but that Japan, 
given it\'s history at the end of World War Il, remains very 
sensitive to the topic of nuclear energy if weapons 

capabilities also exist. As a result, many Diet members are 
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opposed to the U.S.-India agreement. Accordingly, at this 
point in time, Japan\'s approach to this issue is to take a 
\"wait and see\" stance. 


7. (C) Finally, said Hasebe, the topic of U.N. Security 

Council reform was discussed, with the two sides agreeing to 
cooperate closely. Other topics touched upon and that will 
be more fully explored prior to and during Singh\'s visit 
included Iran, Iraq, the rise of China, terrorism, maritime 
security, and disaster management and prevention. Hasebe 
said Japan is more than willing to discuss the widest 
possible range of subjects with India as this can only serve 
to enhance the bilateral relationship. 


8. (C) Japan is clearly looking forward to Prime Minister 
Singh\'s visit and is eager to enhance its growing 
relationship with India, both politically and economically 
(see reftel B). It is likely that Prime Minister Abe is 
anxious to develop a mutually beneficial personal 
relationship with Singh in the hopes of jump-starting what, 
to date, has been a rather sluggish relationship. 
SCHIEFFER 
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Classified By: Political Counselor Ted Tanoue for Reasons 1.4(b) and (d 
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). 


1.(C) Deputy Polcons on 8 November delivered demarche on 
the Cuba Embargo Resolution (ref a) to MFA Director for UN 
Affairs Petru Dumitriu and Deputy Director Eugen Mihut. 
Dumitriu said he was \"surprised\" by the U.S. demarche because 
the Romanian delegation in New York had not yet reported on 
the Australian amendment when Polcons made appointment. 
Dumitriu remarked that the Australian amendment was a good 
move in light of Romania\'s own experience from dealing with 
Cuba. Dumitriu also noted that Cuba in the past would 

routinely attach amendments to Romanian-sponsored UN 
resolutions until Romania began attaching its own tit-for-tat 
amendments to Cuban drafts. For now, Havana and Bucharest 
have reached an \"armistice\" on the use of amendments to each 
others UN drafts, he said. Dumitriu affirmed that Romania 
would need to coordinate the Romanian response with EU 
members before he could give a response to the U.S. demarche. 
He expected that there would be sufficient delay in the 

voting on the amendment for the EU to consult among the 
members. Meanwhile Dumitriu expressed appreciation for the 
U.S. demarche. 


2. (C) Comment: Interestingly, the Cuban ambassador was 
departing the MFA while Deputy Polcons was waiting at the 
ministry\'s entrance for his escort to Dumitriu\'s office. 

Mihut confirmed that the Cuban ambassador had just concluded 
a meeting with Dumitriu but gave no details. Dumitriu 
confirmed that he had a call in to the Romanian UN delegation 
in New York to discuss the amendment to get its account of 
the sequence of events. Romania even prior to formal EU 
entry in January 2007 has begun to march in close step with 
the EU on this matter (and many other issues), and will want 
to maintain its bona fides by hewing closely to the EU common 
position. End Comment. 
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E.O. 12958: DECL: 09/08/2016 

TAGS: PGOV, PINR, PREL, ABLD, KS, KN 

SUBJECT: URI PARTY REP. CHUN JUNG-BAE ON NORTH KOREA AND 
POSSIBLE CHANGES IN THE URI PARTY 


Classified By: Amb. Alexander Vershbow. Reasons 1.4 (b/d). 


1. (C) SUMMARY: In a November 6 meeting with the Ambassador, 
Uri Representative Chun Jung-bae made his case why the Uri 
Party has a chance to maintain the Blue House in next year\'s 
presidential election and why he might be the person to lead 
the Uri Party charge. Chun, the former Justice Minister who 
stepped down in July to take a more active role in the Uri 
Party, said engagement with the North should be maintained in 
order to preserve peace on the Peninsula. He said that if 

the Uri Party did not change there would be no chance to win 
next year; therefore the main goal now for the party was to 
focus on its strength, looking out for the common person, 

while working on its weakness, its handling of the economy. 
He said the Roh administration had to put forward some good 
policies to revitalize the economy or the road ahead would be 
difficult for the party and the country. END SUMMARY. 


CHANGES IN THE URI PARTY: PATH TO VICTORY? 


2. (C) Former Justice Minister and a prominent Uri 

legislator Chun Jung-bae invited the Ambassador to lunch on 
November 6 and said that the Uri Party should form a 
coalition to include supporters of former PM Goh Kun as well 
as members of the Democratic Party (DP). He said the Uri 
Party was founded on the principles of reform, but had split 
with the DP over how the party needed to change. The 
challenge now was to narrow that gap so that the two parties 
could rejoin and present a united front to battle the 

opposition Grand National Party (GNP). The key for any hope 
of an Uri coalition victory would be to have a broad base of 
support, built on policy, rather than ideology. Chun said 

that although Goh announced he would form a new party on 
November 1, he might be open to the formation of a coalition. 


3. (C) Chun said the Uri Party had lost the trust of the 
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people. That stemmed from poor policy direction and 
implementation. Examples included the divisive education 
reform, the lack of jobs, and the failed real estate policy 
reforms of the Roh administration. In its final year, the 

Roh administration needed to put forward new policies boldly 
to counter the opposition GNP and regain public trust. The 
party needed to focus on the center and not necessarily 
become more progressive. He admitted some wanted to move 
further left and make social welfare the base of the party 

but he, Chairman Kim Geun-tae and others in the party did not 
believe this was the right course. 


4. (C) Chun admitted that the big problem facing the Uri 
Party was it had no strong presidential candidate with wide 
popular support. However, polls one year ahead of the 
election were historically inaccurate. The party had to work 
to regain popular support, but Chun remained confident that 
Uri could field a viable candidate. Chun added that the 
primary system was an important process to choose that 
candidate. 


NORTH KOREA 


5. (C) The Ambassador said that Under Secretaries Burns and 
Joseph would arrive in Seoul on November 6 and have a series 
of meetings to prepare for the Six Party Talks and UNSCR 
1718. It was important for the U.S. and ROK to agree on a 
strategy on what to do at the Six Party Talks and how to 
implement UNSCR 1718. There needed to be a two-track 
approach with pressure from the UN as well as flexibility 

from the parties participating in the Six Party Talks. In 

the wake of its nuclear test, it was necessary for North 

Korea to take early concrete steps toward dismantling its 
nuclear programs. At the same time, the USG was ready to 
form a working group within the Six Party Talks framework to 
discuss the Banco Delta Asia case. 


6. (C) Chun said that North Korea was hard to trust and it 

was difficult to expect much from the leaders of the regime. 

The fact that the DPRK had threatened the ROK for decades was 
not right, but peace was paramount, which was why the ROK and 
others had to engage the North. Chun said a U.S. expert told 
him that the 1994 Geneva Agreement was a success for the U.S. 
because it put North Korea in the U.S. sphere of control. Of 


course, the North chose not to honor the 1994 agreement, but 
still the success of the agreement should not be ignored. 
Perhaps North Korea could develop along the Vietnam model if 
we all worked together to engage North Korea and encourage 
reforms. Chun suggested that if engagement did not work, 
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sanctions would be necessary. 


7. (C) The Ambassador said that it was not possible to lift 
UNSCR 1718 until the DPRK denuclearized. Return to the Six 
Party Talks was only a first step. President Bush wanted to 
solve the North Korean nuclear problem diplomatically. Some 
see engagement as an area where the U.S. and ROK have 
differences, although these were not differences in basic 
objectives. The current debate in the ROK on how to engage 
the North could narrow any gap and lead to real progress 
through a unified approach toward North Korea. 


8. (C) Chun allowed that any policy, even one such as the 
engagement policy, needed to change with the prevailing 
situation. That said, if Kaesong Industrial Complex (KIC) or 
Mt. Kumgang tourism project were closed, it would take a lot 
of effort to reopen them. The Ambassador assured Chun that 
the USG had not suggested the ROK abandon all inter-Korean 
economic projects and thought that the KIC had some 
transformational value. Chun agreed that the funds that were 
sent to North Korea should be more carefully tracked to 
ensure that none of the funds went to even indirectly support 
the DPRKYs WMD programs. 


9. (C) The Ambassador said Uri Party Chairman Kim Geun-tae\'s 
recent trip to KIC sent the wrong signal to North Korea and 

to Washington. Chun said he accompanied Kim and that the 
trip\'s intention was one of peace and was not meant to 

suggest that Korea or the Uri Party supported the North\'s 
October 9 nuclear test. The Ambassador said the timing of 

the trip was particularly ill advised and the dance by Kim, 
coupled with the Korean press\' interpretation of the trip, 
contributed to many in Washington\'s disappointment with Kim\'s 
visit to KIC. The Ambassador said it was important the U.S. 

and the ROK sent a unified message to North Korea. 


VISA WAIVER 


10. (C) Chun thanked the Ambassador for his support when 
Chun was Justice Minister, particularly on the Visa Waiver 
Program (VWP). The Ambassador said that while all the work 
had not been completed for Korea to qualify for the VWP, the 
two countries had made much progress on law enforcement 
cooperation. Visa fraud remains an issue and there were 

still too many false documents submitted in visa 

applications. Continued cooperation was needed to educate 
people on the consequences of submitting false documents and 
also better information sharing among our law enforcement 
agencies was needed for us to catch facilitators of fraud. 

The main message was we wanted to convey to Koreans was that 
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Korea should help the U.S. help Korea to enter the VWP. 


COMMENT 


11. (C) These are difficult times for Chun Jung-bae, who, 
along with Kim Geun-tae and former Unification Minister Chung 
Dong-young was instrumental in forming the Uri Party. A 

close associate of President Roh, Chun must now find the 
magic formula that will preserve the progressive coalition 

while distancing himself from the unpopular president. Even 

if he does not become a presidential candidate, Chun will 
remain a key power broker in the progressive camp. 
VERSHBOW 
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E.O. 12958: DECL: 11/08/2016 
TAGS: PGOV, PREL, MOPS, NATO, IZ 
SUBJECT: MALIKI ASKS FOR NATO GENDARMERIE TRAINING 


Classified By: Deputy Chief of Mission Daniel V. Speckhard for reasons 
1.4 (b) and (d). 


1. (C/NF) In a November 2 meeting with Ambassador Khalilzad, 
PM Maliki said that he had signed a letter that morning 
requesting that NATO provide gendarmerie training to the 

Iraqi National Police under the auspices of the NATO-Training 
Mission in Iraq (NTM-I). National Security Advisor Rubaie 
provided us a copy of the letter, which we e-mailed to USNATO. 


2. (SBU) Text of PM Maliki\'s letter to NATO Secretary General 
de Hoop Scheffer: 


Republic of Iraq 
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Nori K. Al Maliky 
Prime Minister 


Dear Mr. Jaap de Hope Scheffer 
Secretary General - NATO 


SIPDIS 


On behalf of the Government of Iraq, | would like to thank 
NATO for its valuable assistance in helping to train our 
security forces. This assistance has been vital in helping 

my government move forward in its goal of achieving stability 


in Iraq. 


Nevertheless, we recognize that lraqi security forces need 
additional assistance to become self sustaining. For example 
we have identified an urgent need for the improvement of our 
National Police Force into a Paramilitary Police Force. This 
force will play an important role in my government\'s efforts 

to defeat the extremists and terrorists that are trying to 
undermine lraq\'s new and fragile democracy. 


In July, Foreign Minister Zebari wrote to you requesting 
NATO\'s assistance in the development of this force. | am 
writing now to emphasize the importance of our request. 


We particularly ask that NATO agree to provide leader 

training for Iraqi National Police commanders, staff 

officers, and senior noncommissioned officers on planning and 
execution of mission that bridge the gap between routine 
police action and military operations. We also would be 
particularly grateful if this training could be provided 

under the auspices of the NATO Training Mission in Iraq and 
to take place inside our country and led by NATO member 
states with gendarmerie-like forces of their own. 


This is consistent with existing United Nations Security 
Council Resolutions. UNSCR 1546 specifically requested the 
international community, including NATO, to assist the 
Government of Iraq in its efforts to build the Ministry of 
Interior institutions necessary for the maintenance of law, 
order, and security, including combating terrorism. 


My government is committed to assuming that responsibility 
sooner rather than later. But to achieve this goal, we need 
NATO\'s continued assistance in training the security forces 
that we require. 


Please except, Excellency, the assurance of my consideration. 
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Signed 


Nori K. Al Maliky 
Prime Minister of lraq 
END TEXT 
KHALILZAD 
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E.O. 12958: DECL: 11/09/2031 

TAGS: PGOV, PHUM, PINR, PREL, PREF, HK, CH, KN, MC 

SUBJECT: BEIJING-BASED UNHCR REPRESENTATIVE CALLS ON CONSUL 
GENERAL CUNNINGHAM 


REF: HONG KONG 3973 
Classified By: Consul General James B. Cunningham. Reasons: 1.4 (b,d) 


1. (C) Veerapong Vongvarotai, the United Nations High 
Commissioner for Refugees (UNHCR) Regional Representative for 
China and Mongolia, discussed asylum and refugee issues with 
Consul General Cunningham on November 9. Vongvarotai, who 
was accompanied by Choosin Ngaotheppitak, Senior Protection 
Officer from the UNHCR Beijing Office, and Monique Sokhan, 
Head of the UNHCR Hong Kong Sub-Office, said he was in Hong 
Kong to pay courtesy calls on the Hong Kong Government (HKG) 
and was scheduled to meet later with officials from the 
Immigration Department and the Security Bureau. According to 
Sokhan, the HKG has been generally cooperative on asylum 
cases and she expressed hope that UNHCR and the Government 
would eventually sign a memorandum of understanding allowing 
the joint processing of refugees cases (see reftel). 


2. (C) Since his September arrival in Beijing, Vongvarotai 
said he had been busy working with mainland counterparts on 
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finalizing PRC refugee regulations and on resolving refugee 
status determination and resettlement issues for urban 

refugees (mostly from Pakistan, India, Africa and Sri Lanka) 

in China. While the resettlement process in China was not 

easy, Vongvarotai told the Consul General that they had \"not 
had a lot of problems with China\" on this issue. He noted 

that the PRC Government wanted to \"control\" the urban refugee 
situation before the start of the 2008 Beijing Olympics and 

was reportedly working on contingency plans. 


3. (C) On the issue of North Koreans in China, however, 

Beijing continued to refuse to recognize this population as 
refugees, instead designating the majority as economic 
migrants, said Vongvarotai. The meeting participants 
discussed the role of organizations and individuals assisting 
North Koreans in seeking asylum, including one NGO rumored to 
be considering Hong Kong as a possible base for its 
operations. Vongvarotai opined that it was \"not likely\" that 
North Koreans would show up in Hong Kong and cited the strict 
border and immigration controls between China and Hong Kong 
as a major deterrent. While it was possible that a few North 
Koreans might show up in Hong Kong seeking asylum, 
Vongvarotai predicted that if North Korea conducted a second 
nuclear test which triggered large refugee outflows, they 

would likely flee to Mongolia via China or depart North Korea 

by boat. Based on this assessment, Vongvarotai said that he 
did not intend to raise the issue of North Korean refugees 

with the HKG. 

Cunningham 
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SUBJECT: JAPAN SUPPORTS COUNTRY-SPECIFIC RESOLUTIONS 


REF: STATE 182267 


Column 3 
Classified By: Political Minister Counselor W. Michael Meserve 
: 1.4 (b)(d). 


(C) Political Section Deputy conveyed reftel demarche 
November 9 to MOFA Human Rights and Humanitarian Affairs 
Division Principle Deputy Director Yoriko Suzuki. Ms. Suzuki 
subsequently contacted Section Deputy to say that Japan, in 
general, agrees with the U.S. approach to the country 

specific resolutions. While Japan has not yet completed its 
internal deliberations, she said she expects Japan to support 
all of them, although it might not co-sponsor them all. She 
then addressed each country-specific resolution. 


Iran 


2. (C) Japan would probably vote in favor of the Iran 
resolution but not co-sponsor it. Japan, she noted, 

maintains a human rights dialogue with Iran and also provides 
technical assistance. Japan would like to maintain these 
channels and so will not co-sponsor. 


Belarus 


3. (C) Japan will vote in favor and co-sponsor, Ms. Suzuki 
stated. 


Uzbekistan 


4. (C) Japan is waiting to see how the countries of the EU 
respond, Ms. Suzuki said. Last year, Japan voted in favor 
of, but did not co-sponsor, the country-specific resolution 
on Uzbekistan and, as a result, bilateral relations became 
strained. Suzuki said it was her personal belief that Japan 
would again vote in favor of the resolution, but not 
co-sponsor. 


5. (C) Ms. Suzuki said that Japan would vote as it did last 
year: vote in favor, but not co-sponsor. 


North Korea 


6. Japan will vote in favor of and co-sponsor the North 
Korea resolution. 


. Reason 
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DEPARTMENT FOR IO/UNP - R HOTZ AND SCA/INS 


E.O. 12958: N/A 

TAGS: PREL, UNGA, CE 

SUBJECT: SRI LANKA: DEMARCHE ON OPPOSING ANTI-ISRAEL BIAS 
AT UNGA DELIVERED 


REF: STATE 178061 
This message is sensitive but unclassified. 


(SBU) Pol Chief delivered reftel demarche to MFA Additional 
Secretary for Multilateral Affairs Maduwedegera on October 25 


SIPDIS 

We followed up on November 7. Maduwedegera had no 

substantive response but undertook to consult with the Sri 
Lankan UN delegation in New York and to inform us of the 
eventual Sri Lankan position. 

BLAKE 
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SIPDIS 


E.O. 12958: DECL: 11/08/2016 

TAGS: PHUM, PREL, UNHRC-1, JA 

SUBJECT: SENIOR-LEVEL DEMARCHE ON COUNTRY RESOLUTIONS: 
JAPAN SUPPORTIVE 


REF: STATE 184178 


Classified By: Political Minister Counselor W. Michael Meserve. Reason: 
1.4 (b)(d). 


1. (C) Political Section Deputy conveyed reftel demarche 
November 9 to MOFA Human Rights and Humanitarian Affairs 
Division Principle Deputy Director Yoriko Suzuki. Ms. Suzuki 
responded later that day, noting that Japan did not yet have 
much information on Iran\'s resolution against Canada, but 
gathered that it was politically loaded and was not the kind 

of resolution that Japan would support. On the issue of 
no-action motions, she explained that Japan, in principle, 
opposes them because they shut down discussion. Japan \"is 
totally against them,\" she stated. 


2. (C) MOFA had not seen the text of the Belarus resolution 
against the United States, but was \"very concerned about it,\" 
Ms. Suzuki said. MOFA would need to see the text before 
making a final decision. Judging from what she knew about 
it, however, Ms. Suzuki predicted that Japan would support 
the U.S. position. 


3. (C) Ms. Suzuki concluded the conversation by underscoring 
that Japan broadly shares the same view as the United States 
on the these resolutions, because our two countries share the 

same values. She was confident that Japan would support the 
U.S. position. 

SCHIEFFER 
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E.O. 12958: DECL: 11/09/2031 

TAGS: PREL, PGOV, CH, TW 

SUBJECT: CHEN YUNLIN RAISES TAIWAN CONSTITUTION CONCERNS 
WITH AMBASSADOR 


BEIJING 00023711 001.2 OF 003 


Classified By: Ambassador Clark T. Randt, Jr. Reasons 1.4 (b/d). 


MUMMHZERIMMMUZE RUMMY ZE RA 

PLEASE CANCEL. MESSAGE WILL BE CORRECTED 
AND RESENT UNDER A NEW MRN 
MUMHUZERAMMYZE RUM ZE RI 


BEIJING 00023711 002.2 OF 003 


MUMIIZE RIMM ZE RIMM ZERIT 

PLEASE CANCEL. MESSAGE WILL BE CORRECTED 
AND RESENT UNDER A NEW MRN 

MMH ZERIMMMMUZERIMMMIZERIMH/ 


BEIJING 00023711 003.2 OF 003 


MUMHZERIMMUZE RUMMY ZE RIII 

PLEASE CANCEL. MESSAGE WILL BE CORRECTED 
AND RESENT UNDER A NEW MRN 

MMH ZERIMMHZERMMMYZERMH 
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SIPDIS 


E.O. 12958: DECL: 11/09/2016 
TAGS: PREL, MNUC, PARM, KNNP, EWWT, KN, XC, ID 
SUBJECT: AMBASSADOR URGES VIGOROUS ENFORCEMENT OF UNSCR 1718 


REF: A. JAKARTA 13006 (DEMARCHES TO INDONESIA ON DPRK 
SHIPPING 
B. STATE 179243 (INVESTIGATING DPRK VESSEL) 
C. STATE 179928 (MARITIME SERVICES FOR DPRK SHIPS) 
D. STATE 180512 (UNSCR 1718 OBLIGATIONS ON DPRK 
CONVENTIONAL ARMS) 


Classified By: B. Lynn Pascoe, Ambassador. Reason: 1.4 (b, d) 


1.(C) Ina November 9 meeting with Foreign Minister Hassan 
Wirajuda, Ambassador stressed the importance of vigorous 
implementation of UN Security Council Resolution 1718, aimed 
at stopping DPRK trafficking in military materiel and certain 
luxury goods (reftels). Ambassador pointed out that because 
of Indonesia\'s location on the Straits of Malacca, the GOI 
must be in a position to undertake effective enforcement 
action. This would, he said, require timely action in 

response to intelligence. We must be focused on results, the 
Ambassador said, and not be sidetracked into legalistic 
discussions of the kind that have blocked progress on the 
Proliferation Security Initiative (PSI). 


2. (C) Wirajuda said that he had already discussed this issue 
with President Yudhoyono, and explained to him that UNSCR 
1718 was legally binding on all UN member states. Yudhoyono 
had instructed Wirajuda to examine the resolution\'s 
implications for Indonesia\'s bilateral trade with the DPRK. 
Wirajuda said that it was his understanding that the UN was 
devising guidelines for implementation of the resolution, and 
the GOI was awaiting these. He admitted that there had been 


Column 3 
little discussion of the matter within the GOI to date. 


3. (C) Ambassador said that the GOI had shown itself capable 
of cooperative action against narcotraffickers and 

terrorists, and that this level of commitment would also be 
required in enforcing the Resolution 1718. He said that in 
the future, the USG would likely need to pass actionable 
information to the GOI (ref B), and that we would like to 
identify a responsive Indonesian point of contact for such 
cases. Wirajuda said that the Foreign Ministry would do its 
best to see that such information was coordinated within the 
GOI in a timely manner. Ambassador stressed that enforcing 
the resolution had many complex aspects, such as provision 
maritime services to DPRK ships (ref C), that must be 
addressed. We left with Wirajuda non-papers (refs B - C) 
that we have already shared with working level contacts in 
the Foreign Ministry (ref A). 

PASCOE 
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E.O. 12958: DECL: 11/09/2031 
TAGS: PHUM, CH 
SUBJECT: POLITICAL ASYLUM INQUIRY FROM CHINESE CITIZEN 


REF: BEIJING 21217 


Classified By: Political Minister Counselor Daniel Shields. 
Reasons 1.4 (b) and (d). 


Summary 


1. (C) A Chinese national male approached the Embassy on 
November 8 and said he wanted to request political asylum on 
the grounds that he had been unable to find employment since 
1999 because of his political beliefs. In accordance with 

the procedures in 2 FAM 228 and relevant Department guidance, 
poloff and assistant regional security officer (ARSO) 


Column 3 

interviewed the man, after which they explained that the 
Embassy is not authorized to grant or in any way promise 
asylum. The man departed the Embassy without incident. End 
Summary. 


2. (C) A Chinese national male approached the Embassy on the 
afternoon of November 8 requesting to speak with an Embassy 
representative about \"political asylum.\" Poloff and ARSO 
interviewed the subject in person outside the Embassy 
compound. The subject stated his name to be TANG Min, DPOB 
February 29, 1971, Guizhou, China, though he possessed no 
identification documents. The individual said he is 

currently unemployed, and has been since 1999. 


3. (C) The subject said he wanted to \"request political 

asylum\" because he had not been able to find employment due 
to his political beliefs, which he described as being, 
\"anti-communist, anti-socialist, and pro-capitalist, 
pro-freedom.\" Because of these beliefs and his status as a 
\"dissident,\" the man claimed that no one in China would hire 
him, despite his repeatedly having submitted job applications 

to various companies. 


4. (C) The subject said he had been arrested in 2003 after 
having sought asylum at the Algerian Embassy. When the 
Algerian Embassy refused his request, Chinese police took him 
away and detained him for eight months, releasing him 
sometime in 2004. He said he had not had any difficulty with 
the police since then, as he does not state publicly his 

political views, but he claimed the police constantly follow 

him. Subject claimed he has no affiliation with the 

Communist Party or any other political party in China. 


5. (C) When asked whether he had run afoul of the authorities 
for having publicly stated his political beliefs, subject 

again denied having ever publicly expressed his political 

views. Rather, subject launched into an agitated discussion 
about how he had become famous throughout China for having 
distributed \"monosyllabic, disyllabic, and polysyllabic 

words\" that had spread among the Chinese public nationwide. 
This had made him a \"well-known figure\" and contributed to 
his status as a \"dissident,\" he stated. 


6. (C) Prior to coming to the Embassy on the afternoon of 
November 8, the subject claimed to have entered the compound 
of a \"French School" in Beijing on the evening of November 7 
in an attempt to apply for asylum, but no one was there. He 
then went to the Hungarian Embassy, where he spent the 
evening waiting outside the Hungarian Chancery. When 
Hungarian Embassy personnel arrived in the morning of 
November 8, they reportedly promptly refused his request for 


Column 3 
asylum. He therefore made his way to the American Embassy to 
request political asylum. 


7. (C) In accordance with 2 FAM 228 and relevant Department 
guidance, poloff and ARSO explained that the Embassy is not 
authorized to grant or in any way promise asylum. Upon 
hearing this news, subject immediately departed the vicinity 

of the Embassy compound without incident. 

Randt 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, KTIA, UN, TH 

SUBJECT: DEMARCHES DELIVERED: COUNTRY-SPECIFIC RESOLUTIONS 
AT THE UNGA 


REF: A. STATE 184178 
B. STATE 182267 


1. PolCouns delivered reftel demarches to Dusit Manapan, 
Director of the Peace, Security and Disarmament Division at 
the Thai Ministry of Foreign Affairs. Mr. Dusit noted that 

his Ministry must examine these resolutions in \"a broader 
context\" and consider the bilateral implications to these 
resolutions. Mr. Dusit explained that Thailand will study 
these resolutions individually, but does not yet have a 
decision on how to vote on them. 

BOYCE 
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SIPDIS 


E.O. 12958: N/A 

TAGS: UNGA, LE, IS, PHUM, PREL, PTER, TH 

SUBJECT: DEMARCHE DELIVERED: UNGA RESOLUTIONS ON THE 
SITUATION OF HUMAN RIGHTS AND CHILDREN IN LEBANON 


REF: STATE 176793 


1. PolCouns delivered reftel demarche to Dusit Manapan, 
Director of the Social Division at the Thai Ministry of 
Foreign Affairs. Mr. Dusit acknowledged our concerns and 
stated that his Ministry has yet to make a decision on how 
they would vote, but is considering the issue \"very 
carefully.\" 

BOYCE 
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E.O. 12958: N/A 

TAGS: PREL, UNGA, IS, TH 

SUBJECT: DEMARCHE DELIVERED: OPPOSING ANTI-ISRAEL BIAS AT 
UNGA 


REF: STATE 178061 


1. PolCouns delivered reftel demarche to Charn Jullamon, 
Director of the Peace, Security and Disarmament Division at 
the Thai Ministry of Foreign Affairs. Mr. Charn noted that 
Thailand had switched their position last year from 
supporting these resolution to abstention. Mr. Charn stated 
that this is \"already one step forward,\" and that his 

Ministry is still considering whether Thailand will \"abstain 
again or take another step forward\" for this year. 

BOYCE 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PREL, EU, CH 

SUBJECT: EU ARMS EMBARGO UNLIKELY TO BE LIFTED DURING 
GERMAN EU PRESIDENCY 


REF: A. BEIJING 20898 
B. STATE 183667 


Classified By: POL External Unit Chief Edgard Kagan. Reasons 1/4 (b/d) 


1. (C) Summary: The EU Arms Embargo against China is 
unlikely to be lifted, or even be on the agenda, during the 
German EU Presidency that begins in January 2007, according 
to contacts at the German and UK Embassies in Beijing. 
Although both Italian President Prodi and French President 
Chirac publicly called for lifting the EU ban on arms sales 

to China during their respective visits to Beijing this fall, 

EU contacts feel there is still no consensus among member 
states at this time to reopen discussion on the subject. End 
summary. 


Prodi and Chirac Support Lifting the Embargo 


2. (C) Italian President Romano Prodi said Italy \"leans to 
lifting\" the EU Arms Embargo against China while at a joint 
press conference in Beijing with Premier Wen Jiabao during 
Prodi\'s September 13-19 visit. Prodi led a 500-person trade 
delegation to several Chinese cities to sign trade deals with 
China, Italy\'s largest source of imports after OPEC members. 
Separately, but under similar circumstances, French President 
Chirac in a Joint Statement with President Hu Jintao 

reiterated his opposition to the EU Arms Embargo during his 


Column 3 

October visit to China. During this visit France secured 

trade deals with China worth 5 billion Euro. (Comment: At a 
post-Chirac briefing to diplomats in Beijing, the French DCM 
said Chirac simply voiced well-known French policy as France 
has long been in favor of lifting the arms ban, but he 

admitted that France is \"perhaps lonely in its view.\" End 
comment). 


But Not Enough EU Consensus To Act 


3. (C) Despite recent French and Italian public statements 
in support of lifting the EU arms embargo, neither country 
has taken active steps at the EU to reopen the issue of 
lifting the ban, according to contacts at the German and UK. 
Embassies in Beijing. There is still no EU consensus about 
lifting the ban, according to the UK. contact, and the EU 
continues to tell the Chinese that there are \"technical 
issues\" that must be resolved to lay the ground work for a 
lift. 


4. (C) Separately, our German Embassy contact confirmed that 
the arms embargo \"is not on the agenda\" for the German EU 
Presidency which begins in January 2007. Pointing to the EU 
Presidency Conclusions of December 2004 which state \"the 
European Council reaffirmed the political will to continue to 

work towards lifting the arms Embargo\" and invites \"the next 
Presidency to finalise the well-advanced work in order to 

allow for a decision,\" he felt there would likely be no 

significant movement on the issue in 2007, under either the 
German or Portuguese EU Presidency. China has been pressing 
Germany for some time on the arms embargo issue and to grant 
them EU Market Economy Status, but China has not taken 
significant steps to address EU concerns about these issues, 

he said. Under the current German Chancellor, it would be 
highly unlikely that China will make much headway with 
Germany on the embargo issue, he commented. Noting that 
France will follow Slovenia in the EU Presidency in 2008, he 
speculated that China might find a more opportune moment to 
press the issue after the Beijing Olympics in summer 2008. 
Randt 
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SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 
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PARIS ALSO FOR POL 

ROME FOR MFO 


E.O. 12958: N/A 
TAGS: IS, KMDR 


SUBJECT: ISRAEL MEDIA REACTION 


1. US Midterm Elections 
2. Beit Hanun Attack 

3. Mideast 

4. Syria 


Senior military analyst ZeVev Schiff wrote in independent, 
left-leaning HaVaretz: \"It is quite doubtful that the Democrats 
would have decided on an immediate withdrawal from Iraq had the 
decision been up to them. They, too, understand that a rushed 
pullout could end up having the U.S. lose the entire Middle East. 
The Democrats will continue to make it difficult for Bush and 
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criticize him for the war in Iraq, but they will find a way to 

finance the army\'s continued presence there without humiliating the 
U.S.\" 

Conservative, independent Jerusalem Post editorialized: \"The 
Democrats must resist the temptation to dedicate their new found 
power to the sole purpose of bringing down their nemesis, George 
Bush. They will be more successful politically if they do what is 
best for their country and the world, and join together to confront 
the terrorist tyrants that threaten us all.\" 

Block Quotes: 


I. \"U.S. Won\'t Quit Iraq Just Yet" 


Senior military analyst ZeVev Schiff wrote in independent, 
left-leaning HaVaretz (11/9): \"Does the resignation of Donald 
Rumsfeld as U.S. Secretary of Defense, who led the war in Iraq, 
signal an immediate beginning of the American army\'s withdrawal from 
Iraq? The answer is no. It is more reasonable to conclude that the 
appointment of Robert Gates to the position will represent the start 
of changes in the way American forces are deployed in Iraq and the 
establishment of a plan with the Iraqi government for taking on 
greater military responsibility. It is more reasonable that 

following its loss in Congress and a call by many voters for a 
change in military policy in Iraq, the Republican Party will now 
focus on an effort to save the White House for U.S. President George 
W. Bush\'s political heir. In other words, the party wants to show 
that it will be making changes in Iraq, while taking national 

security responsibility for the United States\' position as a world 
power. It is quite doubtful that the Democrats would have decided 
on an immediate withdrawal from Iraq had the decision been up to 
them. They, too, understand that a rushed pullout could end up 
having the U.S. lose the entire Middle East. The Democrats will 
continue to make it difficult for Bush and criticize him for the war 

in Iraq, but they will find a way to finance the army\'s continued 
presence there without humiliating the U.S.\" 


Il. "Confront Iran Together" 

Conservative, independent Jerusalem Post editorialized (11/9): \"The 
call for unity and cooperation just after a hard-fought election is 

as American as motherhood and apple pie. For all our sakes, 
however, this pledge had better not be mere boilerplate. Speaking 
from a particularly precarious part of the world, we simply cannot 
afford a United States that, in the midst of global war, becomes 
paralyzed by partisan bickering. Though there is a long history of 
midterm elections of second-term presidents being treacherous for 
the party in power, it is clear that President George Bush and, in 
particular, the war in Iraq, cost the Republicans dearly.... The 

real problem ... is not the shallow and unconstructive debate over 
Iraq, but that Democrats and Republicans have allowed Iraq to become 
a distraction from the main threat looming, that of a nuclear 
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Iran.... What the US needs, instead, is a bipartisan strategy for 
victory.... As it happens, a successful policy toward Iran is 

critical to winning in Iraq, since it is almost impossible to 

imagine democracy prevailing in Iraq so long as Iran is increasingly 
able to support terrorism there, eventually under the protection of 

a nuclear umbrella.... The best way for Democrats to prove that they 
should be given the chance to govern is for them to work 
shoulder-to-shoulder with Bush on foreign policy in the two critical 
years ahead. The sight of Bush and Pelosi reaching agreement on 
Iran policy would itself send a powerful message to Europe that 
America is not willing to live with a nuclear Iran, and would 
embolden these nations to toughen their own policies. As unlikely 
as this positive scenario may seem to be, the alternative to it is 
frightening, and would be disastrous for America and the world. A 
divided America following a feckless Europe is a recipe for 
deterioration across the board, including defeat in Iraq and the 
emboldening of the radical axis that emerged in the recent Lebanon 
war: Iran, Syria, Hizbullah and Hamas. The Democrats must resist 
the temptation to dedicate their new found power to the sole purpose 
of bringing down their nemesis, George Bush. They will be more 
successful politically if they do what is best for their country and 

the world, and join together to confront the terrorist tyrants that 
threaten us all.\" 


Independent, left-leaning HaVaretz editorialized: \"The cannons must 

be replaced with calls for dialogue, the economic boycott must be 
replaced with an opening of the taps, and the cruel siege of Gaza 

must be replaced with a supervised opening of the border crossings. 
Only in this way can we perhaps change the dangerous atmosphere that 
now prevails, and even more so following the bloodbath in Beit 

Hanun. The responsibility for this rests entirely on the prime 

minister\'s shoulders. \" 


Diplomatic correspondent Ben Caspit wrote in popular, pluralist 
Maariv: \"They [the Palestinians] are not attacking the 1967 borders; 
they are attacking the 1948 lines. They are not challenging the 
occupation, and they are not arguing with the oppression. They want 
to uproot us from here, wipe us from the face of the earth.... All 

they have to do to get quiet is to stop shooting. Until then, there 

will be no quiet, and sometimes, there will be mishaps.\" 


Political affairs correspondent Sima Kadmon wrote in 
mass-circulation, pluralist Yediot Aharonot: \"This is indeed, a 
calibration problem. But this is a problem not just of the artillery 
battery, but of us, all of us. Of a government that for such a long 
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time has found no way to talk to the other side. Of the IDF, that 

time after time manages to get us into trouble in mishaps that 

should not happen. Of a state that closes its eyes and seals its 

heart to what is happening a few dozen kilometers away. Of the 
Palestinians, who display negligence and have not managed to vomit 
from their midst the radical elements. And of an indifferent world 
that does nothing to stop what is happening.\" 


Middle East affairs commentator, Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in mass-circulation, pluralist 

Yediot Aharonot: \"Despite the promised disengagement, Gaza still 
remains an Israeli matter, and the world is watching from the 
bleachers, on the television screens. It\'s time that weary Israel 
should sit on the bleachers and watch as the world takes charge over 
Gaza. Those who criticize Israel in the Western world should also 

be prepared to act, and the moment has come.\" 


Military correspondent Alex Fishman wrote in mass-circulation, 
pluralist Yediot Aharonot: \"For our own sake, we must know what 
really happened yesterday in Beit Hanoun. We must, because our 
hearts have become inured. Ten killed here, 60 killed there, 
yesterday another 18, some of them innocent civilians. For us, this 
passes as if it were nothing. We have to ask ourselves: does this 
truly have to be?\" 


Senior op-ed columnist Eitan Haber wrote in the lead editorial of 
mass-circulation, pluralist Yediot Aharonot: \"It is terrible [What 
happened in Beit Hanun]. And we have to try not to use the excuse, 
Vbut we are at war.\' Because if, God forbid, such sights continue, 
we will perhaps beat Hamas, but we will lose the world\'s support" 


Senior military analyst Ze\'ev Schiff wrote in independent, 
left-leaning HaVaretz: \"Instead of talking, Israel has become an 
observer that deploys artillery. For months, Israel has avoided 
negotiations with Mahmoud Abbas. By doing so, Israeli is 
strengthening Palestinian extremists, and what is happening in the 
Gaza Strip is adding fuel to the bonfire.\" 


Block Quotes: 


|. WA Cease-Fire in Gaza (2)\" 


Independent, left-leaning HaVaretz editorialized (11/9): Yesterday, 
we wrote here that \'Israel should declare a complete cease-fire in 
the Gaza Strip for a predetermined period, during which it will not 
engage in any violent actions, neither assassinations nor 
incursions. Simultaneously, it should call on the Palestinians to 
hold their fire as well.\ What we feared has come to pass -- and for 
the Palestinians, even worse: At least 19 Palestinians were killed 
yesterday during a sustained Israel Defense Forces artillery attack 
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on the town of Beit Hanun.... No excuse can justify this 

atrocity... It is no longer enough to express regret; it is also 
necessary to draw conclusions. It has now become conclusively clear 
that the campaign against the Qassam rocket launchers in Gaza can no 
longer be entrusted solely to the IDF.... That operation [Autumn 
Clouds] sowed only death and destruction, without bringing an end to 
the Qassam fire. On the contrary, it only increased it.... The 

prime minister, as the person who bears overall responsibility, must 
order the IDF to halt the fire on Gaza -- immediately, in all cases 

and with every type of weapon. If Israel does not want to find 

itself embroiled soon in a new bloodbath, including suicide bombings 
in its cities, it must launch a dramatic, unequivocal move, as only 
such a move might prevent the outbreak of a new intifada.... The 
cannons must be replaced with calls for dialogue, the economic 
boycott must be replaced with an opening of the taps, and the cruel 
siege of Gaza must be replaced with a supervised opening of the 
border crossings. Only in this way can we perhaps change the 
dangerous atmosphere that now prevails, and even more so following 
the bloodbath in Beit Hanun. The responsibility for this rests 

entirely on the prime minister\'s shoulders. \" 


ll. \"The Price of the Kassam Rockets\" 


Diplomatic correspondent Ben Caspit wrote in popular, pluralist 
Maariv (11/9): \"Somebody needs to tell the truth, to the inhabitants 
of Beit Hanoun, to the inhabitants of the Gaza Strip, to the Arabs 

of the territories, to the whole world. It is a simple, harsh and 

single truth: those who fire thousands of Kassam rockets upon a 
civilian population for years, those who accumulate tons of 
explosive materials, arms and Katyusha rockets for months, those who 
impose terrorism and fear upon an entire region for no apparent 
reason need to understand that they cannot hide behind women and 
children. Such behavior carries a price tag. Every country in the 
world has an obligation to protect its citizens. Israel\'s behavior 

in Gaza has been much more moderate, humane and moral than the way 
American, British or Russian armies would respond to terrorists who 
consistently fired on Texas, Coventry or Moscow.... The truth is 

that until they stop firing Kassam rockets upon Israel, Israel must 
keep firing back. Yes, firing back. They shoot to kill women and 
children. We do not. Never. But when they shoot at us from inside 
inhabited areas, it is very difficult to prevent mishaps or terrible 
incidents.... Every other method has been tried, and failed. With 
scoundrels you behave like a scoundrel, and with murderous, 
bloodthirsty terrorism that wants to wipe you off the map, you have 
to respond accordingly: wipe it out.... We expected that they would 
sit quietly after we left Gaza.... Yes, in our naivet we expected 

that now, at least in Gaza, \'they would sit quietly.\' Instead of 

that, we got intensified barrages of upgraded Kassam rockets, tons 
of explosives and Hamas in power.... They [the Palestinians] could 
have proven to the world that when Israel leaves, withdraws and 
recognizes the international border, a solution is accomplished and 
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calm achieved. They could have given us a reason to leave the West 
Bank as well. But instead, they fell upon us with wild rage. They 

are not attacking the 1967 borders; they are attacking the 1948 

lines. They are not challenging the occupation, and they are not 
arguing with the oppression. They want to uproot us from here, wipe 
us from the face of the earth.... All they have to do to get quiet 

is to stop shooting. Until then, there will be no quiet, and 

sometimes, there will be mishaps.\" 


Ill. \"Not Calibrated\" 


Political affairs correspondent Sima Kadmon wrote in 
mass-circulation, pluralist Yediot Aharonot (11/9): \"A calibration 
problem, the OC Southern Command yesterday explained the killing in 
Beit Hanoun. Indeed, a calibration problem. But not just of the 
artillery battery. But of us, all of us. Of a government that for 

such a long time has found no way to talk to the other side. Of the 
IDF, that time after time manages to get us into trouble in mishaps 
that should not happen. Of a state that closes its eyes and seals 

its heart to what is happening a few dozen kilometers away. Of the 
Palestinians, who display negligence and have not managed to vomit 
from their midst the radical elements. And of an indifferent world 
that does nothing to stop what is happening.... A regrettable 

mistake, politicians and army people in the past and present said 
yesterday. This was not a mistake. This was a disaster. It\'s a 
regrettable mistake when you step on someone\'s toe, not when you 
kill 11 members of one family.... This is not even one stray shell 

that was mistakenly discharged. More than ten shells were fired 
from this artillery battery.... Somebody has to stop this madness. 
Somebody has to stop for a moment and think.... The Kassam rocket 
fire will not stop, every child in Sderot knows this. Just as every 

child in Beit Hanoun knows that we will never go away. The question 
is when we will begin to talk. Because ... there must be consensus 
on one thing: that there is nothing -- neither for us nor for them 

-- to lose by this.\" 


IV. \"A Moment before the Next War\" 


Middle East affairs commentator, Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in mass-circulation, pluralist 

Yediot Aharonot (11/9): \"Yesterday\'s tragedy in Gaza, and in recent 
years in Sderot, makes it clear that the Israelis and the 

Palestinians can no longer be left on their own. The rise of 

fanatic political Islam in the territories has made any political 
solution, or even a partition, impossible. It has already been 
proven that every time Israel evacuates territory, whether in 
Lebanon or in the Palestinian Authority, the territory is 

immediately seized by terror. This is violent, destructive terror 

that has no limits, that will not hesitate to do all it can to 

attack us. From this aspect, there is no choice but to admit that 
even an orderly handover of the area to the Palestinians, such as in 
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the Oslo process, or even abandoning it, such as in disengagement, 
have not proven themselves.... It seems that the Palestinians 
themselves are planning a large-scale military action against 

Israeli cities, and this can be expected in about half a year, after 

the tons of ammunition that they are storing in the Gaza Strip turn 
into a critical mass of rockets, which are smuggled from Egypt... 
After this war, the world will enter the picture, just as it did in 
southern Lebanon, and will send a strong enforcement force to Gaza, 
like UNIFIL.... On second thought, and in light of yesterday\'s 
serious incident, why should such an international force not go in 
now already, and so prevent the war that assessments say can be 
expected in the spring?.... The Gaza Strip will be given over to the 
world\'s responsibility, military and humanitarily.... The 

Palestinians themselves will become an international problem, and 
will thereby be very limited in continuing to fire at Israel... 

What happens inside the Gaza Strip -- whether its residents achieve 
independence one day and how it will be run -- will be under the 
responsibility of the world, which now condemns Israel.... Despite 
the promised disengagement, Gaza still remains an Israeli matter, 
and the world is watching from the bleachers, on the television 
screens. It\'s time that weary Israel should sit on the bleachers 

and watch as the world takes charge over Gaza. Those who criticize 
Israel in the Western world should also be prepared to act, and the 
moment has come.\" 


V. \"The Mystery of the Shells\" 


Military correspondent Alex Fishman wrote in mass-circulation, 
pluralist Yediot Aharonot (11/9): \"Anyone who couldn\'t sleep 
yesterday because they were worried about the damage to the State of 
Israel\'s good reputation can stop worrying. It has been a long time 
since we had such a reputation. Israel is viewed by the world as 
having a light trigger finger when it comes to civilians. Whether 

this is true or not -- this is a fact.... For our own sake, we must 

know what really happened yesterday in Beit Hanoun. We must, 
because our hearts have become inured. Ten killed here, 60 killed 
there, yesterday another 18, some of them innocent civilians. For 
us, this passes as if it were nothing. We have to ask ourselves: 
does this truly have to be? Does this really serve our national 
interests? We deserve to know if it is really just bad luck that 
pursues us, or if this bad luck is, in fact, inherent in the system. 
Those who play with artillery near a dense urban area -- even if 
they take into account all the safety ranges, orders and procedures 
-- should expect disasters. Something unexpected and unplanned is 
always liable to happen. That is inherent in this game.\" 


VI. \"Blood and Tears\" 
Senior op-ed columnist Eitan Haber wrote in the lead editorial of 


mass-circulation, pluralist Yediot Aharonot (11/9): "The IDF made a 
serious mistake yesterday, and not for the first time. The sights 
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from Gaza were harsh and bitter and it is impossible and we must not 
remain indifferent to the ripped bodies of children. The IDF must 

-- damn it, how is this done -- be careful and cautious and strict 

so that such blood curling mistakes do not happen, but it is 

important to remember that only the clumsiness of the Hamas in Gaza 
-- thank God -- prevents us from seeing similar sights, almost every 
day, in Sderot, for example. It is terrible. And we have to try 

not to use the excuse, \'but we are at war.\ Because if, God forbid, 
such sights continue, we will perhaps beat Hamas, but we will lose 
the world\'s support.\" 


VII. \"A Military Failure and Strategic Vacuum\" 


Senior military analyst ZeVev Schiff wrote in independent, 
left-leaning HaVaretz (11/9): \"The severe incident in Beit Hanun in 
the Gaza Strip has again dragged the Israeli-Palestinian conflict to 
a gloomy crossroad from both a tactical and strategic 
perspective... In principle, it is correct to argue that the Beit 
Hanun affair did not begin there; it was preceded by four Qassam 
rockets that landed in the heart of Ashkelon the previous day. Two 
other rockets were fired at Sderot yesterday morning. No country 
would remain indifferent to rocket fire on its cities. The only 
problem is the lack of proportionality regarding Israel\'s 
response.... Indeed, even in a clear case of self-defense, the 
killing of many innocent civilians, and especially children, is 
intolerable. Israel is not engaged in all-out war with the 
Palestinians.... Just as Israel is not placing a total blockade on 

the Gaza Strip, it should also refrain from expanding the number of 
civilians injured while confronting Palestinian terror.... From a 
military perspective, it must be acknowledged that the IDF has in 
fact failed in its war against the Qassam rockets.... Sadly, the IDF 
today is not providing the requisite security to Israel\'s 

citizens.... Israel finds itself in a dire strategic situation, but 

there are some openings. The bad thing is that Israel has been 
thrust into a dangerous political-strategic vacuum. It faces four 
extremist entities: Iran, Syria, Hezbollah and Hamas. With regard 
to two of them, Iran and Hezbollah, there is not even a tiny opening 
for negotiations and an accord. Israel itself placed the other two, 
Syria and Hamas, in a political-strategic vacuum. Syria, which is 
ready to recognize Israel, is being told that there\'s nothing to 

talk about. Hamas, which does not want to recognize Israel and 
previous agreements with Israel, has been isolated by the 
international community. Instead of talking, Israel has become an 
observer that deploys artillery. For months, Israel has avoided 
negotiations with Mahmoud Abbas. By doing so, Israeli is 
strengthening Palestinian extremists, and what is happening in the 
Gaza Strip is adding fuel to the bonfire.\" 


3. Mideast: 
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Diplomatic correspondent Aluf Benn wrote in independent, 

left-leaning HaVaretz: \"Next week, Olmert will hear from George Bush 
about the American administration\'s aspirations for the two 

remaining years of the president\'s term, and whether he will invest 
efforts in Middle East diplomacy. An understanding of the American 
position is vital for the prime minister\'s situation assessment; but 
upon his return from Washington, Olmert will have to explain to the 
public where we go from here.\" 


Block Quotes: 


\"Olmert in Autumn\" 


Diplomatic correspondent Aluf Benn wrote in independent, 
left-leaning HaVaretz (11/9): \"The results of Friday\'s Haaretz 

survey indicate a growing and worrisome rift between Israel\'s 
citizens and the political system that is supposed to represent 

them. The prime minister and defense minister have lost the 
public\'s confidence.... One can say that the distaste for the 
government of Ehud Olmert and Amir Peretz stems not only from the 
results of the war in Lebanon, but also from a lack of hope for the 
future. In the autumn of his rule, Olmert is fulfilling what he 
promised: Vio manage the country without an agenda.\’.... He [Olmert] 
still believes in evacuating settlements from the West Bank and 
demarcating a new border on the hills. But his hasty abandonment of 
the convergence plan left him without anything. The diplomatic 
channels are blocked.... Now the time has come for Olmert to find 
himself a direction.... In his recent speeches, Olmert has raised 
several banners: establishing a constitution, revising the system of 
government, rehabilitating the North, signing an accord with the 
Palestinians, exercising deployment vis-a-vis Iran, making peace 

with Lebanon, confronting the struggle against Hamas, tackling 
poverty. All of them are fine and worthy objectives, but now he 

must choose. A prime minister generally has one opportunity in each 
term to set a central goal and work to advance it. It is impossible 

to march on five parallel paths. Next week, Olmert will hear from 
George Bush about the American administration\'s aspirations for the 
two remaining years of the president\'s term, and whether he will 
invest efforts in Middle East diplomacy. An understanding of the 
American position is vital for the prime minister\'s situation 
assessment; but upon his return from Washington, Olmert will have to 
explain to the public where we go from here.\" 


Column 3 


Columnist Larry Derfner wrote in conservative, independent Jerusalem 
Post: \"The Syrian regime is secular; its alliances with Hizbullah 

and Iran grow out of political convenience, not ideology; it has 

kept the cease-fire on the Golan for three decades; it has talked to 
Israel before and is seemingly eager to do so again. Maybe it\'s a 
bluff. Maybe negotiations would fail like they did the first time. 

But with the IDF predicting war with Syria next summer, what do we 
have to lose? Nothing but our despair.\" 

Block Quotes: 


\"Talk to Syria\" 

Columnist Larry Derfner wrote in conservative, independent Jerusalem 
Post (11/9): \"If for no other reason than the Israeli people\'s 
psychological well-being, the Olmert government has to accept 
Syria\'s offer to begin peace negotiations. Since the summer war in 
Lebanon, Israelis have gone into a serious, dangerous depression, 
and it\'s only getting deeper.... Israelis have resigned themselves 

to a life of war and a future of war.... The only options left, most 
Israelis are now convinced, is fight or flight, and since very few 

of us are about to flee the country, that leaves only fight -- here, 

there, wherever.... NOW HERE comes Syrian President Bashar Assad 
and, only a few days ago, Foreign Minister Walid Muallem to urge 
Israel to talk peace -- and Ehud Olmert says no.... The real reason 
Olmert won\'t talk is because the Bush administration won\'t let him, 
something the administration hasn\'t even tried to hide. As far as 
Bush is concerned, Syria is an auxiliary member of the axis of evil, 
and you don\'t talk to them.... This strategy has worked about as 

well with Syria as it has with Iran and North Korea, and about as 

well as the crusade for democracy has worked in Iraq. It may be 
about to change. Between the congressional election results and the 
exit strategy from Iraq being devised by the forceful diplomat James 
Baker, Bush could decide that on second thought, maybe Israel and 
Syria ought to sit down and try to settle their differences.... WHAT 
WOULD Olmert say to that? HeVd say, \'Yes, sir.\.... And then masses 
of Israelis who once hoped for such an agreement, but who have since 
soured on the possibility of peace with Syria or anybody else in the 
Middle East, would start to hope again.... The Syrian regime is 
secular; its alliances with Hizbullah and Iran grow out of political 
convenience, not ideology; it has kept the cease-fire on the Golan 

for three decades; it has talked to Israel before and is seemingly 
eager to do so again. Maybe it\'s a bluff. Maybe negotiations would 
fail like they did the first time. But with the IDF predicting war 

with Syria next summer, what do we have to lose? Nothing but our 
despair.\" 
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) and (d) 


1. (C) Summary: Econoff and Deputy PolCouns met with member 
of Knesset (MK) Otneil Schneller to discuss efforts by Prime 
Minister Olmert\'s office to negotiate the evacuation of West 
Bank settlements and outposts with settler leaders. In press 
reports, Schneller -- settler of the Mikhmas settlement -- 
asserts that he is a central consultant of Prime Minister 
Olmert on the question of settlements. According to 
Schneller\'s current plan, settlers would voluntarily evacuate 
many settlements and outposts east of the seamline barrier in 
exchange for U.S. assurances of support to Israel for 
annexing between 11-15 percent of the West Bank, including 
settlement blocs. Schneller asserts that former Prime 
Minister Sharon supported his plan and Prime Minister Olmert 
continues that support. Schneller claimed that settler 
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leaders also supported the plan, and, if Israel was able to 
obtain U.S backing, voluntary evacuation of outposts would 
begin within weeks. Schneller said any plans to forcibly 
remove settlers, including those in illegal outposts, would 
be a mistake. End summary. 


2. (C) Ina November 2 meeting with emboffs, Schneller said 
\"it is impossible for Israel to return to the 1967 borders.\" 
Given that premise, Schneller stated the principles of his 
vision were based on a \"win-win-win\" scenario: 


-- The Political Left\'s \"Win:\" According to Schneller, the 
Israeli left would \"win\" if West Bank settlements and 

outposts were evacuated and an independent Palestinian state 
was created. 


-- The Political Rights \"Win:\" Schneller asserted that the 
Israeli right would still \"win\" despite the evacuation of 
settlements and outposts in the West Bank. If part of the 
West Bank -- including settlement blocs -- were retained, the 
rationale for establishing settlements and outposts would 
remain valid. 


-- Palestinian \"Win:\" Palestinians would be the biggest 
winners, according to Schneller, because they would have an 
\"independent and viable state -- \"not cantons\" -- consisting 
of approximately 85 percent of the West Bank and the Gaza 
Strip. (Note: Although Schneller said that the Palestinians 
may eventually achieve an independent state, Schneller\'s plan 
does not call for final status negotiations. His vision 

foresees a \"Hong Kong-like\" scenario where the Israeli and 
Palestinian populations would be demographically separated 
until the political climate warrants negotiations. 

Demographic separation would engender a Palestinian entity or 
a de facto state, in which Palestinians would administer West 
Bank and Gaza. End note.) 


3. (C) The goal of Schneller\'s plan is to create 

demographic separation between Israelis and Palestinians -- 
Vwe are here, they are there." Schneller posited that one 
does not have to choose between being at war and finalizing a 
peaceful resolution -- \"one can be in the middle.\" 

Separation between the two populations would create an 
opportunity to \"build good neighbors and good relations.\" 
The Palestinian entity would have \"special status\" for a 
\"long time, possible 30 years\" within the same customs 
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envelope as Israel. 


4. (C) Schneller\'s plan entails the annexation of between 
11-15 percent of the West Bank, encompassing most Israeli 
settlement blocs, such as Ariel, ModiVin Illit, Gush Etzion, 
and Ma\'ale Adummim. He noted that the area to be annexed 
will not necessarily be limited to land located west of the 
seamline barrier. Schneller stressed the importance of 
obtaining settler \"buy-in\" for the plan, adding that a 

\"wiggly border\" should not pose a problem -- even from a 
security perspective. The current seamline barrier \"could be 
moved,\" if necessary. When asked if his plan included 
retaining control of the Jordan Valley, Schneller answered 
that only part of the northern Jordan Valley would be 
appropriated. 


5. (C) Schneller told emboffs that Israel would swap land in 
exchange for West Bank lands annexed. He also, however, 
advocated that Egypt -- in addition to Israel -- contribute 
land to the Palestinians. Schneller envisions the 

Palestinian state to be composed of 85 percent of the West 
Bank, the entire Gaza Strip, and an Egyptian land grant of 
Sinai territory between Rafah and El-Arish. Schneller 
confided to emboffs that he has discussed this possibility 
with \"high-level Egyptians and Palestinians\" and claimed that 
both sides seemed open to this idea. In turn, Israel would 
offer Egypt the option of a land link across the southern 
Negev, north of Eilat, to facilitate Egyptian transportation 

to Jordan and Saudi Arabia. 


6. (C) Schneller claimed that if key rabbis (eg: Shlomo 

Amar, Ovadia Yousef, Avraham Shapira, Yosef Shalom, Avraham 
Elyashiv) supported his plan, the Israeli public would also 

support it. Schneller said that he already has support from 

some key rabbis, but implementation of his plan is predicated 

on settler support. Settlement supporters and leaders such 
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as Avigdor Lieberman, ZeVev Hever (known as Zambish), and 
Benjamin Netanyahu all agree in principle with his plan, but 
doubt that the GOI could obtain U.S. agreement to annex parts 
of the West Bank. He also claimed to have Labor Party\'s Ami 
Ayalon\'s support as well. (Note: Schneller noted to emboffs 
that the 11-15 percent was the consensus between those he was 
trying to obtain support for the plan from. Schneller said 

that Ami Ayalon thought Israeli annexation of 11 percent was 
satisfactory, whereas, Lieberman wanted 18 percent. 
Moreover, although Schneller claims that Prime Minister 
Olmert, as well as some government officials, support his 

plan, it is unclear whether Schneller has overall GOI 

backing. End note.) 


7. (C) Schneller continued, however, by saying that if the 

GOI gained assurances from the U.S. to annex settlement blocs 
and other key areas, evacuation would be implemented in two 
phases. The first phase --which he called a \"mini-hitkansut\" 

-- would be the voluntary evacuation of the outposts Israel 
committed to evacuate under the roadmap and in the April 2004 
commitments to President Bush. The second phase would be to 
evacuate settlements in West Bank areas Israel would not 
retain. While phase one could be completed fairly quickly, 

the second phase would occur only after the GOI built new 
housing for settlers in areas where they would be relocated. 
Under his plan, settlers would be able to resettle inside 
Green-Line Israel, in settlement blocs, or in some cases, 

whole communities could opt to relocate. 


8. (C) When asked if Olmert supported his plan and how his 
plan compared to Defense Minister Peretz\'s current efforts to 
evacuate outposts in the West Bank, Schneller recounted to 
emboffs a recent Knesset meeting where Olmert stated that 
there is only one prime minister in Israel and only one 

policy. \"He supports my plan,\" claimed Schneller. 
Schneller, a former leader of the YESHA Council (the 
settlement umbrella organization), believes his plan can work 
and asserts that his job is to bridge the gap between 
Olmert\'s vision and YESHA. \"Most leaders who tried to 
accomplish peace were not religious and were from the 
political left,\" Schneller explained. He asserted that the 
problem with them is that they only represent 20 percent of 
the population\" so they cannot broker peace. \"Israel is not 
a democracy. It's somewhere between a Jewish state and a 
democracy.\" 
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9. (C) Although Schneller was hesitant to admit whether his 
plan is actually Olmert\'s frozen \"hitkansut\" or 
convergence/realignment) plan, both plans share key 
similarities. Both plans call for: 


-- Unilaterally setting Israel\'s borders by resettling 
settlers from isolated West Bank areas to settlement blocs 
west of the seamline barrier. 


-- Demographically separating Israel from the Palestinian 
population, with the barrier route serving as the basis for a 
de facto border between Israel and a Palestinian state. 


-- Maintaining some level of control in the Jordan Valley. 
Although Olmert did not detail the extent of Jordan Valley 
land encompassed under his convergence plan, Schneller\'s 
statements suggest Israel plans to keep at least part of the 
Jordan Valley. A June 2006 Associated Press article states 
that Schneller advocated ongoing construction in the Jordan 
Valley settlement of Maskiyot, saying that Israel needs to 
keep this are as a buffer against Islamic militants based in 
Iraq and Iran. 


10. (C) Although Olmert did not made public references to the 
future of Hebron under the convergence/realignment plan, 
Schneller was quoted in May 2006, when realignment was under 
discussion, saying that settler sites in Hebron and Qiryat 

Arba \"are supposed to be part of the Israeli state.\" 


11.(C) Schneller was dismissive of grand plans -- Reagan 
Plan, Kissinger Plan, the Roadmap -- and argued that settler 
buy-in on a plan like his (which he claimed offered to 

satisfy everyone\'s interest) rather than prescriptive policy 
(eg: settlement freeze) would be ultimately more effective at 
securing any outcome that advances international, Israeli 
(including settlers), and even Palestinian interests. Of 
grand plans, Schneller stated, \"All plans are only plans. 

You can talk about it for four years, then everything will 
change.\" 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
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Classified SIPRNET website. 
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Classified By: P/E Chief Leslie Hayden for Reasons 1.4 (b) and (d) 


1. (C) Summary: Reliable Embassy sources have told us that on 
November 6 the regime charged Min Ko Naing and the four other 
detained 88 Generation Student (88GS) leaders under the 1950 
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Emergency Provision Act, a catch-all law the regime uses to 
prosecute most political prisoners. The UN has not yet 
confirmed to the 88GS leaders that Gambari will meet with 

them during his visit. 88GS leaders plan to present 

petitions from their signature campaign to Gambari and to ask 
the UN to support their call for a public referendum that 

would ask voters whether they support the results of the 1990 
national election and the initiation of a tripartite dialogue 

among the NLD, SPDC, and the ethnic groups. Locals speculate 
that the ruling generals will not agree to any concessions 

that threaten their grip on power and Gambari will return to 

New York with little to show for his trip. The Russian 
Ambassador informed the Charge that he delivered a message to 
the MFA that Gambari should not leave empty-handed. End 
Summary. 


2. (C) On November 8, rumors began to circulate through 
Rangoon that the five detained 88GS leaders had been charged 
in Bahan Township court. Today, reliable sources from the 
Burmese judicial community, as well as 88GS leader Jimmy and 
NLD leaders, separately confirmed that the five had been 

charged on November 6 under the 1950 Emergency Provision Act 
(5J), a catch-all law the regime uses to jail any who annoy 

or challenge them. 


3. (C) Earlier this week, in a meeting between emboffs and 
88GS leader Mya Aye, the group\'s interim leader told us they 
are still waiting to hear from UN Resident Coordinator Petrie 
whether U/SYG Gambari would meet with them during his visit. 
88GS leaders Mya Aye and Jimmy have urged the UN to seek a 
meeting for Gambari with them, and also with detained 88GS 
leader Min Ko Naing. If they do obtain a meeting, the 

leaders plan to present Gambari with petitions from their 
signature campaign. They also plan to request that the UN 
and the international community push for and monitor a 
referendum to allow the Burmese people to express their 
support for the results of the 1990 election and for the 

initiation of a tripartite dialogue among the NLD, the SPDC, 
and representatives of the ethnic minority groups. Mya Aye 
emphasized that the 88GS are willing to accept the military 

as a \"legitimate national force\" that should be included in 

any national reconciliation process. He added that the 
students have no wish to use GambariWs visit to bring 

disorder or to stage a violent overthrow of the government. 


4. (C) Ina separate meeting with us, 88GS leader Jimmy 
emphasized that the group plans to continue to push for more 
public participation in their movement by emphasizing the 
peaceful nature of their campaign and the legality of their 
protest actions. Jimmy said that during the signature 
campaign the leaders noticed that residents of rural areas 
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had become more emboldened, in contrast to urban residents. 
He speculated that this was because intelligence, military, 

and police intimidation has focused on urban residents. 

Jimmy said the 88GS leadership will begin to reach out to 

rural communities to take advantage of this opportunity. 

Jimmy also thinks the positive public reaction to the 

signature and \"wear white\" campaigns has invigorated younger 
leaders of the NLD as well. He hopes that the 88GS movement 
will motivate the NLD leadership to be bolder in challenging 

the regime and reaching out to the public. 


5. (C) The 88GS leaders report they are now being watched 
more closely by a special military intelligence unit Than 
Shwe created specifically to monitor students. They have 
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heard from sympathetic contacts in rival Police Special 
Branch (SB) that this unit has asked for many of the 
students\' prison files. They expect the regime to initiate a 
third wave of arrests soon. Aung San Suu Kyi\'s doctor told 
us a couple of weeks ago that he heard three more 88GS 
leaders would be arrested. 


6. (C) Moreover, even the Russians are pressing the regime: 
the new Russian Ambassador told the Charge that during a 
visit to the Foreign Ministry earlier this week, he stressed 

that Gambari should not return from Burma empty-handed. 
While it is unusual for the regime to hear such a message 
from those who traditionally defend them in the UNSC, even 
the Russian Ambassador lamented that messages delivered to 
the Foreign Ministry are rarely relayed up the chain of 
command to the decision-maker at the top. 


7. (C) Comment: Gambari\'s November 9-12 visit to Burma is 
drawing extra attention from all sides. While some students 
hold out hope that Gambari will secure the release of Min Ko 
Naing and his colleagues, the November 6 indictments signal a 
more ominous outcome. Given past experience and regime 
recalcitrance, we do not expect any concessions that will 
threaten their tight grip on power. It is more likely they 

will try to appease Gambari by offering modest gestures, 
releasing a few non-prominent political prisoners and 
promising to reduce restrictions on some forms of 
humanitarian assistance. End comment. 
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E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR NOVEMBER 08, 2006 


This is the Southeastern Turkey press summary for November 08, 
2006. Please note that Turkish press reports often contain 

errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL 


RADIKAL / OZGUR GUNDEM: Four ministers from the AKP government, 
namely Minister of Education, Minister of Health, Minister of 
Public Works and Minister of Energy and Natural Resouces, came 
to Batman, conducted local studies there, and extended 
condolences to the people who lost their relatives in the 

flooding disasters. Ozgur Gundem daily claims that the 

ministers were met with statements from local people resenting 
the recent remarks of PM Erdogan about the disaster situation in 
the southeastern region. Ministers said that the remarks of the 
premier were misunderstood and they further promised that new 
houses would be built for people under projects of TOKI (Mass 
Housing Administration). PM Erdogan, for his part, pledged that 
the government would allocate all its resources to remedy 
people\'s losses from the disaster. PM Erdogan further pointed 
out that it was not logical to expect everything from the 
government and that the people should abide by the construction 
limitations and obtain construction permits from the local 
administrations to prevent such disasters turning into 
catastrophes. Meanwhile, CHP prepared a draft law to include 
Diyarbakir, Batman, Sirnak, Hakkari, Erzurum, Adana, Istanbul 
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and Mersin in a disaster zone. 


OZGUR GUNDEM: The daily claims that the government not only 
failed in declaring the southeastern region a disaster zone 
because of the flooding, but also it allegedly did not allow the 
municipalities in the region to collect relief aid and to launch 

aid campaigns, citing grounds that the municipalities lacked the 
authority to gather aid. The subgovernors in the region are 

trying to ensure that any aid be delivered to people through the 
official crisis desks set up there: Reportedly, the 

Subgovernor\'s Office in Mardin sanctioned the aid Mardin\'s 
Kiziltepe, while Derik municipalities (DTP) attempted to deliver 
aid to the victims, and the Subgovernor\'s Offices in Sirnak 
pursued the same policy. Moreover, according to the daily, the 
prime minister reiterated that the situation in the region was 
being exaggerated and he further cancelled his anticipated trip 

to the region to November 17 because of the funeral of the 
former Prime Minister Bulent Ecevit that will take place on 
Saturday (11/11). Meanwhile in Hakkari\'s Semdinli district, the 
dead bodies of two people, who disappeared in the recent 
flooding that took place there, were found. Hakkari and 
Yuksekova municipalities launched three-day-long aid campaigns 
for the Semdinli district, and Semdinli Municipality distributed 
water and food to people all through the night. Hakkari 
Governor, Hakkari Deputy Mayor, Yuksekova Deputy Mayor, DTP 
Provincial Chairperson and military officials were all ready and 
present in Semdinli where search efforts were being spared for 
the missing people. 


OZGUR GUNDEM: Ahmet Turk, Chairperson of DTP, who has been 
currently conducting studies in the areas hit by the disaster, 

this time, went to Diyarbakir\'s Bismil district, one of the 

areas that the flooding affected. Turk said that regional 
discrimination was taking place in Turkey, people were no longer 
seeing the Turkish state as embracing them, and the Kurds were 
no longer expecting anything coming from the Turkish government. 
Meanwhile, Diyarbakir Mayor Osman Baydemir made a call to the 
people to bring whatever they would donate to a (municipality) 
building located at a park in Diyarbakir. Diyarbakir 

Municipality also sent one truck of non-perishable food to 
Diyarbakir\'s Bismil district. Baydemir also made an 
announcement that Kayapinar, Baglar, Sur and Yenisehir 
Municipalities in Diyarbakir and non-governmental organizations 
were all displaying unified effort and coordination in this time 

of hardship. 


OZGUR GUNDEM: DTP Vice-Chairperson Aysel Tugluk, a DTP 
official, and Yenisehir District Mayor of Diyarbakir attended a 
meeting of the Socialist International Council in Chile. DTP 
delegation later met with the Chilean President Michelle 

Bachelet at a reception given on occasion of the meeting. 
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ZAMAN: Mr. Paul Poudade, French Ambassador to Ankara, who 
has been currently paying visits to local authorities (see press 
summary for November 7) in the provinces of eastern 
Mediterranean region, was wearied by questions of journalists 
related to the Armenian issue, especially during his visit to 


ADANA 00000240 002 OF 002 


the Hatay Governor. 
SECURITY 


OZGUR GUNDEM: Turkish Armed Forces, which launched a 
large-scale military operation in rural sections of Siirt\'s Eruh 
and Kurtalan districts, extended the operations to include the 
Pervari district. 


ZAMAN: Two PKK militants were killed in the flooding that 
took place in an area in the Mountain Qandil in the northern 
Iraq. 


HUMAN RIGHTS 


OZGUR GUNDEM: 400 health sector workers of the Balcali 
Hopital of the Cukurova University in Adana have been continuing 
their strike action for about a year now. The workers, who 
started their protests when four unionist workers were laid off 
from the hospital a year ago allegedly because of their unionist 
activities, are demanding an increase in their salaries and 
betterment of their working conditions. 


ZAMAN / RADIKAL / EVRENSEL: A strange exchange that took 
place between two families revealed the ugly side of the local 
codes related to \'honor\' in Van\'s Ozalp district. A person, who 
raped a three-month pregnant woman (22) called S.A., evaded a 
potential revenge attempt from the woman\'s family by giving his 
16 year old daughter to S.A.\'s husband. The local headmen 
further complicated the situation by gathering a village 

assembly and forcing S.A. to divorce from her husband to enable 
marriage between S.A.\'s husband and the rapist\'s daughter. 
Jandarma, upon learning about the incident, conducted a raid on 
the village, put the 16 year old girl under state protection, 

and detained 13 people from the village. 


ECONOMY 
EKSPRES / BOLGE / OZGUR GUNDEM: Chairperson of Chamber of 


Agricultural Engineers said that rainfall in the fertile 
Cukurova region (the fertile agricultural plain of the eastern 
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Mediterranean region) have left decares of cultivated fields 
under flood waters, farmers have not been able to harvest cotton 
and corn crops, and they have faced a 40 to 50 per cent loss 
because of the products that remained in the fields. Moreover, 
the farmers were not able to enter the next stage of cultivation 
when new crops would be planted, because of the mud in the 
fields; and the farmers would not be able to prepare themselves 
for the next season. Meanwhile, damage assessment studies on 
the fields have begun in Adana\'s Ceyhan district, announced the 
Ceyhan Subgovernor. 


EKSPRES: Gaziantep Chamber of Industry will hold GAPFOOD 
(Food and Food Technologies Fair) between 9 and 12 November in 
Gaziantep. 


EKSPRES: The free trade agreement between Turkey and Syria 
has taken effect in both countries, said the State Minister 
Kursat Tuzmen. 


HURRIYET (CUKUROVA): Fourth Cukurova Industry and Commerce 
Fair will be held between 15 and 19 November in Adana. 
GREEN 
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SUBJECT: PM A/S HILLEN\'S POLITICAL-MILITARY TALKS IN JAKARTA 


Classified By: Ambassador B. Lynn Pascoe, for reasons 1.4 (b, d). 


1.(C) Summary: Assistant Secretary for Political-Military 
Affairs John Hillen discussed a range of political-military 
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issues with Indonesian Minister of Defense Sudarsono, Foreign 
Affairs Director General Hariyadhi and other public leaders 

in Jakarta on November 7. The discussions built on similar 
talks in February, 2006 and emphasized the need to give 
concrete expression to the maturing bilateral relationship in 

the form of agreements and other mechanisms for cooperation. 
Key topics were defense reform, a Status of Forces Agreement 
(SOFA), the Proliferation Security Initiative (PSI), 

Indonesia\'s UNIFIL deployment, the Global Peace Operations 
Initiative (GPOI) and the Defense Reform Management Study 
(DRMS). The Indonesians expressed support for increased 
bilateral political-military cooperation and welcomed further 
discussion on most of the agenda issues. Sudarsono 
underscored Indonesia\'s limited economic means for military 
development and its priority on disaster relief. A lengthy 
exchange on PSI with Foreign Affairs interlocutors elicited 
renewed statements of common interest but persisting 
reservations over its compatibility with the United Nations 

Law of the Sea (UNCLOS). End summary. 


DEFENSE MINISTER SUDARSONO: DISASTER RELIEF, SLOW GROWTH 


2. (C) In a meeting at the Department of Defense (DEPHAN), 
Defense Minister Juwono Sudarsono expressed appreciation for 
the lifting of the U.S. \"embargo\" on cooperation with the 
Indonesian military (TNI). This was allowing the TNI to 
rebuild its capabilities. For the immediate future, however, 
the emphasis would be on developing non-strike capabilities. 
Hillen said the embargo should be seen as an aberration, 
whereas now U.S.-Indonesian relations were becoming more 
normal. It was important to demonstrate progress in order to 
maintain the support of respective publics. The conclusion 
of a Status of Forces Agreement (SOFA) and an Article 98 
agreement as well as Indonesian accession to the 
Proliferation Security Initiative (PSI) would provide 

concrete evidence of trust, good faith and a mutual 
commitment between the two countries. Hillen concurred that 
strike capabilities were less important for Indonesia at this 
time than counter-proliferation, counter-terrorism, maritime 
security, humanitarian assistance and disaster relief. Many 
of these challenges were transnational or even regional in 
scope, and bilateral military cooperation would increase 
regional capabilities to address them. 


3. (C) On military reform, Sudarsono said a priority was to 
redesign the responsibilities of the TNI in Indonesia\'s 
provinces, i.e. modify the traditional \"territorial system\" 
inherited from the past, but this would require time. Only a 
third of Indonesia\'s provinces had sufficient civilian cadres 
to meet local needs in public services such as disaster 
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relief, schools and so forth. Because civilian resources 
were still weak, there was still a real need for TNI 
involvement in local communities. Sudarsono predicted the 
next 15 years would see considerable popular unrest if 
economic development did not keep pace with heightened 
expectations. Half of the country\'s population remained 
below the poverty line, and this had to be factored into the 
equation military reform and expenditures. Hillen pointed 
out that military cooperation offered a broad range of U.S. 
tools and resources which could help Indonesia to address 
these problems. 


-UNIFIL AND PEACEKEEPING TRAINING 


4. (C) Regarding Indonesia\'s participation in the United 
Nations Forces in Lebanon (UNIFIL) and Indonesia\'s plans to 
develop a regular cadre of peacekeeping forces, Sudarsono 
noted that Indonesia historically had contributed PKO troops. 
UNIFIL would be Indonesia\'s first multilateral involvement 

in a hostile situation, however. Hillen emphasized UNIFIL\'s 
objective was to secure southern Lebanon but also to 
facilitate the transition to Lebanese state control of its 

own territory. Hizbollah was a significant force and had to 

be disarmed. The disarmament and integration of Hizbollah 
was the job of the Lebanese forces, but this would take time 
and would not be easy. Lebanon\'s military must be 
strengthened to restore security to the country. The United 
States was committing substantial assistance to the reform of 
the Lebanese armed forces. Sudarsono said the Indonesian 
contingent would be deployed in eastern Lebanon along the 


JAKARTA 00013170 002 OF 004 


blue line, in the Sheba Farms vicinity, but lacked a demining 
capability. Noting that USG had worked to overcome Israeli 
resistance to Indonesian participation in UNIFIL and to find 
funding to transport Indonesian forces to Lebanon, Hillen 

said the United States could also help Indonesia on demining 
through the UN Mine Action Program. Indonesia\'s presence in 
Lebanon marked a quick and significant return on the PKO 
training the U.S. military had given Indonesia earlier in the 
year. 


5. (C) Sudarsono said he hoped the UNIFIL experience and 
further PKO training would produce a standing reserve trained 
and equipped for PKO deployment. These forces could also if 
necessary be deployed in Papua, central Sulawesi and other 
areas of ethnic conflict within Indonesia. The Indonesian 
military was still needed domestically, and President 
Yudhoyono was committed to this strategy. In so doing, the 
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TNI would support the development of democracy. Economic 
development would be essential, however, for this to succeed. 
Over three quarters of Indonesia\'s poor were Muslims, and 
raising the welfare of the people would reduce Islamic 
radicalism. 


... MILITARY BUDGET 


6. (C) Responding to reports that the Indonesian state 
military budget was increasing 15-20 percent per year, 
Sudarsono said the TNI\'s divestiture of its business 
operations was supposed to be completed by 2009. He 
stressed, however, that of the 1500 or so business operations 
owned or operated by the TNI, the vast majority involved 

local cooperatives and only six or seven had a value of over 
$50,000. These few would be taken over by the Department for 
State Enterprises by 2008. The rest would be required to 
comply with regulations for profit-making organizations. For 
the next five years, the military expected to meet only half 

of its basic needs through central budgeting, while the rest 
would have to come from local support. However, the \"big 
octopus\" of TNI business operations of the past was gone. 


7. (C) On next steps in bilateral military-to-military 
cooperation, Sudarsono noted that the $12 million in 
U.S.-donated medical equipment and supplies had been 
distributed to local hospitals in Indonesia, civilian as well 
as military. He said any field-hospital and other basic 
equipment, including things as simple as mosquito netting, 
would be useful. 


8. (C) Hillen described the U.S. response to the coup in 
Thailand as restrained but making clear that the country 
needed to return to democracy before normal military 
cooperation could be resumed. Sudarsono commented that Prime 
Minister Thaksin had tried to be more popular than the king 
and that this was a good lesson for the Indonesian military. 
The U.S. response had been the correct one and had sent the 
right message, but the United States should also welcome 
transitional steps on the road back to democracy. The Thai 
public must respond to make this transition succeed. Thai 
society was sufficiently wealthy and ethnically homogeneous 
to allow the country to recover quickly. 


LUNCHEON WITH PUBLIC LEADERS 


9. (C) In a luncheon discussion with experts, editors, 
legislative deputies and government officials, A/S Hillen 
stressed Washington\'s positive view of the developing 
military-to-military relationship and appealed for their 
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active engagement to shape the bilateral relationship. It 

was important to maintain public support for 
counter-terrorism, nonproliferation, maritime security and 
disaster relief. Regional rivalries based on number and 
sophistication of military hardware were counterproductive 
and a legacy of the past and should give way to regional 
cooperation on common challenges. It was important to show 
progress in order to maintain public support for cooperation. 


10. (C) Secretary General Imron Cotan from the Department of 
Foreign Affairs (DEPLU) said Indonesia had turned to Russia 

for military equipment because of the U.S. embargo and Russia 
continued to offer attractive terms. However, most of 

Indonesia\'s existing equipment was still U.S. and so it was 

natural to look again to the United States for future 

equipment procurement. Cotan and Commission | Chairman Theo 
Sambuaga of the National Legislature (DPR) highlighted the 
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current DPR debate over whether civilian law enforcement 
officials and civilian courts should have legal jurisdiction 

over military personnel. Sambuaga also stressed the need to 
eliminate illegal business dealings within the military 

which, he asserted, mainly benefited senior officers, set a 

bad example for the rank and file and undermined morale. 
Although budgetary means were still limited, the DPR and 
DEPHAN were working to raise military salaries to reduce 
incentives for corruption. National Employers Association 

Board Chairman Sofyan Wanandi said the number of viable TNI 
businesses was very small, while Tempo Magazine 
Editor-in-Chief Bambang Harymurti pointed out that TNI assets 
in some cases included schools, hospitals and other public 
facilities, some of which were very lucrative but represented 

a significant sum in terms of compensation if the TNI were to 
turn them over. Cotan said Indonesia\'s UNIFIL deployment was 
for the duration of the mission. Hillen stressed that the 

UNIFIL mandate was a chapter 7 mandate in everything but name 
and that UNIFIL troops would be expected to take action 

against violations. 


DEPARTMENT OF FOREIGN AFFAIRS ROUNDTABLE 


11. (C) In the main discussion with the Department of Foreign 
Affairs (DEPLU), A/S Hillen said the bilateral 

political-military relationship was doing well. It should 

become strong enough that small incidents would not sidetrack 
it. The new security environment of non-traditional, 
transnational threats provided a focus for common interests, 
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including nonproliferation, counter-terrorism, maritime 
security and disaster relief. 


... STATUS OF FORCES AGREEMENT (SOFA) 


12. (C) DEPLU Director General for Europe and the Americas 
Eddy Hariyadhi cited recent talks on a Status of Forces 
Agreement (SOFA) as a sign of progress in the relationship. 
He had had a productive exchange with Ambassador Loftis in 
early October and had ended by leaving the door open to 
further talks. Hillen said conclusion of a SOFA would send a 
strong signal of bilateral progress. The United States had 
such arrangements with most of its friends and allies and it 
could be considered a pedigree for a serious relationship. A 
SOFA would anchor the relationship, providing stability when 
incidents occurred, but also would facilitate quicker 
responses when prompt action was needed. 


13. (C) Hillen described continued Indonesian military reform 

as a pacing mechanism which provided the measure for 
political-military cooperation. On strengthening civilian 
authority, Hariyadhi said Indonesia had adopted a one-door 
policy of military procurement in July, 2006 requiring DEPHAN 
approval of all military purchases. Hillen stressed the 
importance of the Defense Resource Management Study (DRMS) 
and the need to move forward with it. Ambassador Pascoe and 
Embassy Security Assistance Officer Col. Ken Comer explained 
the importance of U.S. licensing requirements and noted that 

in most cases problems arose from improperly completed 
applications and did not represent a denial. USG had 
conducted training sessions for Indonesian defense officials 

in purchasing under the Foreign Military Sales (FMS) and 

other assistance programs, and would continue to offer these 

to ensure continuity of DEPHAN institutional knowledge of the 
process. 


... UNIFIL DEPLOYMENT 


14. (C) On Indonesia\'s deployment of a peacekeeping 
contingent for UNIFIL in Lebanon, Hillen underscored the 
mission\'s purpose was to support UN Security Council 
Resolutions 1559 and 1701, both of which had been passed 
unanimously, and UNSCR 1701 in particular was designed to end 
Hizbollah\'s status as a separate armed entity. Some 
Hizbollah elements would resist this move, and UNIFIL troops 
should be prepared to enforce their mandate. This was 
important for restoring Lebanese sovereignty and stability 
and dialogue in the Middle East but also for containing 

Iran\'s influence in Lebanon. Muslims throughout the world 
wanted peace in the Middle East and the United States was 
working to restore dialogue between Israel and the 
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Palestinians. The United States welcomed the opportunity to 
assist Indonesia\'s deployment. Indonesian Acting Deputy 
Director for International Security Yonatri Dilmania thanked 
USG for its assistance. 


JAKARTA 00013170 004 OF 004 


... PROLIFERATION SECURITY INITIATIVE (PSI) 


15. (C) Iran\'s nuclear program presented a second security 
threat, Hillen said, which was destabilizing for the Middle 

East and beyond. Once Iran had nuclear weapons, Saudi Arabia 
and other Arab nations might seek them, too, and the world 
could expect to see new nuclear weapons states in the next 
decade. This was not in the interest of either the United 
States or Indonesia. The Proliferation Security Initiative 

(PSI) was an effective mechanism for containing Iran\'s 
ambitions as well as other types of proliferation. The 

Iranian and North Korean nuclear programs would likely 
dominate the UN Security Council agenda during Indonesia\'s 
tenure on it. Indonesia should consider this as it framed 

its UNSC strategy and consider what it could do to help stop 
proliferation now. Joining PSI was one way to accomplish 
this. Ambassador Pascoe added that the Indonesian proposal 
for a \"bilateral PSI\" was ill-defined and that the 

international community needed to be able to take concerted 
and quick action against defined proliferators. Indonesia 
would soon have the radars necessary to assist in this effort 

in the Strait of Malacca. U.S. objectives were to strengthen 
the control of Indonesia and its neighbors over the 
international waters in the region. Deputy Director for 
Regional Security and Arms Transfers Henry Tucker suggested 
that if Indonesia could not sign on now to PSI, at least it 

could publicly endorse PSI principles and announce its 
intention to enforce its territorial sovereignty in respect 

to illicit transport. Accession did not obligate Indonesia 

to act if it did not wish to. 


16. (C) Hariyadhi said Indonesia shared U.S. concerns on 
substance but had reservations about interdiction. Hillen 

said the two sides should continue to explore options but 

keep a full PSI on the table as one of them. The 

effectiveness of the initiative was growing exponentially 

with every new member, and Indonesia\'s accession as the 
world\'s fourth most populous country would have a substantial 
impact. Some states were quiet members, which was also 
acceptable. Cooperation involved sharing intelligence, 

training and interdiction. Other maritime nations had joined 
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PSI, and a way could be found to accommodate the Indonesia\'s 
legal requirements. Eventually the initiative might reach 

the scope of a UN operation, but PSI would not be saddled 

with bureaucratic process and protracted discussion. This 

was a serious consideration with lran seeking a seat on the 

UN Disarmament Committee. Hariyadhi thanked the U.S. 
delegation for the update but restated the Indonesian 

position that PSI exceeded the UN Law of the Sea. 


... GLOBAL PEACE OPERATIONS INITIATIVE (GPOI) 


17. (C) On the Global Peace Operations Initiative (GPO), 
Hillen expressed satisfaction that the two sides had been 
able to move quickly earlier in the year to establish 
cooperation on peacekeeping training. This had helped to 
facilitate U.S. support for Indonesia\'s UNIFIL deployment. 
GPOI was a G-8 initiative involving a U.S. contribution of 
$660 million over five years. It was especially aimed at 
African and Asian partners. The United States wanted to find 
ways to support the training center that Indonesia was 
establishing, though U.S. funding could be used only for 
military, but not for police, training. 


18. (U) This message was cleared by Assistant Secretary 
Hillen. 
PASCOE 
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LEADERSHIP OVERSHADOWS EARLY CRITICISMS 


Classified By: AMBASSADOR J. THOMAS SCHIEFFER. REASONS 1.4 (B),(D). 


1. (C) Summary. Prime Minister Abe has moved quickly and 
decisively to demonstrate strong leadership since assuming 
office on September 26. Perceived as pragmatic and 
effective, he is receiving approval ratings in the 65-75 
percent range. Abe\'s emphasis on close ties with the United 
States and the strength and reliability of the US-Japan 
security relationship, highlighted during the visit of 

Secretary Rice to Tokyo, have bolstered his public support. 
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Prime Minister Abe\'s successful visits to China and Korea, 
coupled with his decisive moves following North Korea\'s 
nuclear test, have overshadowed early criticisms that his 
cabinet picks had been poor and that his \"Beautiful Japan\" 
package of domestic policies was too fuzzy and ambiguous. Abe 
has reassured the LDP\'s pacifist-leaning Komeito coalition 
partner that he and the LDP would not allow a debate or 
reconsideration of Japan\'s non-nuclear status. LDP victories 
-- aided by personal appearances by Abe -- in two 
by-elections for Diet seats quieted Abe\'s detractors in the 
LDP and has taken the wind out of the sails of the 

opposition. End summary. 


2. (C) When Shinzo Abe first declared, \"today | formed a 
Cabinet to create a beautiful nation\" on September 26, media 
reports were less than complimentary. Faulted by even some 
of his own supporters for winning the ruling Liberal 
Democratic Party (LDP) presidential election too easily, he 
was criticized by many in the media and the opposition for 

his lack of experience and failure to articulate a clear 

policy vision. A Yomiuri Shimbun poll at the time showed 
70.3 percent support among the general public, but only 9.1 
percent said they were \"very satisfied,\" with another 26.4 
percent only \"somewhat satisfied.\" Six weeks later, the 
momentum has clearly swung in Abe\'s favor, as press attention 
focuses on his policy successes and less on the personalities 
of his cabinet members and advisors. His support rate in 
polls ranges from the mid-60\'s to close to 75 percent. 


3. (C) Within two weeks of his election as prime minister, 
Abe surprised everyone by pulling off summit meetings in 
Beijing and Seoul, upholding his campaign pledge to mend 
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frayed ties with Japan\'s Asian neighbors. He earned praise 
for his firm response to the North Korean nuclear test, 
including a meeting with Secretary Rice in Tokyo. At home, 
LDP victories in two Lower House by-elections on October 22 
boosted confidence in Abe\'s ability to work together with 
coalition junior partner Komeito to win elections. Abe has 
already begun using the momentum from those wins to push his 
legislative agenda in the remaining four weeks of the 
extraordinary Diet session. The revised Basic Education Law 
and a bill elevating the Japan Defense Agency to a Ministry 
are two likely recipients of Abe\'s strengthened mandate. An 
extension to the Anti-Terror Special Measures Law, 
authorizing Japanese Maritime Self-Defense Forces to provide 
refueling support to counterterrorism efforts in the Indian 
Ocean, passed quickly in October. 


4. (C) One of Abe\'s most significant challenges is to 

prevent the internal debate over security issues from 

creating divisions between the LDP and coalition partner 
Komeito. The Komeito -- whose Diet members are needed for 
an Upper House majority and whose well-oiled electoral 
machine holds the difference between victory and defeat for 
scores of LDP Diet members -- is key to Abe\'s political 
future and longevity as Prime Minister. Following the DPRK 
nuclear test, calls by LDP executives and administration 
officials for open debate on Japan\'s possession of nuclear 
weapons ran counter to Komeito policy and conflicted with 
many LDP leaders\' views as well. Abe quickly reacted and 
declared \"the debate\" was already over: Japan would adhere 
to the three non-nuclear principles, rely on the U.S. nuclear 
deterrent, and not develop nuclear weapons. 


5. (C) While Abe came into office with strong conservative 
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credentials and a reputation as a \"nationalist\" with strongly 
held views, he has shown himself to be a pragmatic, political 
realist. Abe is moving to the center and broadening his base 
of support in order to win next year\'s Diet elections and to 
have a chance of staying on as Prime Minister for several 
years. (Note: Japanese Prime Ministers are limited to two 
three-year terms.) Abe will have to skillfully navigate Diet 
debates on controversial initiatives, such as constitutional 
revision and a permanent dispatch law for the Japanese 
Self-Defense Forces, while avoiding alienating either LDP 
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conservatives or Komeito\'s pacifist-leaning leaders. Embassy 
contacts predict Abe will likely continue what some 
characterize as his \"boring, safe driver\" approach through 
next year, making it difficult for the opposition to pick a 

fight. Further provocation from North Korea would only 
strengthen his hand domestically, they say. 


6. (C) Other domestic challenges include a difficult contest 

in the Okinawa gubernatorial race on November 19 and internal 
LDP debates over whether to readmit the so-called \"postal 
rebels.\" A win by the opposition candidate in Okinawa, Keiko 
Itokazu, could help restore some of the shine to the 

lackluster opposition Democratic Party of Japan (DPJ). DPJ 
leader Ichiro Ozawa\'s less than impressive showing in his 

first Diet debate with Abe and losses in the two by-elections 
have done little to bolster the confidence of his supporters. 
More problematic for Abe is the split within the LDP over 
whether to readmit members expelled last year for their 
opposition to Koizumi\'s postal privatization plan. Press 
reports have made Abe look indecisive on the issue, as he was 
forced to choose between taking back the rebels for their 
proven vote-getting value or fulfilling his role as the heir 

to Koizumi\'s political reforms. In the end, Abe, acting 

more like a traditional LDP conservative leader than the 
anti-LDP-old-boy, take-no-prisoners Koizumi, chose to 
readmit some postal rebels who recanted their opposition to 
postal privatization. 


7. (C) Coming off a landslide victory in the LDP 

presidential election, Abe was criticized for having a 

too-easy ride to the top and presenting a fuzzy domestic 

policy vision. His September 29 maiden Diet policy address 
was Criticized for containing too little in the way of 

substance. The speech, which was peppered with English terms 
unfamiliar to most Japanese, used the term \"beautiful\" more 
than a dozen times, leading a group of Kyoto business leaders 
to tell the Consulate General in Osaka-Kobe that they were 
skeptical there was any real substance in Abe\'s message. The 
press characterized his approach as \"strategic ambiguity,\" 
coining the label \"safe driver\" to describe his answers 

during initial Diet interpellations. The North Korean crisis 

has kept the public and media\'s attention focused squarely on 
security issues, but Abe will soon have to tackle difficult 

-- and potentially vote-losing -- economic policy issues once 

the new Diet session starts in January. 


8. (C) Abel's initiative to establish new bureaucratic 
structures within the Prime Minister\'s Office (Kantei) is a 
work in progress, which may result in a stronger executive 
with more effective decision-making processes and policy 
coordination. However, at present, lines of authority have 
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yet to be clearly defined. Embassy contacts within the Prime 
Minister\'s Office seem uncertain of their roles and 
responsibilities and complain of turf battles. Others say the 
Prime Minister tends to micro-manage and still answers his 
own e-mails as if he were a first term Diet member. The 
position of National Security Advisor Koike is particularly 
problematic. With a broad mandate to create an \"NSC\" for 
Japan and manage security policy, she is limited to a staff 
of two and has no clear authority over any one issue. 
Embassy contacts say she has been marginalized by CCS 
Shiozuki and FM Aso but, retains her close friendship with 
Abe and sees him often. 


9. (C) Reading the overwhelmingly positive appraisals of Abe 
\'s first month as Prime Minister it is difficult to remember 

the harsh reaction to his cabinet appointments in the first 

few days of his term. Many in the LDP, media and opposition 
charged Abe had made his cabinet appointments based on 


TOKYO 00006471 003 OF 004 


personal relationships, rather than experience or expertise. 

He was accused of especially favoring those who had supported 
him early in his campaign or who had been friends through the 
80\'s and 90\'s. Many noted the cabinet\'s relative lack of 
experience. Abe\'s Cabinet has 11 ministers with no prior 
cabinet experience. The previous all-time record was 
Koizumi\'s nine. While a certain amount of sniping from Abe\'s 
opponents and those who failed to get tapped for senior 
appointments was inevitable, the strong negative reaction 

from conservative LDP supporters was surprising. Part of the 
problem may have been the secrecy surrounding Abe\'s 
decision-making, which appears to have been, in the end, Abe 
deciding on his own without consulting anyone. Well-placed 
Mission contacts in a variety of government offices, who are 
usually well informed, seemed sincere when they confessed 
before the Cabinet line-up announcement that they had no idea 
who might be appointed, or to which ministries. 


10. (C) Criticism of Abe began early inside the LDP and even 
among his allies. Senior Vice Minister for Okinawa and 
Northern Territories Affairs Katsuei Hirasawa (who served as 
Abe\'s tutor when Abe was a school boy and had been appointed 
Senior Vice Minister by Abe two days before) told Embassy 
Tokyo that Abe did not trust most MOFA officials -- including 
most notably Asia Director General and Six Party Talks 
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representative Kenichiro Sasae. As a result Hirasawa 

claimed, Abe communicated only with one person at MOFA: Vice 
Minister Yachi, and froze all others out. Hirasawa said the 
appointment of Yuriko Koike as Special Advisor to the Prime 
Minister for National Security had further muddied the waters 
and made it impossible to determine which agency had the lead 
in foreign affairs. 


11. (C) Hirasawa also noted that Abe\'s support from 
conservative LDP Diet members, in particular those 

affiliated with the conservative group, \"Nihon Kaigi,\" was 
fragile, and had been damaged by Abe\'s statements affirming 
Prime Minister Murayama\'s declaration of Japan\'s war 
responsibility, and by suspicions that he traded a promise 

not to visit Yasukuni for a summit with China. Hirasawa 
claimed confidently that Abe would have lost 100 votes in the 
LDP presidential race from Nihon Kaigi Diet members had he 
made his conciliatory statements on comfort woman and the 
Murayama statement prior to the election. 


12. (C) Executive secretary to former Prime Minster 

Junichiro Koizumi Isao lijima described the new Cabinet as 
Vvery weak,\" telling Embassy Tokyo on the day after the 
Cabinet line-up announcement that when Koizumi made cabinet 
appointments, he always did so with a specific goal in mind. 
lijima did not think Abe had given enough thought to choosing 

a Cabinet that would help achieve his administration\'s 
priorities, such as winning the Upper House elections in July 
2007. lijima was troubled by the absence of experts like 
Koizumi\'s Finance Minister Sadakazu Tanigaki and Koizumi\'s 
Minister for Economic and Fiscal Policy Kaoru Yosano, and 
wondered why Abe had not included former LDP Secretary 
General Tsutomu Takebe after Takebe had worked so hard for 
Abe\'s election. He also questioned the wisdom of 

reappointing Taro Aso as Foreign Minister, a move he termed a 
demotion for Aso. He thought Aso might try to sabotage Abe, 
as he had sometimes opposed Koizumi on foreign policy in the 
last administration. 


13. (C) Chief Cabinet Secretary and longtime Abe personal 
friend Yasuhisa Shiozaki became an early target of anti-Abe 
critics. Shiozaki is known to have a short temper. His 
impatience with bureaucrats and \"tough boss\" attitude while 
MOFA Vice Foreign Minister has made him particularly 
unpopular among some MOFA officials (a fact that would not 
cause him any problems with Abe). His selection for a top 

job was attributed to his long acquaintance with Abe -- they 
met when both served as private secretaries to their 
Diet-member fathers in the 1980s. Sankei Shimbun noted that 
Shiozaki was not popular within his own party. Former LDP 
Secretary General and Chief Cabinet Secretary Hiromu Nonaka 
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described Shiozaki as very smart but \"condescending, and a 
poor communicator.\" He doubted Shiozaki or anyone else in 
Abe\'s inner circle had the skills to orchestrate policy 

priorities with the Diet or manage personnel issues behind 
the scenes. Other Embassy contacts have echoed that 
criticism, using terms like \"lone wolf\" to describe 

Shiozaki\'s lack of communication and coordination skills. 
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That said, in meetings with Ambassador Schieffer, Secretary 
Rice, and other visitors from Washington Shiozaki has been 
impressive and appeared to be in complete control of his 
issues. An AFS student in the U.S. in the late 60\'s and 

later a graduate student at Harvard, he is completely fluent 
and at ease in English, which he often uses in official 
meetings. 


14. (C) The media also initially took an aggressive and 

critical approach to Abe\'s cabinet, although much of the 
criticism has since abated. One respected newspaper labeled 
the new Cabinet the \"Botchan Naikaku,\" a term connoting a 
group of spoiled preppies. An NHK reporter scoffed at the 
appointment of Finance Minister Koji Omi, saying he only got 
the job because of his early and ardent support for Abe 

during the LDP presidential campaign. A political cartoon in 
the mainstream press portrayed Abe as a puppet. One Embassy 
contact at a major news network described the new ministerial 
lineup as a \"Cabinet of friends.\" Unfortunately, he 

continued, Abe had not appointed anyone with the political 
skills to fight the entrenched bureaucracy. While there were 
some policy experts among the new ministers, he didn\'t think 
this particular lineup would accomplish very much. One of 

the more sensational weekly magazines ran a story citing a 
U.S. intelligence agency report that predicted Abe would 
never survive next year\'s Upper House Diet elections. 


15. (C) Six weeks into his administration, Prime Minister 

Abe has proved the naysayers wrong, winning praise from the 
mainstream press and strong support from the general public 
for his diplomatic skills and leadership. Abe\'s foreign 

policy and electoral successes, coupled with the 
ineffectiveness of the opposition, have almost completely 
overshadowed the early criticisms he lacked policy focus and 
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had made poor personnel choices. The initial media feeding 
frenzy has also died down, as promises of sensational 
revelations and scandals involving his cabinet choices failed 
to materialize. While many Embassy contacts continue to 
voice generalized concerns over Abe and his Cabinet, the 
focus has shifted from personality to policy. Abe has shown 
he can lead his party and the nation, but now must explain 
where he would like them to go. KoizumiYs success as Prime 
Minister and his unprecedented popularity among the general 
public was a result of his unswerving determination to reform 
and his ability to convince the electorate that he was 

sincere and would deliver on his promises for change. Abe 
faces the same challenge. 

SCHIEFFER 
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E.O. 12958: N/A 

TAGS: TBIO, KHIV, KFLU, FR 

SUBJECT: INTERNATIONAL UNIONVS LUNG CONFERENCE - PUNCHING ABOVE ITS 
WEIGHT 


REF: (05) PARIS 7328 


1. SUMMARY: The International Union against Tuberculosis and Lung 
Disease convened the 37th Union World Conference on Lung Health from 
October 31 to November 4, 2006 in Paris, France. The Union\'s annual 
conference is the world\'s premier meeting of tuberculosis and public 
health experts dedicated to reducing the burden of disease and 
strengthening health systems in low-income countries. This year, 

over 2,100 participants from 125 countries attended the conference 

and shared their experiences and addressed the conference theme of 
\"Strengthening Human Resources for Better Lung Health.\" END 
SUMMARY. 


2. As areflection of the complexity of global health challenges, 

the issues discussed at the conference extended beyond tuberculosis 
(TB) to include: extensive drug resistant tuberculosis (XDRTB); the 
HIV/TB co-epidemic; the impact of increased tobacco use in 
low-income countries; the destabilizing potential of an Avian 

Influenza epidemic; and the human resources challenges facing health 
care providers in high-burden countries. Dr. Jorge Sampaio, the UN 
Secretary Generals Special Envoy to the Stop TB Partnership and the 


SIPDIS 

former President of Portugal, was the keynote speaker at the opening 
ceremony. Throughout his speech, Dr. Sampaio emphasized the global 
responsibility to invest in the health care workforce and urged 

donor and recipient countries to elevate this issue to the top of 

their public health priorities. In addition to the keynote speech, 
Professor M. Kazatchkine (France\'s Ambassador on HIV/AIDS and 
Transmissible Diseases) read a letter from French President Jacques 
Chirac welcoming the participants to France and encouraging them in 
their efforts to reduce the global burden of disease. 


3. Over 10 million people die annually from tuberculosis and other 
lung diseases, as well as HIV. The majority of this global burden 

of disease is centralized in developing countries, where the scale 

of the challenges often greatly outweighs the resources available to 
address them. For example, Sub-Saharan Africa has 11% of the 
world\'s population and 25% of the global burden of disease, but only 
4% of the world\'s trained health workers and 1% of global health 
expenditure. In these countries, health workers struggle with poor 
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working conditions, inadequate supplies of drugs and equipment, 
heavy work loads, long hours, low pay, inadequate pay and the 
constant threat of infectious disease. Faced with these conditions, 
many health workers leave their professions for different work or 
take positions in wealthier countries that offer better 

opportunities. Strengthening human resources must be an essential 
component in all efforts to combat the growing global disease 
burden, highlighted a number of conference speakers. 


4. The consequences of inadequate efforts in TB control are evident 

in the emergence of XDRTB, a virtually untreatable form of TB, in 

several countries including South Africa, Russia, Latvia and the 

United States. A special session of the conference was devoted to 

this topic and featured an international panel of experts and former 
patients with multidrug-resistant tuberculosis (MDRTB). In 

addition, the conference schedule included a post-graduate course, 3 
symposia and several presentations and posters that addressed the 

links between MDR and XDRTB, HIV and human resources development. 


5. The challenges presented by the HIV and TB co-epidemic 
maintained a high profile throughout the conference. A combination 
of post-graduate courses, symposia, posters and plenary sessions 
presented the latest research and facilitated discussions on 
treatment options for co-infected patients, ARVs, TB diagnostic 
challenges for HIV+ patients, community advocacy, policy 
implications and barriers to implementation for integrated TB/HIV 
care. 


6. The 38th Union World Conference will be held from 8th - 12th 
November 2007 in Cape Town, South Africa. The theme of next year\'s 
conference will be: \"Confronting the Challenges of HIV and MDR in TB 
Prevention and Care.\" 


7. COMMENT: Due to the proliferation of lung disorders world-wide 
and their increasing complexity, this conference has taken on 
increasing importance in recent years. Organized by the 

International Union against Tuberculosis and Lunch Disease, a number 
of officials, epidemiologists, and clinicians in the U.S. public 

health system provided their knowledge and expertise to make this 
conference a success for health practitioners and policymakers from 
the hard hit countries in the developing world. The International 

Union, with help from its friends, definitely punches above its 

weight. END COMMENT. 
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E.O. 12958: DECL: 11/08/2016 

TAGS: ELAB, ECON, PREL, AE 

SUBJECT: UAE VICE-PRESIDENT MANDATES IMPROVING WORKER 
CONDITIONS 


Classified By: AMBASSADOR MICHELE J. SISON FOR REASONS 1.4 (b & d). 


1. (SBU) Summary: On November 7, Sheikh Mohammed bin Rashid 
Al Maktoum (MbR), Vice-President and Prime Minister of the 
UAE and Ruler of Dubai announced a series of measures to 
improve the conditions of expatriate laborers including: 
mandatory health insurance, the creation of a labor court, an 
increase in labor inspectors, cracking down on unscrupulous 
recruiting agencies and making it easier for employees to 
change jobs. There are some new initiatives in MbR\'s 
announcement, including lowering the amount of time that an 
unpaid worker must wait before changing jobs and setting up a 
labor court. More importantly, however, this is the first 

time MbR, in his role as UAE Vice-President and Prime 
Minister, has publicly called for the protection of workers\' 
rights. End Summary. 


2. (U) On November 8, the local English and Arabic press 
reported that Sheikh Mohammed bin Rashid Al Maktoum (MbR), 
Vice-President and Prime Minister of the UAE and Ruler of 
Dubai met with Labor Minister Dr. Ali Al Ka\'abi the day 

before to discuss the conditions of laborers. According to 

the English language daily, Gulf News, MbR said, \"The UAE 
will not tolerate any unjust treatment of workers or 

compromise of their dignity and basic human rights.\" MbR 
mandated that all requirements of health and safety standards 
must be fulfilled to ensure decent conditions for the 
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workers. MbR also mandated that all workers receive health 
insurance, but did not elaborate on how to implement this 
mandate. Additionally, workers who have not been paid for at 
least two months will now be allowed to change jobs without 
the employer\'s permission. Previously, employees were not 
able to change employers unless their salary had been in 
arrears for at least three months. Sheikh Mohammed also 
ordered the establishment of a new labor court and a huge 
increase in the number of labor inspectors. Furthermore, MbR 
asked Al KaVabi to crack down on recruiting agencies to 
ensure that they comply with the laws and prevent them from 
abusing workers\' rights. MbR also instructed the 
Naturalization and Residency Department to implement special 
contracts between domestic workers and their employers that 
limit their working hours and grant them their \"full rights.\" 


3. (SBU) Econoff spoke to MOL Legal Advisor Yousif Gaffar 
Sirag Al Noor for further information on MbR\'s announcements. 
Al Noor said, \"| am very excited about MbR\'s focus on labor 
issues and said that Labor Minister Al KaVabi will be moving 
forward on the reforms very quickly.\" He also said that the 
highly anticipated amendments to the labor law should be 
passed soon. (Note: Embassy officials have been told for the 
past three years that amendments to the labor law would be 
passed \"soon.\" End note.) Al Noor said the MOL and the 
Ministry of Health would work together to come up with the 
most efficient and effective way to provide health insurance 

to all workers and also said that the cost would be shared 
between the government and the employer. He also explained 
that the new labor court would primarily hear cases involving 
more than one claimant, i.e., where a company owes payment to 
a group of workers. The new court will be comprised of five 
individuals and each Emirate will have its own labor court. 

Al Noor said there are currently 78 labor inspectors in the 
MOL. According to the law, each company is supposed to be 
inspected twice a year, but with only 78 labor inspectors 

this is \"impossible.\" Under MbR\'s proposal, the inspection 
unit will be increased to 2000 inspectors. 


4. (SBU) On November 5, Econoff, Poloff and GTIP Reports 
Coordinator Patel met with Mr. Obeid Al Zahmi, MoL Assistant 
U/S and Al Noor, to discuss recent UAEG efforts to address 
labor issues. During that meeting, the MOL officials 

stressed that recruiting agencies, both in the UAE and in the 
source countries, should be more strictly regulated and said 
that the UAEG will sign Memoranda of Understanding (MOU) with 
several of the source countries--specifically naming India 

and Pakistan-- to regulate recruiting agencies and to move 
towards a standardized labor contract that would be written 

in the employee\'s native language as well as Arabic. MOL 


Column 3 

officials also said that the highly anticipated amendments to 
the labor law would be vetted by a private UAE company on 
November 6, but would not offer any further details. 


5. (C) Comment: This is a major public statement by a senior 
UAEG official and the first time MbR, in his role as UAE 
Vice-President and Prime Minister, has publicly called for 

the protection of workers\' rights. In previous conversations 
with Econoffs, MOL U/S Khalid Al-Khazraji has specifically 
urged USG officials to raise the importance of meeting 
international labor standards with \"UAE political level 
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officials,\" implying that some labor reforms, especially 
foreign participation in labor unions have not passed due to 

a lack of \"buy-in\" by the higher-ups of the UAEG. Hopefully, 
MbR\'s public support for protecting workers\' rights will give 
added impetus to improving the conditions of the UAE\'s large 
expatriate labor force. End comment. 

SISON 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 10/25/2016 


TAGS: PGOV, PHUM, KDEM, TH 
SUBJECT: THAI TO LIFT MARTIAL LAW IN EARLY DECEMBER 


Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


Column 3 


1. (C) Council for National Security (CNS) Chairman and Army 
Commander Sonthi Boonyaratglin confirmed in a November 9 
phone conversation with the Ambassador that the RTG would 
lift martial law in conjunction with the King\'s birthday 
celebrations. (Note: The King\'s birthday is on December 5; 
the celebrations proceed for several days. End Note.) The 
Ambassador said he would convey the news to Washington. 


2. (C) Comment: We are relieved to hear that the CNS is 
determined to move in early December. While we believe 
current conditions do not warrant martial law, some 
conservatives likely hoped to retain emergency powers for an 
indefinite period. Having repeatedly urged top RTG officials 
to lift martial law, we do not believe we can successfully 
lobby the Thais to take this step sooner. 


3. (C) Comment (continued): Some RTG officials have stated 
that deposed PM Thaksin Shinawatra should not return to 
Thailand prior to the recision of martial law, so this step 

will prompt further speculation about Thaksin\'s next move. 
However, we believe the RTG will signal Thaksin that he 
should remain abroad for the time being. 

BOYCE 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: UNGA, PREL, PHUM, ETRD, CU, ID 

SUBJECT: UNGA: DEMARCHES TO INDONESIA ON CUBA EMBARGO, 
COUNTRY RESOLUTIONS 

REF: A. STATE 184156 


B. STATE 182099 
C. STATE 184178 


1. (SBU) After learning that the entire staff of the 
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Indonesian Department of Foreign Affairs Multilateral Affairs 
Directorate was either in New York or otherwise unavailable, 

we met November 9 with Harry Purwanto, Department of Foreign 
Affairs (DFA) Director for North and Central America, to urge 

the Government of Indonesia to support Australia\'s amendment 
to the UNGA Cuba Embargo resolution (refs A, B) and to 
support specific UNGA country resolutions with regards to 
human rights (ref C). 


2. (SBU) We had faxed the talking points on the Cuba embargo 
to the DFA on November 8 so that that the Ministry could 
coordinate the matter with the Indonesian Mission to te UN in 

a timely manner. However, we reviewed the matter with 
Purwanto again. He took our concerns on board and agreed to 
share them within the DFA. 


3. (SBU) We also shared our views on upcoming 
country-specific UNGA Third Committee human rights 
resolutions (ref C). Purwanto reiterated the GOl\'s 
longstanding opposition in principle to country-specific 
resolutions, stating that the GOI preferred to address human 
rights issues by means of thematic resolutions. We urged the 
GOI to rethink its approach to this matter. We pointed out 
that Indonesia, which has just been elected to the Security 
Council, is a large country that should exert more moral and 
political leadership internationally, and it can hardly do 

this by opposing resolutions condemning regimes as odious as 
the one currently in power in the DPRK, to name one example. 
Purwanto accepted our points and agreed to coordinate them 
within the DFA. 

PASCOE 
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SIPDIS 
SIPDIS 
E.O. 12958: N/A 


TAGS: PREL, TBIO, KN, RS, CH, JA 
SUBJECT: NOVEMBER 9 MFA PRESS BRIEFING: U.S. MIDTERM 


Column 3 
ELECTIONS, DPRK NUCLEAR ISSUE, EAST CHINA SEA, PANAMA, 
NICARAGUA, MARGARET CHAN AT WHO, HU AT APEC 


1. Key Points made at the November 9, 2006 Press Briefing 
were: 


-- China has no comment on the resignation of Defense 
Secretary Rumsfeld or the midterm elections and stands ready 


SIPDIS 
to work with the United States and both its political parties. 


-- VFM Wu Dawei discussed the DPRK with Russian DFM Alexeyev. 
China seeks speedy resumption of the Six-Party Talks and 

hopes the United States\' and Macao\'s investigations into 

North Korean financial issues will be resolved soon. The 
Spokesman knew nothing about FM Li meeting with DPRK 

Officials. 


-- Japan\'s concern about CNOOC exploration in the East China 
Sea is unnecessary. 


-- China looks to strengthen ties with new UNSC member Panama 
and Nicaragua\'s newly elected President Daniel Ortega, even 
though neither country recognizes the PRC. 


-- China congratulates Margaret Chan on her selection as to 

lead the World Health Organization (WHO). China believes WHO 
membership for Taiwan is not appropriate, but that decision 

is made by the World Health Assembly, not by Ms. Chan. 


-- President Hu will have bilateral meetings with the United 
States, Japan and Russia on the margins of the APEC Leaders 
Meeting. 


-- The Year of Russia in China produced many achievements and 
strengthened strategic partnership between the two countries. 


U.S. Midterm Elections, Rumsfeld resignation 


2. China has no comment on the internal affairs of the 

United States, MFA Spokesperson Jiang Yu said in response to 
questions about the resignation of Defense Secretary Rumsfeld 
and the U.S. midterm elections. China looks forward to 
increasing military cooperation and understanding through 
dialogue and exchange with the United States, she said. 

China feels the development of peaceful and stable relations 
between the United States and China is the consensus of both 
the Republican and Democratic parties. Asked if China was 
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concerned about what a reporter called the \"anti-China 
sentiment\" of Representative Nancy Pelosi, soon to be Speaker 
of the House, Jiang said China is ready to work with the 

United States and push for a constructive relationship. 


DPRK; Six-Party Talks 


3. VFM Wu Dawei met Russian DFM Alexeyev today and called 
for implementation of the September 2005 Joint Declaration 

and speedy resumption of Six-Party Talks to achieve a 
denuclearized, peaceful and stable Korean Peninsula, said 
Jiang. On the topic of financial sanctions against North 

Korea, Jiang said China hopes the current investigation by 
Macao and the United States will be resolved at an early 

date. 


4. Asked by Global News Radio to confirm South Korean news 
reports that FM Li is meeting this week with North Korean 
officials, Jiang said she had not heard of such a meeting. 


Japan,s Concerns On East China Sea Unnecessary 


5. Alleged oil drilling by China,s CNOOC company on the 
continental shelf in the waters near the Chinese coast is a 
normal development activity, said Jiang responding to a 
question from a Hong Kong reporter. Jiang said Japan,s 
recent expression of concern and anxiety over this 
development is unnecessary. 


China To Strengthen Ties with Nicaragua, Panama 


6. China noted the election of Daniel Ortega as President of 
Nicaragua and is willing to establish state-to-state 

relations with the Central American nation, said Jiang. 

China also congratulates Panama on joining the UN Security 
Council as a non-permanent member and looks forward to 
strengthening relations between the two countries while 
cooperating on a variety of international issues. Neither 
Nicaragua nor Panama recognizes the People,s Republic of 
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China. 


Margaret Chan and Taiwan WHO Membership 
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7. China congratulates Margaret Chan on her selection as the 
new World Health Organization (WHO) Secretary-General. 
Taiwan is not a sovereign nation and thus not eligible for 

WHO membership, said Jiang when asked if Chan would be more 
receptive to Taiwan\'s membership bids. The acceptance of new 
members into the WHO is the common decision made by all 
members of the World Health Assembly, not the personal 
decision of the Secretary General. Chan will independently 
conduct work in accordance with the rules and regulations of 

the WHO and care for the health and well-being of all people, 
Jiang said. 


8. A reporter stated that FM Li told visiting U.S. 

Undersecretary Nicholas Burns that the United States 

supported Chan\'s candidacy and asked how the U.S. expressed 
this support. Jiang responded that China congratulates Chan 
and appreciates the support and trust in Chan shown by all 
involved country. 


APEC Summit Meetings 


9. In response to a question, Jiang said President Hu will 

have bilateral meetings with leaders of the United States, 

Japan and Russia on the margins of the APEC Economic Leaders 
Meeting, November 18-19. 


Year of Russia Concludes 


10. Asked by a CCTV journalist about the achievements of the 
Year of Russia in China and preparations for the Year of 

China in Russia, Jiang said the Year of Russia in China was a 
great success, strengthening both countries, strategic 
cooperative partnership. Over 200 events were held in an 
array of fields, including politics, economics, culture, 
education, IT and military. Goals for the Year of China in 
Russia include raising mutual understanding, cooperation and 
strategic partnership. 

Randt 
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Column 3 
SIPDIS 


FOR ISN/ECC FOR RACHEL OWEN 


E.O. 12958: N/A 

TAGS: ETTC, KSTC, PARM, PREL, KNNP, ID 

SUBJECT: ADDITIONS TO INDONESIAN DELEGATION FOR SENIOR 
POLICY EXCHANGE PROGRAM 


REF: A. STATE 167844 
B. JAKARTA 12873 


1. The Indonesian Ministry of Foreign Affairs has submitted 

the names of two additional delegates to participate in the 
four-day Senior Policy Exchange in Washington, DC scheduled 
for December 5-8, 2006. The additional participants are as 
follows: 


Name: Mr. Ramadansyah Hasan 

Job Title: Head of Section for WMD and Conventional Weapons 
Issues, 

Directorate of International Security and Disarmament 
Department of Foreign Affairs 

Passport Number: 016771 - please note that there is no letter 
in front of this passport number. 

Expiration Date: 05/01/2008 

Visa Status: Diplomatic passport has a valid U.S. visa 

Date of Birth: 12/03/1968 

Place of Birth: Takengon 

Point of Contact: (62-21) 381-2646, Fax: (62-21) 385-8024, 
Cell: (62-813) 1880-7825 


Name: Ms. Iriana Trimurty (please note correct spelling of 
last name) 

Job Title: Head of Division of Multifarious Industry and 
Handicraft, 

Directorate of Export for Industrial and Mining Products, 
Ministry of Trade 

Passport Nubmer: S 135386 

Expiration Date: 07/07/2008 

Visa status: Needs a U.S. visa for service passport 

Date of Birth: 02/25/1962 

Place of Birth: Jakarta 

Point of Contact: (62-21) 385-8209, ext. 1156, Fax: (62-21) 
385-8207, Cell: (62-816) 188-0329 


2. Below are additional details for names submitted in 
refetel B: 
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Name: Ms. Trini Gunarti 

Passport Number: 016798 

Expiration Date: 05/05/2008 

Visa status: Already has a valid U.S. visa 


The complete name of Hariyadi is Mr. Hariyadi Supardi. 
PASCOE 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: EFIN, ECON, IZ, MO 
SUBJECT: DEBT RELIEF FOR IRAQ: INTERIM MOROCCAN RESPONSE 


REF: A. STATE 18478 
B. STATE 181094 


1. (SBU) Econ Counselor raised reftel demarche with Hassan 
Hami, Chief of Division of Arab and Islamic Organizations at 
the Ministry of Foreign Affairs on November 7. Hami declined 
substantive comment on the issue, indicating that it is being 
handled directly at a higher level by Mohammed Azeroual, the 
Ministry\'s Director General of Multilateral Relations and 
Global Cooperation, who is currently on travel. We will 
pursue the issue with him on his return to Morocco the week 
of November 13. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC PRIORITY 7568 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE","UNCLAS KUWAIT 004429 


SIPDIS 
SIPDIS 
FOR NEA/ARP 


E.O. 12958: N/A 

TAGS: PTER, PREL, PGOV, PHUM, KU, TERRORISM 

SUBJECT: GUANTANAMO RETURNEE UPDATE: ONE RELEASED, 
GOVERNMENT APPEAL DROPPED AGAINST FIVE OTHERS 


REF: KUWAIT 3055 


1. On November 7, the Court of Cassation, Kuwait\'s highest 
court, ordered Nasser Najar Al-Mutairi, the first Kuwaiti 
national transfered from detention at Guantanamo Naval Base, 
released from state custody pending issuance of a final 

verdict by the court on December 5, 2006. In June, 2005 
Mutairi was acquitted by the trial court of a variety of 

charges including being a member of an terrorist 

organization. On appeal by the prosecution, the Court of 
Appeals found him guilty and sentenced him to five years in 
prison. Mutairi\'s current appeal is from that decision. 


APPEAL OF OTHER GUANTANAMO RETURNEES DROPPED 
2. Post learned that the Government of Kuwait would not 
proceed with an appeal to the nation\'s highest court in the 
cases of the five Kuwaitis released from Guantanamo Base in 
November, 2005. The five defendants, Abdul Aziz Sayer Al 
Owain Al Shimmari, Mohammed Funaitel Sahli Al-Dihani, Saad 
Maadi Saad Al Azmi, Abdullah Saleh Ali Al-Ajmi, and Adil 
Zamil Abdulmohsen Al-Zamil were found not guilty by a trial 
court and this verdict was upheld by the Court of Appeals in 
July, 2006. Despite an announcement on July 29, 2006, by the 
Kuwait Public Prosecution office that it would appeal the 

Court of Appeals decision (reftel), the Government of Kuwait 
has allowed the period for filing an appeal to lapse. 


TWO MOST RECENT RETURNEES STILL IN CUSTODY 


3. Kuwaiti nationals Omar Rajab Amin and Abdullah Kamel 
Al-Kandari, who were released from detention at Guantanamo 
Naval Base on September 15, 2006, remain in state custody 
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pending completion of the investigation. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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RHHMUNA/HQ USPACOM HONOLULUHI 
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RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 
RUEAIIA/CIA WASHINGTON DC"","C ON FIDEN TIAL BANGKOK 006821 


SIPDIS 
SIPDIS 


PACOM FOR FPA HUSO 
NSC FOR MORROW 


E.O. 12958: DECL: 11/10/2016 
TAGS: PGOV, PHUM, KDEM, TH 
SUBJECT: NLA VOTES TO LIFT BAN ON POLITICAL GATHERINGS 


REF: A. BANGKOK 06352 (LIFTING THE BAN ON POLITICAL 


MEETINGS) 

B. BANGKOK TH 090350Z NOV 06 (INSIGHTS ON MOD 
CONCERNS ON INTERNAL INSTABILITY) 

C. BANGKOK TH 080705Z NOV 06 (MARTIAL LAW IN 
THAILAND BEING RETAINED) 


Column 3 
Classified By: Political Counselor Susan Sutton for reason 1.4 (b) 


1. (U) On November 9, the National Legislative Assembly (NLA) 
unanimously passed a bill to repeal the post-coup decree 
prohibiting gatherings of more than five persons for 

political purposes (see ref A). The original decree was 

issued on September 20 by the Council for Democratic Reform 
(now known as the Council for National Security - CNS). The 
NLA bill will now be passed to the interim government for 

final approval before being forwarded to the king for his 
signature. The bill will not officially come into effect 

until the king signs it, and the interim government publishes 

it in the royal gazette. 


2. (U) The president of the NLA, Meechai Ruchuphan said that 
political parties and the public will be able to return to 

political activities as normal as soon as the bill is 

finalized. (Comment: The draft bill was proposed to the NLA 
by the interim government, and it is expected that the bill 

will move forward for the king\'s signature swiftly. End 
comment.) 


3. (C) Comment: Martial law remains in effect, but the NLA 
vote removes one of the more serious restrictions on civil 
liberties, and is a good step forward. End comment. 
BOYCE 
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SIPDIS 


SIPDIS 
SENSITIVE 


STATE FOR AF/S KAMANA MATHUR 
STATE FOR INR/AA RITA BYRNES 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, MI 

SUBJECT: FLOOR-CROSSING VERDICT OUT - GOVERNMENT COULD LOSE 
PARLIAMENTARY SEATS 


Column 3 


1. (SBU) Summary: Malawi\'s Constitutional Court has issued a 
ruling which could cause over eighty members of Parliament, 
most of them associated with President Mutharika,s DPP, to 
lose their seats. The ruling was delivered on November 7 and 
has been appealed to the Supreme Court. If the ruling is 
upheld and acted upon by the Speaker, it could completely 
overturn the balance of power in Parliament, and would 

require by-elections to fill potentially dozens of vacant 

seats. End Summary. 


2. (U) The Mutharika administration asked the Constitutional 
Court in October 2005 to examine Section 65 of the 
constitution, which restricts the ability of Members of 
Parliament to change parties, or \"cross the floor,\" and 
permits the Speaker of Parliament to declare vacant the seats 
of MPs who change allegiances. The GOM argued that Section 
65 violated other provisions of the constitution that protect 
freedom of association, and should be declared invalid. 
Mutharika initiated the move to allow as many opposition MPs 
as possible to join his new Democratic Progressive Party 
(DPP) without fear of losing their seats. At that time, an 
injunction was granted that blocked the Speaker of Parliament 
from taking action until the Court ruled on the matter. 


3. (U) The Constitutional Court ruled that Section 65 is 
constitutional and can be applied by the Speaker of 
Parliament in the broadest manner possible. The Court, which 
is composed of three High Court judges, stated that any MP 
joining another party after being elected or accepting a 
ministerial position in a government controlled by another 
party is considered to have \"crossed the floor.\" Such a 
member,s seat can then be declared vacant by the Speaker, 
necessitating a by-election to fill the seat. 


4. (SBU) The ruling was immediately appealed by the 
government, and will now be looked at by the Supreme Court. 
This process could take months, as the Malawian judicial 
system is often exceedingly slow. According to one of 
Malawi\'s top legal experts, the Supreme Court will have a 
difficult time overturning the ruling, as the legal rationale 

for it was clearly laid out by the Constitutional Court. 


5. (SBU) Comment: Until this point, Malawi\'s judiciary had 
almost always appeared willing to maintain the status quo in 
legal or constitutional cases, often erring towards the side 
of caution on politically-charged matters. This ruling is a 
clear departure from that trajectory. The justices cited the 
original intent of Section 65, which was to restrict the 
excessive shifting of politicians from one party to another, 
and to protect the rights of the voters who expect their 
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representatives to serve under the party and platform by 
which they are elected. With this ruling, the court is 

sending a clear signal that the constitution does not condone 
the chameleon-like behavior of Malawian politicians, who 
since the late 1990s have constantly shifted alliances and 
jumped from one party to another. 


6. (SBU) If the Supreme Court upholds the ruling and the 
Speaker chooses to act, it could have wide-ranging 
consequences for the government. Mutharika\'s DPP is the 
biggest potential loser, with as many as 70 seats at risk of 
being declared vacant. But other parties risk losing seats 

as well, particularly those of prominent opposition figures 
who have taken positions as cabinet ministers. The Speaker 
would be put under tremendous pressure from all sides to 
remove MPs or maintain the status quo, and it is unclear at 
this point which way he would move. Either way, we expect 
the ruling to put a temporary freeze on any MPs considering 
joining government before the next parliamentary session, as 
the country waits to hear from the Supreme Court on the 
matter. End Comment. 

EASTHAM 
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SIPDIS 

SENSITIVE 

SIPDIS 

FOR SCA/INS, DS/IP/SCA and DS/IP/ITA 

E.O. 12958: N/A 

TAGS: ASEC, CASC, PTER, PGOV, IN 

SUBJECT: SOUTH INDIA REACTS TO HUSSEIN VERDICT: SECURITY NOT 
COMPROMISED DESPITE PROTESTS 


REF: A) STATE 182968 B) CHENNAI 2523 C) CALCUTTA 0513 and previous 
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D) NEW DELHI 07618 


1. (SBU) SUMMARY: Reactions to the Saddam Hussein verdict from the 
left-leaning political parties in south India - Tamil Nadu, Kerala, 
Karnataka and Andhra Pradesh - ranged from mild opposition to strong 
condemnation. Protests were peaceful overall yet indicative of the 
region\'s steadfast opposition to the USG\'s policy in Iraq. In Tamil 

Nadu, nearly 400 arrests occurred after a demonstration in close 

vicinity to the U.S. Consulate General. All protestors were later 

released and no harm was caused to American citizens or locally 
engaged staff. END SUMMARY. 


DEMONSTRATIONS IN CHENNAI: CITY ON ALERT BUT SECURE 


2. (SBU) The Tamil Nadu Muslim Munnetra Kazhagam (TMMk) led an 
anti-U.S. demonstration on November 8 near the U.S. Consulate. At 
4:30 p.m. protestors started shouting slogans against the USG and 
President Bush. Some of the demonstrators tied flags to their feet 
and stamped on posters of the President. When some demonstrators 
attempted to burn a U.S. flag and effigy of the President, police 

and event organizers stopped them. Approximately 400 police were 
deployed to the area and they began making arrests just fifteen 
minutes into the rally. Police presence was robust and dealt with 
demonstrators in an even-handed fashion. In total, nearly 400 
protestors were arrested, all of whom were peacefully detained and 
later released the same evening. 


3. (U) After we learned of the planned demonstration, on November 7 
post issued a warden message to advise American citizens about the 
event. The message drew on the language provided in ref A. 


4. (SBU) The TTMK (Organization for the Progress of Muslims) is a 
leading Islamic organization in Tamil Nadu, mainly championing 
communal causes. Although the TMMK has no history of organizing 
terrorist violence, it employs hardliner Islamic rhetoric in its 

rallies, which routinely draw hundreds of volunteers. The 
organization has a strong youth cadre disenchanted with the more 
moderate Muslim political parties such as the Indian Union Muslim 
League. The TMMK is not a political party yet; it does not contest 
elections but influences election outcomes through Islamic communal 
mobilization. The TMMK has consistently opposed Hindu groups and 
parties such as the RSS and BJP, as well as U.S Middle East 
policies. 


SOUTH INDIA STRONGLY REACTS; NO IMMEDIATE THREAT POSED 


5. (SBU) While the ruling DMK party in Tamil Nadu opposed the Saddam 
Hussein death sentence on humanitarian grounds, several other 

parties such as the CPI(M) and the AIADMK strongly condemned it as 
\"a rigged verdict delivered by a puppet court after a farcical trial 
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which has made a mockery of the judicial process.\" AIADMK leader 
and former Tamil Nadu Chief Minister J. Jayalalitha went on record 
stating that no other outcome could be expected from a court setup 
by the United States in an occupied country. In Communist-led 
Kerala, Chief Minister Achuthanandan condemned \"U.S. imperialist 
aggressions.\" Throughout the region, Muslim and Leftist 
organizations held protest demonstrations against the verdict, 
however no violence was reported. An editorial in prominent Muslim 
newspaper Madhyamam criticized the awkward silence of the Union 
Minister of State for External Affairs, E.Ahmed, a leader of the 

Indian Union Muslim League which itself has condemned the verdict. 


6. (SBU) In Karnataka, reaction to the verdict was muted among both 
local Shia and Sunni Muslim groups, and featured small impromptu 
processions in towns located in the northern districts of Bijapur, 

Belgaum, Gulbarga and Bidar. Both English and Kannada language press 
carried condemnatory editorials. Roshan Baig, a senior Muslim 

Congress leader told Post that he expects a large protest in 

Bangalore after Friday noon prayers on November 10. 


7. (SBU) Finally, Andhra Pradesh experienced minimal disruption. 
While the Communist parties and Muslims expressed disappointment 
over Saddam\'s verdict, minimal organizing occurred. 


REACTION PREDICTIBLE: NO CAUSE FOR IMMEDIATE ALARM 


8. (SBU) COMMENT: Demonstrations against the Hussein verdict were 
largely both predictable and contained throughout the south Indian 
states. Although public opposition to U.S. Iraq policy is genuine 

and widespread, the demonstrations were mostly an effort by 
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relatively small groups to gain attention and appeal to their 
supporters. Solidarity with fellow Muslims has considerable 
resonance among south India\'s large Muslim population, while 
Leftists oppose what they view as U.S. violations of lraq\'s 
sovereignty. Post will continue to closely monitor the situation as 
well as potential threat levels against Americans in the region. 
HOPPER 
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SUBJECT: EGYPTIAN EMBASSY OFFICIAL: NABIH BERRI IS A JOKE, 
DIALOGUE WILL FAIL 


REF: A. BEIRUT 3565 
B. BEIRUT 3584 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (C) Summary: Embassy Paris NEA Watcher met 11/7 with his 
Egyptian counterpart, Yahya Oda, and 11/8 with Lebanese 
Charge d\'Affaires Ghady al-Khoury (protect), to discuss 

political developments in Lebanon. While Oda predicted the 
current dialogue between the March 14 Group and 
Hizballah/Aounists would go nowhere, al-Khoury believed PM 
Siniora would eventually be compelled to accept an expansion 
of his cabinet on Hizballah\'s terms. End summary. 


Questioning the MFA\'s Official Line 


2. (C) Speaking about the current dialogue in Beirut between 
PM Siniora and the March 14 group leaders on the one hand, 
and Free Patriotic Movement leader Michel Aoun and Hizballah 
on the other, Oda said that the Egyptian MFA\'s official line 

is that Parliamentary Speaker Nabih Berri is doing a great 
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job in facilitating the talks, and serves as an important 
intermediary between Siniora and Hizballah. Shifting to what 
Oda said was his personal analysis, he dismissed Berri as \"a 
joke\" with no real power and predicted that the current 
dialogue would go nowhere. 


3. (C) Oda further assessed that Hizballah leader Hassan 
Nasrallah\'s threat to mobilize vast demonstrations if Siniora 

did not agree to expand his cabinet on Hizballah\'s terms was 

a sign of weakness, not of strength. While Nasrallah\'s 
popularity had soared in the immediate aftermath of the 

recent conflict with Israel, with each passing day more and 

more Lebanese were coming to view the war as a disaster for 
Lebanon. Moreover, Hizballah found itself constrained by the 
LAF\'s deployment in southern Lebanon alongside a strengthened 
UNIFIL, discomfited by PM Siniora\'s international support, 

and dismayed by the prospect of further international 

pressure on the implementation of UNSCR 1701. Nasrallah was 
therefore scrambling to capitalize on his waning aura of 

victory by bandying about threats in the hope of securing 

lasting political advantage. 


4. (C) However, Oda said Nasrallah was too shrewd to permit 
any Hizballah demonstration to turn violent. The sight of 
Hizballah supporters attacking Saad Hariri\'s Sunni 
supporters, for example, would cost Nasrallah much of his 
popularity in the Arab world. Moreover, Oda predicted that 

if it came to violence, Michel Aoun\'s Maronite supporters -- 
already uncomfortable with AounWs alliance with the ShiVa -- 
would flock to Lebanese Forces leader Samir JaVJaY. Finally, 
Nasrallah knew that even if he put one million demonstrators 
on the street, the March 14th group could do the same. Noisy 
confrontations would therefore solve nothing. 


Hizballah Turning the Other Cheek? 


5. (C) In an 11/8 meeting, Lebanese Charge d\'Affaires Ghady 
al-Khoury agreed that Nasrallah was determined to avoid 
violence. Ghady said that senior figures in Amal had assured 
him that Nasrallah had ordered his followers not to respond 
with violence even if they found themselves the victims of 
aggression. However, al-Khoury assessed that Nasrallah was 
negotiating from a position of strength because the March 14 
coalition could not match Hizballah\'s demonstrators man for 
man, nor could they match Hizballah\'s organizational 
capacity. Moreover, he said that Hizballah had cleverly 
offered to accept less than a blocking one-third minority\'s 
worth of seats in PM Siniora\'s cabinet, provided that Siniora 
and his allies agreed to new parliamentary elections. But 
Druze Leader Walid Jumblatt would never accept such a 
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proposition, because Jumblatt stood to lose the most from any 
fresh round of elections. Consequently, al-Khoury predicted 

it would only be a matter of time before Siniora agreed to 
allow Aoun and Hizballah into the cabinet on their terms 

(i.e., with the necessary number of seats to block any 

cabinet decision they might disagree with) in order to avoid 
the greater evil of elections. 


6. (C) As for the Aoun-Hizballah alliance, al-Khoury noted 
that Aoun firmly believed that Hizballah\'s leadership had 
never lied to him, unlike nearly all of the politicians he 
currently found himself at odds with. Moreover, Aoun found 

it ironic to be accused of being pro-Syrian by politicians 

who had all accommodated the Syrian occupation of Lebanon 
over the course of many years. In his own mind, Aoun 
believed his anti-Syrian credentials were stronger than 
anyone\'s -- a point al-Khoury echoed. \"It\'s ridiculous to 

call Aoun pro-Syrian,\" he said. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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REF: A. STATE 181094 


B. PARIS 6512 
C. PARIS POINTS OF 11/8 


Classified By: A/DCM Josiah Rosenblatt, reasons 1.4 (b) and (d). 


1. (C) Summary: A/DCM met 11/8 with Dominique Boche, 
President Chirac\'s foreign policy advisor for the Middle East 
and North Africa and received a short readout of Iraqi 
President Jalal Talabani\'s visit to France November 1-2. 
Boche noted that Talabani did not raise France\'s 
long-standing offer to train Iraqi security forces in France, 
adding that even if Talabani had raised the subject, the 
French no longer consider the offer to be on the table. 

Boche was skeptical about PA President Mahmoud Abbas\ ability 
to form a national unity government with Hamas; appeared 
confident that Lebanese PM Siniora would be able to resist 
pressure from Hizballah and from Free Patriotic Movement 
leader Michel Aoun to expand the government; and predicted 
that President Chirac\'s successor would be tempted to open a 
dialogue with Damascus -- but would soon discover that 
sending envoys to Asad\'s regime was an exercise in futility. 
He confirmed that France expects to sign a revised military 
cooperation agreement with Kuwait during the Emir\'s visit to 
Paris on November 30. Turning to President Chirac\'s foreign 
policy legacy in the region, Boche noted that improved 
relations with Israel over the past two years have allowed 
France to move beyond a \"declaratory, and largely 
condemnatory, policy approach\" to an \"operational policy\" 
that allows France to influence events on the ground. End 
summary. 


Talabani Visit 


2. (C) PolMinCouns and NEA Watcher met 11/8 with Dominique 
Boche, President Chirac\'s Counselor for the Middle East and 
North Africa. Boche provided a succinct readout of the 
November 1-2 visit to France of Iraqi President Jalal 

Talabani, saying that the atmosphere in Talabani\'s meeting 
with Chirac was quite warm. Talabani avoided making specific 
requests of Chirac and the conversation between the two 
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presidents remained general, yet encompassed discussion of 
Turkey, Syria and Iran. Talabani was upbeat on Turkey (\"this 
was interesting coming from Talabani,\" said Boche) and 
sharply critical of Damascus, which he said was facilitating 
insurgent operations in Iraq. (Note: Ina meeting with Arab 
Ambassadors in Paris following his meeting with President 
Chirac, Talabani denied having discussed Syria with Chirac. 
However, Iraqi Ambassador Abboud confirmed that Chirac and 
Talabani discussed Syria at length. End note.) With respect 
to the security situation inside Iraq, Talabani came across 

as overly optimistic in Boche\'s opinion. \"He cited some 
figures about how the number of attacks was declining. This 
struck us as wishful thinking,\" said Boche. 


3. (C) In terms of French support for Iraq, the mere fact 

that Paris agreed to the visit constituted support for 

Talabani and for the United States in the run-up to the 
mid-term elections, Boche said without a hint of irony. 
Stressing that it was in no one\'s interest (other than 

perhaps Iran\'s) to see the situation in Iraq deteriorate 
further, Boche pointed to the fact that France had forgiven 

80 percent of Iraq\'s bilateral debt. When A/DCM noted the 
USGVs interest in 100% debt relief (Ref A), Boche responded 
that Talabani had not pressed for a cancellation of the 
remaining 20 percent, although Boche hinted that any further 
French economic assistance -- even in the context of the Iraq 
Compact -- was unlikely; France sees the revival of Iraqi 
petroleum revenues (itself dependent on the reduction of 
corruption in the petroleum sector), rather than a 
continuation of international assistance, as the key to 

IraqWs future economic growth. By the same token, Talabani 
did not raise France\'s longstanding offer to train Iraqi 
security forces in France. \"As you know, when we made our 
offer the Iraqis never did respond,\" said Boche, who made it 
clear that the French now consider the offer to be off the 
table because they judge that the Iraqi Ministry of the 

Interior has been compromised by the infiltration of and 
support for Shia militias. (Note: As reported Ref B, the Quai 
told us several weeks ago that the training offer was no 
longer in prospect; we consider Boche\'s comments as 
definitive confirmation of that position. End note.) 


4. (C) Boche gently scoffed at the Iraqi Education Minister\'s 
request that France assist in providing textbooks to Iraqi 
schools, suggesting this was not an appropriate priority for 

a country in crisis. In the end, the only \"deliverable\" for 
Talabani\'s visit was a French commitment to open a diplomatic 
office in Irbil. Asked how he saw France\'s relations with 

Iraq evolving over the next six to twelve months, Boche said 
that it was totally dependent on the security situation -- a 
situation he saw as headed downhill. He anticipated that, 
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whatever the outcome, France\'s 2007 presidential election 
would have little impact on the Elysee\'s Iraq policy. \"It\'s 
natural for candidates to debate international questions 
during a campaign, but after the election continuity 
prevails,\" he said. 


Israeli-Palestinian Relations 


5. (C) Turning to the Israeli-Palestinian conflict, Boche 

said the situation in the Occupied Territories was 

deteriorating in every respect: political, security, and 

humanitarian. He expressed skepticism that Palestinian 

Authority (PA) President Mahmoud Abbas would reach agreement 
with Hamas on the composition of a new PA government. When 
asked about the Quai spokesperson\'s dismissive comments about 
the Roadmap (Ref C) he appeared unaware of the comments but 
suggested that there had been no change in France\'s position 

on the Roadmap or the Quartet. He attempted to differentiate 
Chirac\'s call for an international conference on Middle East 
peace from similar calls made by Spain, Saudi Arabia, and 

others, explaining that only France was interested in 

exploring what the international community might do to help 

the parties take risks for peace (as opposed to prescribing a 
solution). 


Lebanon 


6. (C) With respect to Lebanon, Boche appeared to take for 
granted that Siniora would be able to fend off demands by 
Hizballah and Michel Aoun\'s Free Patriotic Movement for an 
expanded role in the government. He assessed that the 
\"aberrant\" alliance between Aoun and Hizballah was merely 
tactical and inherently unstable; he was therefore optimistic 
about the possibility of engineering a split between Aoun and 
Hizballah. 


7. (C) As for the performance of UNIFIL, Boche offered the 
Quai\'s prosaic analysis of UNSCR 1701 implementation, which 
posits a linkage between enforcement of the arms embargo and 
ending Israeli overflights of Lebanon. Boche said he 

harbored no illusions that Israel would entirely halt 

overflights of Lebanon, and seemed somewhat understanding of 
Israel\'s insistence on acquiring its own aerial imagery. 
However, he complained that certain overflights, such as 

those flown at low-altitude over Beirut, had no intelligence 

value and were simply ill-considered provocations. (Note: In 

a related development, French Defense Minister Michele 
Alliot-Marie told the National Assembly on November 8 that 
French peacekeepers assigned to UNIFIL came within two 
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seconds of firing on Israeli jets that buzzed their position 

on October 31, saying \"a catastrophe was barely avoided.\" 
The Israeli Embassy in Paris is seeking details of the 
incident. End note) 


Syria: No Point in Courting Asad 


8. (C) With a nod to the spate of European envoys who have 
visited Damascus in recent weeks before returning to their 
own capitals empty-handed, Boche noted wryly that France\'s 
EU partners were rushing to Syria at the very moment that 
Saudi Arabia was more determined than ever not to haggle with 
Bashar al-Asad. He conceded that it was natural, at moments 
of a diplomatic blockage, for well-intentioned parties to 
assume that direct dialogue might move things forward; only 
the painful experience of seeing their envoys repeatedly 
return empty-handed would disabuse them of this notion. 
\"N\'ve seen this four or five times over the course of my 
career,\" said Boche, who thought it inevitable that Chirac\'s 
successor would likewise be tempted to send out some sort of 
feeler to Damascus during the first six months of his or her 
presidency. \"It won\'t lead to anything,\" he said. Chirac, 
after all, had gone further than any other European leader in 
reaching out to Bashar following the death of Hafez al-Asad, 
yet the Syrian regime gave nothing back. 


9. (C) Shifting gears, Boche said he was struck by the 
inexorable Islamization of Syrian society taking place under 

the Baathist regime\'s nose. \"It\'s much less secular than it 
was just a few years ago,\" he said, whether measured by 
mosque attendance, the number of women wearing the veil in 
public, or the number of Muslims fasting during Ramadan. \"Of 
course, it\'s the only way of showing resistance to the 

regime,\" he added. 


Iran/Gulf States 


10. (C) Recalling the visit to Paris several weeks ago of 
Iranian President Anmadinejad\'s personal envoy, Mojtaba 
Hashemi-Samareh, Boche said he thought the current Iranian 
regime was dominated by millenarians. Boche said that Chirac 
tried (with little apparent success) to persuade 
Hashemi-Samareh that Iran\'s interests were not served by 
fomenting instability in Lebanon, Iraq, or Afghanistan. 

Boche added that Iran\'s exploitation of Arab frustration with 
the Israeli-Palestinian conflict would likely bring Tehran 

into conflict with moderate Arab governments in the future. 
Turning to the Gulf States, Boche confirmed that France 
expects to sign a revised version of its existing military 
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cooperation agreement with Kuwait during a visit to Paris by 
the Kuwaiti Emir on November 30. Boche said the Kuwaitis 
were intent on strengthening their bilateral relations with 
France, which had diminished signficantly since the time of 
the first Gulf War. 


Chirac\'s Middle East Legacy 


11. (C) Asked about Chirac\'s foreign policy legacy in the 
Middle East, Boche pointed to the steady improvement in 
Franco-Israeli relations over the past two years. Asa 

result of that improvement, France had moved away from a 
\"declarative and largely condemnatory\" approach to the 
Arab-Israeli conflict which was popular in the Arab world but 
ineffectual. \"We had moral influence, but we had no 
influence on the ground,\" said Boche. In lieu of that 
approach, France had adopted an \"operational policy\" rooted 
in good relations with both the Palestinians and the 

Israelis. He noted that now when Chirac speaks to Israeli PM 
Olmert, Olmert asks Chirac\'s advice -- a significant change 
from just a few years ago. Consequently, France (and by 
extension, Europe) was better positioned to play an effectual 
role on the ground, as demonstrated by the expansion of 
UNIFIL. Boche concluded his tour d\'horizon with the hope 
that in the future Europe would play an even bigger role in 
the region. 


12. (C) Comment: Boche\'s comments are further evidence that 
no new meaningful commitment to Iraq, political or otherwise, 
is in prospect as we enter the final months of the Chirac 
presidency. We were struck by his apparent complacency on 
Lebanon, with respect to the domestic political situation as 

well as UNIFIL\'s position on the ground. On the latter 

point, he evinced no concern about whether UNIFIL would be 
able to sustain its peacekeeping role over the longer term. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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Classified By: Ambassador B. Lynn Pascoe, reasons 1.4 (b) AND (d). 


SUMMARY 


1. (C) President Yudhoyono and Vice President Kalla have 
skirmished publicly over SBY\'s decision to advance the 
President\'s reform agenda. Although referred to in general 
terms for months, the \"Presidential Work Unit on Managing 
Policy and Reform Programs (UKP3KR)\" was reportedly designed 
and unveiled without being discussed with the VP. 

Presidential spokesperson Andi Mallarangeng publicly 
introduced UKP3KR on October 26 and it promptly incurred the 
wrath of several Golkar party officials (Note: Vice President 
Kalla is the Chairman of Golkar (REF D), Indonesia\'s largest 
political party), as well as Kalla\'s surrogates in the 

Indonesian House of Representatives (DPR), who decried the 
measure as a means of sidelining the Vice President. Several 
of the President\'s cabinet ministers, with State Secretary 
Yusril Mahendra leading the charge, also actively opposed the 
new group. 
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2. (C) On November 3 Kalla himself publicly called for the 

unit to be disbanded and then requested a meeting with the 
President to express his displeasure over the proposed body. 
In the wake of their meeting, the President appeared to back 
off a bit on his plans for UKP3KR, notably excluding the 

unit\'s head from a November 6 cabinet meeting. Kalla\'s 
supporters interpreted the unit head\'s absence as a clear 
victory for Kalla in what amounted to a very public dustup 
between the President and the Vice President. However, two 
contacts close to the President suggested SBY would proceed 
with his plans for the reform unit, an indication perhaps 

that Kalla\'s celebration might be premature. The creation of 
UKP3KR was the Presidents most recent attempt to augment his 
executive authority. The President needs more than ever to 
counter mounting criticism of the economy and the slow pace 
of reform, and a decision to cave to Kalla\'s pressure could 

be politically disastrous. End Summary. 


THE PRESIDENTIAL WORK UNIT 


3. (SBU) On September 26, President Yudhoyono signed 
Presidential Decree No 17/2006 authorizing the creation of 
UKP3KR. The move was welcomed by investors, economists, and 
advocates of reform. The intellectual brainchild American 

analyst Adam Schwarz, UKP3KR was given a three-year mandate 
to strengthen the President\'s reform agenda by focusing on 

five areas: improving the investment climate, implementing 
bureaucratic reform, improving the performance of state 
enterprises, expanding the role of small and medium 

enterprises, and improving law enforcement. The unit itself 

was a compromise, as ideas for broader civil service reform 
efforts and a national security council were eventually 

judged by the President and his team as too difficult and 

politically risky. The decree had been delayed for several 

months. The President tapped three well known reformers for 

the unit: former Cabinet Secretary and Attorney General 

Marsilam Simanjuntak as chair the and retired Lieutenant 

General Agus Widodo and Chairman of the Board of Bank Mandiri 
and former head of the Indonesian Bank Restructuring Agency 
(IBRA) Edwin Gerungan were as deputies. 


4. (SBU) UKP3KR was modeled after Tony Blair\'s Delivery Unit, 
a group the British Prime Minister created in 2001 to help 

him deliver on key public policy promises. Marsilam 
Simanjuntak, who is also advising the Ministry of Finance on 

tax reform, announced UKP3KR would function similarly, 
working in close coordination with the cabinet ministers to 
assess the pace of reform and focus the President\'s attention 
accordingly. SBY has been handicapped in pushing through 
reforms by the absence of a dedicated policy implementation, 
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coordination and monitoring body: the State Secretariat 
(SekNeg) plays an administrative, and unhelpful gate keeping 
role. Both Marsilam and the President\'s spokesperson, Andi 
Mallarangeng, emphasized the unit would complement the work 
of the cabinet ministers and not supplant them. 


5. (C) A World Bank official familiar with the history of the 
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UKP3KRVs evolution told us the President handled its rollout 
poorly and never really sold key cabinet ministers on its 
utility. Yusril Mahendra, in particular, only gave the 
President his support under duress, and reportedly worked 
behind the scenes (as he has on other reform initiatives) to 
ensure its failure. According to the World Bank official, 
other ministers feared the unit could ultimately succeed in 
its mission, thereby jeopardizing their ability to profit 

from their positions and dispense patronage. The ministers 
also resented the fact that an outsider developed the idea 
for UKP3KR and that it was modeled after a British 
initiative. 


KALLA AND GOLKAR REACT 


6. (C) According to Mahendra Siregar, an Economic Affairs 
Ministry Deputy, and other post contacts, Golkar and SekNeg 
Officials tried to sideline UKP3KR from the beginning. Vice 
President Kalla and Golkar reacted swiftly and aggressively 
to the public unveiling of the body and interpreted the 

unit\'s creation as a challenge to Kalla and Golkar\'s 
policy-making influence, as well as a public slap at the 
cabinet, to which Golkar is the largest partner (REF B). 

Kalla pulled out all the stops to undermine the new unit, 
enlisting the support of Indonesia\'s two largest mass Islamic 
organizations. 


7. (C) Golkar\'s public condemnations of the unit focused on 
two lines of attack: a)UKP3KR was redundant and cabinet level 
positions already existed to carry out the unit\'s mandate and 

b) the President violated the spirit of the SBY-Kalla 

pre-election compact(REF C). A key unstated reason for 
Golkar\'s unhappiness was that Marsillam Simandjuntak, as the 
Attorney General in 2001, recommended that Gus Dur disband 
Golkar, and party officials throughout Golkar clearly 

relished the opportunity to mete out revenge through 

opposition to UKP3KR. 


8. (C) Vice President Kalla publicly joined the anti-working 
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group chorus on November 3 and then privately met the 
President to air his grievances. According to Poempida 
Hidayatulloh, the Golkar Deputy Treasurer, the Vice President 
appealed to the President\'s sense of honor by observing the 
President\'s failure to consult him on UKP3KR constituted a 
breach of their pre-election gentlemen\'s agreement to consult 
each other on important policy decisions. According to 
Poempida, he then threatened that he would have difficulty as 
Golkar chair enlisting Golkar\'s continued support for 
government policies if the President insisted on appointing 

an avowed enemy of Golkar like Marsillam to a key 
policy-making position. 


9. (C) According to Poempida, the President took Kalla\'s 
points and expressed his surprise at the controversy 
surrounding the working group. Poempida said the President 
then apologized for the unintentional affront and vowed to 
sideline the group quietly. Kalla reportedly in exchange 

agreed the group should not be disbanded or undermined 
publicly, as such a move would damage the President\'s 
credibility. Poempida told us the Vice President was 

confident he had persuaded the President to stand down on the 
working group and then viewed Marsillam\'s exclusion from the 
subsequent November 6 cabinet meeting as confirmation the 
President would abide by his word. 


WHAT NOW? 


10. (U) On November 6, following the cabinet meeting, the 
President\'s spokesperson addressed questions about 
Marsillam\'s absence from the cabinet meeting by claiming 
UPK3R would \"remain in existence\" but that the President 
would redesign its parameters to meet certain \"working 
standards" and clarify \"technical functions" The comments 
were widely publicized in the Indonesian media and generally 
treated as evidence the President had acquiesced to Kalla\'s 
concerns over the body. 


11. (C) A confidante of the President\'s told the Ambassador 
that SBY was angry with Golkar for returning to its \"devious, 
untrustworthy\" political ways. The President was 

particularly incensed the Vice President decided to object to 
UKP3KR publicly. According to the contact, the President was 
also frustrated by Golkar\'s arrogance and evident disregard 
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for the fact that SBY had been elected President by an 
overwhelming margin without Golkar\'s support. 
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12. (C) Two Presidential contacts told us SBY planned to 
proceed with his plans for UKP3KR at his own pace. They both 
claimed SBY would not reverse his decree and would not be 
cowed by Golkar\'s veiled threats to pull out of the 

government. SBY expressed frustration with the need to deal 
with Golkar, but was nevertheless fully aware the party\'s 
options were limited and that he had the upper hand as 
President. 


COMMENT 


13. (C) This public sparring has damaged the President\'s 
public standing. The battle underscored the fragile nature 

of the SBY/Kalla/Golkar union. Perhaps more disturbingly, 
the President\'s inability to outmaneuver Golkar and possible 
capitulation to the partyYs demands to emasculate UKP3KR 
highlight the obstacles SBY faces in his effort to carry out 
meaningful reform. Golkar is above all else the party of 
entrenched interests and the President\'s deal with the party 
has always been somewhat cynical in nature. On one hand the 
alliance has been helpful for the President in crafting a 
majority in the DPR, while on the other, Golkar has 
demonstrated its ability to block reform and protect its 
interests. Indonesia\'s largest political party is 
simultaneously the President\'s most useful ally and 
determined foe. 


14. (C) Everyone is watching the President to see how he will 
respond to an obvious campaign of intimidation and bullying 
on the part of Kalla, Golkar and a political class long 
accustomed to feeding at the public trough. The showdown 
over the UKP3KR is seen as a test of the Presidents mettle 
and capacity to deliver on his reform promises. 

PASCOE 
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TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Damascus Media Reaction: Palestinian Territories, Peace 
Process, Lebanon, Iraq, US Midterm Elections (11/8) 


1. Summary: The Syrian press today focused on the deteriorating 
situation in the Palestinian territories in light of the recent 

Israeli escalation, especially in Beit Hanoun. Papers reported 
Foreign Minister Mouallem\'s meeting with Khalid Mish\'al, Chief of 
HAMAS\ Political Bureau, and Dr. Ahmad Bahar, Deputy Speaker of the 
Palestinian Legislative Council, which focused on developments in 
the occupied territories. FM Mouallem confirmed Syria\'s support of 
the Palestinian people and their national options, especially the 
formation of a national unity government to strengthen Palestinian 
cohesion. 

Papers also reported that Abdullah al-Ahmar, Assistant Secretary 
General of the Ba\'th Party, received Hanna Afif Omera, Member of the 
Politburo of the Palestinian People\'s Party, and Bassam Zaki Ahmed 
Mosleh, Director General of the Party. Talks dealt with the tough 
circumstances in which the Palestinian people are living under the 
Israeli occupation and its continuous aggressions and practices 
against the unarmed Palestinian people. Al-Ahmar underlined Syria\'s 
support for the Palestinians\' resistance and struggle to restore 

their occupied lands, freedom and legitimate rights by establishing 

a sovereign Palestinian state with Jerusalem as capital and 

realizing the Palestinian refugees\' right of return. He also 

confirmed Syria\'s keenness for Palestinian national unity within the 
framework of the PLO as the only legitimate representative of the 
Palestinian people. 

Headlines featured a sit-in tent at the Yarmouk Camp for Palestinian 
Refugees near Damascus, showing solidarity with the Palestinian 
people of Beit Hanoun in Gaza strip. Participants held Palestinian 
flags and placards condemning Israeli genocide against Palestinian 
civilians. They called for continuing resistance until usurped 

rights are restored, appealing to Arab governments to play their 

role in supporting the Palestinian cause. 
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End of summary. 

2. Selected Headlines: 

\"Foreign Minister al-Mouallem stresses Syria\'s support for formation 
of a Palestinian national unity government, in a meeting with Khalid 
MishVal chief of the HAMAS Political Bureau\" (Government-owned 
Al-Thawra, 11/8) 

\"Al-Ahmar discusses with the Palestinian People\'s Party party 
relations and Palestinians\' suffering under occupation, reiterating 
Syria\'s concern about Palestinian national unity on the basis of the 
Palestinian Reconciliation Charter\" (Government-owned Al-Ba\'th, 
11/8) 

\"Abbas and Hanieh continue talks on a national unity government. 
The Israeli massacre reaps 360 martyrs and casualties in Beit 
Hanoun\" (Government-owned Al-Ba\'th, 11/8) 

\"Participants at the sit-in tent in al-Yarmouk camp for Palestinian 
refugees: Stop Israeli massacres against the Palestinian people\" 
(Government-owned Tishreen, 11/8) 

\"The 1st International Media Forum on the Golan emphasizes the 
Syrian people\'s right to resist occupation. Information Minister 
Mohsen Bilal: The occupation of Golan is a crime against humanity 
and the ugliest kind of terrorism.... No option for Israel but 
withdrawal to the June 4, 1967 line\" (Government-owned Al-Thawra, 
11/8) 

\"The Lebanese democratic gathering breaks off for consultations. 
Berri: We are still discussing a national unity government. 

Lebanese MP Hassan Fadlallah: America fears for its project in 
Lebanon\" (Government-owned Al-Thawra, 11/8) 

\"Iraqi factions denounce assaults against mosques, holding the Iraqi 
government responsible. Killing of two US and British soldiers in 
Baghdad and Basra\" (Government-owned Tishreen, 11/8) 

\"US Democratic candidates head towards winning the majority in the 
US Congress\" (Government-owned Al-Thawra, 11/8) 

\"Americans elect a new Congress and 36 governors. The death verdict 
against Saddam is Bush\'s sole weapon\" (Government-owned Tishreen, 
11/8) 

3. Editorial Block Quotes: 


Omar Jaftali, an editorialist in government-owned Tishreen, wrote 
(11/8): \"International statements about the need for peace in the 
Middle East appear to be wishful thinking more than a serious effort 
to achieve peace... 

\"The narrow window of opportunity for peace, which Syria has talked 


about, can be widened if there is a serious international effort to 
end the Israeli occupation of Arab lands and force Israel to comply 
with UN resolutions.... It is inconceivable to ask Syria to play a 
constructive role as long as its territory is occupied.... The 

Golan is one of the most important issues in Syrian policy... It is 
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a top priority in Syrian policy. 

\"Returning the Golan is a clear Syrian message proceeding from solid 
patriotic and national bases and relying on the logic of justice, 

law and UN resolutions and the terms of reference of the 1991 Madrid 
conference, which was launched on the basis of the exchange of land 
for peace... 

\"Syria has explained its position and desire for peace to all 

visiting European delegations.... The ball is now in the court of 

the concerned parties, whether in the United States, which has 
backtracked from the peace process and helped Israel foil it, or in 

the European countries, which are adopting a timid position toward 
the Israeli occupation and frequently taking the side of the 

American position, on the agenda of which there is no such thing as 
peace.... 

\"Syria has conveyed facts and requirements of the region objectively 
and transparently to others. Now it wants clear answers to its call 

to achieve peace and end the aggression and occupation.\" 


Isam Dari, a commentator in government-owned Tishreen, commented 
(11/18): \"Results of the midterm election will be decisive for 
President Bush, the Republican Party, and the neoconservative team, 
which is leading the president, the party, the country, and the rest 

of the world to disaster and destruction... 

\"Many Americans have shifted support from the Republican Party to 
the Democratic Party.... The futile terrorist wars that seek to 

impose the American will on the world have burdened the American 
economy. The taxpayer has found that he is paying taxes not for 
domestic reform or for the development of the economy and the 
improvement of the standard of living. A large part of the 

taxpayer\'s money goes to feed preemptive wars promoted and planned 
by the neoconservatives. Moreover, the coffins returning from Iraq 
and Afghanistan, and the feelings of hatred toward the United States 
in the world, have made the American taxpayer realize, although 

late, that the Bush administration is not only leading the world to 
destruction but also leading Americans to a multifaceted disaster, 
part of which is internal, social and economic and part of which is 
external, represented by growing hatred toward everything American 
-- not only American policies -- by the nations of the world.... 

\"It appears that Americans today want to correct this situation, not 
out of love for the Democratic Party or out of a desire to serve the 
world and ask forgiveness from peoples, but in order to make 
domestic accomplishments reflecting on the life of Americans....\" 


Ali Qasem, an editorialist in government-owned Al-Thawra, wrote 
(11/8): \"Foreign policy dominates the US midterm Congressional 
elections for the first time in decades.... The world is awaiting 

the results of the elections because they will determine the 
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performance of President Bush\'s administration in the next two 
years.... 

\"The big mistakes that the US Administration has made, especially as 
seen in Iraq, have given the Democrats the necessary ammunition to 
launch a fierce attack on the Republican Party.... The world will 

soon see if the US voter has realized the deception that the US 
Administration has practiced in international issues, a deception 

that has reflected negatively on Americans....\" 


Bassam Radwan, a commentator in government-owned Tishreen, wrote 
(11/8): \"The war on Iraq and the policy of President Bush\'s 
administration in that country will probably be the decisive factor 

in the midterm elections.... The death sentence against former Iraqi 
President Saddam Hussein came only two days before the 

elections... 

\"Irrespective of the details and circumstances of Saddam\'s trial and 
the extent of justice in it, the way it ended undoubtedly indicates 

that it is being used to serve Republicans in the midterm 


Congressional elections after the Bush administration tried hard to 
evade the price of its military defeats....\" 
Corbin 
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PRESIDENT 


REF: SKOPJE 980 
SUMMARY 


1. (C) During a November 5 party congress that lasted into 

the early hours of the following day, Social Democratic Union 

of Macedonia (SDSM) delegates elected by a landslide former 
Deputy Prime Minister Radmila Sekerinska as the new party 
president. The delegates chose as the party\'s secretary 

general a close associate of President Crvenkovski, himself a 
former head of the SDSM. The SDSM central board later tapped 
a member Crvenkovski\'s staff as one of the SDSM\'s three vice 
presidents. The leadership change demonstrates Crvenkovski\'s 
continued influence in the SDSM, and the fall from grace of 

his former creation then rival, ex-Prime Minister Vlado 
Buckovski. As Sekerinska consolidates her leadership 

position she can be expected to work to distance herself from 
Crvenkovski, whose past influence in the SDSM has been blamed 
by some Social Democrat insiders for the party\'s failure to 
undergo needed reforms. That could bode well, initially, for 

the government\'s relations with SDSM. End Summary. 


SOLE CANDIDATE 


2. (SBU) The SDSM, the largest opposition party in Macedonia, 
elected former Deputy Prime Minister Radmila Sekerinska as 
the new party president during a November 5 party congress 
that lasted into the early hours of the following day. SDSM 
held the extraordinary congress nearly a month after the 
former party president and ex-Prime Minister, Vlado 
Buckovski, lost a vote of confidence at the Social Democrats\' 
October 7 convention (reftel). Sekerinska, who long had been 
considered the heir apparent and who enjoyed the strong 
support of President Crvenkovski (himself a former SDSM 
president), won easily, receiving 456 votes of the 516 

ballots cast. The SDSM congress was largely uneventful, as 
Sekerinska was the sole candidate for the president\'s seat 
and the bulk of intra-party debates had been aired and 
resolved during the October convention. Sekerinska is the 
first woman to hold the office of SDSM president. 


CRVENKOVKSKIVS CIRCLE OF INFLUENCE 


3. (SBU) In addition to a new SDSM president, the party 

elected a new secretary general and 70 members to the SDSM 
central board. The new secretary general, Goran Mincev, is a 
relative unknown who previously served in an obscure 
government position and who is widely considered to be 
\"Crvenkovski\'s man.\" Mincev ran against Ljubco Jordanovski, 
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who until recently served as Macedonia\'s Ambassador to the 

U.S. and is a former president of the parliament. The 

election of Mincev over Jordanovski, who is close to 

Buckovski, signals a complete break from Buckovski\'s SDSM and 
a further strengthening of the ties between the new SDSM 
leadership and President Crvenkovski. 


4. (SBU) The newly elected SDSM central board held its first 
meeting on November 7 and elected three new party vice 
presidents and the 15 members of the party presidency. The 
new vice presidents include Jani Makraduli, a former SDSM 
party whip in the parliament who is closely aligned with 
Sekerinska (he was her witness at her recent marriage); Igor 
Ivanovski, an MP and close confidante of Crvenkovski; and 
Zoran Zaev, the mayor of the southeast Macedonian city of 
Strumica and the only member of the new leadership linked to 
Buckovski. 


THE FUTURE OF SDSM -- ESCAPING CRVENKOVSKIVS SHADOW 


5. (C) The change in party leadership not only reflects the 
delegates\' general dissatisfaction with what they considered 
to have been the failed policies and poor poll ratings of 
former SDSM president Buckovski, but also signals 
Crvenkovski\'s attempt to tighten the party reins. Although 
Sekerinska\'s rise to power in the party owes much to 
Crvenkovski\'s support, that does not necessarily mean she 
will repay the favor with blind loyalty to him and his 

circle. Sekerinska is likely to work to escape Crvenkovski\'s 
shadow in order to strengthen her own control over the rank 
and file and implement the party reforms she has advocated. 
She will have to proceed with caution, however, to avoid 
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provoking counter-reactions from Crvenkovski loyalists such 
as Mincev and Ivanovski. 


RELATIONS WITH THE GOVERNMENT -- AN UNORTHODOX ALLY? 


6. (C) Sekerinska can probably count on initial cooperation 
from the government if she chooses to work toward legislative 
victories to consolidate her position. PM Gruevski was among 
the first of Macedonia\'s political leaders to congratulate 
Sekerinska after her victory and he met with her midweek to 
discuss how to work constructively together and how to 
conduct a more civilized public debate over policy 

differences. Gruevski likely would jump at the chance to 

widen any gap between Sekerinska and Crvenkovski, given his 
long-standing disdain for the President and refusal to 
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recognize Crvenkovski\'s election as legitimate. Sekerinska 
may therefore find a more flexible, compromise-ready 
government ally will give her the leverage she needs to 
increase the distance between her and Crvenkovski. 


BUCKOVSKIVS FALL FROM GRACE AND A POSSIBLE OLIVE BRANCH 


7. (C) The political rift between Buckovski and Crvenkovski 
grew to an open feud over the past year as the latter sought 
to undermine the ex-Prime Minister in order to strengthen his 
own position in the party (reftel). With Buckovski no longer 

a member of the party\'s key decision-making bodies, it is 
possible that, once the SDSM constitution is modified to 
permit formal faction, he will form an internal party faction 

to contest Crvenkovski\'s influence. It is unlikely, however, 
that he will risk leaving SDSM in the short-term, since he is 
not sure how many party supporters would jump ship with him. 
In statements to the press, he has made it clear that for now 
he intends to work within SDSM for reforms that would loosen 
the party\'s current rigid, centralized structure. 

Additionally, the election of Buckovski\'s party ally Zaev as 

an SDSM vice president could be an olive branch to the former 
Prime Minister\'s supporters and could provide an opening for 
a Buckovski-Sekerinska entente to counter Crvenkovski. 
MILOVANOVIC 
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SUBJECT: STRATEGIC TRADE CONTROL PLAN FOR THE UAE - OUR 
THOUGHTS 
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REF: A. STATE 184118 
B. ABU DHABI 4219 


Classified By: Ambassador Michele J. Sison for reason 1.4 (b and d). 


1. (C) We appreciate the opportunity to comment on the draft 
EXBS program plan for the UAE. The UAE remains a major 
concern as a transshipment point for WMD/missile related 
products for a number of reasons: 


-- the UAE still lacks an export control/transshipment 
control law; 


-- the UAE and Iran are major trading partners; 


-- the UAE has demonstrated a reluctance to take aggressive 
actions against diversions to Iran both out of concern for 
the potential security repercussions and the impact on trade. 


2. (S/NF) Post believes that the EXBS strategy should be 
closely linked to our ongoing Counterproliferation Task Force 
(CTF) efforts and the ongoing U.S. interagency discussions 
on possible actions to take, should the UAE not implement 
effective laws and enforcement mechanisms. The EXBS plan 
would be an excellent topic of discussion at the next CTF 
meeting. In addition, should we need to take actions to 
encourage the UAE to pass and enforce its export control law, 
we would want to make sure that our proposed training plan 
helped move the UAE effectively toward that goal. 


3. (C) Post offers the following comments on the proposed 
EXBS action plan. We should focus the plan on a few key 
items in the near term, with the understanding that further 
cooperation and training will be forthcoming when the UAE 
actually implements a new export control law. In addition, 

we would suggest that the Department give consideration to 
involving either Singapore or Hong Kong in training programs 
on transshipment issues. Both are major transshipment hubs 
and both have shown more progress in the establishment, 
implementation, and enforcement of indigenous export control 
systems. The UAE (especially Dubai) is likely to view their 
experiences as relevant. 


4. (S/NF) In general, we do not believe it would be effective 

to offer the UAE any training on control lists or targeting 
controlled goods until the UAE actually has an export control 
law and implements control lists under that law. The UAE has 
received multiple programs on control lists and claims to be 
incorporating them into its export control law. A recent 
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message from the UAE regarding the transshipment of carbon 
steel strips, suggests that the UAE is -- at least partially 

-- consulting some of the international control lists (ref 

b). It is unclear, however, as to whether it effectively 

controls goods on these lists. Therefore, programs such as 
Control List Gap Analysis, and Target and Risk Management 
should be presented as pending passage/enactment of a law 
rather than with any specific dates. 


5. (C) International Border Interdiction Training - The UAE 
would likely welcome this training as a way to strengthen its 
border with both Saudi Arabia and Oman. Post notes, however, 
that all of the information we have received on diversions 
suggests that it would be more effective to target the ports 

and airports before the land borders. (Note: The UAE has over 
the last few years taken steps to tighten controls over its 

long land borders with Oman and Saudi Arabia, although its 
primary concern has been more to prevent the illegal entry of 
goods and people rather than controlling the export of goods. 
That said, given the UAE\'s highly efficient ports and lack 

of export controls, we believe that the land border is less 

of an immediate concern for WMD transshipment at the present 
time than the sea and air ports. End Note.) 


6. (C) Port Security Vulnerability Assessment -- The UAE has 
agreed in principle to host a USG interagency critical 
infrastructure assessment team. If this program is 
coordinated with that effort, it could be very useful, 

especially if the team looked at the UAE\'s main oil export 
terminal of Jebel Dhana. It would therefore appear to be a 
high priority action. 


7. (C) Nuclear Commodity Identification training/WMD 
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Commodity Identification Training -- The USG provided WMD 
related training in Dubai in 2003/2004. This training should 
build on the previous programs. 

SISON 


85063 

OO RUEHWEB 

DE RUEHKO #6472 3131138 

ZNY CCCCC ZZH 

O 091138Z NOV 06 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8202 
INFO RHEHAAA/NSC WASHDC PRIORITY 


Column 3 
SIPDIS 
SIPDIS 


E.O. 12958: DECL: AFTER KOREAN REUNIFICATION 

TAGS: PREL, ETTC, EWWT, PARM, KNNP, KN, AS, JA 

SUBJECT: DCM, ACS ANDO DISCUSS UNSCR 1718 LISTS OF BANNED 
LUXURY GOODS 


Classified By: Deputy Chief of Mission Joseph R. Donovan. Reason: 1.4 
(b)(d). 


1. (C) During a November 6 meeting, Under Secretary for Arms 
Control and International Security Robert Joseph and 

Assistant Cabinet Secretary (ACS) Hiroyasu Ando discussed 
issues related to the implementation of UNSCR 1718, including 
the development of lists of luxury goods whose export to 

North Korea is to be banned under the resolution. U/S Joseph 
undertook to have their experts exchange views to clarify 
positions on their respective lists. 


2. (C) On November 7, DCM Donovan contacted ACS Ando and, on 
instructions, explained that the State Department had 
consulted with the Department of Commerce, which is 
responsible for export licensing in the United States, and 

told Ando that the United States intends to provide its list 

of banned luxury items in the U.S. report to the UN Sanctions 
Committee on November 13. The United States, he continued, 
would seek to have the new regulations take effect shortly 
after the 13th, through publication in the U.S. Federal 

Register. He promised to consult further when we finalize 

the date. 


3. (C) ACS Ando expressed appreciation for the quick response 
and said that Japan would aim at November 13 to convey its 

list to the UN Sanctions Committee. He proposed that we make 
simultaneous public announcements of our lists shortly after 

the 13th and asked if we intended to coordinate further with 
Australia. He also asked if the United States had any 
comments on items on the Japanese list. He added that the 
GOJ looked forward to consulting with us after we finalize 

the date. The DCM promised to relay ACS Ando\'s questions to 
Washington and get back to him. 

SCHIEFFER 
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E.O. 12958: N/A 
TAGS: PGOV, ETRD, ECON, EINV, ENRG, IN 
SUBJECT: TAMIL NADU: ECONOMIC GROWTH, BUT IRRITANTS REMAIN 


1. (SBU) SUMMARY: The growing FDI inflow into Tamil Nadu, 
particularly in the manufacturing sector, the support the state 

receives from the Center due to the synergic political arrangement 
between the DMK and the Congress parties, the bipartisan support for 
economic development available in the state, the comfortable energy 
situation -- all form part of the picture Tamil Nadu officials 

presented to visiting Embassy New Delhi Economic Minister Counselor 
John Davison. Some businesspeople, particularly the US power 
producers, however, were less bullish: they pointed to the lingering 
disputes with the state Electricity Board and the need for new 

projects to step up generation capacity. Davison also leveraged 
meetings with influential contacts to raise Mission concerns such as 
the recent GOI disqualification of Motorola from the BSNL tender, 
cable broadcasting industry concerns, and other issues. END 
SUMMARY. 


UPBEAT OFFICIALS, BULLISH INVESTORS 


2. (SBU) Tamil Nadu Chief Secretary Tripathy appeared pleased with 
the attention the state is receiving these days: two days prior to 

his November 6 meeting with Davison, Prime Minister Singh and 
Congress President Sonia Gandhi were in the Chennai suburbs to 
inaugurate a Flextronics facility, visit the new Nokia plant and lay 
the foundation for a $10 million Automotive Research Center. 
Tripathy pointed to the new investments that have come in recent 
months -- Motorola, Dell, Hyundai (expansion) -- and the many more 
in the pipeline. \"After an MOU is signed, we make sure that work 
begins within a month\", he said. According to the Chief Secretary, 
infrastructure development is uppermost in the state 
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administration\'s mind, including ways to develop the Tamil Nadu 
ports. While the state has sufficient power generation as of now, 
the government is planning to generate new projects with Australian 
or Indonesian coal. 


BUT SILENT ON POWER DISPUTES 


3. (SBU) According to Tripathy, problems such as the continuing 
inflow of Sri Lankan refugees (SEPTEL), the perennial river water 
disputes with neighboring states and the funding shortfall for 
infrastructure development are not very serious issues. While 
conceding that fund shortage does hit the much-needed but less 
visible projects such as storm water drains, other major sectors 
such as roads, ports and power, he stated, have no resource crunch. 
Tripathy did not comment on the \"legacy issue\" of American power 
companies\' disputes with the state Electricity Board. Davison raised 
the issue of possible U.S. wheat imports which could greatly benefit 
millers and the increasing customer base in Tamil Nadu. Tripathy 
indicated this is an area where Tamil Nadu leadership wants to be 
helpful. 


TALENT POOL RESULT OF YEARS OF INVESTMENT IN EDUCATION 


4. (SBU) In a separate meeting, key officials such as state IT 
Secretary Chandramouli and the Managing Director of Tamil Nadu 
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Industrial Development Corporation (TIDCO) Ramasundaram described 
factors that helped the state emerge as a preferred investment 
destination in software development services, consumer electronics, 
automobiles and textiles. According to the officials, years of 

public investment and bipartisan support for education has ensured 
the availability of a large productive talent pool. Pioneering 

programs such as noon-time meals and affirmative action (reservation 
of seats) for backward castes significantly enhanced both enrollment 
in schools and literacy rates. They added the already power-surplus 
state proposes to add another 4000 megawatts to meet anticipated 
future demand. Industry-specific Special Economic Zones will also be 
established. To avoid problems of land acquisition, land purchases 
are to be kept at market rates. 


POWER COMPANIES PRESENT WOES 


5. (SBU) Representatives of two U.S. power companies that have 
unsettled disputes with the Tamil Nadu Electricity Board (TNEB) on 
power pricing and capital costs, however, presented a less 

encouraging picture. ST-CMS sent notice to TNEB informing them of 
their decision to seek arbitration to finalize capital costs. They, 

however, also mentioned that they intend to talk to the state 
government to try and come to an understanding on the issue. CMS 
would also welcome DUSTR Bhatia\'s raising their case with Tamil Nadu 
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leadership when he visits Chennai at the end of November. 
Meanwhile, Covanta Energy has gone to court to block retroactive 
excise tax levies totaling 24 million dollars; early rulings in 

their favor have given them some hope that their arguments will 
prevail. Covanta has appealed to the Ministry of Finance to waive 
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the imposition of excise duties on furnace oil used for generating 
power. The appeal is pending before the Union Finance Minister. 


6. (U) Coincidentally, on November 8 post received from the state 
government a written reply to a July representation on the power 
issues. We will report that response septel, along with a more 
detailed update on the IPP issues. 


7.(SBU) The power companies\' reps believe that the state will face a 
power crisis in the next couple of years as there are no big 

projects under construction that will supply power exclusively to 

the state. According to the companies, the 4000 megawatts that Tamil 
Nadu officials tout will take two years to commission and in the 
meantime the state is likely to scramble for power as demand is 
growing exponentially, exceeding capacity. 


\"MOTOROLA SHOULD HAVE AVOIDED GOING TO COURT\" 


8. (SBU) With Kalanithi Maran, the Managing Director of Sun (TV) 
Network and brother of Union Telecom Minister Dayanidhi Maran, 
Davison raised the issues of cable broadcasting rates and of 
Motorola\'s recent disqualification from BSNLYs bidding process. 
Maran commented that it was unwise on the part of Motorola to have 
gone to court as it will antagonize \"the entire bureaucracy.\" He 
believes that the court is unlikely to reverse the decision and that 
even if it does, the issue would go for appeals and prolong 
indefinitely. Maran said that, instead, Motorola should have talked 
with the Ministry. He also indicated there could be an additional 
complicating factor behind the disqualification, promising to 
provide further details. Maran further stated that an out-of-court 
settlement might still be possible, but again gave no indication 
what such a settlement might look like. 


9. (SBU) Very well informed on Center-State politics, Maran 

commented that the Congress-DMK relations within the UPA remain very 
good at the top level. He pointed out that the DMK is an 

indispensable ally of the Congress-led UPA government and that it 
enjoys the support of the Congress in the state. He also 

acknowledged that the DMK government can survive even without the 
support of the Congress party as long as the other sections of its 

Tamil Nadu alliance are retained. Maran said the state leadership 

of the Congress party does not matter; they are divided and always 
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bickering. 


CENTER AND STATE WORKING TOGETHER 


10. (SBU) COMMENT: The Center-State coordination, facilitated by the 
DMk\'s role in the state and Union governments, is striking. In fact 

it is more than a party activity: Union IT Minister Dayanidhi Maran, 

both Chief Minister Karunanidhi\'s confidante and grand-nephew, uses 
his position and influence to direct investments to his home state. 
Tamil Nadu, nonetheless, could progress even further if it would 
address its legacy issues and prevent a potential backlash as well 

as attract investment into its power and infrastructure sectors. END 
COMMENT. 


11. (U) Econ Minister Counselor John Davison cleared this message. 
HOPPER 
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TAGS: KMDR, OPRC, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: U.S. MIDTERM ELECTIONS, RUMSFELD\'S 
RESIGNATION; SAO PAULO 

1. \"Bush\'s Defeat\" 

Liberal, largest national circulation daily Folha de S. Paulo 


editorialized (11/9): \"The message sent by the ballots couldn\'t be 
clearer: American voters are very unhappy with the prolonged 
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disaster produced by the Bush administration in Iraq and the series 
of scandals involving Republican congressmen. The Bush 
administration enjoys today only 35% of popular support mainly 
because of the erosion in the Middle East. As a direct and immediate 
consequence of the electoral defeat, Donald Rumsfeld, the 
Varchitect' of the Iraqi quagmire, was fired yesterday.... The mid 
term election\' returns are much more a Republican defeat than a 
Democratic victory.... If the democrats achieve the control of both 
the House and the Senate, they may create enormous difficulties for 
the Bush administration, especially in foreign trade. If they win 

only in the House, their power will be limited. The greatest 
importance of Tuesday\'s elections is in the fact that it was a 
rehearsal for the 2008 presidential elections.... During the next 

two years, the Democrats will try to take even more advantage of 
Bush\'s popular rejection. The Republicans will review the causes 
that led to the electoral defeat so as to try another term. Whoever 

is more convincing in presenting a plan to leave Iraq will probably 
be in an advantageous position.\" 


2. \"Light At The End Of The Iraqi Tunnel\" 


An editorial in center-right O Estado de S. Paulo (11/9) remarked: 
\"Political disasters seldom have a sole cause, and what has just 
happened with the Republican Party is a clear evidence of that. It 

is a fact that the Bush administration\'s defeat in the midterm 
elections is mainly due to the Iraq factor.... But two other grave 
situations that cannot be underestimated were added to it. First, 
the late but unequivocal repudiation by a large portion of the 

voters to what the Republicans perpetrated in their recent 12-year 
period of practically uninterrupted predominance in both the Senate 
and the House.... The leaders of the administration\'s party 
guaranteed to the current Congress the deplorable distinction of 
being the most retrograde, corrupt, demoralized and submissive to 
the White House that one can remember. The second additional reason 
for the Republican defeat was the public condemnation of the 
administration\'s total dominance of the domestic agenda.... It is 
expected from the Democrats that they show how to switch on the 
light at the end of the Iraqi tunnel. Incidentally, such a light 

has already been lit with Donald Rumsfeld\'s resignation, the first 
consequence of the Democratic victory.\" 


3. \"Bush And Brazil\" 


Political columnist Eliane Cantanhede wrote in liberal, largest 

national circulation daily Folha de S. Paulo (11/9): \"Since trade 

logic does not always correspond to political positions, Brazil 

wanted the Republicans to win the U.S midterm elections and was 
already deploring their forecasted defeat. George W. Bush has his 

own faults, but the Lula administration no longer wants to discuss 

the invasion of Iraq, excesses in the security area, the fall of 

Donald Rumsfeld.... What interested the GOB was a Bush strong enough 
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to resume well the WTO negotiations with developing agricultural 
exporting nations like Brazil. Pragmatically, Brazil wanted Bush to 
have defeated the Democrats and kept the majority in the Congress so 
as to advance the negotiations. The GOB, especially the Lula 
administration, has more ideological differences with the 
Republicans, who are more conservative in politics and in their 
relations with the world. But Brazil knows that the in the trade 

area the Democrats are more protectionist: they fiercely defend 
domestic interests, US companies and producers to the detriment of 
partners. The discretely pro-Republicans Brazilian posture coincided 
with that of many of its neighbors - obviously with the exceptions 

of Venezuela and Bolivia - and that of the European Union.\" 
McMullen 
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SUBJECT: NEPAL ARMY: IMPROVING NEPAL\'S HUMAN RIGHTS RECORD 
REF: A. SECSTATE 181356 


B. KATHMANDU 2971 
C. KATHMANDU 1376 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 
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1. (C) In a meeting on November 6 with Ramesh Jung Thapa, 
Defense Advisor to the Prime Minister, and Bishnu Uprety, 
Defense Secretary, the DCM delivered ref A talking points, 
strongly urging the Government of Nepal (GON) to take action 
on human rights abuses in the Nepal Army (NA). The DCM made 
it clear that future U.S. military assistance would be 

predicated upon the GON\'s efforts to address human rights 
violations in the NA. Thapa and Uprety both indicated that 
human rights abuses would be dealt with in a quick, 
transparent, and effective way, like the recent abuse case 
involving Captain Robin Rana (ref B). However, both Thapa 
and Uprety acknowledged that past offenses would be harder to 
deal with, and intimated that these cases might not be 

resolved in the near future. Thapa and Uprety reiterated 

their strong commitment to respecting human rights. 


Assistance Predicated By Action On Human Rights Abuses 


2. (C) In a November 6 meeting with Ramesh Jung Thapa and 
Bishnu Uprety, the DCM strongly urged the Government of Nepal 
(GON) to take effective and transparent action against past 

and future human rights abusers in the Nepal Army (NA) -- 
specifically against those involved in the 2003 Maharajgunj 
incident (ref A) -- as well as to ensure the Rayamajhi 
Commission produced credible results and to make public the 
whereabouts of 508 disappeared persons. The DCM made clear 
to Thapa and Uprety that future U.S. military assistance 

would be contingent upon such action. Thapa responded that 
the GON took human right abuses \"very seriously\" and that 
Uprety had testified before Parliamentary Committees many 
times on the subject of alleged human rights abuses. Thapa 
said that the GON had instructed the Ministry of Defense to 
investigate possible abuses and bring the culprits to 

justice, and that was what they had done. 


There Are \"Complications\" 


3. (C) Uprety told the DCM that there were \"complications\" 
within the NA regarding investigations into some of the 

abuses. Because most of the alleged abuses happened three or 
four years ago, and many of the officers involved had been 
moved to other units, it was difficult to investigate 

effectively whether the abuses had taken place and who had 
been responsible. He also questioned the accuracy of the 
OHCHR report on Maharajgunj, suggesting that the NA found 12 
of the people listed as missing in the report. Uprety 

implied that the questions about the report\'s accuracy made 
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it more difficult to investigate the incident. 


Past Is Gone -- Future Is Time For Action 


4. (C) Both Uprety and Thapa made clear to the DCM that the 
GON was committed to investigating and punishing human right 
abuses. However, Thapa, like Uprety, suggested that action 
for past abuses might be delayed. The DCM took this 
opportunity to stress the need for accountability and 
responsibility for both past and future actions, and the 

impact not taking such action would have on future U.S. 

military assistance. Both Thapa and Uprety acknowledged that 
they understood this. 


Comment 


5. (C) It is encouraging that the Ministry of Defense is 

saying the right things regarding identifying and 
acknowledging current and future human rights abuses. 
However, it is troubling that they seem lukewarm about 
holding NA officers accountable for past abuses. We will 
continue to push the GON hard for a public, transparent, and 
accountable system of investigation and punishment of future 
and past human rights abusers in the Nepal Army. 
MORIARTY 
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E.O. 12958: DECL: 11/09/2016 
TAGS: AF, MASS, MOPS, PK, PNAT, PREL 
SUBJECT: THE RIGA SUMMIT AND PAKISTAN 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


1. (C) During Assistant Secretary Boucher\'s November 6-7 
visit to Islamabad, post was struck by senior Pakistani 
officials\' and politicians\' pessimism over Afghanistan. 
Interlocutors repeatedly expressed concerns that the U.S. and 
NATO were not in Afghanistan for the long-haul. While we 
know that USNATO has worked full-out to ensure that the Riga 
summit focuses on Afghanistan, we wish to emphasize the need 
to reassure Pakistan, Afghanistan, and other countries in the 
region that NATO is committed to success in Afghanistan. 
Both NATO and the USG must publicly and privately highlight 
NATOVs resolve. Post encourages NATO to focus on 
constructive ways to engage Pakistan on ISAF\'s goals for 
Afghanistan. 


2. (C) During a November 6 meeting in Islamabad of chiefs 
of mission from NATO troop-contributing countries, many of 
the ambassadors, including ambassador\'s from key countries, 
were under the impression the Riga summit would not adress 
Afghanistan in a major way. While we have assured our 
colleagues that we understand that Riga will focus on 
Afghanistan, it would appear that this message is not 

reaching our allies\' representatives from their own capitals 
and NATO delegations. 


3. (C) At the November 6 meeting, ambassadors agreed that 
NATO should invite President Karzai to Riga to demonstrate 
NATO''s faith in -- and support for -- his leadership, as well 

as NATO\'s unwavering commitment to see the Afghanistan 
mission through to a successful end. Photos of President 
Karzai standing shoulder-to-shoulder with the heads of state 
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of 26 NATO member countries would send an invigorating and 
much-needed signal to nay-sayers who question NATO\'s resolve. 
An early post-Summit visit by SYG de Hoop Scheffer to 

Pakistan and Afghanistan would provide an additional shot of 
adrenaline concerning NATO\'s commitment. 


4. (C) Post very much appreciates all that USNATO has 
accomplished in ensuring that success in Afghanistan is 
center-stage in Riga. Post also appreciates USNATO\'s 
tremendous efforts at keeping us informed of developments in 
NATO that could affect Pakistan. We look forward to 
continuing to work together toward a successful summit -- and 
beyond. 


CROCKER 
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E.O. 12958:N/A 

TAGS: PHUM, KPAO, EAID, OIIP, PREL, CE 

SUBJECT: Special Media Reaction: Maldivian Media on Ambassador 
Blake Presenting Credentials and Port Call of USS DUBUQUE. 


1. (U) Summary: Coverage in the Maldivian media of Ambassador 
Blake\'s presentation of credentials and the visit by USS DUBUQUE 
following Exercise COCONUT GROVE 06 with the U.S. Marines was 
widespread in both print and television and generally positive. 
Independent papers aligned with the opposition Maldivian Democratic 
Party (MDP) used the U.S. visits to call attention to their upcoming 
political rally on November 10. Print media is primarily in the 
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Dhivehi language with English language coverage provided by 
bilingual websites associated with the print versions. Ambassador 
Blake\'s meeting with President Gayoom and subsequent press 
conference received factual coverage in both the two independent and 
two of three government papers, including photographs. TV Maldives 
aired a 23 second segment in Dhivehi covering Ambassador Blake\'s 
conversation with President Gayoom and a 7 second segment on the 
visit of USS DUBUQUE. End Summary. 


2. (U) Government controlled dailies provided straightforward 
coverage of the Ambassador\'s visit. Reporters from the 
pro-opposition independent press tried to link the U.S. visits with 
a planned November 10 opposition rally. 


3. (U) The following are the headlines and leads that appeared in 
government and independent papers after Ambassador Blake presented 
his credentials on October 30 and held a press conference the 

following day: 


-- New ambassadors present Credentials -- Miadhu (Government) 
October 31, 2006 


\"The new US Ambassador stressed the close friendly relations between 
the Maldives and the United States. Welcoming the President\'s 
democratic reform agenda, Ambassador Blake wished him success in 
this important endeavour.\" 


-- MDP to meet US Ambassador today - Dhivehi Observer (Independent) 
October 31, 2006 


\"Official sources in the MDP have confirmed that the American 
Ambassador to the Maldives, Mr. Robert O. Blake, will be meeting 
with MDP leadership today, who is currently visiting the Maldives. 
A senior official of the MDP said the party will express ongoing 
concerns about lawlessness in the Maldives and the extent of 
oppression in the country.\" 


-- "USA: November 10 \"Can Proceed\" - Minivan News (Independent) 
November 1, 2006 


\"The new American Ambassador to the Maldives, Robert O. Blake, said 
in a press conference yesterday that he would support the Maldivian 
Democratic Party\'s (MDP) November 10 assembly to accelerate 
constitutional change, if the opposition acts in accordance with the 
current constitution.\" 


-- American Ambassador Meets Press -- Miadhu (Government) November 
1, 2006 


\"The new ambassador from the United States to the Maldives met with 
the Maldivian media yesterday.\" 
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4. (U) Coverage of the USS DUBUQUE visit to the Male atoll was 
positive and helped to dispel rumors that the Marines had come as a 
show of support or to assist in the suppression of the November 10 
MDP rally. Sample headlines and leads follow: 


-- Visiting U.S. ship did not have any political alignment - Minivan 
News (Independent) Dhivehi, July 12, 2006 


\"Maldives government used the noble humanitarian assistance goals of 
the US government for its own political agendas.\" 


-- U.S. ship here on assistance mission will leave tomorrow - 
Aafathis News (Government) Dhivehi, October 31, 2006 


\"The US Navy ship which came to assist the government of the 
Maldives will depart tomorrow.\" 


BLAKE 
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EUR/NCE FOR FICHTE, PM FOR DOWLEY, OSD FOR SADOWSKA 
E.O. 12958: DECL: 11/08/2016 

TAGS: PGOV, PREL, EZ, MARR, MASS, MCAP, NI, EC, ID, VM 
SUBJECT: CZECH MFA SOLICITS INFORMAL U.S. OPINION ON FOUR 
VERA/TAMARA/BORAP DEALS 

REF: PRAGUE 1350 


Classified By: Political Counselor Michael Dodman 
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for reasons 1.4 (b) and (d) 


1. (S/NF) Summary: The Czech Government is considering 
granting permission for Czech export companies to begin to 
negotiate sales of several radar and similar systems to 
Indonesia, Ecuador, Nigeria, and Vietnam. If future 
applications are made for export licenses for the VERA, the 
Czech MFA intends to work with the United States to reach a 
decision. End summary. 


2. (S/NF) Poloff met October 26 with Czech MFA Common Foreign 
Security and Policy Director Vaclav Balek to discuss exports 

of sensitive Czech military technology. Balek shared that the 
Czech Government is considering issuing a preliminary opinion 
on applications from several (unnamed) Czech export companies 
to negotiate sales of radar and/or passive surveillance 
technology to Indonesia, Ecuador, Nigeria, and Vietnam. Balek 
highlighted that these were not formal license applications 

but were instead \"preliminary applications for the start of 
negotiations with partners.\" He was keen to point out that 

these applications were subject to a degree of uncertainty. 

The applications indicated neither a destination country\'s 

definite interest in purchasing a system nor that an eventual 
export license application would be approved by the Czech 
Government. 


3. (S/NF) Balek said that any future exports of the VERA 
would be subject to a range of nonproliferation controls, 
including the incorporation of chips that would cause the 
system to self-destruct if operated outside of the 
destination country. (Note: We believe that applications to 
purchase the \"VERA\" refer to the slightly limited ASDD-01 
version of the system that is normally offered to non-NATO 
countries. End note.) Balek outlined the following requests 
and probable Czech Government decisions: 


Indonesia: VERA 
- likely to grant permission for preliminary negotiations 


Ecuador: VERA 
- likely to grant permission for preliminary negotiations 


Nigeria: Tamara 
- likely to grant permission for preliminary negotiations 


Vietnam: VERA or Tamara or BORAP. 

- likely to refuse permission for preliminary negotiations on 
VERA and Tamara 

- likely to grant permission for preliminary negotiations on 
BORAP. 
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(Note: While the VERA and the BORAP are manufactured by ERA 
a.s., Balek guessed that the Tamara systems in question were 
manufactured by Tesla Pardubice for delivery to France in the 
early 1990s. That deal had fallen apart in a price dispute, 

leaving two unsold systems in the Czech Republic. End note) 


4. (S/NF) Balek said that, if the U.S. had an opinion on 

sales to these particular destination countries, it would be 
helpful for the Czechs to hear the U.S. side early in the 
process. Poloff reminded Balek that USG opposition to a VERA 
transfer to Vietnam was unlikely to change. Balek agreed, 
indicating that this was a primary reason for the Czechs\' 

likely refusal to authorize commercial negotiations on the 
purchase of a VERA. (Note: There is currently no agreement 
committing the Czech Government to consult with the U.S. over 
surveillance systems other than the VERA. However our 
cooperation on other arms exports suggests that the Czech MFA 
could be receptive to clearly articulated U.S. concerns about 
other systems. End note.) 


5. (S/NF) As noted above, the VERA and BORAP are manufactured 
by ERA a.s., based in Pardubice, Czech Republic. These 
applications all predate the October 26 purchase of ERA by 
Rannoch, a U.S. firm (Reftel). All of the applications were 

made by Czech export companies specializing in military 

material, rather than ERA itself. It remains to be seen if 


Rannoch would back these export companies and support further 
negotiations with these destination countries. Regardless of 
Rannoch\'s opinion, if the VERA now falls within the 

jurisdiction of U.S. defense export licensing controls, the 

USG will have a useful tool at its disposal to ensure that 

VERAs are not sent to the wrong countries. 

6. (S/NF) Pending resolution of the issues raised by the 
Rannoch acquisition of ERA, the Czech MFA must still rule on 
the current applications to negotiate with these four 

destination countries. Post has already made it clear to the 
Czechs that the USG remains opposed to a transfer to Vietnam. 
The Czech MFA did not/not make a formal request with a 30-day 
timeline for a final USG opinion on any of these destination 
countries (Note: For an actual marketing or export license 
application involving the VERA, the USG has committed to 
providing the Czech Government with its opinion within 30 

days. End note). The Czech MFA\'s decision to consult with the 
Embassy at so early a stage provides an opportunity to stop 
problematic negotiations before they begin in earnest. There 

is no history of the Czech Republic consulting the U.S. on 
BORAP or the Tamara and this may be our only chance to 
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intervene in those cases. If a USG opinion on the 
appropriateness of these destination countries is not easily 
available in Washington, Post will make it clear to the 
Czechs that the USG will be able to provide a formal and 
timely response on the VERA cases if negotiations lead to an 
actual application for a license. We will also note that we 

are also considering the implications of the Rannoch 
acquisition of ERA. 

GRABER 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


1. (C) SUMMARY: Late on November 8, the Kyrgyz Parliament 
adopted a new constitution that appears to limit the powers 

of the president and to increase the role of the parliament. 

On November 9, President Bakiyev signed the new constitution 
into effect, although under the terms of the agreement both 

the President and Parliament will remain in office until 

their terms end in 2010. This latest draft was the product 

of a \"reconciliation group" with members from the government 
and the Parliament and co-chaired by State Secretary 
Madumarov and Speaker Sultanov. The agreement on a new 
constitution has effectively ended the opposition\'s 

\"indefinite\" protest on Ala-too Square, as the rally has 

turned into a \"victory celebration.\" The pro-government 

rally in front of the Parliament building ended early in the 
afternoon. The compromise on a new constitution removes the 
most contentious grievance of the opposition, but numerous 
other issues remain, and the long struggle between President 
Bakiyev and the opposition is far from over. Nevertheless, 
people in Bishkek are in a celebratory mood, glad that the 
struggle ended peacefully, and in a compromise. END SUMMARY. 


Parliament Adopts New Constitution 


2. (SBU) Late on November 8, the Kyrgyz Parliament voted to 
adopt amendments to the constitution that substantially 
changed the structure of the Kyrgyz government. The \"new\" 
constitution appears to reduce the powers of the president, 
while expanding the role of the parliament. Under its 
provisions, the president loses his authority to appoint the 
prime minister and ministers, and all ministries will be 

under the prime minister. The parliament will expand from 75 
to 90 members, half elected by party list and half from 
single-member constituencies. The majority party in 
parliament will nominate the prime minister and form the 
government. President Bakiyev signed the amendments into 
effect on November 9, but under the provisions of the 
agreement, the president and the members of parliament will 
remain in office until their terms expire in 2010. (Note: 

Post has examined the Russian text of the new constitution, 
and our preliminary analysis of the changes will be reported 
septel. End Note.) 


Protest Turns into Celebration 
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3. (SBU) Following the midnight vote in Parliament on 
November 8, the opposition protest in Ala-too Square quickly 
turned into a celebration, with demonstrators setting off 
fireworks and music playing to the crowd. Opposition leaders 
addressed the crowd, calling the compromise a victory for the 
protesters. The celebratory atmosphere continued on November 
9 after President Bakiyev signed the constitution into 

effect. Demonstrators began dismantling their tents on 
Ala-too Square, and families, women, and children began to 
join the crowd. By 16:00 local, there was a crowd of 
approximately 5000 on the square, listening to speeches and 
music. Speakers told that crowd that they could go home 
confident that they had achieved a victory. The 
pro-government demonstration on nearby Old Square had also 
ended by mid-afternoon, with the yurts dismantled and only a 
handful of die-hard protesters on the square. And after a 
week of mild, sunny weather, temperatures dropped and rain 
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clouds formed, portending a rapid end to the demonstration -- 
now a Street party -- tonight. 


Comment 


4. (C) Adoption of a new constitution has brought to a 
peaceful conclusion the week-long opposition demonstration. 
Both government and opposition figures have portrayed this 
compromise on the constitution as a victory, and the 
opposition can rightly claim that it forced change through 
non-violent protest. Opposition leader MP Omurbek Tekebayev 
hailed the compromise, but groused that the price of the 
compromise was that both Bakiyev and Kulov get to remain in 
office until the end of their terms. And while the 

constitutional issues appear to be settled (though much will 
depend on implementation), many other issues remain 
unresolved, such as the demand to turn state television into 
public television, and the demand to remove Bakiyev\'s 
relatives from office. Nevertheless, people in Bishkek are 

in a celebratory mood, glad that the struggle ended 
peacefully, and in a compromise. 
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Classified By: Acting Deputy Chief of Mission Mike Dodman for reasons 1 


1. (C) Currently, 408 North Korean laborers (almost 
exclusively female) are working in numerous factories 
throughout the Czech Republic. A Czech government taskforce 
of seven government agencies and an NGO conducts regular 
joint inspections into the work conditions of the DPRK 

workers. These random inspections continue to show that work 
conditions are within the confines of Czech law and that, 

while the GOCR finds the situation troubling, they have no 

basis to end the program. NGOs state that while they do not 
like the situation, the North Koreans do not fit the 

definition of trafficking or forced labor. Post\'s visit to 

one factory that employs North Koreans, as well as 

discussions with numerous observers, indicates no physical 
restriction of movement for the North Koreans. The Ministry 

of Foreign Affairs continues to view the situation as a 
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political issue and has taken the lead in reaching an 
interministerial agreement that no new visas will be issued 

to DPRK workers. However, while in the absence of any legal 
basis the MFA will not be able to maintain this stance 
indefinitely, senior officials expect that the program can 

and should be slowly wound down over time in a manner 
consistent with broader Czech foreign policy interests. End 
Summary. 


2. (SBU) To discuss the issue of workers from the DPRK, the 
Embassy conducted a dozen meetings during the month of 
October with the national police, NGOs, journalists and Czech 
government officials, including multiple meetings with the 
Ministry of Interior (Mol), Ministry of Foreign Affairs (MFA) 

and Ministry of Labor and Social Affairs (MoLSA). Visiting 
G/TIP officer Megan Hall attended some of these meetings. 
PolEcon Counselor met with Dr. Petr Simerka, Deputy Minister 
of Labor and Social Affairs; Mr. Rudolf Hahn, Inspector 

General of the State Labor Inspection Office; Mr. Jan Bucki, 
Head of the Employment Services Administration at MoLSA and 
Mr. Roman Kidles, Head of the International Relations 
Department at MoLSA; and the DCM met with the Deputy Foreign 
Minister to discuss the issue of North Korean workers. 


Ministry of Labor Paying Close Attention to 

North Korean Worker Situation 

3. (C) During a meeting on October 18, Deputy Minister of 
Labor Simerka highlighted to PolEcon Counselor the fact that 
nationals from many countries legally work in the Czech 
Republic, and that the 408 North Korean workers employed as 
seamstresses in textile factories, bakers, manual laborers 
and in leather factories represent an extremely small 

fraction of foreign workers in the Czech Republic. He said 
the main difficulty with the current situation with workers 

from the DPRK arises from the fact that the laborers claim to 
be very satisfied with their work and that work conditions 

are in line with Czech regulations. He noted that the 

biggest question concerning the workers relates to their 
personal freedom outside of their work environment. When 
asked about information that the workers, salaries are 
deposited into one joint account, Simerka explained that once 
workers are paid by their employers it is entirely up to them 
what they do with their money. He emphasized that the North 
Korean workers are paid Czech market wages. 


4. (C) Deputy Minister Simerka noted that procedures are in 
place so that if one of the workers desires asylum, she would 
be allowed to remain in the Czech Republic. He promised that 
labor inspectors would continue to regularly inspect 
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factories where DPRK workers are present and will pay special 
attention to their work conditions. He stated that he is 

willing at any time to meet again on the issue and promised 

to proactively contact the Embassy if any additional 

information on the situation is forthcoming. Deputy Minister 
Simerka made great efforts to address each concern raised by 
PolEcon Counselor and was extremely open with information 
including passing on a list of all the factories and cities 

where North Koreans are employed, the number of North Koreans 
in each factory, and the work they are doing (see para 20). 


5. (C) Deputy Minister Simerka also noted the positive 

impact that former workers from North Korea in the Czech 
Republic could bring to their home country. Simerka stated 
that he hoped that exposure to Western lifestyle and markets 
full of fresh produce would show the North Koreans what they 
are missing under their current regime. He also noted that 

the workers, lives were most certainly better here in the 

Czech Republic than back in North Korea. He expressed hope 
that their exposure to the West could help in combating the 
common belief in the DPRK that all Westerners are evil &and 
eat their young.8 Simerka highlighted that as victims of a 
repressive Communist regime, Czechs had some appreciation for 
the North Koreans plight and the importance of exposure to 
the West, however limited. Officials from the MFA, Ministry 

of Interior and NGOs also made similar comments. 


6. (C) Labor Inspector General Hahn stated that from his 
personal point of view it would be best for the workers to 
return to North Korea given the special attention and the 
added number of inspections his office is expected to 
conduct. He noted that his office has paid special attention 
to the situation of DPRK workers and that their employers 
know that they are under the microscope and as a result 
rigorously adhere to the law. Hahn stated that he found 
media reports that the workers are not allowed to watch TV or 
listen to the radio disturbing but that these issues were 
outside of the legal mandate that labor inspectors have to 
investigate. Hahn said that if labor inspectors proved that 
any of the workers or government minders were exerting 
pressure against any of the individual workers, MoLSA would 
instruct the local labor office to cancel the labor permit of 

the individual exerting this pressure. He also stated that 

it was frustrating that the individual workers refused to 

talk with inspectors one-on-one without other coworkers 
present, usually the designated North Korean translator. 
Even in one-on-one situations where a Czech-provided Korean 
translator was present, the workers would not talk with 
inspectors. 


7. (C) Inspector General Hahn also relayed that the MoLSA 
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had earlier this year conducted a thorough investigation into 
the work contracts and factory conditions at the request of 
the Czech Ambassador to South Korea. In May, the Czech 
Ambassador sent a report to the MFA and MoLSA requesting 
further investigation into the work conditions of the North 
Korean laborers based on interviews with &Kim Tae-san8 
published in the South Korean press. A former North Korean, 
Mr. Kim claimed asylum in the Czech Republic in 2002 after 
serving as President of a North Korean-Czech trade 
association from July 2000. Kim claimed that North Korean 
workers in the Czech Republic were &slave laborers8 and 
that the workers, salaries are garnished by the DPRK 
government. The Ambassador\'s report details a number of 
claims made by Kim in the South Korean press and asks the 
Czech government to investigate. The report concludes with 
the recommendation that the existing program that allows for 
North Korean workers in the Czech Republic should only be 
continued if the Czech government or NGOs can determine that 
the personal freedom of the North Korean workers is not being 
infringed upon. (Note: Kim\'s allegations have received wide 
circulation in the Czech and international press. End Note.) 


8. (C) Hahn provided PolEcon Counselor with a copy of both 
this report from the Czech Embassy in Seoul and his response. 
Inspector General Hahn\'s response dated May 31, detailed 
the recent six investigations his office had conducted. The 
report notes that the inspections found some minor violations 
of Czech regulations, such as the fact that employees were 
not always notified of their rights to vacation and for 
breaks throughout the work day. Another mistake was that 
some employers failed to revise work contracts when schedules 
changed. Hahn noted that such errors were largely 
administrative and common among Czech employers. In his 
report, Hahn welcomed any further information that the 
Embassy in Seoul possessed and also expressed an interest for 
the North Korean defector to testify in the Czech Republic so 
that the authorities could take actions on Kim\'s allegations. 


9. (C) Responding to specific questions regarding how the 
North Koreans are employed at the various factories, Jan 
Bucki, Head of the Employment Services Administration at 
MoLSA, told us that there are two types of work contracts 

with the North Korean laborers, the most common of which is a 
group contract between a Czech labor broker agency and a 
Czech firm for a specific number of North Korean workers. 

The North Koreans then receive work permits that allow them 
to work for the Czech firm. There are currently 285 North 
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Korean workers employed at eight Czech companies with group 
work contracts through two Czech labor broker agencies, CLA 
Agency and M Plus. These contracts do not name the specific 
individuals that the labor brokers will provide for 

employment but do list the number of workers. CLA Agency and 
M Plus have applied for and received authorization from MoLSA 
to act as labor brokers. Bucki noted that this type of work 
contract is commonplace in the Czech Republic. The second 
legal arrangement used for DPRK workers is direct contracts 
between individual North Koreans and their employers. There 
are 123 North Koreans working at seven Czech companies that 
have direct contracts. Previously, a small number of North 
Koreans had work contracts directly with their labor broker 

and were employed by them and subcontracted out to other 
firms. Up until October 31, the 17 North Koreans working at 
Alfatex Fashion (see para 20) were direct employees of CLA 
Agency and not Alfatex Fashion. Starting November 1, these 
employees have a group contract with Alfatex Fashion through 
CLA Agency. 


10. (C) The Czech government has created a special task 
force to monitor and investigate the North Korean factories. 
Seven government agencies are on the task force: the 
organized crime unit of the National Police, Foreigners 
Police, local employment offices, Customs Office, Ministry of 
Interior, Financial Police, and labor inspectors. In 

addition, the International Organization for Migration (IOM) 

is part of the task force. These organizations conduct joint 
inspections into the working conditions of the North Korean 
workers. Members of the task force joked that the task force 
represents an eight-armed octopus and that during some 
inspections the number of inspectors outnumbered the DPRK 
workers. The most recent inspection took place at a bakery 
located in Beroun in mid-October. Once again, the government 
found that all working conditions were in line with Czech 

law. The main area of concern of the task force remains the 
joint bank account where all the North Korean workers pay is 
apparently deposited. The agencies involved note that under 
Czech law they have little authority to investigate the bank 
account unless they have proof of violations of the law. 


11. (C) We have discussed the North Korean workers, 
situation in several recent meetings with two NGOs involved 
in trafficking (IOM and La Strada). They describe the 
situation as something other than trafficking in persons. 
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The NGOs stated that there was no evidence that traditionally 
defined trafficking or forced labor is occurring, 

specifically noting that the workers, movement is not 
restricted and that working conditions are good. IOM noted 
that the workers, when pointedly asked by inspectors about 
their salaries, responded with typical North Korean 
platitudes like &l earn what | deserve.8 IOM specifically 
mentioned its gratitude for the government\'s diligence in 
investigating the issue and allowing them to accompany on 
inspections of the factories. 


12. (C) In mid-October, Poloff accompanied G/TIP officer 
Megan Hall to observe the conditions around one of the 
factories employing North Koreans outside of Prague. The 
textile factory is located on the premises of an old school 

and specializes in making work clothes. The small factory is 
in a residential area, across the street from a Catholic 

church and backs up to a sports field previously used by the 
school. Poloff and Hall walked around the perimeter and 
could see a number of Asian workers working alongside 
Caucasian individuals inside the factory. The small factory 
seemed very open and the fence surrounding the property was 
dilapidated and had collapsed in a number of places. Poloff 
spoke with neighbors across the street from the factory, who 
confirmed that both Ukrainians and Asians worked together on 
the premises and that they frequently saw the Asian workers 
in the neighborhood grocery stores buying food and walking 
around the small community. 


13. (C) Poloff also spoke with a western journalist resident 

in Prague who had recently visited a textile factory in 

Nachod that employs a substantial number of North Korean 
workers. She said that she had been granted significant 
access to the property by the factory owner and was allowed 
to speak to the North Korean workers. She said that she 
observed the conditions before attempting to talk to the 
workers and that she saw a number of the North Koreans 
laughing amongst themselves and with their Ukrainian 
coworkers as they sewed. The journalist stated that the 

North Koreans did not respond to her questions, but that when 
she spoke to their Ukrainian coworkers they told her the 

North Koreans had a strong mastery of the Czech language and 
seemed happy to be living and working in the Czech Republic. 
The journalist asserted that the working conditions for the 
workers seemed quite good and met or exceeded Czech 
standards. The journalist also stated that while her visit 

to the factory did not seem to cause any controversy, she 

sent a photographer later to the same factory and that within 
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15 minutes the North Korean Embassy was on the phone to the 
factory owner demanding that the photographer leave the 
premises. 


14. (C) Poloff also spoke with residents of Beroun who said 
they had seen North Koreans registering at the local labor 
office in the city. They said that the workers had in their 
individual possession their passports, proof of medical 
insurance and proof of residence. Others confirmed that the 
North Koreans seemed to have increased purchasing power when 
going to the grocery store. One individual noted that in 

years past the workers seemed to buy only the cheapest 
produce and products in the store, but that now they were 

picky and bought more expensive items if it was to their 

liking. Storekeepers also commented that the North Koreans, 
when they entered the grocery stores for the first time 
immediately after arrival in the Czech Republic, seemed 
overwhelmed by the numerous options and varieties of produce 
and other perishables and found it difficult to make shopping 
decisions. 


15. (C) G/TIP officer Megan Hall met October 10 with MFA 
Korean Peninsula Affairs Officer Tomas Vostry to discuss the 
North Korean worker situation. Vostry explained that the 
issue is being followed closely at a high level. He stated 

that there have been several regular meetings at the deputy 
minister level between the Ministries of Interior, Labor and 
Social Affairs, and Foreign Affairs. The MFA has recommended 
a possible change in immigration law to address these cases, 
Vostry noted. However, he was not certain if any changes in 
the law were likely. The deputy ministers had agreed that no 
new visas were to be issued. He explained that the Ministry 
of Interior and Ministry of Labor and Social Affairs are to 

keep the Ministry of Foreign Affairs appraised of all future 
DPRK work visa applications. Vostry relayed that earlier 

this year, the MFA attempted to have applications for visa 
extension for existing North Korean workers refused, but the 
Foreigner\'s Police said that they could not refuse a visa 
extension application without some legal basis under Czech 
law. 

16. (C) Vostry noted that both the DPRK regime and the 
factories where workers are employed want to increase the 
number of workers in the country. He said that the North 
Korean government would like to expand the focus of workers 
beyond women working in the textile industry and to include 
men working as machinists. Vostry noted that the Czech 
Embassy in Pyongyang has contacted former workers in the 
Czech Republic and that the North Koreans spoke Czech and 
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talked about how much they enjoyed their time in the Czech 
Republic. 


17. (C) PolEcon Counselor also met October 17 with Ivana 
Grollova, Deputy Director of the MFA Asia Department, to 
discuss the North Korean workers. Grollova said that the 
North Korean nuclear test did not prompt the MFA to consider 
eliminating the workers program (ref A), but that the program 
is already under intense review within the government. She 
stressed again that no new work permits or visas are 
currently being issued for DPRK workers. She also assured 
PolEcon Counselor that an asylum system was in place that 
would allow the North Koreans to stay in the Czech Republic 
if the workers indicated they were interested in asylum. 


18. (C) During a meeting with DCM on November 1, Deputy FM 
Tomas Pojar confirmed that there is pressure to increase the 
number of North Korean workers in the country, and that the 
MFA would not be able to maintain the ban on issuance of new 
visas for much longer, absent legal or security problems. 

Pojar said, however, that he will not allow the program to 

grow, but rather intends to oversee a gradual elimination of 

the program. He stressed that the GOCR had determined that 
it could not simply shut down the existing program because it 
would have a negative impact on broader Czech interests and 
activities on the peninsula. Rather, Pojar believes that a 
planned transfer of visa issuance from Beijing to the Czech 
Embassy in Pyongyang in the near future will permit the GOCR 
to introduce new visa screening procedures, making it easier 
for the GOCR to justify a gradual increase in the number of 
visa denials. 


19. (C) The Czech government is clearly frustrated and 
conflicted by the existence of the North Korean worker 
program. The government continues to work closely through 
its interministerial taskforce and has been transparent and 
open with the USG and other observers in its efforts to 
address the current situation. The Ministry of Foreign 

Affairs has taken the lead in keeping an expansion of the 
program at bay and continues to work to scale back the number 
of workers. Continued expressions of interest and concern 
from the USG, NGOs and the international press will support 
the efforts being spearheaded by Deputy FM Pojar to wind the 
program down in a manner consistent with overall Czech 
interests. End Comment. 


Worker details 
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20. (U) The Ministry of Labor provided the following list of 

North Korean worker locations, employers and number of DPRK 
employees. 


41 North Koreans work in Prague at the Smetanova Bakery 
(direct contract with employer). 

26 North Koreans work in Cheb for the firm LE-GO as 
seamstresses (direct contract with employer). 

66 North Koreans work in Hradec Kralove for the firms Snezka, 
VD Nachod as seamstresses and for the firm ELEGA as leather 
workers (group contract with M plus labor broker). 

65 North Koreans work in Nachod for the firms Snezka and VD 
Nachod as seamstresses (group contract with M plus labor 
broker). 

16 North Koreans work in Jablonec nad Nisou for the firm 
Hybler textile as manual laborers and seamstresses (direct 
contract with employer). 

11 North Koreans work in Prostejov for the firm Galeko as 
seamstresses (direct contract with employer). 

22 North Koreans work in Chrudim for the firm Milan Medek as 
seamstresses (group contract with M plus labor broker). 

17 North Koreans work in Pelhrimov for the firm Alfatex 
Fashion as seamstresses (group contract with CLA agency labor 
broker). 

137 North Koreans work in Beroun for the firms Kreata (104 
workers) and Jiri Balaban (17 workers) as seamstresses and 
for the firm Horovice Bakery (16 workers) as bakers (group 
contract with CLA agency labor broker). 

7 North Koreans work in Pribram for the firm Horovice Bakery 
as bakers (group contract with CLA agency labor broker). 
GRABER 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PGOV, PHUM, PTER, MOPS, CE 

SUBJECT: SRI LANKA: GOVERNMENT MORTAR FIRE KILLS 23 
CIVILIANS, INJURES 74 


REF: COLOMBO 1792 
Classified By: DCM JAMES R. MOORE FOR REASONS 1.4(b) and (d) 


1. (C) SUMMARY: The Red Cross reported 23 civilians dead and 
74 injured when government mortar fire hit a school housing 
internally displaced persons (IDPs) near the eastern town of 
Vakarai on November 8. Government officials confirmed the 
casualties, but said troops had been unaware of civilians in 

the area. The government alleged the Liberation Tigers of 
Tamil Eelam (LTTE) had deliberately surrounded themselves 
with \"human shields\" before shelling security forces, thereby 
provoking the return fire. In a separate incident on 

November 8, Sri Lanka Monitoring Mission (SLMM) personnel in 
the northern area of Pooneryn reported that government troops 
fired on them. Military officials responded that they were 

not aware of the SLMM presence in the area. They had 
expected the LTTE to use Pooneryn to launch an attack, and 
troops therefore fired when they saw any unauthorized 
movement. End summary. 


2. (C) At the opening of business on November 9, senior 
Government of Sri Lanka (GSL) political and military 

officials briefed Co-Chair Chiefs of Mission about November 8 
GSL mortar fire that killed a number of civilians near the 
eastern town of Vakarai. The government said the Liberation 
Tigers of Tamil Eelam (LTTE) had attacked a military camp at 
Mahindapura, injuring 4 soldiers, an officer, and several 
civilians. The army located the source of fire via mortar 
radar, confirmed the information through visual observation, 
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and returned fire to the source of the attack. The GSL 
mortar fire hit a facility housing internally displaced 
persons (IDPs), killing 23 civilians and injuring 74 (as 
confirmed by the Red Cross). 


3. (C) According to GSL officials, the LTTE deliberately 

fired from civilian-populated areas in an attempt to provoke 
return fire and put government security forces in a bad 

light. Human Rights Minister Mahinda Samarasinghe expressed 
\"unreserved regret at this incident involving civilians.\" 

However, he called the incident \"unavoidable\" because of the 
Tigers\' use of \"human shields.\" Army Commander Lieutenant 
General Sarath Fonseka called their strikes an \"accurate and 
timely\" response to LTTE fire. 


4. (C) Asked by the DCM to clarify how \"accurate\" fire could 
hit a school housing IDPs, GSL interlocutors replied that 

over 30,000 IDPs are in the area, many housed by the LTTE and 
Tamil Rehabilitation Organization (TRO) without government 
knowledge. Military officials added that they had fired ona 
location two kilometers outside of the nearest known town, 
Kathiraveli, and had no way of knowing civilians refugees 

were staying at the site. All Co-Chair representatives 
expressed grave concern. Norwegian Ambassador Brattskar 
noted that his government had summoned the Sri Lankan 
Ambassador to the Foreign Ministry in Oslo to request an 
accounting of the incident. The EU Charge\' asked whether the 
government would have fired if the human shields had been 
Sinhalese rather than Tamil. Army Commander Fonseka 
responded that it was the army\'s duty to protect \"Sinhalese 
villagers\" and that the military would never use human 

shields. Government officials added that the international 
community should pressure the LTTE not to endanger civilians, 
urging the Co-Chairs to look at the event \"in context.\" 


COLOMBO 00001884 002 OF 002 


5. (C) In a November 9 phone conversation with poloff, ICRC 
Head of Delegation Toon Vandenhove said an ICRC team had 
helped evacuate the dead and injured to Valachchenai 
Hospital, east of Polonnaruwa. He had received reports from 
locals and Sri Lanka Monitoring Mission (SLMM) officials in 
the area that the facility hit was a school housing 6000 

IDPs. In response to government claims that it was 
impossible to know where the LTTE placed IDPs, Vandenhove 
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said that a single reconnaissance flight would have revealed 
that the school housed a large number of refugees. 


6. (C) Information Officer spoke to SLMM policy advisor Helen 
Olafsdottir (please protect) by phone November 9. According 
to Olafsdottir, the LTTE reported that they had earlier 
informed the Batticaloa Government Agent that the facility in 
question was a camp for IDPs. Olafsdottir said that the SLMM 
officers at the scene November 8 saw no signs of a military 
installation such as foxholes or sandbags. She said that 

local civilians reported that there were no LTTE cadres in 

the vicinity. The main building in the area, the school, was 
heavily damaged by the mortar fire. Olafsdottir reported 

that local army officials told them that after 1 pm November 

9, they could longer \"guarantee the safety8 of SLMM 
personnel, so they should vacate the area. 


7. (C) An SLMM team was also in the northern area of 
Pooneryn November 8 to explore a possible alternate route to 
the A-9 highway. (Note: The government closed the A-9 road 
on August 11 following a large-scale LTTE attack, limiting 
food, supplies, and transport to Jaffna. Reftel reported the 
LTTE declined to schedule a second round of negotiations 
after talks with the GSL in Geneva ended in an impasse over 
the A-9.) The SLMM reported that they informed the 
government\'s peace secretariat and Ministry of Defense prior 
to traveling to Pooneryn. They were in SLMM uniforms and 
clearly marked SLMM vehicles and accompanied by LTTE peace 
secretariat officials when government troops fired on their 
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group. According to an SLMM report to the Norwegian 
Ambassador, army troops shelled the group in three salvos, 
spaced about ten minutes apart. The SLMM cited no injuries. 


8. (C) Brattskar raised the issue with GSL officials at the 
November 8 briefing. Army Commander General Fonseka 
responded that the military did not have information the SLMM 
would be present, and that Pooneryn was on the front line and 
therefore highly dangerous for travelers. Fonseka said 
military intelligence indicated the LTTE would soon launch an 
attack from Pooneryn, so the army instructed troops to fire 

on any unauthorized movement in the area. He noted that the 
troops fired from too far away to have seen SLMM logos. 


9. (C) COMMENT: The two November 8 incidents underscore the 
government\'s increasing blurring of the line between 
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offensive and defensive actions. Although the civilian 

deaths were the result of government return fire aimed at the 
LTTE, the GSL firing on Pooneryn targeted persons simply for 
being in the vicinity. It is deeply worrying that officials 
regretted the incident but offered no corrective measures to 
prevent future civilian casualties. Although several 

Co-Chair representatives pressed for an explanation as to the 
rules of engagement that would be followed if human shields 
were used again, GSL officials did not directly respond to 

the question. 

BLAKE 
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STATE PLEASE PASS USTR FOR CHRIS WILSON 
PLEASE PASS USPTO FOR MICHAEL SMITH 
DOC FOR 4232/ITA/MAC/KNAJDI/JKIMBELL 


E.O. 12958: N/A 

TAGS: ECON, GR, KIPR 

SUBJECT: GREECE\'S EFFORTS IN IPR PROTECTION; EARLY SPECIAL 
301 REVIEW VOLUNTARY INPUT 


REF: A. STATE 066964 
B. STATE 180082 


1.(U) Summary: Since the receipt of the USG\'s Special 301 
action plan for Greece in April 2006, the GoG has made a bona 
fide effort to improve its overall IPR protection stance. 

There has been positive, concrete, action on aspects of the 
action plan, including noteworthy first steps with the 

Judiciary, improved responsiveness from agencies responsible 
for digital IPR protection (software and on-line piracy 

activities), and a commitment to create an informal 
Embassy-Greek Customs working group to discuss the problems 
related to the import of IPR-violating products (primarily 
footwear). 
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2. (U) There still remains work to be done, however. In 
particular, Greek legislation and judicial discretion combine 
to gut most of the penalties for individuals found guilty of 
vending pirated products, leaving little deterrent to these 
activities. Additionally, coordination among the seven Greek 
ministries overseeing GoG IPR policy is still weak at best, 
leaving gaps between IPR policy and effective enforcement. 
Nevertheless, at this time the situation in Greece is 
considerably improved over 6 months ago, and post is 
receiving good GoG cooperation on a variety of fronts. End 
SQm%arQ.Q 


Q& (U) If April, in response to Re\"Tel (A), p)st b%gaj 

working aggressiv%d9 7ith v!r))us G+E -ibistries to improve 

th% ,er%l -b IPR ORg4ection in Greece. Init)a, r%Sp/fqe3 
QeR% lackluster, often marke$ \"Y $e\"%*1iv%b%3S. Within a few 
months, (g5e6%r, r%s0-f3es began to improve, and we \"e!!n T# 
Rece)Qe better and more productiVe r%3Pmf3es. At T(is time, 
nearly all o\" t(e eicht a2ea1 i. the April action plan h!Qe 

bee& lt ,e!Q4 Preliminary addressed \"i Qhe r%le6a*t AcCQ 
authority. Outside of T(% !at)gb plaf, 0/s4 has also been 

worki.g Qi4( ,olad QePR%3ejtative organizations A" 4(e MPAAQ 
a.d RIAA#IFPI in Athens to prod5ce data )f Pe2ce)r%d problems 
with the Hed,ej)c Ju$iciaQy a&$ its responses to piraclQ 

c!s%Q* Qe haRe 2eceived preliminary dat!$ Wh)c( ib \"m4 
eftirely consistent, are a. i-p206%e%.4 mv%r t(e total lack 

of data \"R\- qh)!h Qe W%2e 5crking earlier. 


Jud)c)ad T2li*ij% 


4. (U) The GiE (ThQg5gh the Hellenic Judicial Aca$e-Y) hISQ 
0,edged t) hold a two-day, in-s%Rv)ce j5$icia, see)na2 for 

sitting judges, as 7e,l as t2!i*ee judges, in March 2007.Q 

T(% d%tlid1 c& 4h)S seminar are not finaliZe$$ buT 4(e G)GQ 

(as requested USG input inte 4he aVebda, i.c,uding suggesting 
speaker1 and tc0icS\" A&ter discussions with USPTM )n %arliQ 
Oc4-beR$ post understands theR% i1 a g+-d ch!fae 4hat one or 
two U.S. *UdVe1 siTh a fk!uQ \* IPR may be available 40 
Oar4i#ip!Te i& t(is event; this would be a. %Qc%llen4 

-0QorQunhity to highlight our d%QiRe Qg 5k2k Qith 4he Hellenic 
Judiciar9 gj IPR& Addit)ej!lly, post has received m&\"ic)alQ 

GcC *m4ibication that the Helleni! J5d)c)ad Acadee$ 3ill 

introduce a perman%j4 a.d %!n$at+Qi IPR course for all judges 

)n it8 2Q01%0Q #U2riculum. The details 0& t(e ac5Rs% !Re f#QQ 
yet known, but it i1 d)kedi Tc be a 2 $a9$ 10 hour course. 

Th%Se t7m !o5RseS !R% g%kd starts to educating bcQh cuRRejt 
Ind fuTure judges on the imp+R4!nce if IPR. W% wll 

encourage the GoG Tg cc.s)de2 4he ib-s%Rvice seminar not as aQ 
g.e-ti-e %r%nt, but as a necessary and rep%at!ble %le-e.T if 
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keeping sitting judgeQ 0e2)k$ic!!$Q QefQeshed on IPR matters. 


5. (U) Th% GkG (as fot, however, been able tm q#he$Ud% !fQ 
interagency IPR conference to follow-on to its successful 
December 2005 event. The Ministry of Foreign Affairs was the 
coordinator for the conference, and the office in charge has 

not had any leadership since June of this year. Post, with 

desk officers from State and Commerce, met with MFA officials 
assigned to the Greek Embassy in Washington D.C. to press 
home the useful role that the MFA could play in assisting IPR 
protection in Greece, either as a coordinator for interagency 
events such as the 2005 IPR conference or in occasionally 
providing moral suasion to keep IPR issues moving when they 
hit sticky spots in the GoG bureaucracy. We hope this 
message will find resonance with the new leadership to be 
installed in the MFA directorate in charge of IPR issues. 


Arrests and Prosecution 


6. (U) The lack of deterrent penalties levied on IPR 


violators continues to be a problem. Post has worked closely 
with industry representatives to collect data on 

prosecutions, which has heretofore been unavailable. This 
data was not collected through rigorous methodology, but does 
provide a back-of-the-envelope estimate of the situation. 


7. (U) EPOE figures on movie piracy covered January 2005 to 
September 2006. The following is a breakdown of significant 
statistics: 


-- There were a total of 358 cases brought by EPOE against 
violators 

-- 141 cases were postponed at the defendant\'s request (39 
percent); 

-- 25 cases were postponed at the request of EPOE (7 percent); 
-- 37 cases resulted in an acquittal (10 percent); 

-- 151 cases resulted in convictions (43 percent); 

-- 4 cases were settled out of court (1 percent). 


Of the convictions: 


-- 44 were given less than 6 months in prison (29 percent); 
-- 38 were sentenced to between 6-12 months in prison (25 
percent); 

-- 69 were sentenced to 12 or more months in prison (46 
percent). 


8. (U) According to Greek copyright law, the minimum sentence 
for a conviction is 12 months in prison, so less than half of 
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violators convicted were in fact, given a sentence in line 

with the statutory minimum. However, of those convicted, 
fewer than 2 percent actually served any prison time. For 

the rest the sentences were suspended in accordance with 
Greek penal codes which specify that first time offenders 
sentenced to less than three years of prison time are to be 
given suspended sentences. Suspended sentences are carried 
for three years, during which time any recidivist activity 

causes an automatic reinstitution of the penalty as well as 

any new penalties. However in practice, because of poor 
record keeping and information sharing between court 
jurisdictions, almost no repeat offenders are identified as 

such. As a consequence, the current system does not seem to 
provide adequate deterrent penalties for IPR offenders, even 
as conviction levels are relatively high. This seems to stem 
both from judicial reluctance to impose high penalties (which 
would avoid the automatic suspension rules), as well as 
awkward statutory regulations. 


9. (U) IFPI data covered only January to December 2005. 


-- There were a total of 1538 confiscatory raids in 2005; 
-- 702 offenders were arrested in these raids (46 percent). 


Of the arrests: 

-- 177 cases had incomplete or unavailable data (25 percent); 
-- 109 cases are still pending (15 percent); 

-- 367 cases resulted in convictions (53 percent); 

-- 6 cases resulted in an acquittal (1 percent); 

-- 43 cases involved juveniles which are not handled by the 
regular statutory process (6 percent). 


Of the convictions: 


-- 133 were sentenced to less than 6 months in prison (36 
percent); 

-- 77 were sentenced to between 6 and 12 months in prison (21 
percent); 

-- 140 were sentenced to 12 or more months in prison (38 
percent); 

-- 17 cases have incomplete or have no data (5 percent). 


10. (U) Interestingly, IFPI statistics show that of the 350 
convictions on which there is data, only 144 (41 percent) 
received suspended sentences, a considerably lower number 
than that reported by EPOE. At this time post has no 
explanation for this discrepancy. IFPI did report, however, 

that at the appellate level \"practically all the sentences 

are suspended.\" It is worth noting that this month, EPOE and 
IFPI won a joint victory when an IPR violator (caught with 

CDs, DVDs, Playstation games, and various burning equipment) 
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was sentenced to 7 years in prison and given a 20,000 euro 
fine. Although the case is being appealed, the court ruled 
that the prison sentence would not be suspended pending the 
appeal, and the pirate has been incarcerated. Although this 
is just one case, and the majority of cases are still being 
suspended, it is a good sign, and EPOE and IFPI are both 


pleased with the outcome. 


Fighting Piracy 


11. (U) No corporate representatives have informed us of any 
problem with the Hellenic Police or prosecutors in regards to 
making raids or bringing charges against IPR violators. 

Quite the opposite, most organizations have told us that they 
have received excellent cooperation on this level, and that 
they believe they would receive even more if the police 
believed that their efforts would result in more than the 
violator being back on the streets within a matter of days. 

In the one area of concern, the Special Tax Authority (YPEE), 
which has oversight over computer piracy (including software 
piracy as well as piracy conducted via the Internet) has 
increased its activities in this area. Business Software 
Alliance (BSA) has been very appreciative of YPEE\'s efforts 
in sending out compliance letters to over 30,000 large Greek 
businesses requesting their existing software licenses. This 
information will be used later to confirm compliance with 
applicable copyright laws. In addition, one U.S. 
apparel/footwear manufacturer informed post that it has 
successfully conducted at least a half-dozen raids with the 
YPEE against vendors who are using the Internet to market 
pirated versions of its product. 


Increased IP-Related Staff 


12. (U) It is difficult to quantify GoG compliance with this 
request. Post has been informed by two offices that they 
have received increased funding and personnel; the Copyright 
office in the Ministry of Culture (OPI), and YPEE. OPI 
continues to be one of the staunchest supporters of IPR 
protection in Greece and YPEE has certainly been more 
proactive on IPR issues, receiving high commendations from 
both BSA and apparel companies. Even without necessarily 
having received increased funding, the Hellenic Police 
continue to provide adequate time and resources to battling 
IPR violations, and no local IPR representatives have 
indicated that there is a lack of willingness to help them at 
that level. Although obviously more could be done with more 
resources, given Greece\'s relatively poor status vis-a-vis 
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other EU members, the resources currently available do not 
seem to be a major limiting factor in IPR violations in the 
country. The lack of judicial support in applying deterrent 
punishment probably plays a greater role in any enforcement 
difficulties than a lack of resources. 


Bring Cases to Court in a Timely Manner 


13. (U) The data obtained from OPOE and IFPI suggests that 
prosecutors are in fact bringing cases in a reasonable time. 
Local representatives were not aware of any case in which 
prosecutors or judges had refused to hear a case, or delayed 
the case to the detriment of the plaintiff. However, the 

Greek system does allow for defenders to avail themselves of 
postponements, which can be lengthy, and these requests are 
routinely granted. Approximately 55 percent of IPR cases at 
the trial court level are postponed at least one time. 

Although these delays are a nuisance, it is not clear that 

the use of these delays is abusive or injurious to the 
prosecution. 


14. (U) Ina related vein, however, local representatives 

have complained that the courts often release accused IPR 
violators without imposing bail, with the effect that 

violators then fail to show up for their scheduled court 
appearances. Unfortunately post has received no data on the 
frequency of this occurrence. 


Establish Attica IPR Session Court 


15. (U) There is no provision in Greek law for specialized 

courts for criminal cases and the GoG has indicated that it 

would be difficult to justify the creation of such a special 

court. In principle, Greek law stresses that all criminal 

cases are supposed to be treated equally because the 

penalties can include loss of liberty. Our judicial contacts 

have indicated that a special IPR court for criminal cases 

would be seen as creating a \"separate\" criminal system, which 

could raise the specter of the Junta years in the public eye. 
However, civil IPR cases (such as those brought by BSA 


against businesses who have not complied with software 
licensing agreements) are heard in a special IPR-only session 
of court one day every month in both Thessaloniki and Attica. 
We have been informed by both GoG and industry 
representatives that this is adequate given the relatively 

few civil IPR cases being brought to court. In fact, BSA 
representatives told us that more than half of any complaints 
they file are settled before trial, and that they are 
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relatively satisfied with the judicial system. The GoG is 
considering whether or not to implement a similar dedicated 
session at the appellate level. 


Work with Apparel Industry 


16. (U) The sole representative of the U.S. apparel industry 
that has approached the Embassy with concerns about piracy in 
Greece has indicated that his firm is receiving good 

cooperation from the Hellenic Police, YPEE, and other GoG 
organizations. The company is concerned about the amount of 
pirated product being imported into Greece through customs, 
however, as well as the openness with which stores in a 
particular neighborhood of Athens continue to vend pirated 
products. The company, however, has indicated that it wishes 
to handle the situation on its own for the time being, and 

does not wish to be named openly in Embassy communications 
with the GoG on IPR. To address the issue of customs 
enforcement, however, the Embassy and Ministry of Finance 
have agreed to the creation of an informal working group on 
IPR, which will feature customs and YPEE officials from the 
GoG side, and DOS, DOC, DHS, and possibly LEGAT from the USG 
side. The primary issue will be how to improve Hellenic 
Customs performance, especially as it regards the illegal 

import of pirated products. 


Conclusion 


17. (U) Compared with the level of official GoG attention 

IPR was receiving this time last year, there has been a 
tremendous improvement. In particular, the action plan 
appears to have achieved its goal of focusing attention on 
particular areas of concern. More needs to be done, of 
course, and a certain amount of pressure must be maintained 
to keep the GoG on task. In particular the situation with the 
judiciary is a hard nut to crack. As a result of 

constitutional changes made after the Junta years in Greece 
guaranteeing judicial independence, approaching the judiciary 
to discuss sentencing is an enormously touchy and politically 
explosive issue. Our contacts at the Ministry of Justice 

have told us flat out that politically they cannot approach 

the judges with suggestions on their rulings, and that having 
a U.S. representative approach the judiciary could seriously 
backfire. Although we are convinced that the judicial system 
is key to improved IPR protection in Greece, next steps will 
have to be considered carefully and progress is likely to be 
incremental. 

RIES 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PREL, PGOV, PINS, IZ 

SUBJECT: IRAQI PM MALIKI URGES IRAQI CONTROL OVER SECURITY, 
IN MEETING WITH NSA HADLEY 


Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (C) Summary: Prime Minister Nouri al-Maliki expressed 
appreciation for the President\'s continued support and 
pressed for greater Iraqi control over security, during an 
October 30 meeting with National Security Advisor Hadley and 
the Ambassador. He said partition was not an option under 
consideration by any Iraqi leaders, as the reconciliation 
process and continued development of democratic institutions 
served as powerful deterrents to terrorists and others 
opposed to Iraq\'s democratic experiment. Rather than an 
increase in MNF-I forces in Iraq, the PM supported greater 
emphasis on standing up Iraqi forces. NSA Hadley reiterated 
the President\'s interest in a regular dialogue with the PM on 
common concerns. He said that the President agreed with 
Maliki\'s assessment that the violence in Iraq was part of a 
broader conflict supported by elements and governments 
opposed to democratic change. End Summary. 


2. (C) NSA Hadley expressed the President\'s and his own 
appreciation of PM Maliki\'s leadership and commitment to 
Iraqi democracy. He noted his visit earlier that day to see 
firsthand what it looked like when authority over security 

was turned over to Iraqis -- he was pleased with what he saw 
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and was impressed with the demonstrated ability of the Iraqi 
forces (in Dhi Qar and Muthana). NSA Hadley reiterated the 
President\'s strong support for Iraq\'s unity government and 
specifically for PM Maliki, despite negative and erroneous 
press reports over the previous week injecting uncertainty in 
the minds of Iraqis over the state of the bilateral 

relationship. He said the President had also clearly 

received the message that PM Maliki and his government sought 
to assume more responsibility and control over lraq\'s 
security. The President supported this objective and 
discounted the notion that the US and Iraq were \"struggling 
over the steering wheel\" to determine which country 
controlled lraq\'s security. The President believed \"better 
coordination with MNF-I\" and \"better communication between 
U.S. and Iraqi leaders\" would allay the PM\'s concerns. The 
President hoped that his conversation with PM Maliki would be 
the start of a regularized forum for dealing with such 

issues. NSA Hadley then handed Maliki a letter, translated 
into Arabic, from the President. 


3. (C) After reading the letter, PM Maliki thanked the 
President and NSA Hadley for their support -- there were no 
longer \"any doubts in his mind\" about the U.S. commitment to 
him and the unity government. The PM underscored that the 
interests of the US and Iraq remained the same and that the 
bilateral relationship remained strong, no matter what some 
media incorrectly reported. Maliki agreed with the President 
that there are those who sought to create a gap between our 
two governments, but the \"cost would be too high\" if these 
negative forces were allowed to succeed in creating such a 
division. Although the struggle ahead may be long and hard, 
Maliki said, the US and Iraq remained together on the right 
track in confronting Saddamists, terrorists, and militias 

that were working to undermine democracy. 


4. (C) At the same time, the PM said he and his government 
sought more \"determination and speed\" in meeting lraq\'s 
security challenges, which he believed would come once the US 
and Iraq reach agreement on how forces are deployed. He 
expressed confidence that Iraqis could ultimately deal with 

the security situation effectively because they understood 

the situation on the ground. The PM also emphasized his 
belief that the real battle is political, not military -- the 

US and Iraq face terror that reflects the policies of other 
backward countries in the region and outside the region. NSA 
Hadley agreed with the assessment that this represented a 
broader conflict between forces of moderation and forces of 
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extremism. 


5. (C) NSA Hadley noted that there are voices outside of Iraq 
that have called for partition of the country -- that there 

was no longer hope for a national accord or compact among 
Shia, Kurds, and Sunni. He said the President remained 
highly resistant toward partition because he had not heard 
Iraqis say they want that. He asked PM Maliki if there was 
still realistic hope for a national compact. PM Maliki 
responded that he hoped he would not be accused of being 


overly optimistic or unrealistic, but that he still believed 

that Iraq was moving toward a national accord. He opined 
that this was why Iraqi leaders were not discussing 

partition, nor would they ever likely raise the possibility. 

He described the commission for national reconciliation, 
which he had pressed for, as example of an endeavor in which 
Shia, Sunni, and Kurds are participating together and which 
will ultimately serve as \"a lifeboat to take them all to 

shore.\" Maliki argued that the reconciliation process, along 
with IraqVs constitution a 

nd elected government were important deterrents to terrorists 
and others opposed to the Iraqi experiment -- \"they 
understand that we come from a position of strength.\" 


6. (C) NSA Hadley also pointed out the debate in the US over 
the number of coalition forces in Iraq. While some critics 

of the U.S. Administration called for increasing troop 

levels, others sought a withdrawal. Maliki opined that the 
greater criticism in the US in recent months related directly 

to the increase in U.S. casualties. The sooner Iraqi troops 
could be stood up, the sooner U.S. troops could be removed 
from the frontlines. He said he could not promise an 
immediate reduction in violence, but asserted that if an 

Iraqi soldier fights and dies, he is fighting for his country 
which remains a noble cause. The PM said he sought increased 
focus on strengthening and improving the effectiveness Iraqi 
forces so they could take the place of MNF-I troops in a 

short period of time. He repeated his belief that it was not 
necessary to increase the number of MNF-I troops. In his 
view, plans to increase the number and capability of Iraqi 
troops would be sufficient. 

KHALILZAD 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


1. (C) SUMMARY AND COMMENT: On November 9, President Bakiyev 
signed into law a new constitution, which is effective 
immediately. The text, which is based on an amended version 
of the existing constitution, was passed around midnight on 
Nov. 8 by the Kyrgyz parliament. The result of a compromise 
between the president and the opposition, agreement on the 
new text was reached under pressure from mass protests that 
started on November 2, and the compromise effectively ended 
the demonstrations. Under the terms of the compromise, the 
President, the Prime Minister and other elected and appointed 
officials will be allowed to serve out their existing 

mandates. 


2. (C) The revised constitution shifts some of the 

president\'s powers to the parliament and the government, 
strengthens the independence of the judiciary, and provides 

an enhanced system of checks and balances among the branches 
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of power. The new constitution also allows for dual 
citizenship, which the old constitution did not. The changes 
made to the constitution represent a positive development 
towards a better balance between the branches of power. 
However, much will depend on how the new provisions are 
implemented. END SUMMARY AND COMMENT. 


THE NEW OLD CONSTITUTION 


3. (U) Around midnight on November 8, the Kyrgyz parliament 
adopted amendments to the existing constitution with 67 out 
of 69 votes. Even though many people refer to this document 
as \"the new constitution\", in reality it is the old 

constitution amended to allow for better system of checks and 
balances. (Note: The existing legislation does not provide 

for adopting a totally new constitution. End note.) 


4. (U) The changes envisage shifting some of the president\'s 
powers to the parliament and the government, provide 
potential for strengthening the independence of the 

judiciary, and define a better system of checks and balances 
between branches of power. Early in the afternoon on 
November 9, the president signed the amendments and the new 
constitution came into effect. Under the terms of the 
compromise, the President, the Prime Minister and other 
elected and appointed officials will be allowed to serve out 
their existing mandates. Below is post\'s quick analysis of 

the new provisions of the constitution. We note that there 
remains some confusion regarding the final version of some of 
the clauses in the new constitution. 


PRESIDENT\'S POWERS CURTAILED 


5. (SBU) In the new version, the president\'s powers are 
curtailed. Now the president does not nominate the prime 
minister -) this right goes to a majority party in the 
parliament. The president also lost his authority to 
determine the structure of the government and to appoint, 
members of the government (i.e. the cabinet of ministers). 
However, the president retains his right to dismiss members 
of the government. The president lost his authority to 
establish or disband the National Security Service (SNB) -) 
this agency becomes a part of the government and its chair 
now reports to the prime minister, not to the president, as 
before. In theory, all the ministers now report to the Prime 
Minister; previously, the President controlled the power 
ministries (Interior, Defense, Foreign Affairs and the SNB). 
However, the President retains the responsibility of 
formulating foreign policy and remains the Commander in Chief 
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of the Armed Forces. The president can no longer establish 
or abolish executive bodies that are outside the government) 
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this authority used to be one of the president\'s most 
powerful tools. Previously, the president nominated judges 
for parliamentary approval; now a new body, the National 
Council for Judicial Affairs, nominates judges for the 
Constitutional and Supreme Court, and the president forwards 
the nominations to the parliament for approval. However, the 
law establishing the National Council remains to be written. 
(Comment: Establishment of a National Council for Judicial 
Affairs is part of the Kyrgyz proposal for an MCA Threshold 
Country program to increase independence of the judiciary. 
End Comment.) 


6. (U) There was a bitter fight between the president and 
opposition over the authority to appoint, with the consent of 
parliament, and to dismiss the General Prosecutor, the chairs 
of the National Bank, Central Electoral Commission and 
Auditing chamber, and local judges. In the end, the 

president retained all of the above authorities, but in the 

case of appointing local judges, he can appoint them from a 
pool of names nominated by the National Council for Judiciary 
Affairs. 


7. (U) The new text also eliminates the president\'s previous 
right to suspend or annul normative legal acts of the 
government. 


8. (U) The new constitution significantly limits the 

president\'s ability dissolve the parliament. The President 
may dissolve parliament when parliament fails three times to 
form the government. Previously, the President could 
dissolve the parliament as the result of a referendum, in the 
event of three refusals to approve the appointment of a Prime 
Minister or in the event of \"another crisis caused by 
insurmountable differences between the parliament and other 
branches of state power.\" This last catchall provision is 
eliminated entirely in the new text. 


9. (U) Under the new text, the procedure to impeach the 
president has become much easier: the president can be 
removed by two thirds of votes in the parliament on the basis 
of a parliamentary charge of high treason or commission of 
another grievous crime. Before, the charge had to be 
confirmed by a ruling of the Constitutional Court and passed 
by a four-fifths majority of the total number of deputies. 

The old text also had a penalty clause ) dissolution of the 
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parliament ) if the parliament failed to secure concurrence 
of the Constitutional Court. The Constitutional Court has no 
role in the impeachment process in the new text; Parliament 
alone can impeach. 


10. (U) According to the new constitution, if the president 

is unable to carry out his duties, the speaker of parliament 
performs his duties until the election of a new President; 
previously, the Prime Minister took over the duties. (Note: 
Parliamentary Speaker Sultanov played a key mediating role in 
negotiating the compromise text. End note.) 


11. (U) The new constitution contains a provision precluding 
an incumbent president from extending his term in office or 
re-election to a new term if changes to the constitution are 
made. 


PARLIAMENT BECOMES LARGER AND STRONGER 


12. (U) The number of deputies increased from 75 to 90, and 
half of them are to be elected by party lists. 


13. (U) The party that receives over 50% of seats to which 
deputies are elected by party lists (i.e., at least 23 

seats), nominates the prime minister and forms the 
government. If none of the parties gets at least 23 seats, 
the president designates the majority party that will 
nominate the prime minister and form the government; if the 
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majority party is unable to do this within 14 days, the right 
to form the government goes to the second largest party. If 
this second party fails, then the right goes to the third 
largest party. If the third largest party does not form the 
government, the president may dissolve the parliament and 
form a government, which will operate until the new 
Parliamentary elections are held and a newly elected 
parliament forms a new government. 


14. (U) Inthe new constitution, the number of committees 
in the parliament is not specified; previously, it was 
limited to 7 committees. 


15. (U) Now the presence of a majority of deputies at a 
parliamentary meeting is sufficient for a quorum; previously, 
the presence of two thirds of deputies was required for a 
quorum. 
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16. (U) The parliament can express a vote of no confidence 
in the government by a simple majority vote; previously, no 
less than two-thirds of the total number of deputies was 
required. The president can either agree to dismiss the 
government or disagree with the decision of the parliament. 
In the latter case, the government remains in power. If 
within three months the parliament again expresses a vote of 
no confidence, the president must either dissolve the 
parliament or dismiss the government. 


17. (U) The old constitution did not have a clear provision 
when deputies could be deprived of their parliamentary 
mandate if they systematically miss meetings of the 
parliament without any good reason during one session; now a 
threshold of 45 working days is introduced. 


GOVERNMENT BECOMES MORE INDEPENDENT OF THE PRESIDENT 


18. (U) Now the government is responsible and accountable 
to the parliament; previously, the government was responsible 
to the President and accountable to the parliament. 


19. (U) Now the prime minister determines the structure, 
nominates government ministers and offers them for 
parliamentary approval. 


JUDICIARY 


20. (U) The new constitution envisages a new body - the 
National Council for Judiciary Affairs (NCJA), which will 

consist of equal numbers of judges, members of the parliament 
and representatives of civil society. Operation and 

authorities of NCJA will be outlines in a separate law. 


21. (U) Judges of local courts will be appointed or 
dismissed by the president at the nomination of NCJA; the 
first appointment will be for the period of 5 years, and for 

10 years thereafter. Before, local judges were appointed by 
the president with the consent of the parliament for a term 
of 7 years. 


22. (U) Now a judge of the Constitutional Court or the 
Supreme Court may be dismissed from his office before the end 
of the term by no fewer than two-thirds of the total number 

of deputies of the parliament upon the nomination by the 
President only if it is supported by NCJA. 


DUAL CITIZENSHIP 
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23. (U) The new constitution allows for dual citizenship, 
which the previous constitution did not. 


OTHER SIGNIFICANT CHANGES 
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24. (U) The preamble of the constitution defines Kyrgyzstan 
as \"a sovereign, unitary, democratic, based on the rule of 
law, social state\"; the previous definition also contained 

the word \"secular\". 


25. (U) According to the new constitution, changes to it 

can be made by the parliament; the old constitution allowed 

for adoption of changes through a referendum. The new 
constitution retains a provision requiring that proposals to 
introduce amendments and supplements to the Constitution are 
considered by the parliament, taking into account the ruling 

of the Constitutional Court, no earlier than three months and 

no later than six months from the day of submission of the 
proposal to the parliament. 


26. (U) The new constitution contains a section on a 

transition period, during which the current president and 

parliament, judges of the Supreme Court, the Constitutional 

Court and local courts, chairs of the National Bank, Central 

Electoral Commission and Auditing Camber, the General 

Prosecutor and Ombudsman, mayors and local governments remain 
in their offices until the end of the term to which they were 

elected or appointed. The existing legislation will remain 

in force until it is brought in compliance with the new 

provisions of the constitution, if needed. 


THE THORNY LANGUAGE ISSUE 


27. (U) The constitution was written and adopted in the 
Russian language; now it is to be translated in Kyrgyz. 
YOVANOVITCH 
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SIPDIS 
SIPDIS 
STATE FOR EUR/NGE, EB/IFD/OMA, NEA/I 


E.O. 12958: N/A 

TAGS: ECON, EFIN, EZ, IZ 

SUBJECT: CZECH REPUBLIC: UNLIKELY TO FORGIVE BEYOND 80% OF 
IRAQI DEBT 


REF: A. STATE 184738 
B. STATE 181094 
C. PRAGUE 1373 
D. PRAGUE 1369 


The Ambassador delivered reftel A demarche to the Minister of 
Finance on November 1 and to the Minister of Foreign Affairs 
on November 3, and both Ministers replied they would consider 
it, as reported in reftels C& D. The Ministry of Finance 

office handling this issue explained that while the GOCR had 
already agreed to forgive 80% of Iraq\'s sovereign external 
debt to the Czech Republic, it was not/not inclined to 

forgive the remaining 20% because the debt is military in 
nature and the GOCR does not wish to set a precedent in 
forgiving military debt. 

GRABER 


85077 

RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHLJ #0722 3131238 

ZNR UUUUU ZZH 

R 091238Z NOV 06 

FM AMEMBASSY LJUBLJANA 

TO RUEHC/SECSTATE WASHDC 5306 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 
RUEHGB/AMEMBASSY BAGHDAD 0017 

RUEHBW/AMEMBASSY BELGRADE 0226","UNCLAS LUUBLJANA 000722 


SIPDIS 
SIPDIS 
E.O. 12958: N/A 


TAGS: ECON, EFIN, IZ, SI 
SUBJECT: GOS: SUPPORTIVE OF RELIEF FOR IRAQ BUT STYMIED BY 
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THE PAST 


REF: SECSTATE 181094 


1. (U) SUMMARY. The Government of Slovenia (GOS) is 
supportive of assistance to Iraq but regional issues prevent 
them from making any commitment to providing debt relief. 
Most of the debt owed to Slovenia, estimated at $205 million, 
was incurred before the breakup of the former Yugoslavia. 
Until issues surrounding succession and fiscal apportionment 
are resolved amongst the former Yugoslav countries, no 
bilateral commitment to debt relief can be made by the GOS. 
The GOS could not provide a timeline when they thought 
succession talks would conclude. END SUMMARY. 


2. (SBU) Econoff delivered demarche on November 8 to MFA 
official Blaz Masle. Masle explained that there are several 

layers of complications for the GOS regarding debt relief for 

Iraq. Because the debt was incurred while Slovenia was still 

part of the former Yugoslavia, structural decisions regarding 
succession must be determined before other decisions can be 
made. The Iraqi debt held by Slovenia was estimated in 1992 

to be about $205 million, as claimed by Slovenian 

enterprises. The GOS bought debt from the Slovenian companies 
who could provide requested documentation. This amount came 
to $1 million. The figures are not exact and more efforts 

will have to be made to get better data. He said that the GOS 
has not made much progress on succession talks so there has 
been no serious discourse on debt relief. Finally Masle said 

that the issue of succession and Iraqi debt relief is a 
multi-ministerial effort and he would share our concerns and 
requests with other ministry officials involved in the 
decision-making process. 


3. (SBU) Embassy Ljubljana contacted Andrej Kavcic, head of 
the international department at the Ministry of Finance, for 
more information regarding the succession talks and 
commitment to Iragi debt relief. Kavcic explained that the 
Coordinating Committee, comprised of the Ministries of 
Finance, Justice, Foreign Affairs, Bank of Slovenia and 
experts, is responsible for creating a plan for debt relief. 
Currently there are two options that are being considered: 
either to follow the Paris Club proposal of 80% debt relief 

or relieve the debt as commercial debt. Kavcic also 
reiterated that nothing could be done on this issue without 
proper data and a conclusion to succession talks. He added 
that Belgrade\'s refusal to cooperate on sharing federal data 
is hindering progress on succession. 


ROBERTSON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 11/09/2016 

TAGS: PARM, SI 

SUBJECT: SLOVENIA REPORTS NO BUSINESS WITH NORTH KOREAN 
ARMS TRADER 


REF: SECSTATE 180512 
Classified By: COM for reasons 1.4 (B) and (D). 


(C) On November 8 PolMilOff presented reftel demarche to 
Bostjan Jerman, a staffer in the Security Policy Division at 

the Ministry of Foreign Affairs. Jerman thanked PolMilOff 

for the information and stated that Slovenia does not 

currently nor has it in the past had any business relations 

with the Korea Mining Development Trading Corporation 
(KOMID). Jerman stated that he could not be sure of any 
relations that KOMID had with Yugoslavia before independence, 
but that he was not aware of a relationship. 

ROBERTSON 
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SUBJECT: SLOVENIA: PRESERVING LEBANESE PM SINIORA\'S 
GOVERNMENT 


REF: SECSTATE 664065 
Classified By: COM Thomas B. Robertson for Reasons 1.4 (b) and (d) 


1. (C) Pol/Econ Chief delivered reftel points MFA EU 
Correspondent Aljaz Arih in context of regular GAERC 
demarche. Slovenia does not maintain a diplomatic presence 
in Lebanon, however, Arih agreed unreservedly with the USG 
concerns and call for US/EU coordination in support of PM 
Siniora\'s government and the Lebanese Armed Forces. Arih is 
primary coordinator of GOS positions for the monthly Foreign 
Ministers\' meeting in Brussels (at which this will be an 
agenda item) and will share our views with all relevant 
offices within the MFA and Prime Ministers cabinet. 
ROBERTSON 
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B. MINSK 1019 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) Lukashenko and Putin likely will achieve little during 
a possible November 10 meeting in Moscow. Both countries 
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continue to play hardball with one another in energy 
negotiations, which are expected to drag on until the end of 
the year. Belarus will eventually have to settle for 
increased gas prices, although Kyiv\'s deal has dampened fears 
of acrippling price jump. Russia is also pushing to recoup 
some of the four billion dollars in budget revenue lost 
annually due to Belarus\' status as a de facto offshore for 
Russian oil companies. Sensing the beginning of Russia\'s 
election cycle, Lukashenko apparently will opt to see who 
succeeds Putin before deciding whether to reinvigorate the 
integration process. End summary. 


THE EMPIRE PREPARES TO STRIKE BACK AT LUKASHENKO 


2. (C) In September, Transneft announced technical problems 
would cause it to reduce flows of oil through its pipelines 

to Belarus by 1.5 million tons through the end of 2006. 
Tatyana Manenok, energy correspondent for the independent 
weekly \"Belorusy i rynok\" confirmed to Poloff that the 
pipeline did need repairs. However, her sources told her the 
problem could be fixed within two days and Belarus offered to 
send its technicians to do the job. Transneft refused, and 
analysts believe the reduced flows are intended to pressure 
Belarus to share oil export duties with Russia. Manenok said 
rail transfers were for now taking up the slack for reduced 
imports via the pipeline. Still, the economic damage will 
quickly amount to millions, as Polish Charge Aleksandr 
Wasilewski explained to Pol/Econ Chief and Econoff that 
railroad transfers cost an additional USD 7 per ton over 

those via pipeline. 


3. (SBU) Meanwhile, throughout October Belarus press devoted 
much attention to a memo from Russian Deputy Minister of 
Economic Development Arkadiy Dvorkovich asking Russian 
regions which products currently procured from Belarusian 
firms could be procured from non-Belarusian sources. Other 
economic moves by Russia against Belarus included duties on 
imports of Belarusian sugar and inspections of shipments of 
Belarusian chocolates. 


LUKASHENKO CONTINUES THE PROPAGANDA WAR 


4. (SBU) In the week before Lukashenko\'s presumed trip to 
Moscow, Belarusian state television ramped up propaganda 
depicting Belarus as getting a raw deal from an ungrateful 
Russia. Panorama nedeli, traditionally the most-watched 
weekly news program, devoted a segment on its November 5 
edition to Russian military bases in Belarus. The program 
noted Russia uses the two bases free of charge while the 
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United States pays host countries hundreds of millions of 
dollars annually for its military bases abroad. Evening news 
on November 6 claimed that deliberately slow work by Russian 
customs clearing trainloads of sugar bound for Russia led to 
the a passenger train from Brest to Moscow having to stop at 
the Belarus-Russian border, thus implying Russia was de facto 
re-establishing border checkpoints. 


5. (C) Lukashenko also took the unusual step of appealing 
directly to Russian governors, albeit simultaneously 

notifying the Kremlin, to request that Russian regions 

continue to purchase Belarusian goods. The letter bolsters 
Lukashenko\'s rhetoric in his September press conference with 
Russian journalists (ref A) that in all of Russia only the 

Kremlin is hostile to Belarus. 


6. (SBU) Belarus is also taking steps to at least appear to 
satisfy the concerns of Russian industries that have been 
complaining of unfair competition from Belarus. The GOB 
announced that Russian firms will be able to compete on an 
equal basis with Belarusian firms for state contracts. 

Belarus will also host a conference on machine manufacturing, 
in part to address complaints raised by Russian competitors. 


HOW TO DIVIDE THE SPOILS OF HIGH ENERGY PRICES 


7. (C) With the Dutch firm ABN Amro not expected to finish 

its appraisal of Beltransgaz until November 20, Putin and 
Lukashenko will have a convenient excuse to avoid any serious 
discussion of the ownership of the Belarusian state gas 
pipeline and the linked issue of gas prices (ref B). 

However, local analysts are already willing to predict the 

final price for gas. All agree the figure of USD 140 per 
thousand cubic meters suggested by Russian Ambassador Surikov 
on November 3 is probably too high. With Ukraine having 
settled for gas at USD 130, both Manenok and Aleksandr 
Gatovskiy, an energy analyst with the Belarusian Ministry of 
Economics Economics Research Institute, agree Belarus will 
get at least a slightly lower price. The honorary chair of 

the United Civic Party, Sergey Bogdankevich, suggested a 
range of USD 70-90. 


8. (C) In addition to fattening Gazprom\'s profits by 
increasing gas prices, Putin hopes to weaken Belarus\' status 
as a de facto offshore for Russia oil companies. Oil exports 
from Russia to Belarus escape Russian export duties, now 
around USD 172 per ton. Belarus, after refunding VAT on oil 
exports, effectively charges a nominal export duty of USD 10 
per ton, with none of the duty going back to Russia. Russia 
is pressing Belarus to raise its export duty to a level 
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approximating Russia\'s rate, and to split the proceeds, with 
Russia receiving 85 percent. According to Manenok, Russia 
will likely settle for a Belarusian duty at 80 percent of the 
Russian level. Political analyst Valeriy Karbalevich 
expressed doubts over Putin\'s ability to push forward such a 
change, noting the interests of Russian oil companies and 
Russia\'s vulnerability to Belarus restricting the transit of 

oil to Europe. 


COMMENT: LUKASHENKO WANTS TO WAIT OUT PUTIN 


9. (C) After successfully securing low gas prices for years, 

it is no wonder Lukashenko bridles at Russia\'s renewed 

efforts to secure its economic interests in Belarus. 
Unaccountable to voters or any legal body in Belarus and 
recently taking a shine to feel-good foreign visits to 

countries such as Iran and Cuba to bash the West and promote 
trade, Lukashenko cannot appreciate pressure from his most 
important neighbor. 


10. (C) Lukashenko\'s public relations strategy consists of 
portraying Belarus as a true friend to Russia rudely being 
asked to make economic sacrifices by an unappreciative 
Kremlin leadership. This approach probably to a large degree 
reflects his actual understanding of the bilateral 

relationship. Lukashenko has made much of the closeness of 
the Russian and Belarusian people. Given his belief that he 
is genuinely popular in Belarus, he likely also believes he 
enjoys a similar level of sympathy in Russia, and a future 
Russian leader weaker than Putin may be less able to resist 
Lukashenko\'s appeals for unity when it comes to issues of 
vital importance to BelarusY economy such as gas prices. 
Stewart 
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E.O. 12958: N/A 

TAGS: NATO, PREL, SI 

SUBJECT: SLOVENIA: BILATERAL RELATIONS WITH UKRAINE MORE 
IMPORTANT THAN EVER 


REF: A. SECSTATE 180222 
B. SECSTATE 176828 


(SBU) On November 8 PolMilOff presented reftel demarche A to 
Zorica Bukinac Cimpersek, a staffer in the NATO Office of the 
Security Policy Division at the Ministry of Foreign Affairs. 
Cimpersek said that the U.S. position made sense, that 
bilateral cooperation with Ukraine would be \"more important 
than ever\" given Ukraine\'s decision not to seek a Membership 
Action Plan at this time, and that Slovenia would continue to 
support reform efforts in Ukraine. PolMilOff also repeated 
points from reftel demarche B, previously delivered by COM to 
State Secretary Bozo Cerar on October 28. Cimpersek stated 
that the MFA was \"actually in the midst of (its) planning for 
Riga\" during PoIMilOff\'s visit. 
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TAGS: PARM, PREL, CWC 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): WRAP-UP FOR 
WEEK ENDING NOVEMBER 3 


This is CWC-102-06. 


1. (U) On October 31, EC Vice Chair Alexander Petri (Germany) 
chaired a discussion of requests for extension of the 

deadline for completion of destruction of 100% of Category 1 
CW. The meeting was very widely attended across all regional 
groups, and had to be moved to the much larger leper Room as 
the attendees exceeded the capacity in the Ooms Room. 
Discussions were collegial and went along expected lines. 


2. (U) Russia was clear in their initial statement and during 
later discussions they did not want to put any reference to 
visits into their decision language. They stated they were 
willing to consider visits, under certain conditions: the 

visits need a uniform criteria, they should be ona 
case-by-case basis, there should be sufficient grounds, there 
should be no automatic annual visits, the visits should not 

be funded from the OPCW budget, and they should not be a 
burden on the possessor states. 


3. (U) The UK made clear several times that references to 
visits should be in the approval of the extension requests, 

while leaving the EC Chair to work out the specifics later. 

They also want the EC and CSP to reaffirm to possessor states 
the need to finish all destruction by April 29, 2012, 

indicating that if they do not, it could mean there is a 

problem with the Chemical Weapons Convention. They further 
noted that approval of the decisions would be the best way to 
formally enforce these deadlines. 


4. (U) There were several expressions of concern regarding 
references to the U.S. national paper in the U.S. draft 
decision language preambular paragraphs 6-8, that destruction 
could go beyond 2012, and into 2017. Iran noted that this 
calls into question the legality of the extension request, 

and further noted its concern that the U.S. had been 
premature in its transparency. Amb. Javits informed 
delegations that under U.S. law, the Secretary of Defense 
must inform Congress of both the possibility of missing the 
Convention deadline and, through the budget process, the 
implications for out-year expenditures, all of which are 
available in the public domain. He reminded delegations that 
there is no reference beyond 2012 in the actual draft 
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decision language, and that the U.S. had in fact included 
preambular and operative language indicating this decision in 
no way relieved it of its obligations to complete destruction 
by 2012. 


5. (U) Austria questioned whether it might be helpful to 
remove references to the extension request from the draft 
decision. Amb. Javits said the U.S. request incorporated 
language analogous to the extension requests of the other 
major possessors, and was concerned that removal of these 
references might imply the U.S. is amending its national 
paper. However, he would inform Washington of the views of 
the Austrian delegation. 


6. (U) Germany questioned Russia\'s draft decision text on the 
reference to the need for international donations for their 
destruction program. Germany noted that language acceptable 
to all delegations had been agreed for the 45% extension 
request, and Russia should use this as a model for references 
to international assistance in this draft decision. After 
conferring, the Russian delegation indicated it could 

consider incorporating similar language. The Netherlands 
requested information from the Russians on when they 
anticipate reaching specific deadlines. The Russians 
responded to these questions by referring delegations to 

their upcoming presentation at the November 6 destruction 
informals. 


7. (U) Discussion then focused on the visits aspect of the 
extension requests. The Netherlands began by pointing out 
that neither the U.S. nor Russian draft decisions put all the 
points from the UK non paper into their language, and asked 


how we would address these discrepancies. The UK outlined 
their view that visits should be in the context of the 
verification annex (pushing back on Russia\'s implication that 
the UK was asking for \"additional verification\"), while 
allowing the EC Chair to decide the details. They stated 
visits would reinforce the need for the U.S. and Russia to 
redouble their efforts on destruction. The UK welcomed the 
U.S. proposal to conduct annual visits, and indicated they 
want similar language in the Russian decision. South Africa 
indicated their view that visits do not add anything to the 
process, saying that if the TS is doing their job well we 
should trust them and should not need to do visits of our 
own. Amb. Javits then invited delegations to share their 
views on what benefits they might expect from a visit. The 
Russians agreed with the U.S., saying they were open to 
visits but did not want a \"pig in a poke.\" They want 
specifics. 
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8. (U) Canada, Iran, France, Germany, Switzerland, Kenya, 
India, Australia, Korea, Mexico, Pakistan, Ireland and China 
all intervened to express support for the concept of visits. 
Most delegations indicated visits should only pertain to the 
major possessors, the U.S. and Russia. They all noted the 
need to continue to look at the modalities of visits. They 
also said reference to visits should be in each of the 
decision documents. India reiterated that visits should only 
apply to the major possessors and not themselves. Mexico 
also suggested inviting independent experts along on the 
visits so someone who understand the issues at destruction 
sites would be there. 


9. (U) Russia expressed their view that they would not put 
language regarding visits into their decision document, but 
noted their willingness to work on some other arrangement. 
They further noted that if delegations wanted more 
transparency, it must mean they do not trust their fellow 
member states, or that the CWC is not working (in particular, 
the verification regime). They felt that visits to just the 

U.S. and Russia was discrimination, and that this requirement 
should fall to all states requesting extensions. 


10. (U) The U.S. noted that visits could be useful as less 

than a handful of people on the EC have ever gone to a 
destruction facility. They could show the EC the enormity of 
the task ahead, give them the ability to assess what can be 
done and provide a better understanding of timeframes. Amb. 
Javits also noted that we have to be careful of details and 
have a measured process in place. Several delegations, most 
notably Iran, began discussing the need for further detailed 
discussion of site visits, and the fact that this is not a 

decision that should be taken in haste. Iran\'s implication 

was that the extension requests should not be considered 

until there is approval by all delegations of site visit 
parameters. Amb. Javits noted the focus should be on agreeing 
on the decisions themselves, and emphasized this should be 
achieved without becoming bogged down in the details of the 
visits. Russia expressed full support of that position. The 

UK reiterated that decision language does not have to cover 
all details regarding visits. A mention of the acceptance of 

the idea was sufficient. They also stressed that the primary 
concern should be agreeing on the two decisions, and that the 
details of site visits can be worked later. 


11. (U) Amb. Petri suggested delegations ponder the points 
made in this meeting and reconvene later to further discuss 
the issue. 


ARTICLE VII 
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12. (U) Facilitator Maarten Lak (Netherlands) held a November 
2 consultation on his proposed EC-47 report language, noting 
that only five states have yet to update their status with 

the Technical Secretariat (EIF 1997: Niger, Paraguay and 
Swaziland. EIF 2000: Eritrea. EIF 2003: Timor Leste). Iran, 
India, and South Africa noted that if the Follow On Plan was 

to be extended for another year, there was no need for 
additional elements such as tasking the Executive Council to 


consult with implementing states. It would be better to task 

the Director General to consult with them. Delegations asked 
for consolidation and reorganization of the text, to better 
distinguish between EC report language and recommendations 
from the EC to the Conference. 


13. (U) The consultation on the transfer of Schedule 3 
chemicals successfully ended in a decision and recommendation 
to refer this issue to EC-47. Del rep deployed guidance, 
specifying that the facilitator\'s editorial changes to the 

U.S. proposal were acceptable. The UK, Iran, and Germany all 
joined in stating their acceptance of the language and desire 

to refer it to the EC. A couple of misspellings were 

corrected in the text, as well. The facilitator will now 

transfer a clean version of the decision to the TS for 
preparation for EC-47. The group also expressed their thanks 
to the facilitator (Arya Sandeep of India) for his two years 

of effort on this issue. He will be leaving The Hague at the 

end of November. 


14. (U) The facilitator began by confirming the progress from 
the previous meeting - that the group would like the 
facilitators to prepare a draft decision document that would 
formalize the use of an absolute threshold (the declaration 
threshold from the Convention) as the trigger for transfer 
discrepancies that require followed-up. All agreed. 
However, Germany made a very confusing intervention, asking 
that the decision include both an absolute and a relative 
threshold. The facilitators and TS agreed to meet with the 
Germans bilaterally to sort through the details of their 
request. 
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15. (U) The facilitators introduced a non-paper entitled: 
\"Understanding on import and export data for (th)e AND 
declaration for Schedule 2 and 3 chemicals.\" This will be 
discussed in detail in a later meeting, but does include the 
definitions of import and export from the legislation of 63 
States Parties, derived mostly from Trade questionnaire 
responses. The TS also made a presentation on a number of 
scenarios that result in transfer discrepancies. This 

resulted in a very complicated discussion about scenarios, 
how they were arrived at, recommendations for other 
scenarios, free trade zones, free ports, bonded warehouses, 
etc. For the next meeting, the facilitators agreed to accept 
new scenarios from SPs and incorporate them into a more 
focused presentation on the two options laid out in the 
non-paper. 


16. (U) The facilitator (Steve Wade, UK) made his last 
attempt to drive through his proposal on this issue. Germany 
made it clear that they are still not happy with the current 
proposal, and asked that, if any drafts were to be referred 
back to the EC with the facilitator\'s report, that they 

include all options the Legal Advisor has cleared -- the 

current facilitator\'s draft and the October 2005 draft. Del 

rep deployed guidance and supported sending this back to the 
EC. Canada, the UK, and Switzerland all expressed 
discouragement at this failure, stating their concern that 

there will be \"quantities of PFIB much above the verification 
threshold that are not being verified\", a point del rep still 

fails to understand, as the same happens under Schedules 2B 
and 3. (Del rep questioned the Canadian delegate about this 
afterward, and he did not have a response.) Switzerland said 
their impression from industry is that they desire that a 
concentration be set, whatever it might be, to level the 

playing field, and the UK pointed out that CEFIC (the 
European chemical association) made just this point during 


the universality conference in Rome. China does not have 
final guidance yet, but they expect to be able to support the 
current proposal. India continues to desire a flat 
one-percent level for all three chemicals. 


17. (U) Based on the outcome of the meeting, the facilitator 
will prepare a report for EC-47. With Wade taking a position 
within the TS very soon, the loss of a facilitator is likely 

to leave this issue fallow for some time. 
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INDUSTRY CLUSTER: OCPF SITE SELECTION METHODOLOGY 


18. (U) Facilitator Luis Garcia (Spain) held two 

consultations (30 October and 2 November) on his proposed 
methodology. The first focused on unresolved issues, 
fine-tuning the presentation. Delegations agreed that the 
proposal should not specifically mention the A14 methodology 
for the TS component, preferring generic language instead. 
This would allow the TS to change its algorithm without first 
seeking EC or CSP approval. The discussion got off topic, 
debating on whether the EC ever formally approved the use of 
the A14 algorithm (no) and/or whether it should be formally 
approved (Iran: yes, others disagreed). 


19. (U) The discussion then moved to whether the facility\'s 
A14 value should be included on the anonymous list as one of 
the descriptive elements. The Netherlands, Germany, France, 
Italy, Japan and India all said no. Switzerland, Canada, 
Australia, the UK and the U.S. indicated flexibility, and 
supported including it as a indicative piece of information 
regarding the facility\'s relevance to the CWC. 


20. (U) Garcia then asked whether it should be compulsory for 
all SPs to make selections, and if not, what should be the 
minimum participation necessary to include the SP component 
in the selection methodology. Japan noted that one way 
forward would be to distribute the points of a SP that 

chooses not to make selections equally over all OCPFs. This 
proposal was supported by India and Iran. Iran worried that 
not all regional groups might be represented in such a small 
number of selections. The UK, supported by Germany, raised 
concerns that if enough states did not make selections, that 
the SP component would never be included. Perhaps set the 
minimum level of participation at 40 states, and if that was 

not reached, distribute the \"missing\" points equally across 

all OCPFs. 


21. (U) The U.S. noted that there needed to be a balance: 
states with small National Authorities might need to be 
reassured that they would not need to make annual selections, 
that their selections would remain in force until revised. 

If so, more states might be willing to make selections. 
Canada, supported by Italy, made a strong statement, noting 
that every state is equally entitled to make (or not make) 
selections; no state should have its points distributed on 

its behalf. Canada also noted that it would be unprecedented 
and unacceptable to impose regional group restrictions; all 
member states are alike. Australia noted that the minimum 
participation should be low, say 25 states. Finally China 
noted that the easier the methodology is to understand, the 
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more states will participate. 


22. (U) On November 2, the facilitator presented a draft 
decision with the proposed methodology included as an annex. 
India noted that elements of the decision, in particular the 
dates of implementation, were impractical and should be 
removed. India, supported by Germany, noted its preference 
for a three vice four-year trial period. 


23. (U) New Zealand, supported by Australia, the UK, Canada, 
China, Switzerland, and the U.S., noted its preference for a 
simple prose-based decision, one that would preclude the need 
for the over four page long annex with mathematical symbols. 
New Zealand noted that bureaucrats and diplomats find 
equations difficult to comprehend and will make reaching 
consensus quickly difficult. It would be far preferable to 

use prose to explain the methodology. The facilitator 


disagreed, noting that the math is easily accessible to 
everyone and is needed to ensure the methodology is 
implemented accurately. 


24. (U) The facilitator (Denyer, U.S.) received a formal 

legal opinion from the TS Legal Advisor on the concept of 
\"nil declarations\" on November 1. This document, together 
with a facilitator\'s draft decision to implement \"nil 
declarations\" was the basis for the November 3 consultation. 


25. (U) It should be noted that Canada, along with several 
other delegations, originally asked for the decision to 

include a provision whereby previous Schedule 3 declarations 
would be treated similarly to OCPF declarations -- that is, 

the TS would assume that previously declarations would 
continue valid until such time that a new declaration were 
received. This would have given the TS some data for 
verification planning purposes. However, the LAO informed 
the facilitator that para 3 of Part IX of the Verification 

Annex allowed the TS to implement this practice for OCPF 
declarations, whereas no such language exists for Schedule 3. 
It was their opinion that, to do something like this for 
Schedule 3, an amendment to the CWC would be needed. As 
such, that language was removed from the draft decision 
before the November 3 consultation. If further investigation 
lends an appropriate way forward on this, it could be 
reinserted later. 


26. (U) The November 3 afternoon consultation was lightly 
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attended, presumably because of the scattered scheduling of 
industry cluster meetings throughout the week. Delegations 
were generally supportive of the \"nil declarations\" decision 
but needed more time to get formal responses from capital. 
New Zealand and others expressed concern that this be 
implemented in a way to place the least burden possible on 
small NAs. Switzerland and others reaffirmed that the burden 
on NAs is in the gathering of data to determine whether 
declarable activities exist, not in the preparation of the 
declaration. France suggested that no new form was needed to 
implement \"nils\", but this rather could be done through a 
simple cover letter from the NA. Australia suggested that 

the TS reminders to NAs could provide simple details on 
submitting a \"nil declaration.\" 


27. (U) Javits sends. 
ARNALL 
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AT UN - DEMARCHE DELIVERED 
REF: A. (AAJSECSTATE 184178 
B. (B)SECSTATE 182267 
C. (C)SECSTATE 183547 


Classified By: PolCouns Ted Osius for Reasons 1.4 (B, D) 


1. (C) PolCouns delivered the points in reftel (a) to MEA 

Joint Secretary Manjeev Singh Puri (UN Economic and Social) 
on Nov. 9. Puri stated that the GOI is not in favor of 

country specific resolutions, noting that this would include 

any resolution specific to the United States. He said that 

this had been stated to high-level U.S. representatives many 
times. PolCouns reminded Puri of the Millennium Development 
Goals (MDG), and the re-commitment made to them in the 2005 
World Summit, pointing out that human rights issues are 

central to U.S. foreign policy. Noting that the U.S. and 

India have a shared responsibility to maintain the core 

values and principles of the MDG, PolCouns encouraged Puri to 
re-consider GOI policy in light of the seriousness of the 

issues. Puri assured him that due consideration will be 

taken of the points made. 

MULFORD 
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SUBJECT: ELECTION HIGHLIGHTS 6: SISTANI GIVES \"ADVICE\"", AL 
WIFAQ PRESSURE ON CANDIDATES 

REF: MANAMA 1870 

Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Leading Shi\'a cleric Hussain Najati relayed 
\"advice\" from Sayed Sistani from Najaf to the Bahraini people 
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November 1, encouraging them to participate in upcoming 
elections. Najati was careful to avoid possible 
misunderstanding that the \"advice\" was being issued in the 
form of a fatwa. Shaikh Isa Qassem continued to encourage 
participation in his Friday sermon November 3, employing 
religious references to \"people\'s duties\" under SariVa law. 
ShiVa MP Jasim Abdul AVal, running fo reelection against Al 
Wifag cleric Shaikh Hassa Sultan, announced his withdrawal 
from the election November 4 and then retracted his 
withdrawal Nvember 7. He reported to Bahrain Transparency 
Sciety president Dr. Jasim Al Ajmi that he had been 

pressured by leading ShiVa political society Al ifaq to 

withdraw to maintain the unity of the ShiVa community. WaVad 
member and Al Wifaq-supporte candidate Munira Fakhro 
officially opened her cmpaign November 3, attracting between 
2,000 and ‚000 members of the public to her campaign tent.Shaikh Ali Salman spoke at the opening, 
Munira were both working \"in the trenches\" End summary. 


2. (C) SISTANI WEIGHS IN: Proinent Bahraini ShiVa cleric 
Hussain Najati issue a statement November 1 in which he 
relayed \"advce\" from Sayed Ali Al Sistani from Najaf 
encouragng the Bahraini people to participate in the 

eletions. Najati had reportedly contacted Sistani\'s ffice 

in Najaf to discuss election issues in Bahain. In his 

public statement, Najati said it would not be in anyone\'s 

interest to ignore Sistani\'s advice. (Note: It was also 

clear from Najati\'s statement that he was careful to avoid 
possible public misunderstanding that Sistani\'s input was in 

the form of a fatwa, as he issued during the Iraqi elections, 
which would be considered as direct foreign involvement in 

local politics. End note.) In a message to the residents of 

Sitra and the surrounding areas November 2 (reftel), leading 
Bahraini Shi'a cleric Shaikh Isa Qassem emphasized the advice 
of Sistani, saying that his statement must be respected, 
reminding the crowd that the advice came from a supreme ShiVa 
Marja\'iyah (reference). 


3. (C) Over recent weeks, Qassem has increasingly introduced 
religious language in his encouragement to the public to 
participate in the election process. On October 27 Qassem 
said, \"Participating in the elections is so important that | 

might say it is part of our religious duties because there 

are no more effective tools we can use to gain our rights.\" 

In his November 3 sermon, Qassem said, \"The issue of election 
participation is related to the people\'s religion, interests, 

and rights. We either try to gain benefits by taking part, 

or stay out while the situation goes from bad to worse. In 

terms of ShariVa teaching, participating in the elections 

might be considered part of the people\'s duties.\" 


4. (SBU) ABDUL AVAL FLIP FLOP: Independent ShiVa MP and 
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independent candidate Jasim Abdul AVal, who was vice chairman 
of the Financial and Economic Affairs Committee of the 

Council of Representatives (COR), announced his withdrawal 
from the election November 4, saying that he had made the 
decision in conjunction with the desire of the religious 

Ulama (ShiVa) Council. (Note: Abdul AVal is running in the 

ninth district of the Northern Governorate which is 
predominantly ShiVa. The leading competitor is ShiVa cleric 

and Al Wifaq member Shaikh Hassan Sultan. End note.) On 
November 5 a second candidate in the district announced his 
withdrawal, spurring speculation that Sultan\'s one remaining 
competitor would soon withdraw, leaving Sultan unopposed. On 
November 7 Abdul AVal stated that he had decided to retract 

his withdrawal after he had received encouragement from 
supporters, confirming they wanted him to stay in the race. 


5. (C) Ina November 8 conversation with Poloff, Bahrain 
Transparency Society (BTS) president Jasim Al Ajmi said that 
BTS had received reports from candidates that they had been 
pressured to withdraw. He said that he had spoken to Jasim 
Abdul AVal, who similarly complained about pressure from 
clerics and Al Wifaq members to withdraw from the race. 
Abdul AVal said that he had initially agreed to withdraw in 

light of their arguments advocating ShiVa unity, but after 
hearing from his supporters he could not ignore their wishes. 


6. (C) MUNIRA FAKHRO OPENS TENT: Liberal, secular Wa\'ad 
candidate Munira Fakhro, who has received the official 
endorsement of Al Wifaq, launched her campaign officially 
November 3 with a public gathering that attracted between 

2,000 and 4,000 supporters. Al Wifaq president Shaikh Ali 
Salman spoke at the opening to announce the alliance between 
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WaVad and Al Wifag in that district. He pointed out that 
Fakhro had struggled for the rights of the people and even 
lost her job at the University of Bahrain in the mid-90Vs for 
her outspoken stance. Salman added, \"Munira and | are 
working side by side in the trenches.\" In a meeting with 
Poloffs, Fakhro said that even with Al Wifaq\'s support, she 
faces a tough election battle in her Sunni-ShiVa mixed 
district. 


7. (SBU) GENERAL POLLING STATIONS: Minister of Justice Dr. 
Mohamed Al Sitri responded November 6 to an Al Wifaq letter 

of concern about the use of the ten general polling stations. 

The Minister reaffirmed that the stations would be under the 
supervision of the judicial committees that will observe the 

voting process. In his response, he questioned Al Wifaq\'s 
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demand to abolish the centers even though they do not violate 
the law and were used successfully in the 2002 elections. 

The Minister also responded to an inquiry about the legality 

of suffrage for newly-naturalized Bahrainis in light of 
legislation giving voting rights only after ten years of 
citizenship. The Minister clarified that the political and 

civil rights law of 2002 superceded any previous legislation 

on the issue and granted voting privileges to the 
newly-naturalized immediately. 


8. (C) VOTER LISTS: In a meeting November 5, BTS president 
Al Ajmi told Poloff that BTS had received reports that three 
candidates, including the head of Al Minbar (Sunni) bloc Dr. 
Salah Ali, Wa\'ad candidate Munira Fakhro\'s leading 
competition, had obtained detailed voter lists, including 
addresses and phone numbers, of the constituents in their 
districts. Since other candidates have not received such 
detailed lists from the government, BTS presented these 
reports to the High Commission for Elections. Al Ajmi 
reported that the High Commission asked for evidence of the 
claim, something that would be difficult for BTS to obtain. 
The less detailed voter lists make it difficult for 

candidates to contact all the voters in their districts. 


9. (C) FURTHER VANDALISM: Chat room participants discussed 
the burning of Shi'a MP Mohamed Al Shaikh\'s campaign tent 
overnight November 8. Bloggers speculated about who was 
responsible. Al Shaikh told Poloff that he is not 

discouraged and would erect another tent soon to officially 

open his campaign. 


10. (C) SUPPORT FOR WOMEN: The UN Development Program 
(UNDP) has pledged 3,000 Bahraini Dinars ($7980) of \"in-kind\" 
support to each female parliamentary and municipal candidate 
competing in the elections. The announcement in the press 
came October 30 by UNDP Bahrain coordinator Sayed Aga. Aga 
stated that the basis for the financial assistance is Article 

4 of the Convention on the Elimination of All Forms of 
Discrimination Against Women, and the assistance will go to 
cover selected campaign costs. Aqa itemized several items 

that would qualify for the assistance including campaign 

posters, mobile phones, and setting up campaign headquarters 
with furniture, computer equipment, and stationery. UNDP 
Program Analyst Mohamed Al Sharif told Poloff November 6 that 
the UNDP will also fund a campaign consultant for women 
candidates who will arrive one week before the election and 

will be available for private appointments with individual 

women candidates and their teams. 


11. (SBU) NEWLY NATURALIZED CITIZENS THREATENED: Press 
reports stated that a number of recently naturalized citizens 
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had received letters in the mail from anonymous sources 
threatening that they and their families would be killed or 

their houses would be burned. Those who received the letters 
filed reports with the Central Governorate police. MP and Al 
Minbar (Sunni) candidate Mohamed Khalid, condemned the threat 
letters, saying that naturalized Bahrainis are citizens like 

any other and \"we will not allow any harm to come to them.\" 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


Visit Embassy Manama\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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SUBJECT: SRI LANKA: KARUNA PARAMILITARY IMPLICATED IN WAVE 
OF ABDUCTIONS 


REF: A. COLOMBO 1622 


Column 3 
B. COLOMBO 1617 AND PREVIOUS 


Classified By: Deputy Chief of Mission James R. Moore for reasons 1.4(b 
‚d). 


1. (C) Summary: The Batticaloa-based Karuna group, which 
split from the northern Liberation Tigers of Tamil Eelam 
(LTTE) leadership in March 2004, has renamed itself the Tamil 
Makkal Vidutalai Pulikkal (TMVP), or Tamil People\'s 
Liberation Tigers. The TMVP claims to be a democratic 
organization with a \"defensive\" military wing (septel). But 
NGOs, international observers and civilians allege that the 
TMVP is involved in dozens of abductions and disappearances 
of Tamil businesspeople and political dissidents in Colombo 
and the east. The TMVP leadership and senior police 
authorities respond that a criminal ring is using Karuna\'s 
name in an extortion racket. Septel will report on 

indications of cooperation between elements of the government 
security forces and the Karuna group in Sri Lanka\'s East. 

End Summary. 


NGOs See Karuna Hand 


2. (C) Evidence in a series of abductions of Tamil 
businessmen and professionals in Colombo and the east -- the 
independent Civil Monitoring Committee reported 56 in 
September and October of this year -- appears to point to the 
Batticaloa-based Karuna group, which split from the northern 
Liberation Tigers of Tamil Eelam (LTTE) leadership in March 
2004. The Karuna group has renamed itself the Tamil Makkal 
Vidutalai Pulikkal (TMVP), or Tamil People\'s Liberation 
Tigers, and opened political offices in Batticaloa, 

Trincomalee, Vavuniya and Colombo. Non-governmental 
humanitarian agencies, the independent press, and even some 
police authorities have contended that the TMVP is involved 

in dozens of abductions and disappearances of Tamil 
businesspeople and political dissidents in Colombo and the 
east. 


3. (C) The Consortium for Humanitarian Agencies, an umbrella 
group for over 100 local and international non-governmental 
organizations working in Sri Lanka, sees a Karuna hand in the 
plethora of recent abductions. The CHA desk officer in the 
eastern district of Ampara told POL FSN on November 6 that 
most abductions take place on Friday afternoons after 
humanitarian agencies\' offices have closed. People are 
frightened to report abductions to authorities, but will 

often address complaints to CHA and other agencies. She 
claimed that the LTTE and the Karuna group abduct teenage 
children to \"replenish their cadres,\" but that in addition to 
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military recruitment, the Karuna faction abducts business 
people as a fund raising tactic. A representative of the 
indigenous Human Rights Commission told POL FSN that 
\"kidnappers often hand-deliver Karuna group visiting cards to 
abductees\' families.\" 


Police Leadership Indict \"Mobsters\" 


4. (C) On November 2, DCM, RSO and poloff met with Inspector 
General of Police Victor Perera. When the DCM raised concern 
about the number of abductions in Colombo and in the north 
and east, IGP Perera responded, \"We have the situation under 
control now. We\'ve arrested three gangs.\" He claimed that 

the gangs \"led by two Muslim army deserters and a woman\" were 
motivated by money and seemed only to be using the names of 
the Karuna and the LTTE. He added, \"They\'re running 
extortion businesses and have nothing to do with political 
groups. We\'re pressuring our units to investigate, but we 

are stretched to the limit protecting vital installations due 

to the security environment.\" 
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5. (C) On the subject of abductions for extortion and 
recruitment, which the independent press and NGOs have tied 
to the Karuna faction, TMVP secretary Pathmini insisted to 
poloff November 1 that \"the LTTE is recruiting in Karuna\'s 
name\" and that others are trying to frame the Karuna group. 
She said the TMVP wished to \"clarify\" any complaint received 
by UNICEF to demonstrate that the Karuna group was not 
responsible for the abductions. 


6. (C) In an October 4 interview with the independent Sunday 
Leader newspaper, Civil Monitoring Committee member and 
Western Province People\'s Front leader Mano Ganesan expressed 
surprise that the GSL would deny the Karuna group\'s 

involvement in abductions. He argued, \"One of the persons 
arrested (in a Colombo abduction case) confessed to being a 
member of the Karuna group. The Karuna Group itself has 
admitted that one of its members was arrested.\" He added, 

\"We believe that part of the government is involved in these 
abductions. We are not accusing the government in total.\" 


7. (C) New Left Front leader Wickramabahu Karunaratne 
(Sinhalese) told the BBC on October 1 that a suspect recently 
arrested in a Colombo abduction case was \"very clearly\" a 
member of a \"government-backed Tamil militant group.\" He 
added that \"some police officers alleged that the Karuna 
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faction carries out abductions, but it\'s clear that group is 
linked to the government.\" 


8. (C) Defense Spokesman Keheliya Rambukwella answered 
Ganesan and Karunaratne\'s allegations in an October 4 
statement to the press, saying, \"We are also looking for 
Karuna. If he is responsible for the abductions we will 
certainly take him to task.\" 


University Dean Abducted 


9. (S) In an October 22 meeting with poloff, Eastern 

University Dean Sugamar, a 2006 International Visitor Program 
nominee (strictly protect), held the Karuna group responsible 
for his September 30 abduction in Batticaloa. During his 
detention, Sugamar said his Tamil-speaking captors repeatedly 
accused him of being an LTTE supporter. Sugamar denied any 
political affiliation. Sugamar\'s brother-in-law (protect), a 
prominent Colombo physician, said he called on President 
Mahinda Rajapaksa on October 6 to express concern about Mr. 
Sugamar\'s disappearance. The doctor claimed, \"The President 
called (Defense Secretary) Gotabaya (Rajapaksa) in front of 
me and said he\'d do something about it. It\'s hard to say how 
high up it goes. The President portrayed himself as a 
statesman, saying, \'we\'re doing our best.\'\" 


10. (C) After a ten-day captivity, Sugamar said, one of his 
captors told him, \"We\'ve been pressured from many levels to 
release you.\" (Note: The Embassy expressed its deep concern 
to the MFA over Sugamar\'s abduction. End note.) The next 
day, Sugamar was released after being asked to tell the media 
that \"he was taken for a purpose and released upon 

fulfillment of that purpose.\" He confided in poloff that 

while he knew the Karuna group had kidnapped him, he feared 
making this public. 


Stopping the Abductions 


11. (C) COMMENT: Non-governmental organizations and local and 
international press have repeatedly called on the Government 

of Sri Lanka to take action against the kidnappers. The 

police have established a committee to inquire into 

abductions, and government-run media have highlighted 

abduction cases in news items about the President\'s newly 
announced Commission of Inquiry on human rights violations. 

If, in fact, some government security forces prove to have 

links to the Karuna faction, it is within the GSL\'s scope to 
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stop such extra-judicial disappearances. It is incumbent 
upon the government to address this issue, and we will 
continue to press the point in our meetings with GSL 
officials. 

BLAKE 
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TAGS: ENRG, ECON, EFIN, ETRD, PGOV, EZ 

SUBJECT: CZECH ENERGY SECURITY: MODERATE BUT INCREASING 
RUSSIAN FOOTPRINT 


REF: A. PRAGUE 256 
B. BRATISLAVA 870 


Classified By: Political-Economic Counselor Michael Dodman 
for Reasons 1.4 (b) + (d) 


1. (C) SUMMARY AND COMMENT: The Czech Republic is moderately 
dependent on Russian oil and gas compared to other former 

Soviet bloc countries, thanks to its domestic coal production 

supplying over 50% of domestic energy needs, its position as 

a major electricity exporter in Europe, and diversified oil 

and gas supplies. In addition to oil and gas from Russia, 

the Czech Republic receives oil from the Middle East and gas 

from Norway. Oil and gas each make up 20% of Czech domestic 
energy consumption, compared to the EU\'s combined energy 
consumption of 43% oil and 24% natural gas. Nevertheless, 
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approximately 70% of Czech oil and gas supply comes from 
Russia, and Russian footprint in these sectors threatens to 
grow. The threat takes several forms: (1) direct pressure 
from Russia to have the Czech government sign MOUs to enhance 
Russian leverage in the oil and gas sectors (para 9); (2) the 
continued debate about reversing the direction of the 
Ingolstadt pipeline so that instead of transporting Middle 
Eastern oil for domestic consumption, it can become a transit 
pipeline carrying Russian oil for German consumption (paras 
10-11); (3) rumors that ConocoPhillips may sell its 16.3% 
stake in the biggest Czech oil refining company to Russia\'s 
Lukoil (para 12); (4) the majority-government owned 
electricity company CEZ\'s decision to import 100% of its 
nuclear fuel from Russia (para 13); (5) the potential impact 
of Russia claiming 49% of Slovak oil company Transpetrol 
which transports Russian oil to the Czech Republic (ref B). 


2. (C) SUMMARY AND COMMENT CONTINUED: Consequently, both 
during the former Ambassador\'s mid-September farewell call 
and the current Ambassador\'s mid-October introductory call on 
PM Topolanek, Topolanek raised his concerns about increasing 
Russian influence on the Czech energy sector. Despite such 
high-level concerns, research for this cable revealed that 

the energy sector is highly decentralized, lacking in 
transparency, and no one person in the government seems to 
have a handle on all the players and the details. Perhaps in 
recognition of this reality, the GOCR recently created the 
position of Ambassador-at-Large for energy security issues, 
who is overseeing the drafting of an energy security strategy 
paper, which will be submitted to the State Security Council 

by end-November with possible approval by January 2007. The 
paper outlines the lack of emergency gas reserves as the key 
short-term risk, supply disruptions resulting from pipeline 
infrastructure degradation as the key medium-term risk, and 
Russia signing more contracts than it can supply as the key 
long-term risk. The Czech MFA believes that addressing the 
short-term risk is entirely up to the GOCR, while addressing 

the medium-term and long-term risks requires coordination 
among all EU countries and with the USG. Meanwhile, in the 
absence of a national energy security strategy that is 

effectively implemented, commercial and bureaucratic 
decisions have and may continue to increase Russian influence 
in the Czech energy sector and erode Czech energy security. 
END SUMMARY AND COMMENT. 


-- THE ANATOMY OF CZECH OIL AND GAS SECTORS -- 


3. (C) In 2005, Czech energy supply consisted of 51% solid 
fuels (mainly brown coal), 20% natural gas, 20% liquid fuels 
(mainly crude oil), and 9% primary electricity and heating 

(water and nuclear power plants). 100% of Czech solid fuel 
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consumption is supplied domestically and the Czech Republic 
is one of the major exporters of electricity in Europe, 

thanks to its two nuclear power plants (ref A). Therefore, 
Czech dependence on Russian energy is based on its oil and 
gas consumption, 70% of which relies on Russian imports, as 
well as what will soon be 100% nuclear fuel imports from 
Russia. 


4. (C) GAS INDUSTRY FULLY PRIVATIZED: The Czech government 
believes its greatest short-term energy supply vulnerability 

is its lack of emergency gas reserves. The Czech gas sector 

is 100% privatized and natural gas purchase, transit and 

storage is based on long-term contracts between German-owned 
RWE Transgas and Russian company Gazexport (expire in 2013) 
and six Norwegian producers (expire in 2017). The Norwegian 

gas is supplied via Germany through the Verbundsnetz Gas AG 
(VNG) pipeline that ends at Hora Svate Kateriny in the Czech 
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Republic. The Russian gas is supplied via a pipeline that 
transits Slovakia and the Czech Republic en route to Germany. 
The government does not have any strategic influence on how 
Transgas conducts business, nor does it have any influence 
over the terms of its long-term contracts. The Czech MFA 
believes the current coziness between Germany and Russia 
further negates any potential influence the Czech government 
could have in the gas industry. However, the fact that the 
Czech Republic serves as a transit country for Russian gas 
supplies to Germany means it enjoys important protection from 
possible supply disruptions as those experienced by countries 
with less-advantageous geography. Prague Security Studies 
Institute Director Jiri Schneider believes this geographic 
protection is limited since the Czech Republic is not the 

only gas transit route for Germany, and Russian gas can be 
diverted in the medium to long term for better prospects east 
(China) or for growing domestic consumption in Russia. 


5. (C) TWO OIL PIPELINES EQUALS DIVERSITY: There are two oil 
pipelines supplying the Czech Republic with a total capacity 

of 19 million Tons (mT), only 9 mT of which the Czech 
Republic currently uses, according to state oil company MERO. 
The Druzba II pipeline (9 mT capacity vs. 5.2 mT used in 
2005) carries Russian oil via Slovakia and ends in the Czech 
Republic. The Ingolstadt (IKL) pipeline (10 mT capacity vs. 

2.7 mT used in 2005) runs from Bavaria to Bohemia; oil 
delivered via the IKL generally originates in the Middle East 
and is offloaded at the Port of Trieste. A frequently stated 
statistic is that if the Druzba Il pipeline were shut off, 

the entire amount could be made up via the IKL pipeline given 
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its existing excess capacity. However, there would be 

financial implications since there is a significant price 

difference between the cheaper and more sour oil coming via 
Druzba and the oil via IKL. Ceska Rafinerska CEO Ivan Soucek 
explained that if the Druzba II pipeline were shut down, IKL 

can make up 60% of that within 90-days (note: Czech oil 
reserves = 90-days per EU requirement). 


6. (U) STATE-OWNED OIL COMPANY MERO: MERO owns and operates 
the Czech portion of the Druzba II pipeline and the IKL 

pipeline. According to Operations Manager Ondrej Smolik, the 
Druzba II pipeline underwent a complete upgrade in 2005 
(SCADA control system, exchange of 15 line valves, 3 pump 
stations and 3 terminals). MERO reports to the former 

National Property Fund (FNM), the government body that was in 
charge of implementing privatization of state-owned 

enterprises but no longer exists as an independent entity and 
has been brought under the Ministry of Finance. Smolik said 

it was watching developments in Slovakia\'s Transpetrol case, 
and that MERO had expressed interest in buying the 49% Yukos 
share because of beneficial synergistic effect and energy 
security enhancement for the Czech Republic. 


7. (C) THREE OIL REFINERIES: There are three oil refineries 
in the Czech Republic with a total refining capacity of 9 mT: 

(1) Litvinov (built in 1944 at 5 mT capacity) (2) Kralupy nad 
Vitavou (built in 1975 at 3 mT capacity), (3) Pardubice (1 mT 
capacity). The first two are operated by Ceska Rafinerska 
(CRC), established in 1995 and 51% owned by Unipetrol (a 
Czech petrochemical company currently under investigation for 
corruption during its privatization and whose majority 
shareholder (64%) is the Polish company PKN Orlen) and 49% by 
three major foreign investors ConocoPhillips, Agip and Shell 
(each with 16.33%). The third refinery in Pardubice is 

operated by Paramo, which is 74% owned by Unipetrol, with the 
remaining 26% owned by minority shareholders. The four oil 
companies that own the two Czech refineries (Unipetrol, 
ConocoPhillips, Shell, and Agip) each buy crude oil on the 

spot market. 


8. (C) OIL STORAGE CAPACITY: As mandated by the EU, the Czech 
Republic keeps a 90-day emergency oil supply equal to about 2 
mT. MERO, which is responsible for the crude oil reserves, 
operates a tank farm in Nelahozeves, where there are 14 tanks 

in operation, including the four biggest tanks in continental 

Europe with 125 cubic meters each. Two additional tanks are 
currently under construction to cope with increasing domestic 
consumption and are expected to be completed in 2008. CEPRO, 
a state-owned company handling the sale and transport of oil 
products, has the contract for reserves of refined oil. 

CEPRO has long been a target of corruption allegations, and 
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some industry observers have suggested that CEPRO has 
speculated with its portion of the state reserves. The State 
Material Reserves Administration, which reports to the 
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Ministry of Industry and Trade, is responsible for monitoring 
the oil market and the emergency oil reserves, but the 
state-owned companies MERO and CEPRO actually hold the 
reserves of both crude and refined oil. 


-- HOW RUSSIAN INFLUENCE CAN INCREASE -- 


9. (C) DIRECT PRESSURE FROM RUSSIA: According to MERO, even 
though the four private oil companies purchase crude oil 

directly on the spot market, there is an ambiguous Memorandum 
of Agreement between the Government of the Czech Republic and 
the Government of Russia regarding oil supplies dating from 

1994. In September, the GOR proposed two new MOUs -- one on 
crude oil transit and the other on increased gas deliveries 

-- both of which the GOCR rejected in mid-October. The MFA 
opposed the MOUs because it would mean the reversal of the 

IKL pipeline (see para 10) and because gas transit is already 
occurring without any GOCR involvement. When asked about the 
significance of these proposed MOUs given existing commercial 
contracts for both oil and gas, MFA Security Policy 

Department Director Veronika Kuchynova-Smiglova surmised that 
Russia is looking for increased leverage in the Czech 

Republic, and if anything went wrong with commercial 

contracts, the Russian government can try to involve the 

Czech government. 


10. (C) IKL REVERSAL: One key issue is the role of the 
Ingolstadt (IKL) oil pipeline, which the Czech Republic built 

in 1995 precisely to enhance the country\'s energy security. 

For some time, the Russians have been proposing reversing the 
flow of the IKL pipeline so that instead of transporting oil 

for domestic consumption, it can serve as a transit pipeline 
transporting Russian oil for German consumption. While 
staunch opponents such as the MFA argue this would be 
strategically stupid move from the energy security 

perspective, those supporting it do so based on commercial 
interests (i.e., transit fee prospects) and comfort with 

doing business with the Russians (i.e., the Ministry of 

Industry and Trade. The MFA argues that if the GOCR wants to 
become a transit country, it should build a pipeline parallel 

to IKL and not reverse IKL. 


11. (C) According to Czech oil company MERO Operations 
Manager Smolik, it would take about three years to reverse 
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the direction of flow of the IKL pipeline. He explained that 
necessary technical preparations alone would take 1.5 years, 
but there was also time required for Germany and Russia at 
the two ends of the pipeline to sign a letter of intent, 

followed by one year of \"necessary observation.\" Smolik told 
econoff that in anticipation of possible future reversal of 

the IKL pipeline, all planned infrastructure upgrades include 
reverse technology. For example, the pumping station at 
Benesovice to be completed in 2007 will have reverse pumping 
capacity and the new pipeline control system to be completed 
in March 2008 will have a reverse operation system. Smolik 
confirmed that the Ministry of Industry and Trade had 
previously asked MERO to look into the possibility of IKL 
reversal and that there had been particularly strong interest 

in this possibility between 1999-2003 when Czech consumption 
was relatively low with significant excess capacity. MERO 
was keen on business possibilities then, but Smolik admitted 
that these days, IKL reversal was no longer a priority for 
MERO, which has several current projects dealing with the 
increase in domestic oil consumption. 


12. (C) CONOCOPHILLIPS SELLING TO LUKOIL?: On September 27, 
the press (including Dow Jones Business News) reported that 
Russian company Lukoil was considering a buyout of 
ConocoPhillips 16.3% stake in the Czech refinery Ceska 
Rafinerska (CRC), and that Czech petrochemical company 
Unipetrol (current majority owner of CRC) is also interested. 
(NOTE: ConocoPhillips owns 19.5% of Lukoil. END NOTE) 
ConocoPhillips Managing Director for Central and Eastern 
Europe Greg Hart (please protect) told econoff October 17 

that the information was likely a leak from Lukoil and that 

he would know better by end-November what the likely outcome 
will be on whether ConocoPhillips will sell its share and to 
whom. He also informed that existing CRC shareholders 
(Unipetrol, Shell, Agip) have the pre-emptive right to match 

or beat whatever offer is made by an outside bidder. When 
asked why ConocoPhillips was considering selling its shares 

in CRC, Hart pointed to the \"lukewarm relationship\" with 
Unipetrol, whose majority shareholder is Polish company PKN 
Orlen, and with whom ConocoPhillips recently settled out of 
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court for charges that PKN Orlen reneged on its agreement to 
include ConocoPhillips in its bid for majority stakes in the 
privatization of Unipetrol. In addition to difficulties with 
Unipetrol, Hart cited increasing business costs (e.g. real 
estate and wages) and inefficiencies in existing refining 
infrastructure as reasons for possible departure from the 
Czech market. 
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13. (C) RUSSIAN NUCLEAR FUEL: On March 17, 2006, the Russian 
corporation TVEL won the majority-state-owned electricity 
company CEZ\'s international tender for fuel deliveries for 
the Czech Republic\'s nuclear power plant Temelin, effective 
2010. Westinghouse Electric (which belongs to British 
Nuclear Fuels) is currently supplying Temelin. TVEL already 
supplies the other nuclear plant at Dukovany and will, 
therefore, have a lock on supplies for all Czech nuclear 
production. Another Russian footprint in the nuclear energy 
field is the Russian firm OMZ\'s ownership of Skoda Nuclear 
Engineering. 


-- CZECH ENERGY SECURITY POLICY ON PAPER -- 


14. (C) The MFA\'s Security Policy Department is in the 
process of drafting an interagency paper on energy security 

for the State Security Council (BRS). Due to the on-going 
political stalemate, the BRS met in mid-October for the first 
time since May. The energy security paper is due by 
end-November and the MFA hopes it will be approved by January 
2007. The paper specifically identifies \"Russian energy 
imperialism\" as a key factor threatening Czech energy 
security. It outlines measure the GOCR can take to enhance 
its energy security, including: (1) diversification of 

nuclear fuel sources; (2) finding a way to have emergency gas 
reserves; (3) a recommendation against fast privatization of 
majority stake in electricity company CEZ; (4) supporting 

partial European continental infrastructure projects for 
interconnecting oil and gas pipeline networks to increase 

their transportation capacities; (5) a recommendation against 
reversing the IKL pipeline \"under any circumstances.\" The 
paper also recommends the creation of a Foreign Security 
Policy Coordination Committee Energy Security Working Group 
for the purpose of information gathering, increasing 

awareness of the connection between energy and security, and 
preventing decisions at lower bureaucratic levels that are 
unaware of political and security connections and impacts. 


15. (C) The MFA has also created the position of 
Ambassador-at-Large for Energy Security, recently filled by 
Eastern European expert and former student dissident Vaclav 
Bartuska. Bartuska informed econoff October 27 that the 
energy security paper will also contain a list of key energy 
security risks. The risks are broken down by short, medium 
and long-term vulnerabilities. Short-term risks include: (1) 
the possibility (but not seen as likely) that Russia will cut 

off its gas or oil supplies to the Czech Republic; (2) the 
probability that RWE Transgas will sell its gas reserves to 
the highest bidder and leave the Czech cold in the event of 
an emergency. The primary medium-term risk has to do with 
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pipeline infrastructure maintenance along the Druzba II and 
the possibility of technical failure in Russia or anywhere 

along the pipeline. In the long-term, the great concern is 

that Russia is over-extending itself in terms of the number 

of contracts it has signed versus proven reserves. Given 

this outline, the GOCR will have to decide whether and how to 
address the short-term issue of emergency gas reserves, and 
work with both the EU and the U.S. to approach Russia with 
dealing with the medium-term pipeline infrastructure issue 
and the long-term contractual commitments issue. Bartuska 
remarked that no matter who is in government, the GOCR has 
little choice in what it needs to do to address its energy 
security vulnerabilities, particularly in the short-term. 
GRABER 
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Classified By: Economic Minister Counselor Tom Delare for reasons 1.4 b 
and d. 


1. (S/NF) In October 26 meetings with Government of Italy 
(GOI) officials and bankers, Treasury Under Secretary for 
Terrorism and Financial Intelligence Stuart Levey pressed the 
GOI to ensure that its financial system was performing due 
diligence to prevent Iranian front companies engaged in WMD 
proliferation from operating in Italy; to secure GOI views on 
possible UN sanctions against Iran; and ascertain whether the 
GOI would assist in classifying Hizballah as a terrorist 
organization at the EU. On proliferation finance, GOI 

officials cited internal GOI coordination problems and would 
not share a Bank of Italy investigation into possible WMD 
proliferation support by Iranian Bank Sepah\'s Rome Branch. As 
for UN sanctions against Iran, the GOI will probably hesitate 
to cooperate fully with the United States until there is an 

EU or UN legal framework in place. Such sanctions would have 
a negative impact on the Italian economy and also be 

difficult to enforce on the private sector without legal 

cover. In the meantime, GOI officials promised continued 
cooperation with the USG on preventing Iranian WMD 
proliferation and action, if evidence of such activity was 

found in the Italian financial system. On Hizballah, a 

senior official stated that classifying the group as a 

terrorist organization was not in Italy\'s interest because of 
Italian troops in Lebanon. End summary. 


2. (C) U/S Levey met first with MFA\'s Political Director 
Giulio Terzi; Director of the Office for Disarmament and 
Non-proliferation Filippo Formica; Director of the Office for 

G8 and Global Issues Giampaolo Cantini; and Vice Director of 
the Office of Multilateral Economic and Financial Cooperation 
Claudio Spinedi. 


3. (S/NF) Terzi began the meeting \"frankly\" by voicing a 
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strong complaint over the fact that the GOI had just received 
a draft copy of prospective Iranian sanctions from a 
non-member of the UNSC. Terzi noted that this put the GOI in 
a difficult position, given that the Council \"is already in 

end game,\" and Italy is \"in the dark.\" He asked that Italy 

be included, given its prospective place on the Council. 

Terzi argued that any forthcoming sanctions package, given 
Italy\'s economic position in Iran, would likely be much more 
palatable to the public, if it were to know that Italy had 

been consulted. Additionally, any expectation of \"rapid 
action\" was cautioned against, with the Italians flagging the 
need for EU consensus on decisions that might go beyond 
earlier UN resolutions. (Comment: Potentially more 
problematic for our position was the view of Terzi\'s economic 
staff, who warned against trying to unwind past bank 
contracts -- presumably even on activities extending into the 
present -- without a specific legal framework for \"breaking a 
legal contract.\" End comment.) 


4. (S) Formica stated that the GOI believes the G7 should 
play an important role in moving the international financial 
community forward to implement UN sanctions against Iran and 
prevent Iranian WMD proliferation. Spinedi added that the 

GOI needed to move cautiously to obtain Italian banks\' 
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cooperation. Terzi added, \"We need to put proliferation on 
the same level as terrorism finance and money laundering.\" 
Terzi suggested that a \"general UN resolution on 
proliferation\" would enable the GOI to cooperate better with 
the United States. 


5. (S/NF) U/S Levey passed to Terzi materials documenting 
Iranian Bank Sepah\'s Rome branch\'s involvement with North 
Korea and Iranian weapons proliferators and underscored USG 
concern about Iran using its banks for proliferation. \"This 

is an opportunity for Italy to act,\" U/S Levey emphasized. 
Cantini made reference to the Bank of Italy\'s investigation 

into Bank Sepah\'s activities in Italy, but offered no details. 


6. (S/NF) U/S Levey explained that Bank Sadarat funded not 
only Hizballah, but terrorist organizations, such as Hamas 
and Islamic Jihad. U/S Levey presented Terzi with additional 
materials regarding Bank Sadarat\'s involvement with WMD 
proliferators. Terzi stated that the GOI would work to move 
the EU forward on action against Bank Sadarat. \"We are 
politically engaged in blocking and tracking proliferation 
activities,\" Terzi concluded, \"but within existing law. The 
Government of Italy is a plus, not a minus, in your efforts 
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against Iran.\" 


7. (S/NF) During U/S Levey\'s meeting with Giovanni Carosio, 
Head of Banking Supervision at the Bank of Italy (Bol), 
Carosio provided a guarded, formal, and very procedural 
explanation of the Central Bank,s review of Iran,s Bank 

Sepah branch in Rome. Carosio acknowledged that as a result 
of information U/S Levey provided to Finance Ministry 

Director General Vittorio Grilli on June 21 (ref B), the Bol 
undertook a review of Bank Sepah. Declining to discuss the 
substance, Carosio indicated that the review was finished and 
had been submitted to the inter-ministerial Financial 

Security Committee (FSC). Carosio stated the Bol was still 
deciding whether to transmit information from the Bank Sepah 
review to judicial authorities. 


8. (S/NF) Enrico Micheli, Under Secretary at the Presidency 
of the Council of Ministers at Palazzo Chigi and President 
Napolitano\'s special advisor on security and intelligence 
matters, asked that the USG understand Italy\'s \"important 
commercial relationship\" with Iran. WWe know the Iranians,\" 
Micheli said. \"They won\'t fool us easily.\" U/S Levey 

replied that the lranians had, indeed, fooled the 

international community in developing a nuclear program and 
asked what the GOI had done to monitor Iranian proliferation 
activity. \"We\'re distancing ourselves from North Korea and 
Iran, because of their actions,\" Micheli replied, without 
offering details. He also mentioned that Italy is monitoring 

all financial flows and has stopped some instances of what he 
called &dangerous trade.8 


9. (S/NF) U/S Levey asked Micheli for the GOI's assistance 
in classifying Hizballah as a terrorist organization at the 

EU. Micheli replied that the GOI did not want to \"openly 
interfere\" on the question of Hizballah\'s status and actively 
press to recognize Hizballah as a terrorist organization, 
because doing so could endanger Italian troops in Lebanon. 
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10. (C) The DCM hosted lunch for U/S Levey at her 
residence, with the following members of the Italian banking 
community: Federico Cornelli, Director of Market Risk for 
CONSOB (Italy\'s equivalent to the Securities and Exchange 
Commission); Dr. Antonello Biagioli, Vice Director at the 

Ufficio Italiano dei Cambi (UIC); Ambassador Ferdinando 
Salleo, Deputy Chairman of Mediocredito Centrale; and Antonio 
Conti, Middle East Account Manager at Banca Nazionale del 
Lavoro (part of BNP Paribas). 


11. (S/NF) Conti spoke at length about what the Italian 
banking community has witnessed in Iran under Anmadinejad\'s 
rule. \"Iranian importers are hurting,\" Conti stated and 

noted that the cost of doing business had increased 
considerably since Ahmadinejad came to power. \"Right now, 
the business community in Iran is weak -- it was stronger 

under Rafsanjani,\" Conti added. \"It\'s too soon to tell what 
kind of pressure traders and importers can put on Ahmadinejad 
and the clerics.\" 


12. (S/NF) Amb. Salleo noted that without export credit 
insurance provided by entities such as SACE (Italy\'s 
Export-Import Bank), \"no producer would dare sell anything to 
Iran" Conti added that while SACE was trying to reduce its 
exposure to the Iranian market -- which Conti reported at 30 
percent overall SACE exposure (ref A describes SACE exposure 
in detail) -- SACE was having difficulties finding other 
business that guaranteed similar profits as its Iran 

portfolio. Moreover, Conti claimed, increased risk and 
scrutiny of Iranian business activity by European banks had 
led many to halt all business with Iran. 


13. (S/NF) Ministry of Finance DG for Financial Crimes 
Giuseppe Maresca apologized to U/S Levey for not being able 
to share the Bank of Italy report on Bank Sepah, due to \"a 
problem of coordination.\" Maresca claimed that he had \"heard\" 
from the Bol that Bank Sepah was active with proliferators, 

but had no further details. 


14. (S/NF) Maresca attempted to reassure U/S Levey that if 
\"it was clear\" that an Italian bank was involved with an 
Iranian front company illegally on WMD procurement efforts, 
the MOF would engage law enforcement. However, Maresca 
added, an \"internationally approved UN list\" of Iranian front 
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companies would allow the GOI to act more quickly. Maresca 
explained that the MOF was concerned that, if it approached 
Italian banks without precise guidance on what is considered 
\"dangerous business\" with Iran, Italian banks might 
misinterpret and not act on the MOF message. Thus, Maresca 
repeated, a UN list was needed to help the MOF in its push 
with Italian banks. 


15. (S/NF) U/S Levey replied that, even with a UN-approved 
list, Iranian front companies would simply change their names 
and work under new ones. Therefore, asking Italian banks to 
exercise due diligence was simply good business practice. 


16. (S/NF) During his discussion with Deputy Interior 

Minister Marco Minniti, U/S Levey conveyed U.S. concerns 
about Milan-based radical cleric Abu Imad and his mosque and 
solicited GOI views on the case. Minniti replied by 
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discussing MOI efforts to engage all Islamic groups in Italy 

in a dialogue under the MOI public (and controversial) 
\"Consulta Islamica\" program -- including radical groups that 
might advocate a violent agenda. Minniti explained, \"We need 
to keep radical groups even closer to us than the weaker, 
more moderate groups. Like a boxer, we believe the farther 
you are from your opponent, the easier it is for him to hit 

you.\" 


17. (S/NF) U/S Levey suggested that the GOI make an example 
of those who advocate violent jihad in Italy. Minniti 

replied that MOI had seen no evidence of \"extreme\" preaching 
and concluded that, given the \"excellent\" cooperation among 
Italian law enforcement agencies and the MOI, \"We are 
reasonably certain that this situation with the mosques is 

under control.\" 


18. (S/NF) On proliferation finance, GOI officials tempered 
promises of continued cooperation by their stated inability 
to share the details of a Bank of Italy investigation into 
possible WMD proliferation-related activities of Iranian Bank 
Sepah\'s Rome branch. 
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19. (U) This cable has been cleared by Under Secretary 
Levey. 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PHUM, PREL, XG, UNHRC-1, UNGA, CU, IT 

SUBJECT: ITALY VOTING WITH THE EU ON UN THIRD COMMITTEE, 
CUBA RESOLUTIONS 


REF: A. STATE 183547 
B. STATE 184178 
C. STATE 184156 


Classified By: Acting Political Minister-Counselor Jonathan R. Cohen fo 
r reasons 1.4 (b) and (d). 


1. (C) Summary. Poloff delivered Ref A and B points on the UN 
Third Committee country resolutions, No Action motions, and 
retaliatory resolutions November 8 to MFA Office Director for 
Human Rights Laura Carpini. Poloff also delivered Ref C 
points on the Australian amendment to the Cuba embargo 
resolution. On all points, Carpini responded that Italy 

would vote with the EU. End Summary. 


2. (C) Emphasizing the importance of working together on 
behalf of what would be the most contentious country specific 
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resolutions (Iran, Belarus), Poloff urged Italy to support a 
robust EU lobbying effort. On No Action motions, Carpini 
said the EU position had been not to support them, and Italy 
would follow the EU position. Poloff expressed strong U.S. 
concerns with the retaliatory resolutions brought by Belarus 
and Iran, urging Italy to vote against them and lobby to 
defeat them. Carpini said Italy would vote according to the 
EU position on the resolutions, noting that EU members were 
consulting in New York to develop a common position. She 
believed that the EU would easily decide to vote against the 
resolutions on human rights in the United States and in 
Canada. However, she believed the resolution on secret 
places of detention could be more problematic. Poloff 
pointed out that more thoughtful, balanced resolutions on the 
subject were already on the UNGA agenda. 


3. (C) Poloff requested Italy\'s support for the Australian 
amendment to the Cuba embargo resolution. Carpini responded 
that the EU was working on a common position, which Italy 
would follow. She emphasized that the EU would provide a 
robust Explanation of Vote on the embargo resolution, 

stressing human rights issues. 

SPOGLI 
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E.O. 12958: DECL: 11/08/2016 

TAGS: MARR, MOPS, NATO, PREL, EAID, AF 

SUBJECT: OUR TAKE ON AFGHANISTAN OBJECTIVES AT THE RIGA 
SUMMIT 


REF: A. USNATO 628 
B. USNATO 634 
C. USNATO 576 
D. KABUL 5205 
E. KABUL 5204 
F. KABUL 5025 
G. KABUL 5023 
H. KABUL 5012 


Classified By: Ambassador Ronald E. Neumann; reasons 1.4(b) and (d). 


1. (C) Summary: The upcoming NATO Summit in Riga offers a 
prime opportunity to advance our agenda in Afghanistan with 

our NATO Allies. We believe it essential to continue to 

project a steady, measured message on the need to eliminate 
caveats some nations have imposed on the deployment of their 
troops. Further, the failure of nations to fulfill the 

Combined Joint Statement of Requirements (CUSOR) continues to 
constrain COMISAF\'s options and raises the overall risk level 

for the nations engaged most directly in the fighting in the 

South. The NAC\'s September 27 decision to help equip the ANA 
was a major step forward. he proper integration of security 

and reconstruction efforts will determine whether ISAF is 

able to consolidate the gains of its recent and future 

operations. The NAC\'s October 27 approval of NATO\'s role as 
Secretariat for the Tripartite Commission (ISAF/Afghan 
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military/Pakistan military) is a major step forward in 
engagement with Pakistan. NATO nations with influence in 
Islamabad must continue working to convince Pakistan to take 
action against Pakistan-based Taliban command and control 
nodes and sanctuary. End Summary. 


2. (C) Though we are mindful of the potential for the caveat 
issue to exacerbate tensions between the Allies fighting in 

the South, and those who have affixed themselves to tasks in 
the North, West, and/or Kabul, our talks with COMISAF 
convince us it is essential to continue to project a steady, 
measured message on the need to eliminate caveats some 
nations have imposed on the deployment of their troops. More 
than fulfilling the remaining CJSOR requirements -- important 
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as that is -- eliminating the caveats a number of major 

Allies have imposed on their troops would provide COMISAF 
significant additional operational flexibility for responding 

to unexpected challenges, and for meeting more routine 
demands. Just one small example: COMISAF recently noted to 
local NATO Ambassadors that a number of nations with troops 
in Kabul have caveats that restrict the utility of those 

troops in patrolling areas near the capital from which rocket 
attacks have been launched. This, COMISAF emphasized, 
actually puts those troops stationed in Kabul at greater 

risk, in addition to undermining ISAF\'s ability to support 

the security of the GOA leadership. 


3. (C) More broadly, COMISAF has reiterated here what SACEUR 
has told the NAC in Brussels: caveats on ISAF troops continue 
to channel ISAF operations toward the \"economy of force\" end 
of the spectrum. Over the medium to long-term, this likely 

will suffice to keep the Taliban from re-taking control of 

the country, provided NATO publics sustain their support for 

the mission in the face of the continued losses we should 

expect from the Taliban\'s continued use and refinement of 
asymmetric warfare techniques. However, such an approach 
appears inadequate to empower the GOA to project good 
governance and economic development into the rural areas most 
at risk, particularly in the South. This, after all, will be 

the key to our success in Afghanistan. And the north still 

could cause trouble that would pit the elements with the 
strongest caveats against the troublemakers. 


4. (C) Though the conclusion of Operation Medusa in September 


marked an overall decrease in ISAF\'s operational tempo, the 
failure of nations to fulfill the Combined Joint Statement of 
Requirements (CUSOR) continues to constrain COMISAFYs options 
and raises the overall risk level for the nations engaged 

most directly in the fighting in the South. Poland\'s plans 

to send additional troops in February are certainly welcome, 

but as discussed in mil-mil channels, their impact as a 

potential reserve force will be limited unless other nations 
provide the requisite rotary and fixed-wing assets to ensure 

their mobility. Another as yet only partially fulfilled 

requirement is for NATO Operational Mentor and Liaison Teams 
(OMLTs), which, like their U.S. Embedded Trainer Teams (ETT) 
counterparts, are geared to professionalize the Afghan 

National Army (ANA) and to ensure that their host ANA units 

are able to participate effectively in combined operations 

with ISAF. While realizing many nations are feeling 
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stretched by other commitments, we believe it important to 
maintain a steady chorus on the importance of NATO nations 
meeting this military need that NATO nations themselves have 
mutually identified. 


5. (C) The NAC\'s September 27 decision to help equip the ANA 
was a major step forward. Although a number of Allies 
already have provided equipment donations to the ANA and/or 
Afghan National Police (ANP), the NAC decision provided this 
effort a second wind by making it a high-profile Alliance 
objective. Properly equipping and training the Afghan 

National Security Forces (ANSF: ANA and ANP) with quality 
equipment is fundamentally in line with our long-term goal of 
empowering the GOA to project security with reduced reliance 
on the international community. We should continue to use 

all opportunities to highlight the importance of following up 

on this decision, so manifestly in the interest of all NATO 
nations and partners. Moreover, in the immediate future, we 
should look for ways to expand NATO nations\' support for 
equipping and training the ANP, a critical and thus far 
under-developed element of Afghan national security. 
Currently there is a substantial requirement for mentors 

within the ANP. The orchestration of a concept silmilar to 

the OMLT program should be broached with NATO - preferably 
with the Germans leading the effort in brussels if they are 
willing to substainitally increase their own role - to 

facilitate mentoring at the regional, provincial, and 

district levels. Participation in this concept should not be 
limited to military police but also encompass the totality of 

the civilian police expertise that is resonant within the 
countries belonging to NATO. An increase in police mentors 
is required to continue to build the ANP into a viable force 

that is capable of enforcing the rule of law throughout the 
nation. 


6. (C) It is clear that the insurgency is more and more tied 

to the festering problem of Taliban sanctuary in Pakistan. 
Although it is not the sole determinant of campaign success, 
failure to redress the Pakistan-based Taliban threat will 
lengthen the struggle and significantly increase the 
expenditure of U.S., NATO, and Afghan blood and treasure on 
the overall effort here. We note the NAC\'s October 27 
approval of NATO\'s assumption of Tripartite Secretariat 
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responsibilities, which can be expected to nurture the 

overall relationship and foster better unity of effort 

between NATO, the Pakistani Army, and the ANA, especially 
regarding activities focused on security of the border 

region. However, the issue of Pakistani action on their side 

of the border is larger than simple operational mil-to-mil 

border arrangements, and has broader strategic implications. 
We feel the Government of Pakistan has the necessary capacity 
to act yet has been unwilling to make the strategic-level 

decision to actively combat the Taliban and AQAM command and 
control. Though NATO\'s ability to influence politically the 


Government of Pakistan is limited, the U.S. and other NATO 
Allies with influence in Islamabad should strive to reach 
consensus on this issue and to pursue a coherent engagement 
policy aimed at convincing Pakistan to act decisively to 
eliminate the sanctuary. The nascent NATO Ambassadors\' 
informal group in Islamabad could provide a means of informal 
coordination. 


7. (C) The proper integration of security and reconstruction 
efforts, and an increase in development funds, will determine 
whether ISAF is able to consolidate the gains of its recent 
and future operations. COMISAF and a number of Allies are 
keenly aware of the ISAF deficit that still remains in this 
area, and have been thinking creatively about how to fill 
some of the gaps -- for example, considering the creation of 
a CERP-like fund for ISAF commanders engaged in clearing and 
stabilization operations. More Allied funding for 
reconstruction would be very welcome, in both strategic 
infrastructure and PRT-led smaller projects. COMISAF has 
also relayed to us his thoughts on whether there needs to be 
a more direct dedication of ISAF maneuver units to force 
protection tasks associated with reconstruction and 
development assistance. For the most part, PRT commanders, 
particularly in the South, often are stretched too thinly to 
provide adequate security for civilian counterparts 

attempting to establish and monitor reconstruction projects 
in rural areas. Doing this well will be important to ISAF\'s 
long-term success, as well as to generating near-term good 
news stories that will help us to keep NATO and partner 
publics in the fight. Continued emphasis on contributing 
nations\' financial resources toward development projects is 
also in order. 

NEUMANN 
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STATE FOR NEA/FO, NEA/I, EUR/RUS 
TREASURY BAKER/GAERTNER 
NSC FOR TRACY MCKIBBEN 


E.O. 12958: N/A 
TAGS: ECON, EFIN, IZ, RS 
SUBJECT: RUSSIA ON DEBT RELIEF FOR IRAQ 


REF: STATE 181094 


(SBU) Emboffs raised reftel points with Deputy Finance 
Minister Sergey Storchak and Special Envoy to Iraq Sergey 
Kirpichenko. Storchak reported that Russia\'s bilateral 
agreement with Iraq was close to completion but offered no 
details regarding what issues remained pending. Kirpichenko 
told Econoff he expected the agreement to be signed soon but 
was not familiar with the technical aspects of the 

discussions. Storchak and Kirpichenko expressed confidence 
that the matter would be resolved before the planned signing 
of the International Compact for Iraq in mid-December. 
BURNS 
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SENSITIVE 
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NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/STEINGER; PRM FOR PDAS GREENE AND 
PRM/ANE; NSC FOR ABRAMS/DORAN/WATERS; TREASURY FOR 
SZUBIN/LOEFFLER/NUGENT/HIRSON; BRUSSELS FOR LERNER; PLEASE 
PASS TO USAID FOR KUNDER/MCCLOUD/BORODIN 


E.O. 12958: N/A 
TAGS: EAID, ECON, EFIN, KPAL, KWBG, PGOV, QM 
SUBJECT: PALESTINIAN EMIGRATION ON THE RISE 


1. (SBU) THE PALESTINIAN DIASPORA AND REFUGEE CENTER (SHAML) 
ANNOUNCED AT AN OCTOBER 31 PRESS CONFERENCE THAT THE 
POLITICAL AND ECONOMIC SITUATION IN THE WEST BANK AND GAZA IS 
CONTRIBUTING TO A MARKED INCREASE IN PALESTINIAN EMIGRATION. 
ACCORDING TO SHAML, FOREIGN DIPLOMATIC MISSIONS HAVE APPROVED 
10,000 IMMIGRATION APPLICATIONS SINCE JUNE 2006 AND AN 

ADDITIONAL 45,000 IMMIGRATION APPLICATIONS ARE UNDER 
CONSIDERATION. 


2. (SBU) PA DEPUTY MINISTER OF FOREIGN AFFAIRS AHMED SOBOH, 
SPEAKING AT THE SAME PRESS CONFERENCE IN RAMALLAH, COMPLAINED 
THAT NO ONE IS CONCENTRATING ON THE EXODUS OF PALESTINIANS, 
PARTICULARLY THE DEPARTURE OF PROFESSIONALS, INVESTORS AND 
BUSINESSMEN. SOBOH SAID THAT NON-PAYMENT OF SALARIES IS ALSO 
PROMPTING PA EMPLOYEES TO LEAVE. HE ASSERTED THAT THERE HAS 
BEEN AN INCREASE IN THE NUMBER OF PALESTINIANS WITH 

UNIVERSITY DEGREES DEPARTING TO PURSUE CAREERS IN MORE STABLE 
COUNTRIES. SOBOH ADDED THAT ISRAEL\'S PRACTICE OF DENYING 
RE-ENTRY TO MANY PALESTINIANS WHO CARRY FOREIGN PASSPORTS IS 
ALSO DISCOURAGING PALESTINIANS WHO HAD RETURNED IN THE PAST 
DECADE FROM STAYING. HE STATED THAT BETWEEN 1994-2000 ABOUT 
235,000 PALESTINIANS RETURNED TO THE WEST BANK AND GAZA, BUT 
SUGGESTED THAT THE TREND IS NOW IN THE OPPOSITE DIRECTION. 


3. (SBU) A BIRZEIT UNIVERSITY POLL PUBLISHED IN SEPTEMBER 

2006 CONCLUDED THAT 32 PERCENT OF PALESTINIANS WISH TO 
EMIGRATE. AMONG PALESTINIANS IN THEIR 20S AND 305, THE 
PERCENTAGE INTERESTED IN RELOCATING ROSE TO 44 PERCENT; AMONG 
YOUNG MEN 50 PERCENT. 
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E.O. 12958: N/A 
TAGS: EAGR, ETRD, EU, FR 
SUBJECT: U.S. Organics Program Presented to French Audiences 


1. Summary: On October 26, Katherine DiMatteo, representing the 
U.S. Organic Trade Association (OTA), met with two French 
agricultural journalists and participated in a round table with 20 
people from the French organic industry and regulatory services. In 
these events, organized by FAS and PAO, the main issues discussed 


Column 3 

were organic and biotech coexistence, issues hindering a U.S./EU 
organics equivalency agreement, trends in organic supply and demand, 
and perspectives on U.S.-French organics trade. End Summary. 


Organic and Biotech Coexistence 


2. In France, coexistence is a highly sensitive topic that has yet 

to be legally defined. The organic industry is vehemently opposed 
to biotech production, believing that large-scale production of 
biotech crops would make it impossible to grow organic crops, and GM 
contamination would not allow organic production to be free of 
biotech. As both organic and biotech production (the EU\'s 0.9 
percent tolerance level not withstanding) are thriving in the United 
States, the French were eager to know how coexistence issues are 
handled in the U.S. French journalists questioned (given the large 
scale of biotech production) whether organic corn could still be 
available in the U.S. 


3. Katherine DiMatteo explained that organic and biotech are simply 
two different production systems, and that U.S. organic production 
does not include biotech. If an organic crop is exposed to 
adventitious biotech presence but the producer has followed the 
National Organics Program\'s (NOP) protocols in good faith, his crop 
is no less organic. DiMatteo explained that growing organic corn is 
possible in the United States, coexisting with GM or conventional 
corn, due to barrier zones around both organic and biotech fields, 
coordination of different pollination periods, and separate storage 
and transportation facilities. 


Supply and Demand Inadequacy 


4. Neither the journalists nor the round table participants seemed 
convinced that the measures taken in the U.S. to guarantee such 
coexistence adequately protected the organic crop from an 
adventitious biotech presence. 


5. DiMatteo described the scope of the U.S. organics sector and 
explained there is currently a shortage of organic products in the 
United States, with demand significantly higher than supply in feed 
grains and dairy. Representatives of the French Federation of 
Organic Growers (FNAB), a French company producing organic fruits 
and vegetables (Pro Natura), and the Chambers of Agriculture (APCA) 
said that such a gap between organic supply and demand also exists 
in France. They expressed lack of trust in the quality of Chinese 
organic products that France and the United States need to import to 
meet domestic demand. On the other hand, a representative of the 
French certification company ECOCERT stated that certifying 
organizations present in China are regularly audited and observed. 
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Differences in U.S. and EU Organic Standards 


6. An organic specialist from the French Ministry of Agriculture 
(MinAg) said that U.S. exports of organic products to France do not 
compete directly with organic products grown in France. According 
to the MinAg, during the past three years, the United States has 
exported organic products to France such as dates, dried fruits, 
rice, Orange juice, popcorn, and almonds. 


7. The French MinAg listed the points about which equivalency could 
not be established, to date, between the United States and the 
European Union, on organic standards. According to the MinAg 
official, these include: the different approaches towards biotech; 
the chemicals permitted in crop protection; the fact that small U.S. 
producers are not audited; the fact that U.S. organic meat comes 
from animals fed with 100 percent organic feed stuffs, while in the 
EU, the feed doesn\'t have to be 100 percent organic; different 
approaches towards antibiotics, which are not allowed under U.S. 
organic standards unless there is no other means possible to treat 
an ill animal but are allowed in more circumstances under EU 
standards. 


8. Comment: Discussions on respective market structures as well as 
concerns about increasing imports from emerging countries as demand 
outpaces domestic organic production capacity highlighted the common 
ground between the U.S. and the EU on organics. End Comment. 
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E.O. 12958: DECL: 11/9/2016 
TAGS: PGOV, PREL, PHUM, KDEM, TI 
SUBJECT: TAJIK ELECTION NUMBERS SHOW SURPRISING REGIONAL DIFFERENCES 


CLASSIFIED BY: Tracey Jacobson, Ambassador, U.S. Embassy 
Dushanbe, STATE. 
REASON: 1.4 (b), (d) 


1. (SBU) SUMMARY: Rahmonow\'s re-election to a third term 
November 6 indicates his genuine popularity among Tajiks and 
reflects the people\'s recognition that Rahmonov\'s years as 
president have coincided with a period of relative stability in 

the country. Many in fact were surprised Rahmonov did not win 
by an even larger majority and some are already speculating that 
the government ordered the official figures to be decreased. 
Voting tallies in various regions show surprising variations. 
Regions that previously did not support Rahmonov turned out in 
force to re-elect him. END SUMMARY. 


2. (U) During election day November 6, one resident in Garm 
emphatically noted to EmbOff a sentiment shared by many in 
Tajikistan, \"This is a vote for peace, not for Rahmonov.\" The 
people of Tajikistan, with vivid civil war memories, greatly 
cherish stability and security, which they associate with 
Rahmonow\'s term in office. Some voters noted that even if a 
legitimate opposition candidate ran, they would still vote for 
Rahmonov for stability\s sake. The Party of Economic Reforms 
picked up the second greatest number of votes with 6.2 percent, 
although far behind Rahmonov. The party\'s showing signals the 
Tajik people\'s second priority - the need for economic reform. 
In the ninth-poorest country in the world, where high 
unemployment forces hundred of thousands abroad for work, 
economic development is a priority for the people. Rahmonov 
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also made economic growth a campaign promise. 


REVISING THE NUMBERS- DOWN? 


3. (C) Based on EmbOff observers\' sampling throughout 
Tajikistan, Rahmonov\'s popularity at various polling stations 
extended well beyond the 79.3 percent the Central Commission on 
Elections and Referenda announced he won. At some stations he 
won nearly 100% of the vote. Speculation is already rampant 
among international observers and analysts that Ranmonov\'s lower 
than expected 79.3 percent was falsified downward. After facing 
strong allegations from international organization for fixing 

his unbelievable 96 percent win in 1999, and encouraged to hold 

a free and fair election this time around, the administration 

may have been concerned about assuaging international observers\' 
concerns. The MFA\'s Ismatulo Nasredinov, Head of the Department 
of European and American States remarked to Pol/Econ Chief that 
the winning total was incredibly low, compared to other years. 

YI cannot believe so many people support other candidates!\" he 
marveled. The 79.6 percent showing was close to the 80 percent 
predicted in some pre-election opinion polls. 


4. (C) Tajikistan\'s election law required each candidate to 
obtain signatures from at least five percent of registered 

voters in order to secure his nomination. Since Rahmonov faced 
four challengers, they nominally would have collected nominating 
signatures from 20 percent of the voters. If Rahmonov had won 
more than 80 percent of the vote, it would have looked 
suspicious and implied the signatures collected were falsified. 
Opposition political parties and observers have alleged that 

this is indeed the case. Iskandarov\'s Democratic Party of 
Tajikistan\'s deputy chairman showed PolOff signatures that were 
intended for the Democratic Party\'s rival Vatan faction. The 
misaddressed envelope included pages of voters\' signatures 
supporting a presidential candidate, but no candidate\'s name or 
party affiliation appeared on any of the pages. They simply 

were pre-signed petitions, ready for any candidate. 
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SURPRISING REGIONAL DIFFERENCES 


5. (SBU) Rahmonov\'s popularity reaches throughout the country. 
Initial results from the regions showed surprising differences 

that may indicate a change in attitude towards the present 
administration. According to official statistics voter turnout 

was highest in Gorno-Badakshan, reaching over 95 percent; 88 
percent of voters there supported Rahmonov, the highest in the 
country. Remote Gorno-Badakshan is home to the Pamiri ethnic 
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group, an strong component of the opposition during the civil 
war. With high unemployment, and a strong separate Pamiri 
identity distinct from Tajiks, conventional wisdom would have 
predicted that Pamiris would vote otherwise. High government 
subsidies to the region could explain its allegiance to the 
central government. 


6. (SBU) The number of supporters for Rahmonov in the northern 
Sughd region (79.4) was higher than in the Rahmonov\'s native 
southern region of Khatlon (77.6). Embassy sources say Central 
Commission for Elections and Referenda officials in Sughd 
revealed they received instructions to lower the numbers, 
inferring that even more people had in fact voted for Rahmonov. 
Given the region\'s history, the high level of support for 
Rahmonov reflected in official numbers is surprising. The Sughd 
region includes the populous Ferghana Valley and has seen 
comparably high levels of extremist and terrorist violence. 

Many Hizb ut-Tahrir and Islamic Movement of Uzbekistan arrests 
occur in Sughd. Islam is more closely revered in Sughd than the 
rest of the country. Sughd\'s high support for Rahmonov bucked 
the region\'s past rivalry with southern Tajikistan. Prior to 
Rahmonov, Tajik leaders typically hailed from the north where 
Khujand (formerly Leninabad) was the former seat of real power. 
There is resentment among northerners towards the southern 
clans that have usurped that power. Sughd region locals also 
see themselves as the intellectuals of the country, whereas they 
often consider southerners simple country bumpkins. (Note: For 
example, northerners sometimes point out derisively that 
Rahmonov was the head of a cotton farm collective before 
becoming president and has nine children.) With Sughd\'s 
relatively higher level of economic development, Sughd officials 
often view themselves as more entrepreneurial than the rest of 
the nation and complain that Dushanbe and the south enjoy more 
funds and economic assistance than the north. (Note: During the 
Soviet period, investment trends were the opposite.) 


7. (SBU) In Khatlon, Tajikistan\'s southern region bordering 
Afghanistan where the president\'s hometown of Danghara is 
located, the president\'s popularity totaled only 77.6 percent, 

the lowest of all the districts. EmbOffs visited some polling 

stations where Communist Party candidate Talbakov appeared to be 
more popular than Rahmonov. In one town outside of Moskovsky, a 
cotton farmer told EmbOff that the majority of farmers on his 

cotton farm would vote for the Communist Party. This reflected 

the economic woes many Tajik cotton farmers face. During the 
Soviet times with government subsidies, farmers were better off 
financially than they are now. Now, saddled with debt, they 

face a dilapidated infrastructure and a bleak economic future as 
cotton farms fail to fulfill production quotas year after year. 

Embassy sources say that although the south appears to be a 
presidential stronghold on paper, in actual fact, it may not be. 
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8. (U) Campaigning for Rahmonov was heavy in Kulob with 
campaign \"agitators\" going door to door to encourage voters to 
come out and cast their ballot for the incumbent president. 
EmbOffs also saw a group of 20-30 women parading down the 
streets with tambourines, singing and dancing, proud to vote for 
Rahmonov and proud to be able to vote at all. 


9. (U) The consistent mood across many regions was generally 
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festive and cheerful. The Tajik people were proud to exercise 
their democratic right to vote. Many were \"so happy to vote, 
they voted two and three times,\" relayed Embassy local staff. 


10. (SBU) COMMENT: Whether or not Rahmonov\'s administration 
rigged the votes downward, the numbers still show his popularity 
across the board. Voters\' high turnout and heartfelt enthusiasm 

are a promising sign that democracy is indeed appreciated and 
welcomed in Tajikistan, even when the election is more theater 

than competition. END COMMENT. 

JACOBSON 
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1. (C) Mohamed al-Rumaihy, Assistant to the Minister for 
Follow-Up Affairs at the Qatari MFA and Qatar\'s chief 
organizer for the Sixth International Conference for New or 
Restored Democracies (ICNRD - see reftel), asked Ambassador 
November 8 for USG assistance in raising funds for Paraguay 
to host the Seventh ICNRD. He said Qatar urgently wanted to 
avert a bid by Venezuela later this year to take over ICNRD 
when Qatar\'s term ends in three years. Paraguay is the 
appropriate Latin American candidate, he said, and Qatar 
would try to speed the process and get a decision in December 
2006. 


2. (C) Rumaihy said that Paraguay, a poor country, must show 
that it can obtain necessary funding to host the conference, 
including building or renovating appropriate facilities. He 

said the country will need USD 3-5 million to host the next 
conference. Qatar would contribute USD 100,000 and he asked 
that the USG contribute through USAID to infrastructure 
projects related to the conference and encourage companies 
like Ford to make in-kind contributions. Al-Rumaihy asked 

the Ambassador to pass his request to Washington and seek a 
response within two weeks. 


3. (C) Rumaihy also said he appreciated the Ambassador\'s 
statement (passed separately to IO) issued after the 
conclusion of ICNRD and printed in several local newspapers. 
(The statement expressed appreciation for Qatar\'s commitment 
to democratization as host of the ICNRD but noted our 
reservations about inclusion of a number of non-democracies 
in the organization and about language critical of Israel in 

the final declaration.) Rumaihy said that Qatar did not 

support some of the Palestinian delegation\'s harsher proposed 
language but that it was necessary to compromise in the 
drafting committee. 


4. (C) COMMENT: Qatar is concerned that if action is not 
taken quickly to nail down Paraguay as the next host, 
Venezuela will step in to fill the vacuum and the ICNRD 
process in which Qatar has invested so much time and money 
will be discredited. Post requests guidance on responding to 
the Qatari request. 

UNTERMEYER 
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E.O. 12958: DECL: 11/08/2016 
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SUBJECT: EU DECISION HELPS REFINERY DEAL BUT SIGNIFICANT 
OBSTACLES REMAIN 


REF: VILNIUS 962 AND PREVIOUS 
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Classified By: POL/ECON Section Chief Rebecca Dunham for reasons 1.4 (b 
) and (d) 


1.(C) Summary: Poland\'s PKN Orlen has overcome the main 
legal obstacle hindering its purchase of Lithuania\'s Mazeikiu 
Nafta oil refinery (MN) -- approval of the EU\'s competition 
authority -- but other hurdles remain. The investigation 

into the October 12 fire will not conclude before February 1, 
and it is unlikely that the deal will close before then. 

This time lag creates additional opportunities for other 
problems to arise and still potentially spoil the deal. The 
banks financing the deal are reportedly increasingly nervous 
about their support for this transaction -- support which is 
critical for the purchase. Problems in MN\'s boardroom appear 
manageable, but do not help the situation. End Summary. 


Good news... 


2. (C) Emboff was in the room when MN\'s leadership heard the 
news that the European Commission\'s competition authority 
(DG-COMP) had approved on November 7 the sale of MN to PKN. 
One of MN\'s lawyers read the details of the decision, whooped 
with joy, and exclaimed: \"this is exactly what we wanted!\" 
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The others present expressed similar sentiment, with lots of 
mutual back-slapping and congratulatory handshakes. 


... But it's not over yet 


3. (C) The GOL has announced that its investigation into the 
October 12 fire will not conclude before February 1. PM 
adviser Saulius Specius told us November 7 that the experts 
charged with examining and analyzing the physical evidence 
would complete their work only in late December, delaying the 
GOL\'s investigation into the fire. 


3. (C) PKN announced on November 8 that it expects to close 
the deal \"no later than February 28,\" but reiterated the 
companys desire to complete the takeover \"as soon as 
possible,\" possibly by the end of the year. Specius told us 
that PKN, MNVs majority shareholder Yukos International (a 
Dutch-registered company), and the GOL would all like to 
close the deal by the end of the year, but admitted that the 
delay in the GOL\'s fire investigation made this timeframe 
unlikely. He also said that PKN was having some problems 
with the three-bank consortium that had agreed to finance the 
purchase. One member of the consortium -- Deutsche Bank -- 
had already pulled out of the deal, he said, but the other 

two have agreed to cover the full amount of the loan. He 

said he was unsure how the banks would react if the refinery 
experienced any more \"accidents\" prior to closing. 


Boardroom antics an irritant, not a deal-stopper 


4. (C) MN\'s Amcit General Director, Nelson English, told us 
on November 6 that an attempt to fire him at a November 5 MN 
board meeting failed when one of the board members, due to 
participate by telephone from Latvia, did not answer his 

phone. English said that the board\'s chair (one of the three 
GOL-appointed board members) then refused to call for a vote 
on the motion to fire English -- a motion initiated by the 

four Yukos-appointed members of the board, including the one 
who didn\'t answer the phone. English said that he would have 
preferred that the chair call for the vote, which would have 
resulted in the three GOL-appointees voting against the 
motion and the three Yukos appointees voting in favor, 
effectively rejecting the motion. Instead, however, the 

chair postponed the vote until the next board meeting, slated 
to take place November 9 at 1800 hrs local. English said 

that he hoped that the GOL would instruct its appointees to 
avoid the meeting, preventing the quorum necessary to have 
the vote. 
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5. (C) Specius told us November 9 that the GOL had indeed 
instructed its appointees to stay away from the meeting. He 
also said that even if the management board voted to fire 
English, the supervisory board was unlikely to confirm this 
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decision, which would also spare English\'s job. 


6. (C) English received public votes of support from both the 
PM and Minister of Economy this week. Foreign Minister 
Vaitiekunas told the Ambassador November 9 that he also 
advocated strongly at a cabinet meeting in favor of keeping 
English at the helm of MN. 


7. (C) English, Specius, and Yukos executives have told us 

that the Yukos-appointed board members are \"out of control.\" 
Yukos International has announced a shareholders\' meeting on 
December 4 or 14. Both English and Specius said that the 
main purpose of the meeting will be to appoint new directors 

to MNVs management board. 


Another problem on the horizon? 


8. (C) Specius said that a new problem with the PKN purchase 
had just surfaced involving a power plant adjacent to the 
refinery. MN purchased the plant last year and operates it 
as a subsidiary. Unfortunately, said Specius, the plant runs 
on heavy fuel oil produced by the refinery, resulting in 
emissions that violate environmental standards. To bring the 
plant into compliance, MN devised a corporate restructuring 
plan that would make the plant an integral part of the 
refinery. Calculated as a single corporate unit, the 
refinery/power plant\'s emissions would not exceed allowed 
polluting limits. MN\'s board has approved this plan, which 
shareholders need to approve at the next meeting. 


9. (C) The problem, Specius said, is that PKN opposes this 
restructuring plan because it will increase the number of MN 
shares. PKN\'s lawyers believe that this will give Eduard 
Rebgun, the bankruptcy trustee appointed by a Russian 
bankruptcy court to administer the assets still held by 
Russia-based Yukos Oil, legal grounds to re-open the Chapter 
15 bankruptcy case Rebgun filed in New York in April. (That 
case resulted in a temporary restraining order preventing 
Yukos International executives from signing any deal 
involving the transfer of MN shares. The judge lifted the 
restraining order on May 25.) Specius said that he needed to 
learn more about the potential problems associated with this 
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restructuring plan, but emphasized that the GOL had made a 
mistake in approving it. 


Comment 


10. (C) The EU\'s approval of PKN\'s purchase of MN was a rare 
bit of Unambiguous good news for the refinery in recent 

weeks, and the GOL\'s apparent rallying around English is also 
helpful in bringing the deal to closure. Unfortunately, this 

deal is still far from complete. Every additional delay and 
problem contribute to the complexity of this deal and hinder 

its closure, and the fact that the deal is unlikely to close 

until February gives plenty of opportunities for additional 
problems to arise. 

CLOUD 
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E.O. 12958: DECL: 11/08/2016 
TAGS: EFIN, ECON, PREL, IZ, AE 
SUBJECT: IRAQ COMPACT DEBT RELIEF - UAE VIEWS 


REF: A. ABU DHABI 4238 
B. STATE 181094 
Classified By: Ambassador Michel J. Sison for reasons 1.4 (b & d). 


1. (C) Summary: Senior UAEG leadership has consistently 
told us that, although they support the idea of debt relief 

for Iraq \"in principle,\" the ultimate decision must be a 
GCC-wide one. The UAE has shown no interest in taking on a 
GCC leadership role in providing Iraq with debt relief. For 

its part, the Gol has not pushed the UAE on debt relief, 

which it currently is not being pressured to pay. On 
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November 5, MFA A/US for International Cooperation reiterated 
that, in his view, the time was not right for providing Iraq 

with debt relief. End Summary. 


2. (C) On November 5, Econchief and polchief met with MFA 
A/US for International Cooperation Mohammed Abduljalil, head 
of the UAE\'s delegation to the October 31 Iraq Compact 
Preparatory Group meeting in Kuwait, to discuss debt relief 

for Iraq. Abduljalil strongly disagreed with the idea that 

the UAE should provide Iraq debt relief as part of its Iraq 
Compact commitment. He argued that it was not the \"right 
time\" to forgive debt as Iraq was a rich, but badly managed, 
country. He argued that Iraq first needed to deal with 
corruption and security problems as higher priorities, before 
dealing with debt relief. He noted, rhetorically, that the 

debt problem might affect the Iraqi government, but that it 

did not affect the Iraqi people, who suffered from a lack of 
security, medicines, etc. Econchief argued that debt 

diverted resources from other government expenditures, but 
Abduljalil remained unconvinced. Abduljalil expressed his 

view that prior UAE statements on debt relief did not 

constitute any commitment. (Comment: Abuljalil\'s remarks 
that the UAE has not committed to providing debt relief do 
not/not reflect the commitment made by senior UAE government 
Officials -- including then Abu Dhabi Crown Prince, now 
President Sheikh Khalifa bin Zayed Al-Nahyan and Deputy Prime 
Minister Sheikh Hamdan bin Zayed Al-Nahyan -- to providing 
debt relief to Iraq, nor the UAE\'s publicly announced 

decision in 2004 to waive most of Iraq\'s debts. End Comment.) 


3. (C) As post reported ref a, the UAE, although committed at 
senior levels to debt relief \"in principle,\" has maintained 

that the ultimate decision must be GCC-wide. Despite 
repeated approaches by the USG to senior UAEG officials, the 
UAE is unwilling to play a leadership role on this issue, 
probably because it holds less Iraqi debt than both Saudi 
Arabia and Kuwait. It has been apparent in previous 
approaches to the UAEG that this has not been a major topic 
of discussion between the Iraqi government and the Emiratis. 
We have been assured on numerous occasions that the lraqis 
are not making payments on their debt, which may account for 
the Iraqis focusing their debt reduction efforts elsewhere. 


4. (C) Turning briefly to the Iraq Compact, Abduljalil said 

he thought the Kuwait meeting had been positive in providing 
an opportunity to keep the international community and the 
Iraqis engaged. He thought three issues were clearly 
apparent at the meeting. One, security must be improved. For 
the lraqi people, security is as important as economic 
development, if not more so, he said. Two, the level of 
corruption in Iraq is very high and something that the Iraqi 
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government urgently needs to address. Iraq, he said, could 
be a rich country if it could deal with corruption, which was 
also preventing tangible benefits from reaching the people. 
Three, the international community and/or the Iraqi 
government needed a mechanism to supervise projects to ensure 
that benefits reached the Iraqis and funds were not diverted. 
He argued that the Iraq Compact participants didn\'t need to 
discuss new plans and reforms, but needed to focus on 
practical steps to provide tangible benefits to the Iraqi 

people. The benefits, he argued, needed to go to the \"normal 
people, not the elites.\" 


5. (C) Comment: Post believes that the UAE would join a GCC 
consensus on the debt issue, but the UAE has repeatedly 
demurred on taking a leadership role. An approach by senior 
Iraqi officials (probably to include PM Maliki and DPM 

Salah), followed by a senior USG approach could however, 
stress the importance of this issue. As part of a 

coordinated approach to the other key debt holders in the 
GCC, it might help move the process forward. The Iraqis, 
however, would need to balance their need for debt relief 
with their interest in receiving further assistance. In the 

case of the UAE, Baghdad appears to be focusing on new 
sources of assistance rather than forgiveness of debt which, 
so far, they are not under pressure to repay. End Comment 
SISON 
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1. (SBU) During a November 5 call on Lt. Colonel Nasser 
Al-Minhali, Head of Immigration, Abu Dhabi Police, G/TIP 
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Reports Coordinator Gayatri Patel and PolOff discussed UAEG 
efforts on action plan (reftel) goals. Al-Minhali stated 

that the Ministry of Interior is currently providing shelter 
assistance for trafficking victims, and that a hotline has 

been setup to facilitate victim access to government 
assistance. Al-Minhali explained that instead of creating a 

new shelter as was recommended in the action plan, the UAEG 
had broadened access to existing social support programs to 
include trafficking victims. 


2. (SBU) On November 7, Lt. Colonel Najem Al-Sayyar 
Al-Hosani, Director of the Abu Dhabi Social Support Center 
(Bani Yas), confirmed that the Abu Dhabi Police social 
support centers were being used to assist and shelter 
trafficking victims. (Note: Lt. Colonel Najem oversaw the 
camel jockey repatriation program in 2005-06, and the social 
support centers which he manages were the primary shelters 
used for that program. End note.) According to Col. Najem, 
the social support centers were originally established to 
assist domestic violence victims, and are equipped to both 
house victims as well as provide medical care and counseling. 
Although some trafficking victims are referred to the Bani 
Yas shelter by police and immigration officials, he stated 

that most trafficking victims are referred by source country 
diplomatic missions. Col. Najem noted that there are very 
few victims of trafficking presently at the shelter but did 

not offer a specific number. 

SISON 
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1. (C) SUMMARY. In the course of a November 9 briefing to 
the local diplomatic corps, UNFICYP Chief Michael Moller 
frankly described the deadlock in the UN settlement process 
(ref a). Acknowledging that both sides have done their fair 
share of stonewalling over the past 40 years, SRSG Moller and 
his staff complained about foot-dragging over the UN\'s 

current bridging proposal, the ROC legislature\'s inquiry into 
UNDP \"vote-buying\" prior to the 2004 Annan Plan referendum 
(ref b), and the resulting atmosphere of recrimination and 

fear that has undermined civil society efforts in support of 
bicommunal reconciliation. SRSG Moller took the unusual step 
of openly asking local envoys to weigh in with GOC to urge 
more serious Greek Cypriot engagement with the UN. If 
disagreements over whether the UN\'s bridging proposal should 
be in writing could not be overcome \"within a week,\" he would 
propose that the UN just \"send the damn letter anyway\" 
despite Greek Cypriot objections. In the longer term, the UN 
and international community were growing weary of supporting 
a settlement process to which neither side was fully 

committed. Moller said he would recommend SYG Annan\'s report 
on UNFICYP\'s December mandate renewal (the last of his 
tenure) use \"clearer language\" to warn that the UN\'s patience 
with the Cyprus problem was \"not unlimited.\" END SUMMARY. 


A BRIEFING WITH A TWIST 


2. (C) SRSG Moller and his staff conducted a briefing on 
overall UNFICYP operations for the entire Nicosia diplomatic 
corps on November 9. While the bulk of the meeting consisted 
of standard, twice-yearly updates on the whole range of 
UN-sponsored programs (EU-funded demining efforts, the 
Committee on Missing Persons, Civil Affairs activities in the 
Buffer Zone, et cetera), Moller also provided a frank and 
critical assessment of the current deadlock in the UN 
settlement process. 


3. (C) Repeating what he had told the Ambassador in frequent 
bilateral meetings with us, Moller said that after balancing 

out endless petty objections from both sides, the UN had 
reached agreement with both parties over the substance of a 
\"bridging proposal\" that would lay out practical steps to 
implement the July 8 \"Gambari Agreement.\" The problem, 
Moller told the assembled diplomats, was disagreement over 
the \"delivery mechanism\" -- the Turkish Cypriots wanted to 
see the proposal put forward in a letter, the Greek Cypriots 
objected to the presentation of a written text. Moller said 

that he would make an extra effort to overcome this 
paralyzing disagreement, but added that if the matter was not 


Column 3 

resolved \"within a week at the latest\" he would ask U/SYG 
Gambari to \"send the damn letter anyway\" over Greek Cypriot 
objections. 


4. (C) Moller and his staff also stressed the deleterious 

effect of the Cypriot parliament\'s ongoing investigation into 
UNOPS funded programs. (COMMENT: This politically-motivated 
investigation, which has come to resemble a witch hunt, has 
resurrected spurious allegations that USG-funded UNOPS 
programs in 2004 and before were in fact underhanded efforts 
to \"buy votes\" in favor of the Annan Plan -- and were, in the 
words of one UN briefer, designed to undermine the interests 
of the Greek Cypriot community. END COMMENT.) This 
investigation appeared to be part of a broader and worrying 
Greek Cypriot policy trend -- including the refusal of the 

GOC to participate in any program where Turkish Cypriot 
\"officials\" were also present. 


5. (C) The result was, as Moller put it, a \"tit-for-tat\" 
insistence by Turkish Cypriot authorities to exercise similar 
oversight over UN programs -- and a rising climate of fear in 
which NGOs and civil society groups, especially on the Greek 
Cypriot side, shied away from seeking funding from the UN or 
working with bicommunal partners. Not only did this hobble 
many worthwhile programs, Moller said, it also undermined the 
overall atmosphere of trust needed for a politically 
sustainable settlement process. He also said that the 
diplomatic corps in Nicosia should stand up for the rights of 
Cypriot citizens to be fully informed about and involved in 

the process and decisions that affect the future of their 
country. 


UN PATIENCE \"NOT LIMITLESS\" 


6. (C) In an remarkable departure from the UN\'s usual 
aversion to finger-pointing, Moller asked meeting 
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participants to weigh in with the GOC whenever possible to 
urge a change in attitude -- but added that Turkey and the 
Turkish Cypriots had also done their fair share of 
stonewalling in the 40 years of UNFICYP\'s existence. The 
cumulative effect, he suggested, was frustration and fatigue 
with the Cyprus problem, which the UN and international 
community appeared to have a greater interest in solving than 
either of the parties. 


7. (C) Moller noted that the SYG\'s upcoming report on 
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UNFICYPYs December mandate renewal would be Kofi Annan\'s 
last, and suggested it presented a perfect opportunity 

document the UN\'s concerns. Moller said he would recommend 
to the SYG that the report use \"clearer language\" to express 
that the UN\'s patience with the Cyprus problem -- and its 
willingness to continue spending money and energy to solve it 

-- would \"not be limitless.\" 


COMMENT 


8. (C) Moller\'s briefing demonstrates (even if the Turks 
don\'t believe it) that he is an even-handed mediator who is 
not in the thrall of either side. But it remains to be seen 
whether Moller\'s briefing can conjure up sufficient external 
pressure to unstick UN settlement talks. He faces an uphill 
task; Turkish shilly-shallying over the Finnish proposal has 
played into Greek Cypriot hands by drawing attention away 
from Papadopoulos\'s current foot-dragging with the UN. 
Serious engagement by Ankara on the parallel, but 
interlocking, EU and UN tracks is the only way to force 
Papadopoulos to take a clear, attributable yes-or-no stance 
in either forum. END COMMENT. 

SCHLICHER 
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E.O. 12958: N/A 
TAGS: EAGR, ETRD, EU, FR 
SUBJECT: VIOLENCE ESCALATES AROUND BIOTECH CORN 


1. Summary: On November 4, anti biotech activists, including Jose 
Bove, damaged 2,000 MT of GM corn worth at least 365,000 Euros ata 
farm near Bordeaux. The concerned farmer reacted by firing shots in 
the air and using his vehicle to damage demonstrators\' vehicles. 

While the police briefly detained the farmer, Jose Bove was held in 
custody for 38 hours. The French Minister of Agriculture and French 
farm organizations strongly criticized the demonstrators\' acts of 
vandalism. End Summary. 


2. On November 4, anti-biotech activists, led by Jose Bove, 
contaminated 2,000 MT of GM corn drying in a silo located in the 
Bordeaux region. Contamination resulted from the spraying of a 
colored liquid on the corn. The activists also labeled the silo 
\"GMO.\" The silo and corn belong to one of the largest biotech corn 
farmers in France. The corn was a Pioneer GM variety and had been 
presold to a Spanish operator. The damage is estimated at 360,000 
euros by the French MinAg, and 450,000 euros by Pioneer. 


3. After discovering the damage, the farmer fired shots in the air 

near the demonstrators and subsequently used his car to damage four 
of the demonstrators\' cars. Both the farmer and Jose Bove went to 
the police to file complaints. While the police briefly detained 

the farmer, they kept Jose Bove in custody for 38 hours. 


4. The French farmers union (FNSEA) and several French growers 
associations (ORAMA and AGPM), declared they would legally defend 
the farmer and warned that farmers\' exasperation with anti-GMO 
activists could lead to more violent incidents. 
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5. Ina November 6 press release, French Minister of Agriculture 
Bussereau stated that the GM corn in question was grown legally in 
France. He strongly condemned the actions of Jose Bove and his 
group, qualifying them as \"premeditated acts of vandalism,\" and 
\"contrary to the rule of law and property rights.\" On the other 

hand, Segolene Royal, currently campaigning to be the Socialist 
Presidential candidate, stated on November 5 that \"Jose Bovel's fight 
is a good fight.\" Ms. Royal is aggressively against green 
biotechnology and promises to stop commercial production of GM crops 
in France if elected. In his press statement, Minister Bussereau 
noted -- implicitly referring to Ms. Royal\'s statement -- that \"the 

least that one can expect from a candidate to the French presidency 
is that he/she \"would not call into question legal authority and 
encourage vandalism.\" 


Stapleton 
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1. (SBU) Debate over the impact of the war in Iraq continued to fuel 
widespread speculation prior to November 7 about a "lame duck 
presidency,\" while most commentary on the results concluded that the 
vote had \"punished\" President Bush\'s Iraq policy. Journalists 
analyzed the verdict in the Saddam Hussein trial in the context of 
the U.S. elections and through the prism of Europe\'s stance on 
capital punishment. The media examined the perceived decline of 
French influence in Africa and China\'s trade increasing partnership 
with Africa on the occasion of the China-Africa Cooperation Summit 
held in Beijing. End Summary. 


2. (SBU) Most French commentators predicted that the vote would be a 
\"referendum\" on the Administration\'s Iraq policy, with 

right-of-center Le Figaro\'s Philippe Gelie arguing that \"while the 
Democrats were taking advantage of the Republicans\' disarray, the 
fact was they had no miracle solution to offer.\" Immediately after 

the first results were available November 7, however, Alain de 
Chalvron argued on FR2 television that \"a new phase of the Bush 
Presidency had begun,\" concluding that \"President Bush, who until 
now held all the seats of power, would be challenged by his nemesis, 
Nancy Pelosi.\" Left-of-center Le Monde argued that the elections 
were \"an electoral rebuke for President Bush\" while left-wing 
Liberation characterized the results as a \"stinging punishment.\" 

But for right-of-center La Tribune, \"the results were far from a 
landslide, except where Iraq was concerned.\" \"Americans are ready 
for change,\" concluded Daniel Vernet in left-of-center Le Monde as 
he defined the framework for \"a different presidency\" with a 
President \"who previously believed himself above the law and who 
would have to learn to negotiate and compromise.\" 


3. (SBU) Right-of-center Le Figaro speculated that Secretary 
Rumsfeld\'s resignation opened the way to Va possible turn-about in 
Iraq,\" although left-wing Liberation concluded that \"nothing had 
changed for lraq\" and that, \"for President Bush, the descent into 

hell was only just beginning.\" Catholic La Croix argued it was 
\"healthy to see America\'s unilateralism being asked to show some 
modesty\" but La Croix also noted that \"counterweights such as 
Europe, NATO and the UN were not always up to doing a better job.\" 
Reacting to President Bush\'s press conference, regional La Provence 
paid tribute to the President\'s versatility, \"at times proud, 

arrogant, humble or resigned\" but always apt to \"surprise us.\" The 
editorial saluted President Bush for \"quickly accepting his large 
personal responsibility for the Republican defeat.\" 
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4. (SBU) French media devoted widespread coverage to the verdict in 
the Saddam Hussein trial, although official reaction was muted, with 
right-of-center Le Figaro reporting that France simply 
\"acknowledged\" the verdict while \"highlighting its opposition to the 
death penalty.\" Left-of-center Le Monde emphasized that \"only 
London sided fully with Washington, while European nations rejected 
the death sentence.\" A commentary in left-wing Liberation 

criticized France\'s diplomats for their \"humanitarian\" concern for 
Saddam Hussein. Popular right-of-center Le Parisien carried an 
interview with former Socialist Justice Minister Roland Dumas who 
opined that \"although France\'s stance was the right one, it needed 
to speak louder.\" 


5. (SBU) Right-of-center weekly news magazine L\'Express termed the 
sentence a \"Deadly Verdict,\" echoing the concern in most media 
commentaries that, as left-wing Liberation claimed, the verdict 

\"could exacerbate a civil war.\" In right-of-center Le Figaro, 

senior political reporter Renaud Girard argued that \"sentencing 
Saddam Hussein to death would not save Iraq,\" an opinion also made 
in Catholic La Croix which insisted that \"sentencing a man to death, 
whatever his crimes, would never establish unity in Iraq.\" Popular 
right-of-center Le Parisien warned that \"many Sunnis might identify 
with Saddam, forgetting he was a dictator.\" In right-of-center Le 
Figaro, Pierre Rousselin editorialized on the \"limitations of a 

verdict\" and questioned whether the trial might not have \"aggravated 
the differences between communities in Iraq\" instead of \"serving 
justice.\" Rousselin speculated that \"the verdict could help the 
Republicans\" and serve to \"legitimize, after the fact, a military 
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operation based on lies.\" In right-of-center Les Echos, a report 
entitled, \"Bush Rides Saddam\'s Death Sentence,\" claimed that 
\"Washington could not have hoped for better timing.\" 


6. (SBU) Left-wing Liberation\'s extensive coverage of the summit for 
Chinese-African cooperation (Focac) held in Beijing on November 4 
led with a quote from World Bank President Paul Wolfowitz from an 
interview with Les Echos: \"China must not make the same errors 
France and the U.S. made with Africa,\" by sacrificing good 
governance for economic gain. The high volume of trade between 
China and Africa, which makes China Africa\'s third largest trade 
partner, led left-wing Liberation to warn: \"Why not the first? It 

is only a question of time.\" Left-wing Liberation observed that, 
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like the Americans, \"the Chinese were stepping into former colonial 
grounds\" and concentrating on \"oil- and mineral-producing nations,\" 
without concern for \"human rights issues.\" But left-wing Liberation 
editorialized that, \"the West\'s own mistakes in Africa did not work 
in favor of its criticism of China, even if Beijing would in time be 
forced to address issues of \'stability\' in the African continent." 
Both left-wing Liberation and right-of-center Le Figaro concluded on 
an optimistic note, writing that \"the West\'s accusation that Beijing 
is closing its eyes to the programmed genocide in Darfur may have 
reached its target. Hu Jintao appealed to President el-Bechir for 

Va fair solution\ in Darfur.\" Right-of-center Le Journal du 
Dimanche was less upbeat in its commentary, arguing that \"China, 
AmericaWs ally, only timidly asked the Sudanese representatives to 
Vimprove the humanitarian situation\' in Darfur.\" 

STAPLETON 
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1.(U) Polecon Chief met on 8 November with Slovenian MFA EU 
Correspondent Aljaz Arih to discuss reftel points. 


2.(C) Western Balkans: Arih agreed with the US view that 
Serbian elections had little to do with final status 
discussions/decisions on Kosovo. He thought a slight delay 
might be necessary, but if Serbian elections slipped too far 
into 2007, Slovenia would not support a significant delay in 
SE Ahtisaari\'s efforts. In last month\'s GAERC, Arih said FM 
Rupel had strongly urged the EU to be more \"flexible\" with 
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Serbia, meaning it should offer Serbia something 

\"substantial\" such as visa facilitation for students and 
business people as a signal that there is a European future 

for Serbia. He said he thought this idea might be further 
discussed on 13 November, but because of several members\' 
strong objections, stability and association talks would not 
re-open absent Serbia\'s clear cooperation with ICTY. Arih 

also asked where the US thought Russia would ultimately come 
down on Kosovo, saying he found recent messages from Russia 
confusing. 


3. (C) Russia: Arih thought the GAERC would be focused on 

what mandate to give the European Commission vis a vis Russia 
and the Partnership and Cooperation Agreement and the 

upcoming November 24 EU-Russia Summit. Several members were 
still balking at handing over authority to negotiate on 

energy, and others were trying to include a position that 

Russia should fully implement its Istanbul Commitments (to 
withdraw Russian troops from non-Russian territory). 


4.(C) Israel: The GOS fully supports the work of the 
Quartet. Arih said that support of the Karni initiative was 

under discussion but no decision had yet been made. He also 
said that the EU planned to extend the successful Rafah 
mission. Arih expressed concern over recent Israeli forces 
action in Gaza and said Israel should be more restrained and 
use \"proportional force\" to address its security concerns. A 
priority of the GOS remains the release of Israeli Corporal 
Shalit. 


5. (C) Lebanon: Echoing our concern over Syrian influence 
in Lebanon, Arih said the GOS agreed with our view that the 
US and EU needed to work in concert to support the Siniora 
government. While UNIFIL is up to full force, Arih said 
Slovenia\'s contribution of troops was being held up by 
negotiations with the EU partner who would be supporting the 
Slovenian troops on the ground. He said he expected the 
GAERC to devote time to the discussion of financial support 
and reconstruction for Lebanon, and that it was the hope of 
the GOS that more financial support would be provided. 


6. (SBU) Human Rights: Arih took on board our points on 
Uzbekistan an Cuba as well as Iran. 


7. (C) Iran: While not responding directly to the call for 
swift action on sanctions for Iran, Arih expressed interest 

in USG views of the Russian proposal on a center for the 
production of nuclear material and further detail on Russian 
and Chinese \"attempts to weaken current draft and delay 
progress.\" Poloff agreed to seek greater detail on these 
points. 
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1. (U) SUMMARY: In a recent visit to Dushanbe, New Delhi 
PolOff met with MFA and Ministry of Energy officials and 
local diplomats to explore Indo-Tajik relations. Indian 
rehabilitation and construction efforts include a small 
hydropower project, construction of a tunnel, rehabilitation 
of the air base at Ayni and joint ventures in fruit and 
pharmaceutical production. While Tajikistan has long term 
hopes to send electricity to India, many obstacles stand in 
the way, including security in Afghanistan, Indo-Pak 
relations and Tajik bureaucracy. Rumors abound that the 
Indians intend to establish their own air base in the 

country, and border issues plague trade and energy 
transmission projects between the two countries. Tajikistan 
offers a potential market for Indian products and source of 
electricity, but the mountains of red tape may be keeping 
India from plunging into investment here. END SUMMARY. 


2. (U) Tajikistan\'s President Rahmonov has declared 
2005-2015 the \"Decade of Water,\" and India promises to take 
part by helping to restore a hydropower plant outside of 
Dushanbe. Tajikistan\'s Ministry of Energy (MOE) told PolOff 
in an Oct. 20 meeting that Tajikistan\'s hydropower potential 
is 60,260 MW hours. Currently, only 6.5% of the country\'s 
resources are being tapped. The Soviets had big plans to 
build nine hydropower plants on the River Vaksh. Currently 
there are five, but the Tajiks plan to finish the projects - 
eventually. The Varzob River has three hydropower plants, 
known as the Varzob Cascade, which are subject to 
rehabilitation. With four of six generators operating, these 
plants (built in 1936) are too old to make a profit and sit 

idle much of the time. Maintenance on them is prohibitively 
expensive. Contributing to the problem is a diversion 
channel which is too narrow, causing the rushing river to 
bypass the cascade altogether. In 2003, an Indian delegation 
expressed interest in facilitating the rehabilitation 

project. According to the MOE, the Indians then disappeared 
until President Rahmonov visited India in August 2006. At 
that time, India promised a $13 million grant for the 
rehabilitation of one of the plants, known as Station #1. 

The US Trade and Development Agency has funded a feasibility 
study of Stations 1 and 2, but the Indians made clear to the 
Tajiks that they are not interested in working with a third 
party. They are, however, planning to complete this project 
using the services of Eurasia Link, the American engineering 
contractor conducting the USTDA grant. The Tajiks would 
prefer that this project be consolidated to include all three 
stations, some sub-stations and widening of the diversion 
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channel. They plan to approach India for more money and a 
commitment to the project in its entirety, but an Indian 
Embassy official in Dushanbe tells us that India is only 
prepared to work on Station #1. Additionally, the MOE told 
PolOff that they plan to approach the USTDA for an additional 
$26M to complete the entire project. The Varzob Cascade is 
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just a drop in the bucket, however, with an estimated final 
output that will comprise a mere 0.5% of the entire country\'s 


energy supply. 


3. (U) In addition to hydropower, India has invested in 

joint ventures with Tajikistan that include fruit juice 

production and pharmaceuticals, but bureaucratic hurdles and 
Dushanbe city corruption have prevented both enterprises from 
producing anything. An Indian five-star hotel is under 
construction but has faced serious problems with the city and 
has not set an opening date. According to the MFA, relations 
between the countries are good, with over 30 bilateral 
agreements in place as Tajikistan looks to increase trade 

with India. President Rahmonov\'s visit to India in August of 
this year was productive and strengthened ties between the 
two countries, which share a long cultural history. 


4. (C) Tajikistan intends for its electrical power to reach 

the huge Indian market one day, according to the MFA. 
However, current plans have electrical power reaching 
Peshawar as an end-point no sooner than 2012, according to 
Dilshod Ismatulloev, Dushanbe representative of the 
multi-national power company AES Corporation. While Tariq 
Karim, political officer from the Pakistan Embassy, didn\'t 
think that Pakistan would be opposed to allowing power lines 
to stretch from Peshawar to northern India in the future, the 
MOE noted that transmission lines could bypass Pakistan in 
theory, as the Indian border is only 50 KM from Tajikistan at 
one point. The many obstacles to bringing a project of this 
magnitude to fruition include security in Afghanistan, hot 

and cold Indo-Pak relations and the Tajik web of bureaucracy, 
to name a few. India, along with China and Pakistan, is 
considered to be a potential market for Tajik power according 
to Ismatulloev, but he indicated that India, compared to 
China, has not been very active in the pursuit of power 
projects in Tajikistan. \"They have not expressed a firm 
interest,\" he said, noting that it is \"common practice to 
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start small,\" as India is doing with the Varzob Cascade 
hydro-power plant. Other obstacles to completing such a 
grandiose project involve the Tajik government directly. 
\"There are misunderstandings even with small projects,\" says 
Ismatulloev, who cited an instance involving a textile 

factory whose parts and supplies were blocked by Tajik 
customs from entry into the country. One contact from the 
Indian embassy admitted that the outlook for Tajik 

electricity to India is not great. 


5. (C) In an informal poll of opinions around Dushanbe on 
the Shangai Cooperation Organization (SCO), we found an 
overall positive reaction to the organization in general. 

The MFA referred to India\'s participation in the SCO as an 
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opportunity to increase Indo-Tajik relations. A Japanese 
Embassy official in Dushanbe saw the SCO as a positive force 
for cooperation in the region, while an Indian official 
describes joining such organizations as \"fashionable.\" Back 
in Delhi, the MEA has expressed interest in full involvement 
in \"SCO activities that promote economic, energy, cultural 
cooperation and those directed against terrorism and drug 
trafficking.\" On Sep. 15 of this year, Dushanbe hosted the 
SCO Heads of Government Meeting, to which PM Singh was 
invited. Having been conspicuously absent from the Beijing 
summit in June of this year, Singh sent his personal 
emissary, Shri Prithviraj Chavan, to the Dushanbe meeting. 
Some saw this as a bid to raise India\'s profile in the 
organization while appeasing Indian leftists. Others say 
Singh personally avoided the conference because India 
mistrusts the SCO\'s overall intentions. India maintains, 
however, that it is interested in associating itself fully 

with the organization in order to \"mutually benefit and 

enrich ourselves by such association,\" stating that India 
shares SCO objectives, such as combating all forms of 
intolerance, extremism and fundamentalism in the region. 


6. (C) Rumors concerning Tajikistan\'s air base at Ayni 
suggest the Indian\'s plan to use it as a military base, 
though both governments say these reports are unfounded. 
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Russian and Indian web-sites have reported that India is 
building a military base on the site and intends to deploy 12 
MIG-29s to this airfield by the end of this year. Despite 

the swirling rumors, the MFA maintained that India\'s 
rehabilitation of the air base is nothing more than a 

\"friendly act of assistance.\" Our Indian contact concurred 
with this assessment. On the other end of the spectrum, some 
say that Tajikistan is desperate to have someone maintain the 
air base once the Indians leave and suggest that the Tajiks 
will look to the French and/or the Americans for assistance. 


7. (C) Tajikistan\'s border issues with both Afghanistan and 
Uzbekistan have serious ramifications for India. Of 
paramount importance is stability in Afghanistan, which inQ 
the past has directly affected security in India, and through 
which India receives fruit and cotton from Tajikistan via 
Pakistan. Afghan Trade Attach in Dushanbe Dr. Ghaznawi 
stated that the Tajik border is unreliable, often opening at 
11, instead of 8 a.m., for no apparent reason. \"There is no 
accountability and no security in Tajikistan,\" opined 
Ghaznawi. He noted that when the U.S. funded Tajik-Afghan 
bridge at Nizhniy Pyanj and its feeder roads are completed, 
China and India will essentially be connected. This will 

only be useful if the security situation in Afghanistan 
improves, however. Distant plans for transmitting power to 
India via Afghanistan and Pakistan are clearly affected by 
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the security situation in the region. Uzbekistan, a major 
transit point for trade, has put up barriers on the transport 
of goods in and out of Tajikistan. Indian export of 
pharmaceuticals, textiles, parts and machinery is seriously 
hindered by these border problems. 


8. (C) The Afghan-Tajik drug trade is another problem 
affecting security in the border region. Tajikistan serves 

as a transit route for Afghan drugs, and some rumors suggest 
that Dushanbe\'s growing prosperity stems from narcotics 
trafficking. The drug trade remains a potentially 

destabilizing factor for legitimate trade in the region. 
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9. (C) India is not pushing too hard to dive into 

Tajikistan. While they may be put off by the bureaucratic 
struggles of doing business with the Former Soviet Union 
(FSU), China, Russia, Iran and richer FSU states like 
Kazakhstan are forging ahead despite the red tape. India has 
been burned on a few projects and seems to be taking a 
small-step strategic approach to its investment and 
engagement. Given the geographical and bureaucratic 
barriers, it is likely India will stay engaged in smaller, 

focused ways without trying to compete with Tajikistan\'s more 
aggressive neighbors and allies. Only once power lines to 
Pakistan have been successfully constructed can India 
seriously consider Tajik electricity for its energy needs. 

END COMMENT. 
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Classified By: Acting Political Counselor Heather Merritt for reasons 1 
.4 (b) and (d) 


1. (C) SUMMARY: The realization that INEC\'s mismanagement of 
voter registration could have a major impact on the elections 

in 2007 has led the Nigerian National Assembly (NASS) to play 

a hands-on oversight role in ensuring the election commission 

is held accountable. A November 7 hearing on INEC\"s failing 
voter registration exercise led the NASS to issue an 
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ultimatum to INEC, despite promises by the election 
commission that it can keep the process on track with its 
current plan. Despite the increasingly proactive stance by 
the NASS and growing concern by people around the country 
about INEC\'s registration debacle, there are no easy or quick 
remedies. The alternate strategies under consideration all 
have major technical and logistical complications which are 
also likely to result in delays. In addition, the INEC 

chairman has made contradictory statements about whether he 
plans to comply with the National Assembly ultimatum to 
implement a \"Plan B\" voter\'s registration strategy. End 
Summary. 


2. (U) A November 7 hearing called by the House subcommittee 
on INEC but chaired by the Speaker of the House and attended 
by over 200 members was a result of a consensus that the 
ongoing registration exercise is a debacle. In order to 

reinforce the consensus, the Speaker of the House, Aminu 
Bello Masari, asked Members from each state to relate their 
experiences. All reported a lack of registration machines, 

poor organization and a lack of publicity (ref A). For 

example, the representative from Bauchi said that there were 
only 7 registration machines in his state which were working 
and that all were in the state capital. The Rivers 

representative said his state had only 3 working machines. In 
Kwara state only one was working and in Yola only three were 
working, representatives said. 


3. (U) Representatives who spoke at the four hour hearing 
also noted that many poll workers were not able to operate 
the registration machines and some batteries were faulty. In 
their remarks, many Representatives attributed the failure to 
a lack of sincerity on the part of the Federal Government and 
noted that despite the best hopes for an improved process, 
this year\'s exercise was clearly not an improvement over 
2003. Representatives estimated that less than one percent 
of each state\'s voters had thus far been registered, a figure 
which INEC Chairman Maurice Iwu did not challenge. 


4. (U) Much like he has in the past, in his NASS testimony 
Chairman Iwu tried to paint a rosy picture of the 

registration process, saying that despite the slow start, 
more machines would arrive by November 15 (ref B). Once 
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additional machines arrive, Iwu claimed that the process 

would proceed smoothly. He blamed the overall delays in the 
registration process on late passage of the Electoral Reform 
Bill, which led to late procurement of the machines. He also 
again defended INEC\'s choice of the direct data capture 
machines as a necessary upgrade that would prevent abuses of 
the past. 


5. (U) Under pressure from the Members, Iwu conceded that 
with so much at stake he needed not only to produce results 
but to begin the process of contingency planning. He noted 
that the ongoing exercise included the completion of a backup 
paper registration form, which would form the basis for a 
manual register should one be needed. 


6. (C) Although he was not expansive in public on the 

details of alternate plans, in private lwu was more 

forthcoming. In a meeting on November 6 with the newly 

arrived IFES consultant on data management, INEC Chairman Iwu 
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shared additional details about his thinking. He said the 

direct data capture system was good because it provided a 
backup, as a paper form was used in preparing the data input. 
This, he said, provided the core of a \"Plan B\" in case the 
machines had further problems or there were additional delays 
in getting the machines on the ground. The paper backup 
would essentially provide a manual registration if plan B was 
needed, Iwu said. 


7. (C) He also elaborated on a possible \"plan C\" when he 
discussed with the visitors the 2003 voter\'s register, which 
remains in INEC\'s computer system. In outlining potential 

help the data management consultant could provide, Iwu asked 
how the 37 sub-data bases (one for each state and the FCT) 
could be integrated and managed, and assigned the consultant 
to work on developing a workable and integrated database 
using the 2003 data. He also assigned the consultant to begin 
work on mapping areas which were not serviced in 2003 and 
other areas which have changed territorial administration and 
also developing a platform that would support continuous 
registration in the 774 local government areas. 


Column 3 
IWU AGREES BEFORE HE DISAGREES 


8. (U) The overall tone of the National Assembly hearing 

was one of skepticism. Numerous Members noted that they 
needed proof of voter registration to become candidates and 
with party congresses looming, self interest compelled 

forceful action. As a result, the House mandated the 

chairman of the INEC committee to monitor the arrival and 
distribution of the 33,00 registration machines that Chairman 
Iwu promised would arrive by November 15. The House further 
resolved that if by November 21 no progress had been made 
with registration, they would impose an alternative plan to 
begin a completely manual registration process or revise the 
2003 voter\'s register. The committee is expected to reconvene 
on November 21 to confirm progress. 


9. (U) One day after appearing contrite before the NASS, 
Iwu, at a press conference to release the election timetable, 
told journalists that INEC will not return to manual 
registration. He was quoted as saying: \"Nothing will be more 
injurious to our collective desire for a better future for 

our electoral process than to allow ourselves to be pushed 
back to the old manual system with all its noted 
imperfections.\" 


10. (U) Iwu\'s defiant stand on a \"plan B\" for the failing 
voter\'s registration exercise is in direct contradiction to 

his position just a day earlier. It appears to set up a 
showdown between INEC and the National Assembly over the 
voter\'s registration process, especially if the 33,000 
machines are not in the country, distributed and working by 
next week. 


11. (C) INEC\'s voter registration program is a well 
documented failure. Positively, there is now a clear 
consensus that there is problem and, thanks to NASS 
oversight, public debate about the political implications and 
the steps necessary to resolve the problem. There is 
uncertainty, however, about which alternate plan would be the 
most efficient and least disruptive in trying to meet current 
deadlines. Public discussion of the failing registration 
exercise has finally led to discussion of contingency plans. 
But neither of the alternatives under consideration, a new 
manual register or a reworked 2003 register, are likely to be 
easier or faster. Further complicating the situation, INEC 
Chairman Maurice Iwu continues to give out conflicting 


Column 3 

signals about the status of election preparations and 
strategies needed to ensure a credible voter\'s registration 
process. 

CAMPBELL 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, ECON, KTDB, EPET, BO 

SUBJECT: EMBASSY MINSK WEEKLY POL/ECON REPORT - NOVEMBER 9, 
2006 


Ref: Minsk 1162 


1. The following are brief items of interest compiled by 

Embassy Minsk. This edition includes events thru the November 6- 
7 Revolution Day holiday. The next edition will cover items 

thru November 17. 


TABLE OF CONTENTS 


INTERNATIONAL RELATIONS 


- U.S. and EU Ambassadors Visit Kurapaty (para. 2) 
- Foreign Military Experts Verify Belarus\' CFE Compliance (para. 3) 


CIVIL SOCIETY 


- Police Arrest 12 Opposition Youth Activists (para. 4) 

- GOB Still Refuses Hunger-Striking Cozulin Legal Council (para. 5) 

- Fourteen Join Kozulin\'s Hunger Strike (para. 6) 

- Authorities Have No Suspects in September 2005 Bombings (para. 7) 
- Education Minister Denies Expulsions Are Political (para. 8) 

- Regional Opposition Leaders Detained (para. 9) 

- Court Overturns Church Expropriation (para. 10) 
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ELECTIONS 


- Opposition Excluded from Gomel Election Commissions (para. 11) 
- Opposition Communist Youths Plan for Local Elections (para. 12) 


TRADE AND INVESTMENT 


- Belarus\' 2006 Foreign Trade Up by 32 Percent (para. 13) 

- Russia Considers Duty on Belarusian Sugar Exports (para. 14) 

- Russia Refuses to Sign 2007 Energy Deal with Belarus (para. 15) 

- Belarus Chamber of Commerce to Open in PRC, Russia (para. 16) 


DOMESTIC ECONOMICS 


- GOB Expects Monthly Pay To Rise to USD 350 (para. 17) 
- Economy Minister Claims 2006 Key Economic Targets Met (para. 18) 
- GOB Considers 50 Percent Cut in Military Pensions (para. 19) 


INDEPENDENT MEDIA 


- New Independent Newspaper in Mogilev (para. 20) 
- Editor-in-Chief of Belarusian \"Komsomolka\" Resigns (para. 21) 


SOCIETY 


- Lukashenko Criticizes Belarus\' Healthcare System (para. 22) 
- Nuclear Power Plant to Be Operational in 2015 (para. 23) 


- QUOTE OF THE WEEK (para. 24) 


2. U.S. and EU Ambassadors Visit Kurapaty 


On November 2, Ambassador and Heads of Mission of the United 
Kingdom, Germany, Slovakia, Czech Republic, Romania, Latvia, 
Poland, and France visited Kurapaty, a wooded area outside Minsk 
where Stalin\'s secret police murdered and buried thousands of 
people during the 1930s and 1940s. In response to journalists\' 
questions, Ambassador explained the importance for a government to 
remember and openly discuss tragedies like Kurapaty in order to 
ensure that such atrocities were not repeated. Throughout the 

week, hundreds of Belarusians commemorated the slayings by laying 
flowers and lighting candles at the site. 


Column 3 
3. Foreign Military Experts Verify Belarus\' CFE Compliance 


On October 31, a team of military experts from Belgium, the Czech 
Republic, Hungary, Poland, and the United states started their four- 
day inspection of the 120th Independent Mechanized Brigade of 
Belarus\' Armed Forces to verify GOB compliance with the 1990 Treaty 
on Conventional Forces (CFE) in Europe, which sets limits on 

military equipment deployed by NATO and the former Warsaw Pact. 
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4. Police Arrest 12 Opposition Youth Activists 


On November 1, police arrested 12 youths for their unauthorized 
demonstration against the politically motivated conviction and 18 
month prison sentence of opposition youth leader Dmitriy Dashkevich 
(reftel). The youths formed a human chain on Minsk\'s October 
Square and held images of Dashkevich. Radio Free Europe/Radio 
Liberty Belarusian service reporter Lyubov Lunyova was among those 
detained but was released at the square. Police released 10 of the 
youths after taking them to the police station and establishing 

their identities. The remaining activists, Dmitry Fedoruk and Gleb 
Sandros, spent the night in a police lockup and were sentenced in 
court to three days in jail for petty hooliganism. Fedoruk 

reportedly told pro-opposition website Charter 97 that police had 
beaten some of the detained activists. On November 3, Amnesty 
International declared Dashkevich a prisoner of conscience. 


5. GOB Still Refuses Hunger-Striking Kozulin Legal Counsel 


On November 2, Igor Rynkevich, the attorney for imprisoned former 
opposition presidential candidate Aleksandr Kozulin, confirmed that 
authorities are still preventing him from meeting with Kozulin. 

The Vitba-3 correctional institution warden reportedly announced 

that he would not allow the lawyer to meet the former presidential 
candidate until the latter ended his open-ended hunger strike, 

which Kozulin began on October 20 to protest President Lukashenko\'s 
fraudulent March 19 reelection. Kozulin\'s daughter, Yuliya, 

visited Kozulin the correctional on November 2 and related that the 
warden justified the denial on the grounds that a meeting with 
Rynkevich would only weaken Kozulin\'s health. According to 
Rynkevich, authorities put Kozulin in the prison\'s medical unit 
together with former lawmaker Sergei Skrebets, who also has been on 
hunger strike since October 20. Both petitioned the prison 
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administration to transfer them back to the barracks. 


6. Fourteen Join Kozulin\'s Hunger Strike 


By November 2, fourteen Belarusian Social Democratic Party 
\"Gramada\" (BSDP) and Belarusian Party of Communists (BPC) activists 
in Brest began a hunger strike in solidarity with former opposition 
presidential candidate Aleksandr Kozulin. On October 30, BSDP 

Brest City Chapter Head Anna Kanyus, a student at European 
Humanities University in Vilnius, began the hunger strike and was 

later joined by head of the BSDP Brest regional chapter head Igor 
Maslovsky, who has called on BSDP activists to fast for up to five 

days to draw international attention to Kozulin\'s politically 

motivated imprisonment. 


7. Authorities Have No Suspects in September 2005 Bombings 


On November 3, Belarus\' Main Organized Crime and Corruption 
Prevention Office Chief Viadimir Tikhinya announced that 
authorities have no suspects and are not holding anyone in 
connection to the September 2005 bombings that injured nearly 50 
people in the northeastern city of Vitebsk. On October 4, police 
had arrested Pavel Krasovskiy, a prominent activist of the youth 
opposition organization Malady Front, on the grounds that 
Krasovskiy resembled a police composite picture of a suspect but 
released him 10 days later upon ascertaining that he was abroad 
during explosions. In April, authorities released two other 
suspects on their own recognizance but until now had not indicated 
whether they remained suspects. 


8. Education Minister Denies Expulsions Are Political 


On October 27, Belarusian Education Minister Aleksandr Radkov 
claimed that not a single student has been expelled from the 
country\'s institutions of higher learning for political reasons. 

Last year, Radkov issued a directive that ordered educational 
institutions to expel students who participate in opposition 
demonstrations. 


9. Regional Opposition Leaders Detained 


On November 4, police in the southwestern city of Brest prevented 
opposition United Civic Party Regional Chair Stepan Novoselchanin 
from traveling to Kyiv, where he was to attend a conference of 
Belarus\' opposition activists, by detaining him until after his 

train departed. The same day, authorities in the northeastern 

city of Mogilev arrested and sentenced to five days in jail 

opposition Belarusian Popular Front Regional Chair Grigoriy 
Kastusev as he was boarding a train to Kyiv for the same 
conference. Kastusev was charged with relieving himself in a 
public place and sentenced to five days in jail. 
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10. Court Overturns Church Expropriation 


On November 4, Sergey Lukanin, a lawyer for the Minsk-based New 
Life Church (NLC), reported that the Supreme Economic Court of 
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Belarus overturned all court decisions regarding NLC and will 
adjudicate the church\'s case under original jurisdiction in two 
weeks. Earlier this year, Minsk city authorities expropriated a 
building and a four-acre plot bought by NLC in 2002. 


11. Opposition Excluded from Gomel Election Commissions 


On November 2, independent media reported that the GOB included 
none of the 39 nominees of the opposition United Civic Party and 

the Belarusian Party of Communists in the 60 District Election 
Commissions (DECs) formed in the eastern Gomel region for Belarus\' 
January 14 local elections. Of the total 664 DEC members, 41 

percent of them were nominated through the signature-collection 
procedure, 21.3 percent by \"workers\' collectives.\" The remaining 
members were nominated by the pro-GOB Federation of Trade Unions of 
Belarus, and pro-GOB NGOs, including the Belarusian National Youth 
Union, the Belarusian Public Association of War Veterans, and the 
Belarusian Union of Women. 


12. Opposition Communist Youths Plan for Local Elections 


On October 29, the Central Committee of the pro-opposition Lenin 
Communist Youth Union of Belarus (LKSMB), purportedly Belarus\' only 
registered opposition youth party, approved the participation of 

LKSMB candidates in Belarus\' January 14 local elections. LKSMB 
leader Dmitry Yanenko predicted that the elections would be neither 
free nor fair but described the election process as \"a good school\" 

for LKSMB activists. 


13. Belarus\' 2006 Foreign Trade Up by 32 Percent 


On October 30, Belarusian Ministry of Economics reported that 
Belarus\' foreign trade in goods and services jumped by 32.2 percent 
year-on-year during the first eight months of 2006. Exports rose 
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by 27 percent. Imports rose by 37.6 percent, well above the target 
of eight to nine percent. 


14. Russia Considers Duty on Belarusian Sugar Exports 


On November 1, independent media reported that Russia\'s Ministry 
for Economic Development and Trade has submitted a draft regulation 
that would impose an 8.1 percent compensatory duty on Belarusian 
sugar exports for a period of three years. The draft followed an 
investigation by the Russian Union of Sugar Manufacturers 
(Soyuzrossakhar) that concluded that Belarus exported sugar made 
from imported raw cane sugar instead of sugar that was domestically 
refined from sugar beets. At present, Belarus is exempt from 

paying duty on the export of domestically refined sugar, whereas 
sugar made from imported raw cane sugar is subject to duty at USD 
340 per ton. Soyuzrossakhar estimates the Russian sugar industry\'s 
losses between 2002 and 2005 at more than USD 500 million. 
According a source within the Belarusian State Food Industry 
Concern, the president and prime minister will consider the issue. 


15. Russia Refuses to Sign 2007 Energy Deal with Belarus 


On November 3 Russia\'s Ambassador to Belarus Aleksander Surikov 
announced that Russia will not discuss next year\'s fuel and energy 
agreement with Belarus until the dispute regarding the distribution 

of oil product export duty between the two budgets has been 

settled. Surikov also related that Russia has withdrawn from the 
agreement to supply Belarus with natural gas at Russia\'s domestic 
prices and to equalize rail tariffs because of Belarus\' apparent 
unwillingness to create a joint gas transport venture. 


16. Chamber of Commerce to Open in PRC, Russia 


On November 2, the Belarusian Chamber of Commerce and Industry 
(BCCI) formally decided to open offices in China and St. 

Petersburg, Russia in late 2007. At present, BCCI\'s office in 
Leipzig, Germany is its only presence abroad. 


17. GOB Expects Monthly Pay To Rise to USD 350 


On November 3, Economy Minister Nikolai Zaichenko said that the 
average inflation-adjusted pay is projected to rise by eight to 

nine percent and households\' real money incomes by 7.5 to 8.5 
percent in 2007. According to the official, the average monthly 
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pay is expected to grow to USD 350 by the end of next year. 
18. Economy Ministry Claims 2006 Key Economic Targets Met 


On October 30, Belarus\' Ministry of Economics reported that 
thirteen of the 16 key targets for Belarus\' economic and social 
development were met in the first nine months of 2006. According 
to the ministry, agricultural output rose by 2.2 percent in that 

period. Meanwhile, Belarus\' GDP energy intensity fell by 1.5 
percent. Real income rose by 17.8 percent year-on-year. The 
average real retirement pension in the first nine months increased 
by 28.9 percent compared with the level of the same period of 2005. 
19. GOB Considers 50 Percent Cut in Military Pensions 

On October 27, independent media reported that Belarusian Deputy 
Prime Minister Viktor Burya is considering a plan to cut military 
pensions by 50 percent in order to reduce GOB budgetary 
expenditures. The Belarus\' Finance Ministry projects USD 40 
million in savings. 


20. New Independent Newspaper in Mogilev 


On October 31, a new independent newspaper published its first 
issue in the eastern city of Mogilev. According to \"Nash Mogilev\" 
(Our Mogilev) Editor Andrey Dvigun, the paper will come out once a 
month at an initial stage and then will become a weekly, covering 
social and economic events in the city. The paper will feature a 
political insert section titled \"Mogilevskaya Koalitsiya\" (Mogilev 
Coalition), and an editorial staff including members from local 

youth organizations. 


21. Editor-in-Chief of Belarusian \"Komsomolka\" Resigns 

On November 2, independent media reported the resignation of Yuliya 
Slutskaya, Editor-in-Chief of the \"Komsomolskaya Pravda v 
Belorussii,\" the largest independent newspaper in Belarus. 


According to press reports, Slutskaya has been offered a job with 
the NGO Belarusian Association of Journalists. 


22. Lukashenko Criticizes Belarus\' Healthcare System 


On October 29, President Lukashenko criticized Belarus\' healthcare 
and asserted that more than half of Belarusians are dissatisfied 
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with the quality of medical services. According to Lukashenko, 
more than 50 percent of interviewed people are unhappy about 
doctors\' bedside manner and 45 percent complain of a shortage of 
specialists in out-patient clinics. Lukashenko stressed the need 

to modernize hospitals and other healthcare institutions. 


23. Belarusian Nuclear Power Plant to Be Operational in 2015 


On October 30, during a visit to Russia, Belenergo Chief Engineer 
Aleksandr Sivak said that Belarus was determined to pursue its 
atomic power program with the first unit of a yet-to-be constructed 
Belarusian nuclear power plant expected to be put into operation in 
2015. Sivak linked Belarus\' decision to build the plant to 
increasing natural gas prices. 


24. On November 1, after hearing Judge Alla Bulash\'s decision to 
sentence him to 18 months in prison on politically motivated 
charges, opposition youth leader Dmitriy Dashkevich quietly but 
defiantly replied to the judge: 


\"This is my victory. This is my victory.\" 
Stewart 
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1.(SBU) SUMMARY: With three days to go before the official 
presidential campaign season kicks off November 12, Ambassador McGee 
has individually met 11 of the 14 candidates. The pre-election 

rhetoric is heating up among the presidential hopefuls but, with a 

few notable exceptions, most have failed to offer a concrete vision 

for the future. Rather, their discourse remains focused on the 
perceived past and present transgressions of the current government, 
as well as flaws in the electoral process. In what comes off 

sounding like coordinated talking points, several opposition 
candidates have emphasized that it is the international donors\' duty 
to ensure a smooth election process (ref A). Further, they assert 

the international community will be responsible for the potentially 
violent crisis they claim is sure to ensue if President Ravalomanana 

is reelected. Government of Madagascar (GOM) officials have 
responded to such criticism by encouraging politicians and voters to 
participate in election preparations, while laying the groundwork 

for the upcoming campaign season from a political and security 
standpoint. At present, few candidates have the sophistication or 
national standing to give President Ravalomanana a run for his 
money. END SUMMARY. 


2.(SBU) The root of most candidates\' malcontent lies in the 2002 
political crisis between then incumbent President Didier Ratsiraka 
and Marc Ravalomanana. After the nation teetered at the brink of 
civil war for some months, the High Constitutional Court ultimately 
ruled that Ravalomanana had won the majority of the popular vote in 
the first round of elections, making him the legal President of 
Madagascar. Opposition parties have since called for national 
reconciliation and amnesty for their supporters imprisoned for 
committing acts of violence in the 2002 crisis and for those who 

fled into exile. They insist amnesty is a prerequisite to restore 
peaceful relations between Malagasy living on the coast (\"Cotier\") 
and the historically dominant ethnic group from the highlands 
(\"Merina\"). However, throughout his tenure, President Ravalomanana 
has largely ignored political reform in favor of economic 
development -- the repercussions of which are becoming evident in 
the run-up to the presidential election. 
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3. (U) With unofficial pre-season campaigning well underway, the 14 
presidential candidates are jockeying for position. With the 

exception of four candidates--President Ravalomanana, Roindefo 
Monja, Elia Ravelomanantsoa, and Pastor Jules Randrianjoary -- most 
of the hopefuls have failed to offer a platform for the future (ref 

B). Rather, their discourse remains focused on perceived government 
transgressions of the past and present, as well as alleged flaws in 
the electoral process. The general tenor of opposition candidate 
complaints is that, without the implementation of the following 
reforms, these elections will not be free and fair: a blanket 

amnesty for those arrested in the 2002 political crisis (especially 
former President Ratsiraka and former Vice Prime Minister Pierrot 
Rajaonarivelo); the adoption of a single ballot; changes to the 
electoral code; the distribution of identity cards (a prerequisite 

for registered voters) to the over one million Malagasy who lack 
them; an independent national electoral commission; and laws 
regulating political party activities. Claiming the December 3 

election date is unconstitutional, 11 candidates continue to demand 
the election be postponed, the president resign, and a transitional 
government be established. Recognizing these requests are likely to 
go nowhere, candidates are gearing up for the start of the official 
campaign season November 12. 


4. (SBU) Some hopefuls have criticized the GOM for failing to 
initiate dialogue with opposition candidates and for not undertaking 
requested electoral reforms, despite calls from opposition parties, 
civil society groups and the international community. The GOM\'s 
decision to eschew the single ballot for the traditional multiple 
ballot system has already opened the door to accusations of fraud 
and corruption, particularly from those candidates who cannot fund 
the printing or distribution of the over seven million ballots 

needed for their candidacy. At the same time, there have been 
reports that private money is pouring in from Paris to bolster 
certain candidates and buy votes in this easily-manipulated system. 
French Ambassador Le Roy privately reassured Ambassador McGee that, 
while it is possible Malagasy expatriates in Paris and their French 
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businesses may be supporting the campaigns, there is not a drop of 
money in French government support for specific candidates. 


5. (U) A number of candidates accuse government officials of other 
forms of fraud. One candidate alleged that school teachers in 
Fianarantsoa were being driven to TIM (President Ravalomanana\'s 
political party) meetings in government vehicles. Candidates also 
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complain of unequal media coverage. The president undoubtedly 
enjoys an advantage as the private owner of the MBS radio and 
television networks with nationwide coverage. The National 
Electoral Council (CNE) announced the equal partition of free public 
airtime to which each candidate is entitled starting on November 12: 
five minutes for radio and five minutes for television every other 
day. Most candidates have also mentioned the logistical hurdles and 
the alleged lack of accuracy in the GOM\'s efforts to create 
Madagascar\'s first electronic voter registration lists as obstacles 

to the conduct of fair and transparent elections. 


6. (U) Several opposition candidates--particularly Manandafy 
Rakotonirina and Pety Rakotoniaina--emphasize it is the 
international donors\' duty to ensure a smooth election process. 
Believing the political conditions that precipitated the election 

crisis in 2001 are largely still in place, these candidates assert 

that Madagascar is on the cusp of a potentially violent conflict -- 

in the words of Rakotoniaina, \"there will be blood.\" They assert 

the international community will be directly responsible for the 
potentially violent crisis they claim is sure to ensue if President 
Ravalomanana is reelected. Four weeks before a single vote has been 
cast, a handful of candidates and their followers have already 
deemed a Ravalomanana victory as an automatic catalyst for crisis. 
In response to this sense of unrest, the President has held a number 
of meetings of top security officials in preparation for the 

upcoming elections. 


7.(SBU) Candidates have also been drawing political parallels 
between Madagascar\'s current situation and that of Cote dWlvoire and 
Rwanda to convince the international donors of the need to pressure 
the GOM for reforms -- comparisons the international community have 
quickly rejected. A small number of candidates -- encouraged by 
exiled political leader Pierrot Rajaonarivelo from Paris -- continue 

to play on the historical tension between the Cotier and the Merina 

as a lightning rod of discontent against the current Merina 

President and his administration. 


8. (SBU) With significant donor assistance, the GOM is making slow 
and steady progress on election preparations. Madagascar\'s first 
ever electronic voter registration lists are heading into the second 
stage of revision; the CNE is registering and training approximately 
3,000 domestic election observers for deployment around the country; 
the Ministry of Interior and CNE are working with the United Nations 
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Development Program (UNDP) and nongovernmental organizations (NGOs) 
to prepare public education campaigns for voters; and tamper-proof 
ballot boxes are being installed in over 17,000 polling stations. 

However, international donors have privately expressed concerns that 
election preparations are not progressing as quickly or effectively 

as hoped. While we are seeing steady progress in the verification 

of the electronic voter registration lists in urban areas and more 

affluent provinces, there are also consistent reports the 

verification process is struggling in more remote regions plagued 

with poor communication infrastructure. With less than a month 

until election day, certain elements of the public awareness and 

voter education campaigns have not yet been launched. Such problems 
and delays are consistently pointed out by opposition candidates to 
argue the government is deliberately dragging its feet in executing 

the logistics for transparent elections. Much of this perception of 
government inertia can be explained by legitimate capacity problems; 
however, on certain issues - such as the use of a single ballot for 

all candidates - the GOM appears to have deliberately passed on the 
chance to hold a more transparent election. 


COMMENT 


9. (SBU) Ravalomanana\'s tenure has been marked by significant 
economic reforms, but his failure to implement political reforms 
over the past four years -- specifically with regard to the 
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electoral framework -- has opened the government to predictable 
criticism in the run-up to the election. Acknowledging the need for 
further reforms in the future, Ambassador McGee encouraged 
candidates to make these elections as free, fair, transparent and 
peaceful as possible as a base to further improve future elections. 

A majority of the 11 presidential candidates who met with Ambassador 
McGee claim to seek better living standards for the Malagasy people, 
and all expressed a willingness to work with the United States if 
elected. In the intensely personal politics of Madagascar, a small 
number of opposition candidates appear determined to create some 
degree of trouble in the upcoming elections, if only to embarrass 
President Ravalomanana on the international stage. Their degree of 
success in this effort may well depend on how his administration and 
security services react - or overreact - to these provocations. END 
COMMENT. 
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E.O. 12958: DECL: 11/09/2026 
TAGS: ECON, EFIN, IZ, JO 
SUBJECT: DEMARCHE ON DEBT RELIEF FOR IRAQ 


REF: A) STATE 184738 B) STATE 181094 
Classified By: Ambassador David Hale, Reasons 1.4 (b) and (d). 


1. (C) Ambassador delivered the points requested to the 
Foreign Minister and Minister of Industry and Trade on 
November 2 but received no substantive reply. Ambassador 
will also deliver the points to the Deputy Prime Minister and 
Finance Minister, who handles this issue but has been 
unavailable due to travel, early next week. Post will also 
continue to follow up at the working level. 


2. (SBU) By way of background, Jordan has not forgiven Iraqi 
debt to date. Both Jordan and Iraq have yet to resolve the 
status of the $1.3 billion Jordanian claim on Iraq as part of 
the \"trade protocol ledger\" established under agreement 
between the GOJ and the former Iraqi regime, and in the 
framework of the state-controlled bilateral trade between the 
countries at that time. However, following up the exchange 
of prime ministerial visits, there are serious renewed 
bilateral efforts to resolve the issue. Jordan maintains 

that this is not debt, but merely an account that needs to be 
cleared. The principal of the claim is $900 million, while 

the rest is interest. Post understands that Treasury and EB 
view the claim as debt. The GOJ and PM Maliki\'s government 
reportedly view the recent oil deal between Jordan and Iraq 
as a way for Iraq to eventually start drawing down the trade 
ledger claim (Amman 7668). However, Jordan continues to 
suffer from high debt levels and face substantial economic 
and financial challenges. Pressing the GOJ to forgive this 
claim would put substantial pressure on a major U.S. 
assistance recipient and its $11 billion economy. 

HALE 
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SIPDIS 
SIPDIS 


DEPT FOR EB/ESC/TFS: SHINDS, S/CT: PHILL, INL/C/CP: 
SPETERSON, AND IO/PSC: JSANDAGE 


E.O. 12958: DECL: 11/07/2016 
TAGS: KTFN, EFIN, ETTC, KVPR, PREL, PTER, CY 
SUBJECT: TERRORISM FINANCE COORDINATION OFFICER: CYPRUS 


REF: A) SECSTATE 181096 B) NICOSIA 1889 
Classified By: A/DCM Tom Miller; Reasons 1.4 b and d. 


1. (C) All responses are keyed to the questions in paragraph 
9 of ref A. 


a) TFCO: Jane Zimmerman 

Deputy Chief of Mission 

tel: 357 22 39 3595 

Embassy after hours switchboard: 357 22 39 3300 
ZimmermanJB@State.gov 


b) Deputy TFCO: Michael S. Dixon 

Economic and Commercial Officer 

tel: 357 22 39 3359 

Embassy after hours switchboard: 357 22 39 3399 
DixonMS@State.gov 


c) Post found the June 2, 2006 regional meeting on Terrorism 
Finance at USEU Brussels informative and valuable and would 
encourage making this an annual event. Visits from Treasury 
officials have also proven helpful in pushing our money 
laundering/terrorist finance agenda forward. Post would 
welcome more visits and more targeted regional generic op-eds 
for placement in local press, especially if they include 

examples of where terrorist finance efforts led to tangible 
results in other similar jurisdictions. Post would also 

welcome USG-financed terrorism finance workshops for GoC 
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Officials, either in Cyprus or abroad. While Cypriot 
cooperation has been strong, we occasionally find ourselves 
up against the attitude that terrorist financing is unlikely 

to occur here and all the work that is required generates 
little bang for the buck. 


d) Government-controlled area: The GoC claims that its 
anti-money laundering law and its ratification of the 1999 
Convention on the Suppression of the Financing of Terrorism 
give it the authority it needs to confiscate terrorist funds, 
although this has yet to be tested in practice. The recent 
Moneyval evaluators, however, were not convinced that this 
was an adequate mechanism. The evaluators found that \"Cyprus 
has an administrative procedure for freezing (terrorism 

funds) under the UN resolutions and regulations of the EU.\" 
However, a \"comprehensive and effective system for freezing 
without delay by all financial institutions of assets of 
designated persons, including publicly known procedures for 
de-listing, is not yet fully in place.\" (Note: Cyprus has 

also yet to criminalize the collection of funds for terrorist 
groups or individuals as required under FATF SR 2.) 


The GoC has signed and ratified the UN Convention on 
Terrorism Financing and has implemented UNSCRs 1267, 1373, 
1390, and 1455. The GoC has adopted money laundering 
legislation and established an FIU. Cyprus is also a member 

of Egmont and a FATF style regional body (Moneyval). Cyprus 
has not issued any freeze orders on terrorist-linked assets 

(it reports that is has yet to find any). The GoC regularly 

shares terrorism finance information with the USG in a timely 
manner, and its FIU enjoys excellent cooperation with FinCEN, 
the FBI, DEA, and the Embassy. 


The area administered by Turkish Cypriots: The area 
administered by Turkish Cypriots (the self-proclaimed 
\"Turkish Republic of Northern Cyprus\" or \"TRNC\"), which 
controls the northern third of Cyprus, is not recognized by 
the U.S. or any other country except Turkey, and is outside 
the control of the GoC. This area does not have a clear 
legislative authority to freeze terrorist funds. It is nota 

UN member, so it has not signed or ratified the UN Convention 
on Terrorism Financing. It has also not fully implemented 
the relevant UNSCRs. While it has a relatively weak 
anti-money laundering law, it has not established an FIU. It 
is also not a member of Egmont or any FATF-style regional 
body, nor has it issued a freeze order on terrorist funds. 

The Turkish Cypriot \"Central Bank\" does ask the 24 Turkish 
Cypriot domestic and 16 off-shore banks to search for assets 
linked to designated terrorists (when we ask), but the 
penalties for non-compliance are minor, and no bank has 
reported any positive findings. The Turkish Cypriots would 
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welcome greater cooperation with U.S. intelligence and law 
enforcement, which is constrained due to non-recognition 
issues. (Note: Since the U.S. only recognizes the Government 
of Cyprus as the sole government on the island, the area of 
Cyprus administered by Turkish Cypriots should not be listed 
as an entity separate from Cyprus on any charts, especially 

if the chart is likely to be made public. End note.) 


SCHLICHER 
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H FOR TYREA LONON 


E.O. 12958: N/A 
TAGS: OREP, AMGT, ASEC, AFIN, NO, DA 
SUBJECT: STAFFDEL EDWARDS VISIT TO OSLO NOVEMBER 21-23 


REF: STATE 182325 


1. Embassy Oslo welcomes the visit of Mr. Issac Edwards, 
Professional Staff Member, to Oslo, Norway from November 
20-23, 2006 to participate in meetings of the Standing 
Committee of Parliamentarians of the Arctic Region. Post 
requests security clearance information for Mr. Edwards. 
Please see paragraph 15 for an important action request. 


2. The Control Officer for the visit is Mr. David Henry, 
Pol/Econ Section, who can be reached at (47) 2130-8962 
(office), (47) 9340-7807 (cellular) or via e-mail at 
henryda@state.gov. 


3. Lodging: Reservations have been made at the Radisson SAS 
Scandinavia Hotel, Holbergsgate 30, 0166 Oslo, phone (47) 
2329-3000 and fax (47) 5176-6001 for the nights of November 
21 and 22 for Mr. Edwards (#724047). Please contact the 
embassy\'s General Services Office at least twenty-four hours 
prior to arrival for cancellations. 


4. Embassy control officer will meet and assist Mr. Edwards 
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at the airport. Embassy will provide a cellular phone for 
Mr. Edwards\' use in Norway. 


5. Embassy Information: The Embassy is located in downtown 
Oslo on Henrik Ibsens Gate 48 and directly across the street 
from the National Theater Rail Station (Drammensveien exit). 
The main Embassy switchboard number during working hours is 
(47) 22 44 85 50; after hours Post One telephone is (47) 21 

30 85 01. The general Management fax number is (47) 22 43 07 
77. The Embassy website is: www.usa.no. 


6. In accordance with the guidance issued to all U.S. 

citizens by the State Department in the Worldwide Public 
Announcement dated 18 October 2006, U.S. citizens should be 
alert of the continuing threat of terrorist actions and 
anti-American violence against U.S. citizens and interests 
overseas. 


7. The Department of State is deeply concerned about the 
continued threat of terrorist attacks against U.S. citizens 

and interests abroad, as well as the potential for 
demonstrations and violent actions against U.S. citizens and 
interests overseas. U.S. citizens are reminded that 
demonstrations and rioting can occur at any time. In 
reaction to the execution of hostages in Iraq, there have 
been demonstrations and associated violence in the hostages\' 
country of origin. While Americans are generally not the 
targets in such incidents, U.S. citizens could be caught up 

in the violence. U.S. citizens are reminded to maintain a 
high level of vigilance and to take appropriate steps to 
increase their security awareness. 


8. The Department of State remains concerned by indications 
that Al-Qaida and affiliated groups continue to prepare to 
strike U.S. interests abroad. Al-Qaida and its associated 
organizations have struck in Europe, Asia, and the Middle 
East. Future Al-Qaida attacks could possibly involve 
non-conventional weapons such as chemical or biological 
agents as well as conventional weapons of terror, to include 
explosive devices. 


9. Terrorist actions may include, but are not limited to, 
assassinations, hijackings, bombings or kidnappings. These 
may also involve aviation and other transportation and 
maritime interests. Terrorists do not distinguish between 
official and civilian targets. These may include facilities 
where U.S. citizens and other foreigners congregate or visit, 
including residential areas, business offices, clubs, 
restaurants, places of worship, schools, hotels and public 
areas. U.S. citizens are encouraged to maintain a high level 
of vigilance and to take appropriate steps to increase their 
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security awareness. 


10. In the wake of the July 2005 London bombings and the 
March 2004 train attacks in Madrid, Americans are reminded of 
the potential for terrorists to attack public transportation 
systems. In addition, extremists may also select aviation 

and maritime services as possible targets. 


11. U.S. Government facilities worldwide remain at a 
heightened state of alert. These facilities may temporarily 
close or suspend public services from time to time to assess 
their security posture. In those instances, U.S. embassies 
and consulates will make every effort to provide emergency 
services to U.S. citizens. Americans abroad are urged to 
monitor the local news and maintain contact with the nearest 
U.S. embassy or consulate. 


12. As the State Department continues to develop information 
on any potential security threats to U.S. citizens overseas, 

it shares credible threat information through its consular 
information program documents, available on the Internet at 
http://travel.state.gov. In addition to information on the 
Internet, travelers may obtain up-to-date information on 
security conditions by calling 1-888-407-4747 toll-free in 

the U.S. or outside the U.S. and Canada on a regular toll 

line at 1-317-472-2328. 


13. Travelers intending to bring, and use, any USG provided 
electronic or photographic equipment (including Personal Data 
Assistants (PDAs)) must contact the embassy\'s Regional 
Security Officer and receive permission prior to introducing 
that equipment into the Chancery. Personal electronic or 
photographic equipment is not permitted in the Chancery. Only 
in severely limited cases will notebook or laptop computers 

be permitted in the Chancery. 


14. Norway has a relatively low crime rate. However, the 
exercise of basic security awareness is prudent and called 
for. Violent crime throughout Norway is rare, but not 
unheard of. Instances of pick-pocketing and petty theft are 
predictably common in the major tourist areas, hotel lobbies 
and buffets and in the train, bus stations and surrounding 
urban areas. Travelers are urged to use their hotel safes or 
safe deposit boxes and to carry limited amounts of cash and 
valuables. Exercising common sense and good judgment can 
best insure your personal safety. The Norwegian police are 
responsive, professional and cooperative. The emergency 
number throughout Norway is 112. 


15. Action Request: Each visitor, regardless of length of 
stay, must bring/forward fiscal data to pay for direct costs 
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of the visit. Each agency, organization, or visiting 

delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not 

limited to: American and LES staff overtime, field travel by 
Embassy employees, vehicle rentals, long distance telephone 
calls, equipment rentals, office supplies, and all other 

costs directly attributable to the visit. 


16. Embassy Oslo looks forward to your visit. 
Whitney 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PGOV, PREL, IV, UN 

SUBJECT: OPPOSITION PARTIES UNHAPPY WITH UNSCR 1721; PM 
FINALLY REACTS PUBLICLY TO GBAGBOVS EFFORTS TO UNDERCUT HIM 


REF: A. ABIDJAN 1228 
B. ABIDJAN 1237 


Classified By: DepPolEconChief EMassinga, Reasons 1.4 (b & d) 


1. (C) Summary. The lvorian political class continues to 

react to UNSCR 1721 and the President\'s ongoing efforts to 
shape the political terrain to his liking. Both the Forces 
Nouvelles (NF) and major unarmed opposition parties expressed 
disappointment with 1721, specifically the decision to avoid 
explicitly subordinating the Ivorian constitution. However, 

they both indicated that they would accept the resolution and 
asked the international community to react to the President\'s 
apparent dismissal of 1721 elements he doesn\'t accept. Prime 
Minister Banny has asked the Embassy to issue a statement 
supportive of his position, and finally made a statement 

himself indicating that he will restart the indentification 

process, disarm the militias, reintegrate the military and 

restore civil administration throughout the country. End 
Summary. 


New Forces 
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2. (C) DCM and Econ Chief met with Forces Nouvelles Deputy 
Secretary General and Minister of Solidarity and War Victims 


SIPDIS 

Louis Andre Dacoury Tabley on November 6 in his Abidjan 
ministerial HQ. In an animated discussion, Dacoury expressed 
the NF\'s plain displeasure with the President\'s immediate 
efforts to define the adoption of UNSCR 1721 as a victory. 
Recounting the history of the conflict since 2002, Dacoury 
placed the blame for incessant blockages to the peace and 
reconciliation process in the camp of the President and his 
supporters. Dacoury then went on to discuss what the NF sees 
as the key to genuine progress, the resumption of the 
audiences foraines and identification process. Claiming that 
more than half of the citizenry lacks national identification 
cards (himself included), he claimed that Gbabgo\'s is the 
latest in a line of Ivorian governments that have manipulated 
the national identification question for electoral advantage. 
Dacoury argued that the identification program launched in 
the spring and summer should be renewed as it had been 
structured, saying it went hand-in-hand with the successful 
roll-out of the pre-regroupment process within the DDR 
framework. Dacoury rejected modifying the audiences foraines 
through the use of an expanded cadre of fixed judges, arguing 
that without the audiences foraines, many average citizens 
would not be registered because of the hardship involved in 
having to travel long distances. 


3. (C) Reacting to FPI talking points blaming the 
\"rebellion\" for failing to disarm as the central factor 
impeding the reunification of the country, Dacoury said the 
FPI was using the disarmament question to hide its 
unwillingness to allow a process leading to elections to go 
forward. In response to standard FPI assertions that 
conducting audiences foraines in NF-controlled territory 
would subject them to unacceptable pressure from armed 
partisans, Dacoury said international forces and all the 
political parties would supervise the process. Responding to 
a question, Dacoury said military-to-military discussions are 
beside the point; \"the central problem is not a military one, 
but a political one. The militaries finished their work in 

July, but it remains up to political leaders to implement 

plans already agreed to.\" The Minister did concede that not 
all NF troops have remained in pre-regroupment areas under 
the process begun earlier this year because of the condition 
of these sites. However, he added that the troops could 
easily reconvene at these sites once the DDR process resumes. 


4. (C) Dacoury said the NF support expanded powers for the 
PM. Turning to the role of the international community, and 
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particularly the United States, Dacoury asked that Gbagbo be 
censured for his outright refusal to cooperate with the 
international will, as expressed in UNSCR 1721. In response 
to a DCM observation that the international community cannot 
impose peace, Dacoury said \"you are here. Do something. 
Require those who promise something to keep their word.\" 
Noting that the Constitution was approved by a minority, the 
Minister questioned the UNSC\'s (and U.S.\'s) unwillingness to 
explicitly subordinate it to 1721. 


RHDP 


5. (C) The Ambassador met with Rally of Houphouetists for 
Democracy and Peace (RHDP, a coalition of the major unarmed 
oppositions parties, the PDCI and the RDR) Chairman Alphonse 
Djedje Mady at PDCI HQ on November 7. Ina 
well-choreographed meeting, the RHDP leadership was deployed 
in force, and a sizable press gaggle had been assembled to 
interview the Ambassador and Mady after the meeting, likely 

in response to the large press attention to the Ambassador\'s 
meeting with President Gbagbo a day earlier (reftel B), in 
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which the pro-government press had slanted the Ambassador\'s 
words to indicate U.S. support for the President. 


6. (C) In a frank ninety-minute meeting, Mady expressed 
deep reservations about President Gbagbo\'s real willingness 
to allow the peace and electoral processes to move forward 
towards elections in October 2007. After the nearly 
obligatory review of the history of the crisis since 2002, 

Mady began the meeting in earnest by presenting deep 
dissatisfaction with the outcome of UNSCR 1721, and asked how 
the U.S. could have supported it. Focusing on the question 
of the interaction of the constitution and 1721, Mady said 

that since the entire Marcoussis-inspired peace process is 
outside the limits of the Ivorian constitution, excessive 

fidelity to it by the international community does not serve 

the Ivorian people or advance the peace process. Using 
carefully prepared points, Mady said neither Gbagbo\'s 
extended mandate, the mixed cabinet nor the powers given to 
the PM to issue decrees were to be found in the Constitution, 
but all these elements are enshrined in 1721. Going further 
and referring directly to Gbagbo\'s aggressive public efforts 
to undercut the PM and define 1721 as it suits him, Mady 
asked how the international community and the United States 
specifically could accept the President\'s open \"rejection\" of 
the UNSC\'s stated will. 
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7. (C) The Ambassador responded with two points. The first 
was that 1721 was the result of a compromise, and that its 
treatment of the constitutional question was as far as UNSC 
was willing to go and that the resolution and constitution 

are not contradictory. Second, that the U.S. treats the 
question of whether the United Nations can abridge national 
sovereignty and a national constitution carefully, and that 
creating such a precedent could not be undertaken lightly. 
The Ambassador emphasized that the U.S. position on 1721 \"was 
not a vote for Gbagbo or the FPI or anyone else, it was a 
vote for the principle.\" 


8. (C) Mady virtually ignored the Ambassador\'s first point 
and focused his attentions exclusively on whether the 
international will and the right to protect populations 
supersedes sovereignty. Pointing to the Iraq situation, he 
noted that the Saddam Hussein regime had a constitution, but 
the U.S. led efforts to topple his unjust government. Mady 
said his party couldn\'t understand why the U.S. would side 
with Russia and China in the Security Council\'s 

deliberations, countries, he said, which have questionable 
democratic credentials. Mady said that the \"FPI has 
infiltrated all facets of the government and security 

forces,\" and that as long as Gbagbo is the \"prime mover\" he 
will act to block progress. Referring obliquely to the 

recent events in Yopougon in which local residents forcibly 
ejected pro-government militiamen (septel), Mady said \"our 
people are ready to go to the streets to support Banny.\" 


Prime Minister Banny 


9. (C) The Prime Minister\'s Political Advisor Yaya Dembele 
met with the Econ Chief on November 6th, and confided that 
the Prime Minister\'s team was divided as to how to respond to 
the President\'s post 1721 political offensive. Dembele asked 
directly if the U.S. Embassy would issue a public statement 

in support of the Prime Minister should the latter issue a 
decree that would be contradicted by either the President or 
senior leaders of the armed forces. (Note: the Ambassador 
plans to meet with the PM to discuss this and other matters. 
Results will be reported in septel). In the afternoon of 
November 8, the Prime Minister delivered a long-expected 
public speech, saying he would relaunch the identification 

and DDR processes and proceed with the integration of the 
military, dismantling of militias, and reestablishment of 

state authority throughout the national territory. He 

provided few details, and the speech was delivered abruptly 

at 1336 GMT, an hour after his camp had announced it would be 
postponed until the evening. Consequently, much of Abidjan 
was unsure if the PM had actually spoken for much of the 
afternoon of the 8th. 
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10. (C) Comment: Although the opposition is unhappy with 
UNSCR 1721\'s lack of precision on the question of its 
interaction with the Ivorian constitution, it is important to 
recognize that they accept it. We anticipate they, as well 

as the Prime Minister, will continue to look to the 

international community to compel Gbagbo\'s compliance with 
its provisions. End Comment 

Hooks 
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E.O. 12958: N/A 

TAGS: ODIP, ILC, UNGA, AE 

SUBJECT: UAE SUPPORTS U.S. CANDIDATE TO INTERNATIONAL LAW 
COMMISSION 


REF: A. ABU DHABI 4220 
B. STATE 180503 
C. ABU DHABI 3622 
D. STATE 137429 


Embassy received via diplomatic note November 7, 2006 
confirmation of the UAE\'s support for the U.S. candidate, 
Michael Matheson, to the International Law Commission at the 
elections of the 61st UN General Assembly in New York, 
November 2006, further confirming verbal commitments cited 
ref A. 

SISON 
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RUEHFR/AMEMBASSY PARIS PRIORITY 0288 

RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 
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RUEHLMC/MILLENNIUM CHALLENGE CORP WASHINGTON DC PRIORITY 0515","C ON FIDE 


SIPDIS 


SIPDIS 
NOFORN 


STATE FOR EB/ESC, WHA/EPSC, WHA/PPC, AND WHA/CEN 
STATE FOR D, E, P, AND WHA 

TREASURY FOR AFAIBISHENKO 

STATE PASS AID FOR LAC/CAM 

NSC FOR DAN FISK 


E.O. 12958: DECL: 11/08/2016 

TAGS: EIND, EINV, HO 

SUBJECT: HONDURAS: PRICE CONTROLS BECOMING WEAPON OF 
CHOICE? 


Classified By: Classified By: AMB Charles Ford for reasons 1.4 (b) and 
(d) 


1. (C) Summary: Once again, the GOH seeks to impose price 
controls on the private sector, adding cement to the list of 
commodities the GOH has capped or attempted to cap in recent 
months. Also on that list are sugar, palm oil, credit cards, 
and of course, gasoline and petroleum products. Post is 
convinced that the cement producer LaFarge is guilty of past 
incidences of predatory pricing and price collusion, but 
whether the present price hike was justified or not is far 
from clear. As is increasingly its wont, the GOH has 
denounced the price hike without having first done any market 
research, and refuses any company explanation or action short 
of a full price rollback by the company. Meanwhile, the new 
Competition Commission -- the GOH organ specifically designed 
to address cases like this -- stands to one side, silent and 
impotent, lacking both the staff and funding to carry out its 
mandate. End Summary. 


2. (SBU) The GOH Ministry of Industry and Commerce has 
issued an ultimatum to cement producer Incehsa that it must 
roll back its recent price increase of 6.39 lempiras (USD 
0.34) per 94 pound bag of portland grey cement, or face 
government action. The firm argues that input costs 
(including coal) have seen price increases that justify the 


Column 3 

price hike, and has thus far refused to reduce prices. Vice 
Minister of Commerce Freddy Cerrato is quoted in press 
accounts dismissing that answer, saying instead that \"the 
government firmly rejects any offer short of eliminating the 
price increase.\" 


3. (SBU) Last week the GOH announced its plans to set price 
controls on palm oil, noting its concern that prices for that 
product sometimes go up or down. Two weeks ago, the debate 
was over setting price controls on sugar, when sugar 
producers tried to raise prices (reportedly for the first 

time in three years). The month before that, Congress passed 
a bill (currently still in the style committee) that set 

rates and fees for credit cards. And, of course, the GOH has 
held gasoline and other fuel prices frozen since last April 

(a price freeze that importers, notably U.S. firms Esso and 
Texaco, have been forced to absorb and have not been 
reimbursed for yet.) 


4. (C) In the specific case of cement, it is difficult to 

have much sympathy for the firm. Incehsa is a joint venture 
between French multi-national cement producer LaFarge and the 
Honduran army, and it was condemned in a GOH report in 2004 
of using predatory pricing tactics to drive U.S. cement 

producer Cemar out of the market. Despite a report from the 
Attorney General and the Ministry of Commerce attesting to 

this predatory pricing, Incehsa was never charged with or 
convicted of acrime. There are also allegations of 

corruption involving USD 12 million in mysterious tax 
forgiveness to the firm in 2004. Post assesses that Incehsa 
was able to carry out this predatory pricing scheme only by 
working in collusion with the only other cement producer in 
Honduras, Cementos del Norte (Cenosa), whose president is 
current Minister of the Presidency Yani Rosenthal. 


5. (C) Comment: That said, the GOH\'s reflexive use of price 
controls is highly disturbing, and profoundly anti-market. No 
economic studies have been done to determine if all or part 

of the cement price increase is justified, nor has the new 
Competition Commission conducted any analysis of whether the 
two cement companies are manipulating prices or otherwise 
exercising monopoly power. This lack of investigation by the 
commission is due in large part to the fact that the GOH 
delayed for six months in even naming the commissioners, and 
nearly a year after passing the law has yet to provide staff, 
office space, or a budget to the commission. It is worth 

recalling as well that the first GOH list included as one of 

the three proposed commissioners the Chief Operating Officer 
of Cementos del Norte, RosenthalYs company. This was seen as 
a clear attempt to prevent the commission from taking any 
effective action against the cement producer, and was 
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successfully blocked by Post and others. It would appear 
that Honduras is now reaping what it has sown, paying what 
the United Nations commission on Latin American economic 
studies (CEPAL) notes are the highest cement prices in the 
region. End Comment. 


Ford 
FORD 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR NEA/FO, NEA/ARP, NEA/ELA, NEA/RA 
DEPARTMENT FOR PM/FO 

BEIRUT FOR AMBASSADOR FELTMAN, POLCHIEF, AND ODC CHIEF LTC 
OGLESBEE 

NSC FOR EABRAMS AND GMARCHESE 


E.O. 12958: DECL: 11/09/2016 

TAGS: MASS, PREL, EAID, LE, AE 

SUBJECT: FURTHER BACKGROUND ON UAE SECURITY ASSISTANCE TO 
LEBANON 


REFS: A) ABU DHABI 4239, B) STATE 183255, C) ABU DHABI 4213, 
D) ABU DHABI 3686 


Classified by Ambassador Michele J. Sison, reasons 1.4 (B) 
and (D). 
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1. (C) DATT and USLO Chief discussed UAE security assistance 
to Lebanon November 9 with UAE Armed Forces Director of 
Logistics MG Obaid Al-Heri Salem Al-Ketbi, following up on 

prior conversations with Crown Prince Mohammed bin Zayed\'s 
International Affairs Director Yousef Al-Otaiba (ref A). 

Al-Ketbi noted the UAE\'s extensive involvement in Lebanon and 
specifically GHQ\'s role in building and operating a medical 
center in Beirut, constructing/rehabilitating 30 police 

stations, and building schools, in addition to donations of 
materiel. He said the UAE officer in Beirut (see ref A) was 
responsible for coordinating support and relaying GOL 

priorities to the UAEG. 


2. (S) Al-Ketbi said the UAE was involved in GCC-wide 
coordination of military goods to Lebanon with UAE State 
Security Director Sheikh Hazza bin Zayed at the center of the 
effort for the UAE. A list of GOL requirements was being 
considered by each GCC state. Regarding potential UAE 
contributions, GHQ had prepared a list of things it could 
contribute if asked; Sheikh Hazza had this list and would 
coordinate with the GCC, although that process could take 
time and Al-Ketbi could not comment on the substance of those 
discussions -- he did say GHQ had not yet received any 
specific tasking for support within the framework of the GCC 
effort. 


3. (C) Al-Ketbi did clarify that GHQ had purchased for 

delivery 4 million rounds of 5.56 mm ammunition, had 

transferred from its stocks 5,000 Kalashnikov rifles, had 
purchased for Lebanon 5,500 Arsenal rifles from Bulgaria 
(compatible with the 5.56 mm ammunition), and that the UAE 
thinks the LAF needs 499 HWMMV vehicles rather than the 1,000 
noted ref B. 


4. (C) Regarding communications systems, Al-Ketbi said the 
GOL requested from the UAE a 10-million dollar police radio 
system, but that the UAE had not agreed to provide the system 
due to the lack of a national infrastructure in Lebanon to 
support it. Contrary to Yousef Al-Otaiba\'s characterization 
(ref A), Al-Ketbi said the UAE does have TETRA systems 
communications and had reviewed GOL requests for a similar 
network. The UAE determined, however, that Lebanon\'s 
communications infrastructure could not at present support 
this system. Building the infrastructure required would put 

the price tag well above the $60 million purchase cost of the 
TETRA system. 

SISON 
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E.O. 12958: DECL: 11/09/2016 
TAGS: PREL, PINR, PGOV, ER, SU 
SUBJECT: ABDUL SHAFI ALSO CLAIMS HE WILL RETURN TO DARFUR 


REF: ASMARA 933 
Classified By: AMB Scott H. DeLisi, for reasons 1.4 (b) and (d). 


1. (C) Summary: Ahmed Abdul Shafi plans to depart Asmara 
on November 12, to arrive in Darfur early next week in 

order to take part in the SLM military commanders meeting 
scheduled for November 15. He claims to be in close 
contact with his commanders as well as Sharif Harir and 
Khamis Abdalia Abakr. Shafi expressed skepticism about an 
Eritrean-led mediation, but, absent a viable alternative, 

feels the SLM could not turn down their offer to mediate. 
While Shafi strongly supports participation by the 
international community, in particular the U.S. and Chad, 

in a mediation, he claims the DPA non-signatories would 
prefer the AU not be included. End Summary. 


2. (C) Shafi told Emboff on November 7 that he had been 
given the green light by the GSE to return to Darfur and 
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consult with his commanders. His most recent travel plan 
(as of November 9) is to depart Asmara on November 12 for 
Nairobi. He said he is in contact with Khamis, currently 

in N\'djamena, who is assisting him in arranging transit 
visas from Nairobi to NVdjamena. He and Khamis plan to 
travel together early next week from N\'djamena to Darfur. 


3. (C) Shafi said he had explained to the GSE that it was 
imperative that he consult with the field before he made 

any decision to formally unite with the National Redemption 
Front (NRF) or agree to a mediation. He added that he has 
been coordinating with Sharif and Khamis about the upcoming 
commanders meeting, and explained that all three wanted to 
achieve some unity between the splintered SLM entities. He 
hoped that the meetings in Darfur would help to create one 
SLM and institutionalize the movement. He commented that 
both Ahmed Diraige of the NRF and Khalil Ibrahim of the 
Justice and Equality Movement (JEM), were not happy about 
the meeting nor the decision by their fellow DPA non- 
signatories to travel to Darfur. 


4. (C) Shafi refuted AbdulWahid al-Nur\'s statement 

(reftel) that the G-19 are back in his camp. Shafi 

explained that his intention in returning to Darfur was to 
understand where the loyalties of the commanders currently 
lie. He also wants to assess whether the military 
commanders will support uniting with the JEM, want a 
mediation and will accept Eritrea as a mediator. He hopes 
that the meetings will inform the next steps for all the 

DPA non-signatories. 


5. (C) When asked about the role of Eritrea in a future 
mediation between the DPA non-signatories and the GNU, 
Shafi was hesitant. He said he had accepted the GSE 
mediation initially, but now felt that their opposition to 

a UN mission in Darfur and to an active role for the 
international community in a Darfur mediation ran counter 
to the interests of the Darfur people. The GSE told him in 
a recent meeting that while the GSE was considering a role 
for the international community in a mediation, the role 
would not be a central one. Shafi fears that the GSE 
would seek to exclude international participation as they 
did with the Eastern Sudan negotiations. He emphasized the 
need for the international community, especially the U.S., 
to play a key role in a future mediation. 


6. (C) Shafi also highlighted the need for Chad to play a 
role in a Darfur mediation, even co-mediate, to ensure they 
do not pose a threat as a spoiler to a renewed process. 
However he doubted that either the GNU or the GSE would 
accept them as a co-mediator. He stated that some of his 
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supporters had been approached by Nigeria about coming back 
to Abuja, and while they were considering it, nothing had 

been decided officially. Finally, Shafi said he had 

spoken with Sam Ibok last week. While he did not provide 

the details of the conversation, he commented that he, as 

well as the other DPA non-signatories, would \"prefer the AU 
not play a role in a mediation.\" 


7.(C) Comment: Shafi seems intent on returning to Darfur 
to consult with military commanders and coordinate with 
Sharif and Khamis regarding the future of the SLM and DPA 
non-signatories as well as a way forward on a Darfur 
mediation. In general, over the past few months, he has 
been the least inclined to abandon the SLM organization or 
falter under pressure from the GSE. Moreover, he appears 
to be the most cautious about a possible GSE led mediation, 
recognizing the need of the international community in any 
future process. End Comment. 

DELISI 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, CG, ELECTIONS 

SUBJECT: DRC ELECTIONS: 57 PERCENT OF DISTRICTS REPORTING, 
KABILA STILL LEADING VOTE 


1. (U) Votes from 57 percent of the DRC\'s electoral districts 
have now been tabulated. President Joseph Kabila has received 
62.3 percent of the votes counted, Vice President Jean-Pierre 
Bemba 37.7 percent. More than half these votes come from 
Kabila\'s eastern strongholds. The total number of valid votes 
counted to date is 8.8 million. 
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2. (U) As of November 8, the Independent Electoral Commission 
(CEI) has released results from 92 electoral districts: 46 

are from the east, 33 from the west. All votes from Kinshasa 
have now been tabulated. Thirteen districts have been 

reported from the centrally-located Kasai region. 


3. (U) Kabila\'s support continues to be drawn primarily from 

the east, Bemba\'s from the west and center. Kabila has won 92 
percent of the votes tallied from Katanga, Maniema, North 

Kivu, South Kivu, and Orientale provinces. Bemba has won 74 
percent of the vote thus far reported from Bandundu, 
Bas-Congo, Equateur, and Kinshasa, as well as 93 percent in 
Eastern and Western Kasai. 


4. (U) Kabila\'s percentages continue to increase compared to 
the July 30 election in the Kinshasa and Bandundu bases of 
his ally Antoine Gizenga. He has won 30 percent of the vote 
reported thus far in Bandundu versus the three percent he won 
in the first round. Provisional results for Kinshasa show 
Kabila\'s share increased to 32 percent from the 15 percent he 
garnered July 30. 


5. (U) Average turnout rate in the 92 districts is nearly 64 
percent of eligible voters, compared to 71 percent nationwide 
in the first round. Participation in the 46 eastern districts 

is down six percent, while in the 33 western districts it is 
down 15 percent. Turnout rates in the 13 Kasai districts that 
have thus far reported have risen approximately 12 percent. 


6. (SBU) Comment: With the count skewed toward eastern 
regions where Kabila is heavily favored, more figures from 
Bandundu, Equateur, and the Kasais will be needed before any 
conclusions can be drawn about the final result. End comment. 
MEECE 
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E.O. 12958: N/A 
TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: November 09, 2006 


GUSENBAUER AND SCHUESSEL TO MEET AGAIN 


1. SPOe boss Alfred Gusenbauer and Chancellor Wolfgang Schuessel 
will meet in Parliament Friday to discuss again whether there is 

still a chance for a grand coalition. In the meantime, Federal 

President Heinz Fischer has indicated he is prepared to give the two 
parties \"one or two weeks\" to come together. Otherwise, he indicated 
that other options, possibly a minority government or new elections, 
would have to be considered. [ORF online] 


SPOe CONTEMPLATES MINORITY GOVERNMENT 


2. More and more frequently, prominent Austrian Social Democrats are 
publicly considering the option of forming a minority government, if 

no grand coalition with the OeVP can be forged. Salzburg Provincial 
Governor Gabi Burgstaller, in an interview with mass circulation 

daily \"Kurier,\" suggests establishing a minority government while 

the two investigation committees (Eurofighter, banks) are at work. A 
possible minority government would have to be tolerated by the 
Greens and the FPOe. FPOe boss Heinz-Christian Strache, however, is 
arguing for a \"Swiss-style\" temporary government of all parties, if 

all other options fail. [Kurier, p2, Der Standard, p1, and other 

media] 


EU THREATENS TO ABANDON TURKISH MEMBERSHIP NEGOTIATIONS 


3. The EU Commission progress report indirectly charges Turkey with 

a breach of contract by refusing to show any movement on the Cyprus 
issue. The Commission announced that, if Turkey does not acknowledge 
Cyprus by the end of December, there will be sanctions concerning 

the membership talks. [Neue Kronenzeitung, p3, Kurier, p4, and 

other Austrian media] 


HAMAS ANNOUNCES END OF CEASEFIRE 


4. After an Israeli attack which led to 19 deaths in the town of 

Beit Hanoun in the Gaza Strip, the Israeli-Palestinian conflict has 
escalated further. European politicians expressed shock at Israel\'s 
action and President Bush said he hoped such an attack \"will not be 
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repeated.\" Hamas has announced revenge and is freezing negotiations 
with Fatah over formation of a unified government. [Oe1 radio 

morning news, Der Standard, p5] 


US MIDTERM ELECTION SPECIAL 


5. DEMOCRATS APPARENTLY VICTORIOUS IN SENATE AS WELL 
After their victory in the House of Representatives, the Democrats 
may have gained a majority in the Senate as well. In a tight race, 
Democrat Jim Webb of Virginia declared victory over Republican 
incumbent George Allen, who has not yet conceded defeat. It could 
take up to a week to count all the votes, according to reports, and 

a recount could further prolong the procedure. Virginia would give 
the Democrats 49 seats in the Senate of 100 altogether. With the 
two seats won by Independents who say they will vote with them, the 
Democrats would have a majority for the first time since 1994. [ORF 
online] 


6. ELECTION DEFEAT: BUSH \"SACRIFICES\" RUMSFELD 

As a first consequence of the election debacle, US President Bush 
has decided to replace his controversial Secretary of Defense, 
Donald Rumsfeld. At a press conference, Bush said he and Rumsfeld 
agreed that \"the Pentagon needs new leadership.\" Former CIA boss 
Robert Gates will become the next Secretary of Defense; he has to be 
confirmed by the Senate. The Iraq strategy of the Bush 

administration was a primary reason for the massive defeat, all 

media agree; Bush\'s decision to \"sacrifice\" Rumsfeld, as several 
media headline the story, is seen as an acknowledgement of this and 
as a first signal for a change of course in the administration\'s 

Iraq policy. [Die Presse, p1, and other Austrian media] 


7. ANALYSIS OF VARIOUS AUSTRIAN DAILIES 


\"Neue Kronenzeitung\" 

The mass circulation tabloid focuses on the resignation of Secretary 

of Defense Donald Rumsfeld and speculates on possible future changes 
in the presidential staff, referring to Secretary of State 

Condoleezza Rice as a \"not uncontroversial\" cabinet member. On the 
Democratic side, the future Speaker of the House, Nancy Pelosi, 
according to the tabloid, is aiming at establishing a closer working 
agreement between Democrats and Republicans to reunite \"a deeply 
divided country that is exhausted from the Iraq war.\" 


\"Kurier\" 


The mass circulation daily also concentrates on Rumsfeld\'s 
resignation as the \"first dramatic signal\" that this midterm 

election has fundamentally changed the political landscape of the 

US. Of newly-nominated Secretary of Defense Robert Gates, CIA boss 
under George Bush Sr., the daily writes that he, \"in contrast to 
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Rumsfeld, is not an ideologue and cultivates good contacts with 
Democrats.\" In the future, Bush could encounter resistance not just 
from the Democrats, but also from within his own party, the daily 
warns: Because he has partly lost the religious right, his die-hard 
supporters, Bush now has to move closer to the political center. 
Immigration, at least, should not be difficult for the President - 

he already holds a more liberal position than his party\'s 

hardliners, says \"Kurier.\" 


\"Kleine Zeitung\" 

The mass circulation Styrian daily analyzes the landslide victory of 
California\'s Governor Arnold Schwarzenegger, who won more votes than 
any other governor up for re-election. One year ago, such a victory 
seemed extremely unlikely - Schwarzenegger had suffered a serious 
defeat in a popular referendum with a conservative austerity 
package. Since then, the Governor has become more moderate and 
cooperated closely with the Democrats who have a majority in the 
California Legislature. He distanced himself from fellow Republican 
George Bush on the Iraq war and scored points on immigration and 
environmental issues. 


\"Der Standard\" 

Foreign affairs writer for independent daily \"Der Standard\" 
Christoph Winder analyzes the elction results: \"The Republicans\' 
old recipes for success didn\'t work. The Democrats on Tuesday 
reaped the grapes of wrath but this alone will not suffice. They 

will have to formulate a political plan for 2008. They have so far 
failed to come up with brilliant ideas on Iraq or on most of the 
domestic issues.\" 

The daily also analyzes the chances for a change of course in lraq 
as a result of the US midterm elections. Foreign editor Gudrun 
Harrer notes that the Democrats also lack an acceptable exit 
strategy. Immediate withdrawal is no realistic alternative, since 
this would mean giving up US interests in the region. Attention is 
now focused on the bipartisan Iraq Study Group headed by Republican 
James Baker and Democrat Lee Hamilton, which is expected to 
recommend a gradual withdrawal. The question is how to prepare Iraq 
for that. Some argue in favor of a well-ordered division of the 
country, but the question is how to get a grip on security. While it 
is clear that Iraq will not become what the Republican war 
strategists envisioned in 2003, it is unclear what will happen there 
instead - and what this will mean for US interests. 


\"Die Presse\" 

The centrist daily sees the election result as a \"vote on George W. 
Bush and the Iraq war,\" and was acknowledged as such by the 
President. The bipartisan study group headed by former Secretary of 
State James Baker could present its findings in a few weeks. The 
daily refers to speculations that the group intends to recommend 
direct talks with Syria and Iran, which would constitute a total 


Column 3 

turnaround from the foreign policy as practiced by the Bush 
administration so far. The democrats are meanwhile debating whether 
or not to initiate impeachment procedures against the President. 
What is certain is that an antagonistic Congress would turn the 
President into a \"lame duck\" for the remainder of his term in 

office. 


\"Wiener Zeitung\" 

The semi-official daily deals with the European assessment of the US 
midterm election results. Italy\'s Prime Minister Romano Prodi is 
convinced Bush lost the election because of the Iraq war, while the 
governing Spanish socialists welcomed the election victory of the 
Democrats and expressed the hope that \"this will help change the US 
foreign policy course.\" A gradual US withdrawal from Iraq is also 
expected by prominent German foreign policy expert Hans-Ulrich Klose 
from the SPD. French parliamentarian Frangois Fillon, a confidant of 
Interior Minister Nicolas Sarkozy, said he was \"glad\" that American 
foreign policy was criticized by the American people, \"because it is 
bad.\" John McDonnell, a leading British Labour politician, pointed 

out that the election results not only damaged Bush, but also served 
to isolate Prime Minister Tony Blair in the international community. 

In Austria, SPOe spokesman Josef Cap characterizes the election 
results as \"positive,\" and \"one in the eye\" for President Bush and 
the \"insensitive attitude\" demonstrated by his party in view of the 
social problems in the US. 


\"Salzburger Nachrichten\" 

According to the independent daily, the lesson of this election for 
Republicans is that it is dangerous to rely entirely on its 
conservative base and neglect the political center. The Democrats, 
too, will have to \"govern from the center\" - many newly-elected 
Democrats are moderate and closer to the Republicans than to their 
own party. Now, the Democrats have to look towards the future, 
writes deputy chief editor for \"Salzburger Nachrichten\" Viktor 
Hermann: \"For the next two years, the Democrats have the chance to 
show Americans what they can do. They can initiate positive 
legislation in Congress on the political, economic, and social 

levels. Some of these initiatives will fall victim to parliamentary 
trade-offs, some to the presidential veto, but it will still be a 

chance to present to the American voters an efficient political 

party that can claim the presidency two years from now.\" 


\"Vsterreich\" 

The mass circulation tabloid analyzes the overwhelming victory of 
Hillary Clinton in the New York Senate race. This triumph could 
foreshadow her future: Clinton wants to decide in the coming month 
whether to run for President in 2008. Her recent victory could be an 
excellent starting point for being the first woman to capture the 
White House, writes the tabloid. 

Phillips 
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SUBJECT: DISCORD IN THE MILITARY 

REF: HARARE 1308 


Classified By: Ambassador Christopher Dell under Section 1.5 b/d 
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1. (C) MDC shadow minister for defense Giles Mutsekwa told 
Ambassador November 8 that according to his sources morale 
has plummeted at all levels of the military. The military 

does not yet view the MDC as a solution to the country\'s 
problems and may consider a coup, which would not be in the 
best interests of the country. Mugabe is aware of military 
discontent and has planted \"commissars\" in elite units to 
monitor their activities. Mutsekwa believes some of his high 
ranking military contacts would like to meet with USG; he 

will look into facilitating such meetings. 


2. (C) On the political front, Mutsekwa said reunification 

of the two MDC factions would strengthen the opposition, 
which demonstrated in the recent rural council elections that 
it could compete with ZANU-PF in rural areas. However, to 
beat ZANU-PF in national elections, a reunified MDC would 
also need to build institutions to get out the vote. He 

added that the MDC continues to believe a mass uprising is 
possible. End Summary. 


3. (C) Mutsekwa again confirmed, as he had earlier with 
polchief (ref), that his sources in the military had told him 

that senior military officials had urged Mugabe to step aside 
because of the perilous economic situation in the country and 
its effect on the military, including deteriorating morale. 

The president had deflected these officers and morale at all 
levels was continuing to plummet. 


4. (C) The Ambassador queried whether this was true of the 
Presidential Guard and the Paratroop and Command regiments 
which constitute the National Reaction Force and are 
generally thought to be the best trained, cared for and most 
loyal units of the defense forces. Mutsekwa responded that 
the commanding officer of the Guard comes from his home 
village and they frequently converse. The commander told him 
there was growing discontent with the Guard * as well as 

other elite units * and should the MDC stage a large 
demonstration, defense forces might not intervene. Mugabe is 
suspicious of disloyalty and has positioned \"commisars\" in 
the elite units to monitor their activities, which has 

angered the soldiers and further eroded morale. At the same 
time, he has tried to split the higher military echelons from 
lower-ranking officers and enlisted men, all of whom would 

like change, by telling the high-ranking officers they are 

part of the solution and must work with him. 


5. (C) Mutsekwa stated that the military is not confident in 
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the MDC as an agent of political change and is in a quandary 
as to what to do. The recent government practice of using 
the military to address all issues and problems has begun to 
condition the troops to believe that they do indeed have the 
solution to the nation\'s problems. As a result, Mutsekwa 
said he fears a coup may be a greater possibility than 
before. This would not be in the best interests of the 
country. Once African military leaders take power, they 
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don\'t give it up. Mutsekwa said the MDC is trying to 
convince the military that it represents a political solution 
in order to forestall this possibility. 


6. (S/NF) Mutsekwa reiterated (ref) that several of his 
high-level contacts would like to meet with USG 
representatives outside of Zimbabwe. The Ambassador 
responded that we would look at such a request should it be 
made through Mutsekwa\'s good offices. 


7. (C) Mutsekwa said the two MDC factions have separate 
caucuses, but have cooperated well in parliament, which has 
not been meeting lately due to lack of funds. He said 
reunification of the party is important for future electoral 
success. The recent rural council elections in Manicaland 

and elsewhere demonstrated that the MDC can compete in rural 
areas. However, there was confusion in areas where both MDC 
factions fielded candidates * a unified MDC would obviously 
correct this. Additionally, ZANU-PF was able to use the 
governmental machinery to get out the vote and the MDC needs 
to develop mechanisms to mobilize its electoral supporters. 


8. (C) The Ambassador commented that the MDC appears to have 
had less success recently in promoting demonstrations and 
wondered if new strategies had emerged at the MDC\'s 
(anti-Senate faction) executive session last weekend. 

Mutsekwa responded that the recent spate of small 

demonstrations was the result of collaboration between the 

MDC and some of the civil society groups involved. These 
demonstrations are challenging the government and creating 

fear on its part. Mutsekwa added he was confident the MDC 

would be the catalyst for a mass uprising in the future. 


Comment 


Column 3 


9. (C) Mutsewka\'s reports of military disquiet jibe with what 
we have been hearing elsewhere. The emerging pattern - 
efforts of high-ranking officers to get Mugabe to step aside, 
morale problems at all ranks, disaffection in the enlisted 
ranks with their leadership, and rumors of coups ) all 
suggest that Mugabe can no longer take for granted that the 
military will automatically do his bidding. We are probably 
some distance yet from a situation in which they take matters 
into their own hands, but the erosion of their loyalty has 

set in and has begun to be a constraining factor that Mugabe 
has not faced previously. 
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USDOC FOR 4231/IEP/EUR/JBROUGHER AND MEDWARDS 


E.O. 12958: N/A 

TAGS: KIPR, ETRD, WTO, RS 

SUBJECT: RUSSIA IPR: PART IV OF CIVIL CODE ADVANCES 
REF: MOSCOW 012158 


1. (U) This message is sensitive but unclassified and is 
not intended for Internet distribution. 


2. (SBU) Summary: The State Duma passed Part IV of the Civil 
Code in its second reading on November 8. The third and 
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final reading of the law is likely to take place within the 

next ten days. At the urging of the Ministry of Economic 
Development and Trade (MEDT), the Duma on November 7 accepted 
additional language addressing USG concerns. In a departure 

from usual practice, the Duma is likely to consider further 

substantive changes prior to the third reading in order to 

bring the draft law into closer compliance with WTO TRIPS and 
WIPO treaties. End Summary. 


3. (SBU) As reported reftel, the Part IV text that passed 

the second reading yesterday contains approximately 300 
amendments, including some 20 USG-proposed changes. In 
addition, MEDT, at Minister Gref\'s direction, has actively 
intervened in the last week to address USG concerns, 
convincing the Duma to delay the second reading for five days 
from November 3 to allow additional input from the USG and 
the European Union. 


4. (SBU) On November 7, Post passed additional USTR 

comments to MEDT, some of which MEDT and Duma deputy Aleksei 
Likhachev used to propose last minute amendments. Post also 
participated in a November 7 Duma meeting to discuss these 

new amendments, during which the Part IV drafters appeared to 
accept language: 1) clarifying the scope of rights subject to 

collective administration; and 2) providing the ability for a 

holder of a piror trademark to contest the registration of a 
confusingly similar designation of origin. 


5. (U) The third and final reading of the draft legislation 

will likely take place in ten days. While only technical, 

rather than substantive, changes are usually made between the 
second and third readings, MEDT has indicated that in this 
case the Duma might consider additional substantive changes 
in order to bring the text into closer compliance with WTO 

and international IP norms. 


6. (SBU) In this regard, the drafters have left open the 
possibility of further addressing the following USG 
suggestions: 1) adding the six criteria from WIPO\'s Joint 
Recommendation regarding generally-known trademarks; 2) 
limiting exceptions to rightholders\' ability to demand 
compensation for IP infringements; and 3) bringing language 
on seizure of equipment used in IP infringement in line with 
TRIPS provisions. Another Duma meeting to discuss possible 
edits will likely take place on November 15 or 16. 


7. (SBU) Post is seeking the latest version of Part IV to 
confirm that the draft law contains some of the changes 

sought by the USG, and will transmit the latest draft to 
Washington. We will continue to press the GOR and the Duma 
to address remaining USG concerns. 
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STATE PLS PASS TO HHS FOR STEIGER OGHA 
STATE FOR WHA/BSC 
CDC ATLANTA FOR DMCCORMICK AND COGH/BLOUNT, SIMEONE 


E.O. 12958: N/A 
TAGS: TBIO, CDC, KSCA, OTRA, US, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL FONTAINE 


REF: BEIJING 22978 


1. Mission welcomes and grants country clearance for Dr. Robert E. 
Fontaine, CDC CFETP Official, Centers for Disease Control and 
Prevention (CDC), to Rio de Janeiro (RJ), Brazil, November 9-19, 
2006, to attend the Fourth TEPHINET Global Scientific Conference. 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. \"Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. The U.S. Embassy continues to receive reports from official 
visitors and tourists of recent VARIG domestic and international 
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flight cancellations due to the airline\'s financial difficulties. 

These cancellations continue to result in missed connecting flights 
in Sao Paulo and Rio, and disruption of travelers\' itineraries. 
Although the airline has been purchased by a new buyer, both 
domestic and international flights are likely to operate at a 
significantly reduced confidence level during their restructuring 
period. 


U.S. citizens should keep this in mind when making travel plans. 
5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required. Embassy points of contact for this visit are: 


-- CDC A/Director Dr. Suzanne Westman, Tel (55) (61) 3274-4932, Fax 
(55) (61) 3273-4019, cellular phone (55) (61) 8119-0755, email: 
suzanne@aids.gov.br 


-- Science Officer, Matthew Golden, Tel (55)(61) 3312-7396 or (55) 
(61)3312-7432, Fax (55)(61) 3312-7646 (Science Section), cellular 
phone (55)(61) 9674-8062, email: GoldenMB@state.gov 


7. Please find below information needed for the cities to be 
visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
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arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
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the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
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representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


Mission understands that no embassy assistance is required and that 
HHS/CDC travelers are required to check in with the embassy upon 
arrival. Amann, Imtiaz, Jarrar, Mannie, Nsubuga, Vaughan, Ershova, 
Maes, Krumm, Weathers, Caceres, Close, Mendlein, Manley, Dang, 
Nagachinta, Kokor have a NACI/no access to classified material. 
Simone, Walke and Imara have secret/secret security clearance. 
Blount has top secret/top secret security clearance. 


11. Crime is the principal and real threat to visitors to Brazil. 
The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
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cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
acrime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 
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E.O. 12958: N/A 

TAGS: PREL, PREF, CD, SU 

SUBJECT: BORDER TENSION BETWEEN CHADIAN AND SUDANESE 
FORCES 


REF: NVDJAMENA 1281 


1. (SBU) SUMMARY: Despite talk of reconciliation 
between Chad and Sudan, the Chad/Sudan border north of 
the Abeche corridor appears to be the scene of 

continued tension between Chadian and Sudanese forces. 
End Summary. 


GOS VS GOC AT THE BORDER 


2. (SBU) The Head of UNHCR\'s Iriba Field Office 
reported in a November 7 conversation with Poloff that 

the Sudanese Government of National Unity (GNU) is 
waging both visible and behind-the-scenes campaigns 
against the Government of Chad (GOC). Authorities in 
the border market town of Tine, for example, confirmed 

to UNHCR the October 26-27 bombardments by the Sudanese 
Armed Forces (SAF) of the villages of Ouudour, Bamena 
(1.5 km inside Chadian territory from the Sudan border) 
and Keles (3km from the Sudan border and 27 km from 
Tine proper). Tine authorities reported at least ten 

killed and four wounded in the Keles bombing. (Comment: 
This information supercedes that in reftel which 

reported that the Sudanese bombing could not be 
confirmed. End Comment). Other Embassy sources have 
told us that buildups are taking place near Bahai where 
Chadian National Army (ANT) and elements of the 
Sudanese-rebel National Redemption Front (NRF) are 
facing off against the SAF and elements of the Chadian 
rebel movement. 


3. (SBU) UNHCR described a virtual face-to-face stand- 
off between the SAF and the ANT in Tine, with only a 
wadi (a seasonal watercourse) separating forces of both 
sides. Given this proximity and accompanying 
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escalation of tensions, rumors of further cross-border 
attacks abound. According to UNHCR, the Iriba Police 
Commissioner told them of alleged plans by the 
Janjaweed to attack Tine to drive Chadian civilians out 
so that the militias could raid its commercial centers; 
however, such an attack has not yet materialized. 


GNU EFFORTS TO CONSOLIDATE CHADIAN REBELLION 
4. (SBU) According to UNHCR, when not employing the SAF 
or reportedly inciting the Janjaweed to carry out its 

military campaigns against the GOC, the GNU is actively 
engaged in consolidating elements of the Chadian 

rebellion. The GNU allegedly hosted a November 3 

meeting in El Geneina in which members of the Chadian 
SCUD rebel group were asked to join the UFDD-led 

alliance, which aims to install former Chadian Defense 
Minister Mahamat Nouri as Chadian President. Four SCUD 
members refused the invitation on the grounds that they 
would not support a member of the Goran tribe (to which 
Nouri belongs) as President. At least two of the 

four, COL Abakar Kessou and COL Mouktar Brahim Nargas, 
were reportedly killed by Sudanese \"death squads\" after 
this refusal. 


COMMENT 

5. (SBU) Rumors abound concerning the situation at the 
border, and we have taken this one with a grain of 

salt. However, if the murder of these two SCUD members 
is true, this report would indicate that the GNU is 

losing patience with the rag-tag nature of the Chadian 
rebellion and is actively seeking to make it a more 
credible threat to the Deby regime. The GOS efforts 

may also run the risk of fragmenting them further. 


6. Tripoli minimize considered. Wall 
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E.O. 12958: DECL: 11/07/2016 
TAGS: ASEC, IV, MARR, PREL 
SUBJECT: RESIDENTS OF YOPOUGON ROUT PRO-GOVYT MILITIA 


Classified By: DepPolEcon Chief EMassinga, Reasons 1.4 (b) 


1. (SBU) On November 3, residents of the Azito 

neighborhood in the populous Yopougon suburb of Abidjan 
engaged in a daylong battle with members of a pro-government 
militia, the Groupe des Patriotes pour la Paix (GPP), and 
eventually succeeded in ejecting them entirely. 

Long-simmering tensions erupted into open conflict in which 

two residents were killed and two GPP members were reportedly 
burned to death after being wounded in the fighting. 

Twenty-five other GPP members were injured and taken to 
hospital with unspecified injuries. Local residents rallied 

after initial losses and routed the GPP from their local HQ, 
burning the facility. Specialized government anti-riot 

troops equipped with two armored vehicles, along with six 

mixed truckloads of soldiers and gendarmes, responded to the 
scene and prevented the GPP unit there from being entirely 
destroyed by the enraged residents. Security forces, led by 
Chief of Staff General Mangou himself on the scene, 

reportedly took 100 GPP members in custody, initally holding 
them them at the Abidjan Police school for their own 

protection. On November 8 General Kassarate, Commandant of 
the Gendarmerie, announced in a press conference that 200 
(vice the 100 reported in most initial press accounts) GPP 
elements were being held at the Abidjan Police and 
Gendermerie Academies. Kassarate and public prosecutors said 
that no charges have yet been filed, and that investigations 

into the incident continue. 


2. (SBU) According to press reports, the confrontation had 
been building up for some time. Created after the August 
2002 coup attempt and subsequent division of the country, the 
GPP engaged in criminality to finance itself, robbing and 
extorting from businesses and individuals in the various 
communities it has been located. According to press reports, 
in Yopougon, GPP members are also widely accused of rape, 
adding greater resentment to residents apparently disgusted 
with their presence. The recent incident appears to have 
been sparked after the November 1 killing of a GPP member 
(possibly by a member of the military), which touched off a 
round of escalating reprisals. 


3. (SBU) Public reaction to the events in Yopougon has been 
intensely negative against the GPP, which is seen as having 
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gotten what it deserved. On the day following the incident, 
President Gbagbo ordered that all militias be disarmed, in 

all likelinood to appease public wrath. Since 2003, the 
government has formally banned the GPP twice. To date, 
however, we have seen no evidence of any moves to actually 
disarm or dismantle the GPP or any other militia. GPP 

leaders have been quoted disavowing any connection with the 
Yopougon GPP branch. President Gbagbo mentioned the Yopougon 
incident to the Ambassador and said that the 100 GPP members 
arrested would be prosecuted. Opposition groups are buoyed 
by the Yopougon incident. The PDCI has reportedly ordered 

its youth groups to eject the GPP from its strongholds, and, 

in an 11/7 meeting with the Ambassador, the RHDP used the 
incident as an example of how fed up average people are with 
the FPI\'s provocations. 


4. (C) Comment. This is not the first instance in which 
community residents have responded violently to the GPP\'s 
presence and criminal activities. In 2005 and later 2006, 
skirmishes between the GPP and residents around the Institut 
Marie Therese Houphouet-Boigny in the Abidjan suburb of 
Adjame, where the GPP had established a base of operations, 
were prominently reported in the press. The renewed 
opposition and enthusiastic support it has garnered from the 
population suggests a growing fatigue among Ivorians with the 
militias\' thuggish tactics. The successful action to eject 

the GPP may also encourage opposition youth groups to react 
in force against intimidation tactics by Gbagbo supporters. 
End Comment. 

Hooks 
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E.O. 12958: DECL: 11/09/2016 

TAGS: KTFN, EFIN, ETTC, ECON, PTER, PREL, RS 

SUBJECT: TREASURY U/S LEVEY\'S MEETING WITH RUSSIA\'S FEDERAL 
FINANCIAL MONITORING SERVICE ON NORTH KOREA 


Classified By: ECON M/C Pam Quanrud, Reasons 1.4 (b/d). 


Summary 


1. (C) In a meeting on October 24 with Treasury Under 
Secretary Stuart Levey, Federal Financial Monitoring Service 


SIPDIS 

(FFMS) Chief Viktor Zubkov said he shared the USG\'s concern 
about North Korean financial flows. He recounted how the 
FFMS had investigated information on North Korean entities 
that USG officials had provided in the last year but found no 
evidence of financial relationships with Russian banks. 
Nevertheless, Russia\'s National Security Council was 
considering the development of a legal basis to freeze 
accounts associated with WMD proliferation. End Summary. 


DPRK Interest in Russian Banks 


2. (C) U/S Levey described how the strong action the USG 
took against one of North Korea\'s favored banks, Banco Delta 
Asia in Macau, had persuaded countries throughout Asia to 
prohibit North Korea\'s access to their banking sectors. He 
presented information that indicated North Korean entities 
were trying to use Russian banks to facilitate their illicit 
activities. U/S Levey observed that fighting proliferation 
financing had been a priority during the 2005 G8 Summit and 
expressed hope that G8 countries would demonstrate leadership 
in cutting North Korea\'s access to financial markets for 

illicit purposes, regardless of the implementation details 

for UNSC Resolution 1718. 


Financial Intelligence Unit 


3. (C) Federal Financial Monitoring Service (FFMS, Russia\'s 
FIU) Chief Zubkov said he was not aware of ongoing financial 
flows going to or coming from North Korea. He had 
investigated information that Treasury Assistant Secretary 
Danny Glaser provided last year but had discovered no 
accounts or transactions between North Korean entities and 
Russian banks. Zubkov added that the FFMS receives 
approximately 30,000 mandatory and suspicious transaction 
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reports per day. The scope of the reports is comprehensive, 
covering operations by banks, credit institutions, realtors, 
and foreign exchange houses. 


4. (C) Zubkov said that he shared the USG\'s concern about 
the origin and destination of North Korean money. He 
indicated the broader GOR was also interested in the issue, 
and that the National Security Council had been discussing 
forming a legal basis for freezing accounts linked to WMD 
proliferation. The FFMS could freeze accounts and 
transactions generated by or destined for any of the entities 
on the FFMS-proscribed entities list. The FFMS had recently 
compiled the 14th edition of its proscribed entities list and 
would publish the 15th edition following the Presidential 
Decree on implementing UNSC Resolution 1718. 


5. (C) Zubkov explained that under any of the following five 
criteria individuals and organizations could be placed on the 
FFMS proscribed entities list. Appearance of an individual or 
organization on a recognized international organization 
designation, such as the UN 1267 Sanctions Committee, 
constitutes the first criteria. Second, placement on the 
entities list could come as the result of a Russian court 
decision. Third, the Prosecutor General can identify 
individuals and organizations for inclusion. Fourth, 

Ministry of Interior investigations serve as a basis for 
inclusion if subsequent court decisions do not dismiss the 
investigation\'s findings. Finally, if Russia has a bilateral 
information sharing agreement, with a reciprocity clause, 
then an individual\'s or organization\'s presence on the 
counterpart country\'s FIU list could be sufficient for 

inclusion on the FFMS list. Zubkov said the FFMS will freeze 
an account associated with a proscribed entity while the 
information is sent to the Prosecutor General for 
investigation. He noted that the proscribed list stands at 
approximately 4,500 companies, organizations, and individuals. 


WMD Proliferators 


6. (C) Zubkov commented that the FFMS has not focused on 
proliferators of WMD, such as the North Korean entities 


designated under E.O. 13382. Apart from the Presidential 
Decree on implementation of UNSC Resolution 1718, freezing 
the financial assets of such entities would most likely be 
undertaken on a case-by-case basis following specific 
information sharing from the U.S. The current legal 
framework in Russia did not easily lend itself to systematic 
action against these entities. He expressed hope that U.S. 
and Russian experts could strengthen cooperation on this 
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issue and not wait on international decisions before 
determining how to mitigate this threat. 


Comment 


7. (C) Zubkov appeared genuinely interested in cooperation, 
and acknowledged that information sharing with the USG has 
helped shut down money laundering operations in Russia. One 
challenge will be to present North Korean account and 
transaction information in suffficient detail to allow the 

FFMS to take action. We will also urge senior GOR officials 

to make cooperation on the money laundering front a policy 
priority. End Comment. 


8. (U) This messgae held for Under Secretary Levey\'s 
clearance. 
BURNS 
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E.O. 12958: N/A 

TAGS: PHUM, EAID, ECON, KWBG 

SUBJECT: HUMANITARIAN SITUATION IN BEIT HANOUN 
REF: JERUSALEM 04756 


1. (SBU) SUMMARY: DURING THE IDFYS NOVEMBER 1-8 INCURSION 
INTO BEIT HANOUN (SEE REFTEL), THE AREA\'S WATER AND 
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ELECTRICITY INFRASTRUCTURE WAS DAMAGED AND AN IDF-IMPOSED 
CURFEW ON RESIDENTS PREVENTED THEM FROM OBTAINING ADDITIONAL 
SUPPLIES. DURING THE INCURSION, THE IDF GRANTED ACCESS TO 

BEIT HANOUN FOR THREE MAJOR HUMANITARIAN CONVOYS, INCLUDING 
UN AGENCIES AND THE ICRC, WHICH DELIVERED WATER, FOOD, 
GASOLINE AND HEALTH CARE SUPPLIES TO THE RESIDENTS OF BEIT 
HANOUN. OCHA ESTIMATED NOVEMBER 9 THAT WATER AND ELECTRICITY 
NETWORKS IN BEIT HANOUN SHOULD BE REPAIRED BY NOVEMBER 11. 
END SUMMARY. 


ELECTRICITY 


2. (SBU) DURING THE IDF INCURSION NOVEMBER 1-8, USAID 
GAZA-BASED STAFF REPORTED THAT HALF OF BEIT HANOUN\'S 
POPULATION WAS WITHOUT ELECTRICITY DUE TO DAMAGE TO 
ELECTRICAL PYLONS AND THE ELECTRICITY NETWORK IN MULTIPLE 
LOCATIONS. ACCORDING TO A NOVEMBER 9 OCHA REPORT, ICRC 
FACILITATED THE PASSAGE OF ENGINEERS FROM THE GAZA 
ELECTRICITY DISTRIBUTION COMPANY (GEDCO) INTO BEIT HANOUN 
NOVEMBER 2 TO CONDUCT REPAIRS, RESTORING 40 PERCENT OF THE 
NETWORK DURING THE EARLY DAYS OF THE INCURSION. HOWEVER, 
DURING THE SUBSEQUENT PERIOD, FURTHER DAMAGE BY ISRAELI TANKS 
RESULTED IN ADDITIONAL OUTAGES. AS A RESULT, THE BEIT HANOUN 
HOSPITAL RELIED ON ITS GENERATOR POWER AND FUEL SUPPLIED BY 
ICRC. OCHA ESTIMATED IN ITS NOVEMBER 9 REPORT THAT THE 
ELECTRICAL NETWORK SHOULD BE RESTORED BY NOVEMBER 11. 


3. (SBU) DUE TO DAMAGE TO THE WATER NETWORK AND A LACK OF 
ELECTRICITY TO POWER THE WATER PUMPS AT FOUR OF THE FIVE MAIN 
WELLS IN BEIT HANOUN, THERE WAS INSUFFICIENT WATER FOR BEIT 
HANOUN RESIDENTS DURING THE IDF INCURSION. ICRC DELIVERED 
17,000 LITERS OF WATER TO SIX LOCATIONS IN BEIT HANOUN ON 
NOVEMBER 3, WHILE UNRWA PROVIDED 30,000 LITERS OF TANKERED 
WATER. NGOS, INCLUDING ISLAMIC RELIEF AND SAVE THE CHILDREN, 
ALSO PROVIDED BOTTLED WATER, ACCORDING TO OCHA\'S REPORT. 
UNRWA ALSO PROVIDED ONE WEEK\'S SUPPLY OF FUEL TO POWER ONE OF 
THE BEIT HANOUN WELLS WHICH SERVES 20 PERCENT OF THE 
POPULATION. ACCORDING TO OCHA, THE WATER NETWORK IN BEIT 
HANOUN SHOULD BE REPAIRED BY NOVEMBER 11. 


FOOD 


4. (SBU) THE IDF-IMPOSED CURFEW ON BEIT HANOUN PREVENTED 
FAMILIES FROM GATHERING ADDITIONAL FOOD SUPPLIES. HOWEVER, 
THE IDF LIFTED THE CURFEW EVERY SECOND DAY FOR A FEW HOURS SO 
RESIDENTS COULD PURCHASE FOOD OR PICK-UP FOOD ASSISTANCE 
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PACKAGES. THREE HUMANITARIAN CONVOYS, INCLUDING UN AGENCIES 
AND THE ICRC, DELIVERED SUPPLIES TO BEIT HANOUN ON NOVEMBER 
3, 4, AND 6, INCLUDING FOOD, POTABLE WATER, HEALTH CARE 
SUPPLIES AND FUEL. OCHA REPORTED NOVEMBER 9 THAT MANY 
COMMERCIAL SUPPLIERS FROM OTHER PARTS OF GAZA HAD APPEARED 
UNWILLING TO ENTER BEIT HANOUN TO PROVIDE REPLACEMENT FOOD 
SUPPLIES BECAUSE THEY WERE CONCERNED THEIR STOCKS COULD BE 
SEIZED BY RESIDENTS. 


HEALTH 


5. (SBU) UNRWA HEALTH CARE FACILITIES WERE CLOSED FROM 

OCTOBER 31 TO THE END OF THE INCURSION DUE TO THE IDF-IMPOSED 
CURFEW WHICH PREVENTED MEDICAL CARE PERSONNEL FROM REACHING 
THEIR WORKPLACES. MEDICAL TRANSFERS OUT OF BEIT HANOUN 
REQUIRED COOPERATION WITH THE IDF, WHICH, IN CERTAIN 

INDIVIDUAL CASES, CAUSED SOME DELAY. ACCORDING TO OCHA, UP 

TO 1500 PEOPLE SOUGHT REFUGE IN BEIT HANOUN HOSPITAL ON 
NOVEMBER 3, STRAINING THE HOSPITALS ABILITY TO PROVIDE 

SERVICES. 


6. (SBU) AT AN OCHA-CONVENED NOVEMBER 5 MEETING WITH DONORS 
AND NGOS IN GAZA, CARE INTERNATIONAL ANNOUNCED THAT THEY HAD 
PROVIDED 25 UNITS OF OXYGEN REGULATORS, FROM THEIR OWN FUNDS, 
TO BEIT HANOUN HOSPITAL, IN ADDITION TO OTHER MEDICAL 

SUPPLIES. UNICEF REPORTED THAT IT HAD PROVIDED 100 FAMILY 
WATER AND BABY HYGIENE KITS. WFP SAID IT WOULD DISTRIBUTE 


ANOTHER 3,000 FOOD PARCELS, IN ADDITION TO FRESH VEGETABLES. 
USAID HAS AUTHORIZED CARE TO CONDUCT ASSESSMENTS AT TWO MOH 
HOSPITALS IN THE BEIT HANOUN AREA IN ORDER TO DETERMINE WHAT 
NEEDS MIGHT BE FULFILLED THROUGH USAID\'S EMAP PROGRAM. 
WALLES 
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STATE FOR EB/ESC/TFS 

STATE FOR EUR/RUS, NEA/FO, EAP/FO 

TREASURY FOR U/S LEVEY, RACHEL LOEFFLER, BAKER AND GAERTNER 
NSC FOR GRAHAM AND MCKIBBEN 


E.O. 12958: DECL: 11/09/2016 

TAGS: KTFN, EFIN, ETTC, ECON, PTER, PREL, RS 

SUBJECT: TREASURY U/S LEVEY DISCUSSES DPRK, IRAN WITH 
RUSSIAN OFFICIALS 


REF: MOSCOW 12322 
Classified By: ECON M/C Pam Quanrud, Reasons 1.4 (b/d). 


1. Summary. (C) In meetings October 23 and 24 with Treasury 
Under Secretary Levey, officials from the Central Bank (CBR), 
Finance Ministry and private Russian banks downplayed the 
possibility that North Korean and Iranian entities are 

actively using the Russian financial system to launder money 
and to access foreign capital. Russia\'s Central Bank Deputy 
Chairman requested that the USG present the evidence of such 
activity in writing, with a request for Russian authorities 

to conduct an investigation. The Russians promised a timely 
response. End Summary. 


2. (U) Reftel A reports on a meeting with the Foreign 
Ministry. The meeting with the Federal Financial Monitoring 
Service (FFMS) will be reported septel. End Summary. 


Using Russia\'s Financial System 


3. (C) In meetings on October 23 and 24 in Moscow, U/S Levey 
shared information outlining how North Korean banks and 
entities identified as proliferators of WMD may attempt to 

use Russian banks to store and launder proceeds from their 
illicit activities; to access foreign capital; and to 

transfer money to and from Pyongyang. Russia is becoming 
increasingly attractive to these entities since their access 

to financial markets in China, Hong Kong, and other Asian 
countries, has been largely shut down. Levey pointed to the 
specific case of North Korea\'s Tanchon Bank and its 
relationship with a Russian bank. Although the volume and 
value of transactions with North Korean entities may not be 
significant, the accounts would not need to be substantial to 
fund or support illicit proliferation or other destabilizing 
operations. Raising similar concerns about Iranian entities, 
U/S Levey described action the USG had taken to disrupt the 
ability of one Iranian banks to support terrorist activities. 

Iran has been employing deceptive financial tactics, and U/S 
Levey urged working toward our common interest of preventing 
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Iran\'s abuse of the international financial system. 


Central Bank 


4. (C) Central Bank Deputy Chairman Viktor Melnikov asked 
that U/S Levey formally pass the list of entities designated 
pursuant to E.O. 13382 so that he could investigate the 
relationships and provide a full response within two weeks of 
receiving the official request. 


Russian Banks: Alfa, Vneshtorgbank-24 (VTB), and Sberbank 


5. (C) VTB\'s CEO Mikhail Zadornov, Sberbank\'s Deputy 
Governor Boris Govorunov, and Alfa Bank\'s Chief Operating 
Officer Miroslav Boublik downplayed the possibility of any 
business relationship between their banks and North Korean 
entities. Prior to the meeting with U/S Levey, Zadornov said 
he explicitly asked his bank to investigate whether there 

were any such financial transactions being conducted; and 
turned up nothing. Sberbank\'s Govorunov maintained that his 
bank was above all else focused on the domestic market. If 
there were transactions, which he believed there were not, 
they would be of an insignificant amount. Boublik responded 
that Alfa Bank had no relationship with North Korean 
organizations and would likely determine that the risks of 

such a relationship outweighed any benefits. (Note: Sberbank 
is Russia\'s largest bank, with 54 percent of retail deposits 
and 26 percent of Russia\'s banking sector assets. VTB is the 
second-largest with 3 percent of retail deposits and 7 

percent of assets. Alfa Bank is Russia\'s largest privately 
held bank but occupies 5th place overall, with 1.2 percent of 
retail deposits and 2.3 percent of assets. End Note.) 


6. (C) The bankers urged that if evidence existed, such 
information should be passed immediately to the Federal 
Financial Monitoring Service (FFMS), RussiaWs Financial 
Intelligence Unit (FIU). They explained that only the FFMS 

has the authority to order an investigation of suspicious 

activity or individual(s) and to suspend/freeze an account or 
transaction. Any transaction above USD 20,000 is 

automatically forwarded to the FFMS for evaluation, but the 

FFMS can review any transaction regardless of monetary amount. 


7. (C) When asked by U/S Levey whether banks have discretion 
to sever a business relationship with a client, Zadornov 

noted \"there is Russian law; and there is Russian practice.\" 
Boublik clarified that Russian banks face difficulties in 

forcibly terminating an account if the client is not on the 
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FFMS blacklist. Boublik acknowledged that Alfa Bank uses the 
OFAC list, despite Russian law that banks can only use 
GOR-approved lists to scan transactions and make decisions 
about client relationships. Zadornov said that VTB is 

concerned about maintaining a positive reputation; the bank 
frequently conducts additional due diligence regarding 
prospective clients or existing customers of a suspicious 

nature. He implied that few other Russian banks have such an 
aggressive \"know-your-customer\" stance and many may not even 
comply with the requirements of Russian law. When pressed by 
U/S Levey whether VTB would use this discretion when dealing 
with North Korean and Iranian entities, Zadornov obliquely 
replied in the affirmative, but also maintained that such 

business relationships did not exist with his bank. 


8. (C) In response to U/S Levey\'s concerns about Tehran, 
Zadornov touched briefly upon the different perspectives the 
U.S. and Russia hold on Iran, acknowledging that Russia has 
business interests that the U.S. does not. Boublik echoed 

this and encouraged the USG to provide information of concern 
to the Central Bank and the FFMS for action. Govorunov said 
that unquestionably Russian banks would comply with the 
requirements of any UNSC resolution on Iran. 


Comment 


9. (SBU) Under Secretary Levey\'s visit resonated with the 
Central Bank and the Federal Financial Monitoring Service, 
which are interested in formalizing information sharing as it 
pertains to illicit financial flows. We understand that 

earlier this year, Andrey Kozlov, the deputy chairman of the 
Central Bank who was assassinated in September, sent letters 
to his counterparts in the Federal Reserve and the Office of 
the Comptroller of the Currency seeking such formalized 
information exchanges. Despite Kozlov\'s death, the Central 
Bank remains interested in such a partnership. End Comment. 


10. (U) This message held for Under Secretary Levey\'s 
clearance. 
BURNS 
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E.O. 12958: DECL: 10/09/2016 
TAGS: PREL, PGOV, PHUM, ETRD, ENRG, EUN, FI, RU, UP 
SUBJECT: AMBASSADORYS MEETING WITH PM VANHANEN 


Classified By: AMBASSADOR WARE FOR REASONS 1.4 (B) AND (D) 


1. (C) Ambassador Ware met with Prime Minister Matti 
Vanhanen Nov.8. Fresh from having recently hosted the 
EU-Ukraine Summit and the EU Heads of State/Government 
informals in Lahti (which included dinner with Russian 
President Putin), Vanhanen provided additional insights 

on Putin\'s Russia; energy security; and Ukraine\'s 

European perspectives. 


My Dinner with Vladimir -- Vanhanen\'s Take 

2. (C) Press coverage and diplomatic reporting have 
offered dramatically different versions of how the 
atmospherics at the EU Heads of State/Government dinner 
with Putin unfolded, and Vanhanen was eager to share his 
version of events with the Ambassador. Vanhanen openly 
acknowledged some Member States\' (MS) criticisms of the 
way in which he and Commission President Barroso had 
“managed the conversation with Putin. However, the PM 
emphasized, the EU had learned a clear lesson from the 
2002 Heads of State meeting with President Bush in 
Sweden. At that meeting, all 27 MS took the floor to 
deliver messages to President Bush, creating a situation 

in which the meeting quickly lost focus and much of its 
usefulness for both sides. In this case with Putin, 
Vanhanen and Barroso sought to allow a limited number of 
MS to take the floor on some issues, while at the same 
time tightening the format and managing debate, as the 
EU had done during President Bush\'s trip to Brussels in 
2005. Just as better results were achieved in Brussels, 
Vanhanen said the Lahti meeting went more smoothly. 


3. (C) That said, the EU still addressed some of the 
tough topics. German Chancellor Merkel, who sat next to 
Putin at dinner, specifically raised the murder of 
journalist Anna Politkovskaya on behalf of the EU. 
Reports on Merkel\'s role have varied, but Vanhanen was 
clear that she spoke directly. Poland was \"very 
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outspoken\" on trade concerns and energy issues. 
Vanhanen and Barroso also took the lead in discussing 
energy security, human rights and the Frozen Conflicts - 
- in particular Georgia. 


Energy Security Themes 

4. (C) Looking forward -- including toward the Nov. 24 
EU-Russia Summit and, further on, to the handover to the 
German Presidency -- Finland sees its role as trying to 
build bridges between the EU and Russia, especially on 
energy and trade. In addition to delivering a 

negotiating mandate to the German Presidency for a new 
EU-Russia Partnership and Cooperation Agreement (PCA), 
Vanhanen told the Ambassador that the Finns (and the 
Germans) hope to \"de-politicize the issues\" between 
Russia and certain EU member states (i.e., Poland and 
the Balts), particularly on energy. Finland itself has 

no bilateral energy problems with Moscow, having 
carefully managed its direct energy imports from Russia 
for more than 60 years to avoid dependence. However, he 
emphasized, the Finns understand that they can help play 
both a leadership and an honest broker role in helping 

the overall EU-Russia energy relationship improve. That 
said, there is a long way to go, to be sure. According 

to Vanhanen, Putin\'s efforts to re-exert tight control 

over Gazprom and the rest of the Russian energy 
apparatus have made him suspicious of foreign companies, 
even though he intellectually understands how badly the 
sector needs foreign investment. Putin feels or has 

been told that he has made mistakes ceding too much 
influence to outside investors. Vanhanen said that 

major \"private companies can\'t get any answers\" or even 
reach anyone in the government regarding their energy 
investments. 


Ukraine 

5. (C) Briefly touching on Ukraine in the wake of the 

Oct. 27 EU-Ukraine Summit, Vanhanen said that EU 
membership was still a long way off. However, the EU 
must continue to emphasize positively Ukraine\'s European 
perspectives, and in that regard should quickly work 
toward a bilateral EU-Ukraine free trade arrangement. 

PM Yanukovich\'s return has weakened President 
Yushchenko, Vanhanen suggested, making it all the more 
important that the EU \"keep Ukraine leaning west.\" 
WARE 
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SUBJECT: MEDIA REGULATORY BODY BARS POLITICIANS FROM THE AIR, 
SUSPENDS VARIOUS MEDIA 


REF: KINSHASA 1701 
Sensitive but Unclassified. Not for Internet Distribution. 


1. (U) Summary: Over the past week, the High Media Authority (HAM) 
sanctioned or warned several politicians for proclaiming the victory 

of either presidential candidate, and for other provocative speech. 
Three newspapers were suspended for election-related infractions. A 
number of television and radio stations are also suspended, pending 
submission of their required program schedules. End summary. 


Politicians Fingered 


2. (U) The HAM November 3 imposed a seven-day ban on public 
statements by Olivier Kamitatu, the coordinator of the pro-Kabila 
Alliance for the Presidential Majority (AMP), and Joseph 

Olenghankoy, the campaign director of Jean-Pierre Bemba\'s Union for 
the Nation. On November 2, Olenghankoy publicly proclaimed the 
victory of Jean-Pierre Bemba, just days after the October 29 
presidential election. Kamitatu made similar claims on a pro-Kabila 

TV station, based on a broad extrapolation of partial vote tallies 
announced by the Independent Electoral Commission November 5. On 
November 8, the HAM banned PPRD MP Francis Kalombo for seven days 
for suggesting that members of the Bemba camp were leaving the 
country. 


3. (U) The HAM announced November 8 a warning against Finance 
Minister Marco Banguli and against Franck Djongo, a pro-Bemba member 
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of parliament. They are accused of using offensive language, 
respectively, on pro-Kabila Digital Congo television and on Bemba\'s 
CCTV. 


Publications Suspended 


4. (U) The pro-Kabila weekly \"Le Soft 2 International\" received a 
one-month suspension for publishing November 6 unofficial election 
results and headlining on several pages that Kabila had won, 
contrary to electoral law. \"L\'Avenir\", a pro-Kabila daily, received 

a two-day suspension for publishing the same day an article alleging 
that Bemba\'s wife and children had gone to Western Europe in 
anticipation of a Bemba defeat and violence. 


5. (U) Before that suspension went into effect, \"L\'Avenir\" published 

an article November 7 which was judged defamatory with respect to 
Jean-Pierre Bemba, earning it a three-day suspension beginning 
November 11. The weekly and pro-Bemba \"Africa News\" was suspended 
November 8 for one month for a November 7 article claiming the 
existence of a plot against Bemba. 


Electronic Media Suspended for Procedural Flaws 


6. (U) Several television and radio stations were suspended starting 
November 9, until they submit their required weekly programming 
schedule to the HAM. They are RTP TV, Moliere TV, Mirador TV, 
Mirador FM radio, radio Elikya, RTP, Reveil FM, radio ECC, Canal 
Futur and Radio Parole de l'Eternel. 


4. (SBU) Comment: The HAM continues to take seriously its task of 
reining in partisan media. Notwithstanding the HAM\'s efforts, 
however, the camps of the two presidential candidates will continue 
to turn to their media outlets to promote their frequently distorted 
interpretation of the results. End comment 
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DEPARTMENT FOR AF/SPG, AF/SE AND AF/PD 
NSC FOR PITTMAN AND SHORTLEY 


E.O. 12958: DECL: 11/08/2016 

TAGS: PGOV, PINR, KPAO, KCRM, PTER, SU, US 
SUBJECT: INTERIOR MINISTER IMPLIES U.S. LINK TO 
JOURNALIST\'S MURDER 


REF: KHARTOUM 02157 
Classified By: P/E Chief E. Whitaker, Reason: Sections 1.4 (b) and (d) 


1. (C) In widely-reported remarks to the Arabic-language 

press, Minister of the Interior Al Zubair Bashir Taha alleged 

on November 8 that a Sudanese employee of a \"Western Embassy\" 
was involved in the September beheading of \"Al Wafaq\" 
Editor-in-Chief Mohammed Taha (reftel). Though Embassy 

Senior Guard Adam Ibrahim Al Haj (strictly protect), a leader 

of the Fur community in Khartoum, was arrested on October 19 

by the Criminal Investigation Police in connection with the 
assassination, the Embassy has no reason to believe that Al 

Haj was involved in the murder. 


2. (C) The \"Al Wafaq\" office had been attacked in January 
2006 after one of Tahal's articles was criticized as insulting 
to Darfurian women. Shortly thereafter, a group of Fur 
notables in Khartoum, including Al Haj, filed a libel suit 
against Taha. All 50 litigants, including Al Haj\'s pregnant 
wife and sister-in-law, were arrested following the murder. 
Al Haj had worked for the Embassy for over four years as a 
residential security guard. 


3. (C) Taha was a controversial figure, with long-standing 
links to the National Islamic Front (the precursor of the 
ruling National Congress Party), Vice President Ali Osman 
Taha, and the Iranian government. Since his murder, no 
suspects have been definitively identified, though 
wide-ranging speculation has included the National 
Intelligence and Security Service, Islamists, returnees from 
Iraq, Al Qaeda, Hassan Al Turabi\'s Popular Congress Party 
(PCP), and Senior Assistant to the President Minni Minawi. 
Minister Taha had suggested on September 6 that foreign 
extremists were responsible for the murder. 

POWERS 
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SUMMARY 


1. Delegates from 306 national trade union organizations 
representing 168 million workers in 154 countries met Nov. 
1-3 in Vienna to found the International Trade Union 
Confederation. \"The Confederation exists to unite and 
mobilize the democratic and independent forces of world 
trade unionism in giving effective representation to 

working people, wherever they work and in whatever 
conditions,\" says its constitution. Rejecting 
government-dominated labor organizations like those in 
China and Cuba, the Confederation offered associate 
(dues-free) status to struggling independent unions 

including the Unitary Council of Cuban Workers (whose 
imprisoned leader, Pedro Pablo Alvarez Ramos, was arrested 
in the 2003 crackdown on human rights defenders), the 
Federation of Trade Unions of Burma (whose exiled leader, 
Maung Maung, attended the Vienna meeting), and the 
Cambodian Labor Confederation. BCDTU/BKDP Belarus, KVPU 
and FPU Ukraine, and ZCTU Zimbabwe were among the unions 
represented at the meeting. The UK\'s Guy Ryder, elected 
unanimously to be the Confederation\'s General Secretary, 
cautioned the delegates that it was easier to pledge unity 

in Vienna than to realize it back home. \"It remains to be 
seen whether or not we will be capable of doing it,\" he 

said. \"And if we fail we should not look for the fault in 

our stars but in ourselves.\" 


BACKGROUND OF THE NEW CONFEDERATION 


2. The International Trade Union Confederation (ITUC) is 
the product of the merger of two international 

organizations, joined by eight national trade union centers 
previously unaffiliated to either of them. The larger of 

the two, the International Confederation of Free Trade 
Unions (ICFTU), was founded in 1949 to provide a 
democratic, secular alternative to the communist-dominated 
World Federation of Trade Unions, which lingers on although 
itis much diminished. The smaller of the two was the 
World Confederation of Labor (WCL), originally called the 
International Federation of Christian Trade Unions, founded 
in 1920 and as its name suggests an organization with a 
strong religious orientation. 


3. ICFTU and WCL delegates met separately in Vienna Oct. 
31 to dissolve their respective federations in preparation 

for the founding of the ITUC. The ICFTU delegates voted 

for dissolution by acclamation. At the WCL meeting, 
however, only 95 percent voted for dissolution; two percent 
voted \"no\" and three percent abstained. Those speaking out 
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against dissolution were chiefly from WCL affiliates in 

Western Europe, according to an observer who attended the 
meeting. The eight previously unaffiliated unions joining 

the ITUC as founding members are from Angola (UNTA-CS), 
Argentina (CTA), Madagascar (FISEMA), Colombia (CUT), Nepal 
(GEFONT), France (CGT), Poland (OPZZ), and Nigeria (TUC-N). 


THE FOUNDING CONGRESS 


4. Leroy Trotman from Barbados, chairman of the Workers\' 
Group in the ILO, proclaimed the creation of the ITUC at 
the first sitting of the founding congress on Nov. 1. Some 
1600 delegates were present, plus numerous observers. 
There was music by the wind players of the Vienna State 
Opera, and then the speeches began. \"The history of 
international trade unionism has been marked more by 
division than unity,\" said Emilio Gabaglio, former head of 
the European Trade Union Confederation and the first to 
speak, \"but it is imperative to create a united and 
pluralistic movement to meet the challenges of a globalized 
economy.\" Austrian President Heinz Fischer called unions 
essential institutions in free societies. \"There are no 

free trade unions in a dictatorship,\" he said. Austrian 
Trade Union Federation President Rudolf Hundstorfer said 
that, for all the problems facing workers in Europe, 
including high unemployment (\"a continuing disgrace\") and 
relentless pressure from employers to make concessions, 
voluntary cooperation between workers and employers had 
achieved much in Europe and the Austrian unions would 
support efforts by the ITUC to promote this practice 
globally. The congress chairwoman, Sharan Burrow of 
Australia, read a message of congratulations from UN 
Secretary General Kofi Annan. 


SIPDIS 
THE ITUC PROGRAM 


5. Among the aims of the ITUC, says the constitution 
adopted unanimously in Vienna, is \"to be a countervailing 
force in the global economy, committed to securing a fair 
distribution of wealth and income within and between 
countries, protection of the environment, universal access 
to public goods and services, comprehensive social 
protection, life-long learning and decent work 
opportunities for all.\" A program resolution also adopted 
unanimously calls for more effective and democratic 
governance of the global economy, including the 
establishment of a working group on trade and labor 
standards at the WTO with full ILO participation; the 
defense of trade union rights; the eradication of 
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employment discrimination and child labor; safer and 
healthier workplaces; and a stronger ILO. 


6. Nearly 100 delegates took the floor to comment on the 
program. Their remarks reflect the sometimes conflicting 
views within the new confederation. Hans Jensen of LO 
Denmark, saying trade is crucial to development, called on 

the ITUC to develop a strategy to bring the WTO negotiators 
back to the table. But Jan Sithole of SFTU Swaziland said 
WTO policies are ravaging African countries and Young-Ok 
Jin of KCTU South Korea said bluntly, \"We don\'t want a WTO 
or an FTA.\" Gerd-Liv Valle of LO Norway said the ICFTU had 
made progress in getting the World Bank and the IMF to 
recognize the importance of core labor standards. But Ana 
Knezevic of UATUC Croatia said that, while the Bank and the 
Fund have agreed to talk to trade unionists, \"they don\'t 
accept our recommendations.\" Amal El Amri of UMT Morocco 
said the ITUC must be able to propose alternatives to the 
Bank, the Fund, and the WTO. 


7. Acommon theme in many interventions was the growing 
power of multinational corporations, the failure of 
governments to regulate them, and the need for a strong 
international trade union movement to challenge them. 
Bernard Thibault of CGT France said, \"We will be judged by 
what we do to change the power dynamics at the global 
level.\" John Sweeney of the AFL-CIO said globalization 
must be fundamentally restructured. Brendan Barber of the 
UK\'s TUC said unions must learn to move \"as fast as global 
capitalism.\" John Evans of the OECD\'s Trade Union Advisory 
Committee said unions must ensure that no multinational can 
boast of being union-free. 


8. Anita Normark of the Building Workers\' International 

said the growing number of framework agreements negotiated 
in recent years between sector-specific global union 
federations like hers and large multinationals would not 

help workers in the absence of strong national labor laws 

and a tradition of social dialogue between workers and 
employers. Marcello Malentacchi of the International 
Metalworkers\' Federation, calling these agreements a key 
tool to promote labor standards in global supply chains, 

said they are the only alternative to unilateral corporate 
codes of conduct, which he called no more than public 
relations stunts. Larry Cohen of the Communication Workers 
of America said that if companies refuse to abide by these 
agreements, \"We must be ready to fight back.\" 


9. Renana Jhabwala of SEWA India spoke eloquently of her 
organization\'s efforts to organize workers, mostly women, 
in the informal sector. She said SEWA has 800,000 members 
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who are street vendors, domestics, small farmers and 
artisans who have no rights and are often subject to 

violence. \"We were told they are not workers, as they have 
no employers, and they are also too dispersed to organize,\" 
she said. \"But our experience shows that they want to 
organize and can be organized." Informal workers account 
for 60-80 percent of workers in most developing countries, 
she said, and she urged the ITUC to recognize these workers 
and bring them into the fold of the trade union movement. 


10. GFBTU Bahrain, PGFTU Palestine, GFJTU Jordan, KTUF 
Kuwait, GFWTUY Yemen, UGTT Tunisia, and three federations 
from Morocco (UMT, UGTM, and CDT) are among the Middle 
Eastern and North African unions who are founding members 
of the new Confederation. ITUC General Secretary Ryder 

said the Confederation wants to enter into a formal 

cooperation agreement with the International Confederation 

of Arab Trade Unions. 


ITUC STRUCTURE 


11. \"Unitary and pluralist,\" says the ITUC constitution\'s 
Declaration of Principles, \"the Confederation is open to 
affiliation by democratic, independent, and representative 
trade union centers, respecting their autonomy and the 
diversity of their sources of inspiration, and their 
organizational forms.\" Any changes to the Declaration of 
Principles must be approved by a three-quarters majority of 
congress delegates. (Amendments to most other sections of 
the constitution require only a two-thirds majority.) 

General Secretary Guy Ryder told the delegates in his 
acceptance speech, \"If ever we compromise on these 
principles we will be divided and our house will fall.\" 

Fred Van Leeuwen, president of Education International, the 
global federation representing teachers\' unions, put it 
bluntly: \"Organizations that are not independent and 
democratic do not belong in the ITUC.\" 


12. The delegates approved agreements to merge the former 
African and Asian regional organizations of the ICFTU and 
the WCL by Oct. 31, 2007. In the case of the Americas, 
however, where the divisions between the two predecessor 
confederations run deepest, the delegates adopted instead a 
\"statement of commitment\" setting forth a series of joint 
activities \"in order to achieve union unification in the 
Americas by the set dates.\" These dates are not specified 
in the statement, but Ryder told the delegates the one-year 
deadline applies in all three regions. In Europe, the 
delegates adopted a resolution to establish a Pan European 
Regional Council (PERC) of unions in countries \"from the 
Pacific to the Atlantic,\" also within a year. Mikhail 
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Shmakov of FNPR Russia called the European Trade Union 
Confederation (which will continue to exist as an 
autonomous body) a model for the PERC. 


13. The delegates agreed to establish a Council of Global 
Unions, described as a \"structured partnership\" among the 
ITUC, the sector-specific Global Union Federations, and the 
OECD\'s Trade Union Advisory Committee. A member of the 
International Metalworkers\' Federation told us the IMF 
would remain outside the Council, but most of the other 

nine Global Union Federations are expected to join. And 
the delegates elected a 70-member General Council which 
will meet at least once a year and is the supreme authority 
of the ITUC between quadrennial congresses. Following the 
adjournment of the founding congress, the General Council 
met and elected Australia\'s Sharan Burrow as ITUC 
President. The ITUC headquarters are in Brussels, where 
both the ICFTU and the WCL were located. 


14. As their final act, the delegates unanimously elected 
Guy Ryder ITUC General Secretary. Formerly the General 
Secretary of the ICFTU, Ryder in his acceptance speech 


SIPDIS 

alluded to the difficulties of founding the ITUC. It 

required political will, he told the delegates, \"a 

commodity that can be made available or withheld at your 
discretion.\" He asked them \"to be absolutely resolute in 
rejecting any type or temptation of organizing in internal 
tendencies or fractions.\" He offered an outstretched hand 
to governments, international organizations, and 

employers. \"But to those who oppose us,\" he concluded, \"to 
those whose business is exploitation and repression, whose 
way of work is diktat and the abuse of financial and 

political power and whose attitude is arrogance--and they 
are still many--our message is that the outstretched hand 
can quickly become a clenched fist, and that we will not 
flinch from confrontation when confrontation is the only 
way.\" The delegates gave him a standing ovation. 


COMMENT 


15. The delegates to the ITUC founding congress are under 
no illusion that trade union unity will be easy to 

achieve. But they spoke with conviction about the need to 
unite to confront \"globalization.\" The term means 

different things to different unions depending on their 
membership, the political environment in which they 
operate, and the employers whom they face across the 
bargaining table. The delegates all seemed to agree, 
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however, that unification is essential if trade unions wish 
to be \"a countervailing force in the global economy,W a 
force for increasing the labor share of national income, 
promoting respect for international labor standards, 
strengthening democratic institutions, and making a 
contribution to peace through social justice. 


16. More information about the ITUC is available at 
www. ituc-csi.org. 


17. This cable was drafted by Amembassy Berlin Labor 
Counselor Bob Hagen, who with the help of Amembassy Vienna 
attended the ITUC founding congress as an observer. 


TIMKEN JR 
Kilner 
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E.O. 12958: DECL: 11/09/2016 

TAGS: EFIN, ECON, IBRD, IV, PREL 

SUBJECT: FRENCH ECONOMIC COUNSELOR ADDRESSES COTE 
D\'IVOIRE\'S DEBT TO WORLD BANK 


REF: ABIDJAN 1099 
Classified By: DepPolEconChief EMassinga, Reasons 1.4 (b,d) 


1. (SBU) Econ Chief met with French Economic and 
Commercial Counselor Jean Dolle at the French Embassy on 
November 8. Dolle began by discussing French economic 
interests in Cote d\'Ivoire, which, despite the political 

crisis and its resultant effects on the economy, remain 

strong. Economic activity generated by French companies and 
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their subsidiaries constitute, according to statistics 

provided by Dolle, 30% of Cote d\'Ivoire\'s GDP, and these 
companies pay over 50% of all business taxes. Dolle said 
that Cote dWlvoire and France would likely maintain close 
economic links, and that French companies, despite having to 
\"do what they have to do\" to remain profitable in the Ivorian 
environment, provide legal structures and norms to the 
Ivorian economy in a way that Lebanese business enterprises 
(which have grown in importance since the events of November 
2004), for example, do not. 


2. (C) In discussing the question of Cote d\'Ivoire\'s 

arrears to the World Bank, Dolle clearly indicated that 

France is anxious to see reengagement with the IFls and was 
accordingly somewhat upbeat on Abidjan\'s progress on the 
three-pronged conditionality required. Aside from movement 
on the peace and security front (where Dolle said things were 
moving in the right direction until August), Dolle said Cote 
d\'Ivoire made some progress reducing the \"opacity\" in both 
oil/gas and cocoa accounts through the creation of 
governmental committees designed to oversee the flow of 
funds. Pressed, Dolle conceded that whether these committees 
are actually effective performing their tasks is open to 
question. 


3. (C) Turning to the arrears, the final prong in IFI\'s 
conditionality formula, Doll was initially optimistic about 

the government\'sprogress, touting its bond floatation in May 
andJune. Pressed, he acknowledged that the funds raied are 
not sufficient to repay the arrears, whichcontinue to mount, 

and that increasingly the chaces that the Ivorian government 
will actually pa the debt is remote. In discussing 

alternatives Dolle freely stated that Paris is \"flexible\" onthe question of partial payments, willing to cc 
a \"down payment\" or accepting what has een raised so far and 
negotiating a solution forthe rest. (Note: Econ Chief 

reported Washingtonagencies\' discomfort with such an 
approach. End ote) Dolle did indicate doubts as to whether 

the government would be able to keep itself from eventally 
spending the money as it did in 2005, despie the fact that 

it is ostensibly in an escrow acount at the BCEAO. (Note: 

Econ Chief heard sepaately from a well-placed German 
diplomat that Berlin would not be well disposed to accepting 
partil payment of the arrears. However, EU solidarity ould 

play a decisive role should the question coe before the WB\'s 
Board. End Note) 


4. (C) ddressing the question of the permanent location of 
the African Development Bank, Dolle said Paris spports the 
eventual return to Abidjan, and was uaware of any plans or 
ideas to distribute the HQfunctions to different cities. 
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E.O. 12958: N/A 

TAGS: SNAR, PGOV, PREL, EZ 

SUBJECT: INTERNATIONAL NARCOTICS CONTROLS REPORT (INCSR) 
FOR CZECH REPUBLIC (PART | OF II) 


REF: SECSTATE 154928 


1. SUMMARY. I. Illegal narcotics are imported to, 
manufactured in, 

and consumed in the Czech Republic. Locally produced 
pervitine is also exported to neighboring countries. 
Marijuana, grown locally and imported from 

Holland, is used more than any other drug. Consumption of 
recreational drugs, such as marijuana and ecstasy, continues 
to grow 

particularly among youth. The Czech government has taken 
little 

action, even though the EU reported last year that Czech 
marijuana 

usage is the highest in Europe. Usage and addiction rates of 
heroin 

and pervitine are high but seem to have stabilized; while 
cocaine 

use remains low but is growing. The Czech Republic is a 
producer of 

ergometrine and ergotamine used for the production of LSD. 
The Czech 

Republic is a party to the 1988 UN Drug Convention. 
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2. Il. Status of Country 

Several factors make the Czech Republic an attractive country 
for 

groups in the drug trade. These factors include: its central 
location, the closure of most of the traditional customs 

posts along 

the nation\'s borders as part of EU accession in 2004, low 
detection 

rates for laundered drug money, low risk of asset 
confiscation, and 

relatively short sentences for drug-related crimes. The 
growing 

purchasing power of Czechs also makes the country a popular 
destination country. The maximum sentence for any 
drug-related crime 

is 15 years imprisonment, but often convicted drug 

traffickers only 

receive light or suspended sentences. The Czech National 
Focal Point 

for Drugs and Drug Addiction is the main body responsible for 
collecting, analyzing and interpreting data on drug use. A 
four-year 

governmental action plan \"The National Drug Policy Strategy 
for 

2005-2009\" is evaluated internally every year and appropriate 
measures are taken when viewed necessary. 


3. According to a pan-European (EU) study from 2005, the rate 
of 

marijuana use in the Czech Republic is the highest in Europe, 
with 

22.1 percent of young adults having used the drug within the 
previous twelve months. Czechs were also the most likely to 
have 

ever used marijuana in their lifetimes. Consumption of 

ecstasy and 

pervitine was among the highest in the EU. 


4. The Czech statistical office estimates Czechs spend 6.5 
billion 

crowns ($297 million) and consume about 15 tons of drugs 
annually. 

Czechs consume 10 tons of marijuana, 1.2 million ecstasy 
tablets, 

over 250,000 LSD trips, 3.5 tons of pervitine and 2.2 tons of 
heroin 

annually as well. 


5. Ill. Country Actions Against Drugs in 2006 
Policy Initiatives. Drug policy remains a contentious issue 
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in Czech 

domestic politics. The US-DEU political party, one of five 
members 

of the former government, oriented its election campaign 
towards 

young people and promised to promote the legalization of 
Marijuana. 

US-DEU did poorly in the June 2006 national elections and won 
no 

seats in Parliament. The stalemate following the deadlocked 
June 
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elections has lead to the failure of the government to address 
drug-related issues, including legalization proposals. 

The Criminal Code passed in 2005, draws a sharp distinction 
between 

the use of \"soft\" drugs, such as marijuana and ecstasy, and 
\"hard\" 

drugs, such as heroin and pervitine. Although a measure that 
would 

have decriminalized marijuana failed in Parliament earlier in 
2005, 

the Criminal Code fully envisions a markedly more liberal 
approach 

to soft drugs in order to focus resources against drugs 
considered 

more damaging. 


6. The current National Drug Strategy focuses on enforcement 
operations 

against organized criminal enterprises and efforts to reduce 
addiction and their associated health risks. One of the top 
priorities of the government in 2005 and 2006 was the 
establishment 

of a system of certification for drug prevention programs. The 
government also focused efforts on improving laws on asset 
forfeiture and seizure of illicit proceeds, as well as on 
controlling pills containing chemical precursors. 

The National Drug Headquarters is the main organization 
within the 

country responsible for major drug investigations. The drug 
units of 

the Czech Customs Service are also responsible for tracking 
drugs 

and can use the same operational tools as the police. Since 
2005, 

they are also responsible for monitoring the Czech Republic\'s 
modest 
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licit poppy crop, a function previously performed by the 
Ministry of 

Agriculture. 


7. In 2005, the Czech Customs Service established mobile 
groups that 

control suspicious trucks on highways in the country. Given 
the 

Czechs accession into the EU and a loosening of the borders 
this is 

of growing importance. Czech Customs is also responsible for 
the 

control of highway tickets and the trafficking of illegal 
cigarettes. As a result of these other tasks drug trafficking 

is not 

their highest priority. 


8. The NDH cooperates regularly with the Custom Services 
based ona 

cooperation agreement signed between the Ministries of 
Interior and 

Finance. In 2006, the Customs Service placed a liaison 
officer at 

the Police Presidium to strengthen and streamline 
cooperation. The 

fight against drug smuggling was made more difficult by the 
Czech 

Republic\'s entry into the EU and more open borders. In 
November 

2005, the Customs Service received on-line access to all 
police 

information systems. Discussions continue as to whether the 
NDH and 

the customs drug unit should be joined under one institution 
due to 

overlapping responsibilities. The National Drug Headquarters 
cooperates regularly with the Czech Financial Police. NDH is 
responsible for the supervision of regional police offices in 
investing drug cases. Regional Offices have also appointed 
representatives for cooperation and coordination with local 
NGOs but 

the level of cooperation still largely depends on personal 
contacts. 


9. Accomplishments/Law Enforcement. In 2005, the National Drug 
Headquarters, together with the Customs Service, seized 36.3 
kilograms of heroin; 19,010 ecstasy pills; 5.3 kilograms of 
methamphetamine, 103 kilograms of marijuana, 1,780 cannabis 
plants, 
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4.6 kilograms of hashish, and 10 kilograms of cocaine. They 
also 

found 261 methamphetamine laboratories. During the first nine 
months of 2006, the National Police together with the Customs 
Service, seized 15.3 kilograms of heroin; 12,416 

ecstasy pills; 4.6 kilograms of methamphetamine, 61 kilograms 
of 

marijuana, 1,550 cannabis plants, only 0.4 kilograms of 
hashish, and 

1.4 kilograms of cocaine. In the same period of time, 278 
methamphetamine and 11 marijuana laboratories were found 
which is an 

increase compared to statistics for all of 2005. The National 
Drug 

Headquarters also scored some significant successes in 2006. 


10. In January, after several years of intensive international 
cooperation with Venezuela, the Netherlands, Slovakia and 
Netherlands Antilles the Czech police arrested two Czechs and 
one 

Slovak who ran a large drug smuggling ring importing cocaine 
from 

South America to Europe. During the investigation, the Dutch 
police 

in cooperation with NDH arrested several Czech and German 
drug mules 

carrying nearly 200 kilograms of cocaine. It is not clear 
whether 

the cocaine\'s end destination was the Czech Republic. The 
seized 

cocaine had a street value of 110 billion crowns ($5.2 

billion). 

In May, the police arrested three Israelis who ran an ecstasy 
drug 

trafficking ring in the Czech Republic. The group built its 
distribution network in Prague\'s center, selling ecstasy 
primarily 

in clubs and discos and were successful in a monopolizing the 
ecstasy trade in downtown Prague. During the bust, police 
found over 

4,200 ecstasy pills, with an estimated street value of one 
million 

crowns ($50,000) as well as other drugs. 


11. During the summer, six Czechs were arrested for 
large-scale 

production and distribution of pervitine. These individuals 
worked 

with conspirators from the former Yugoslavia in obtaining the 
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necessary ephedrine to make pervitine and organized 
distribution 

within the Czech Republic and also exported the highest 

quality 

pervitine called \"crystal\" to Germany. The price of crystal in 
Germany is about 2,000 crowns ($90). Czech police continue to 
investigate the case. 


12. According to police statistics for the first half of 

2006, 1,261 

people were investigated for drug related crimes. 1,230 
suspects 

were investigated for unauthorized production and possession 
of 

narcotics and psychotropic substances and \"poisons\". Police 
investigated 104 individuals for drug possession for personal 
use, 

and 31 others were investigated for spreading addiction. 
According to the statistics provided by the Ministry of 

Justice for 

the same period of time, the state prosecuted 1,438 suspects 
and 

indicted 1,270 others for drug related crimes. 116 were 
indicted for 

drug possession for personal use and 50 were indicted for 
spreading 

addiction. Courts convicted 747 individuals for drug related 
offenses, including 29 convictions for drug possession for 
personal 

use and 7 for spreading addiction. 


13. Statistics for first six months of 2006 show that most 
convicted 

criminals (54 percent) received conditional sentences for drug 
related crimes and only one-third of convicted criminals were 
actually sentenced to serve time in prison. Only 15 percent 
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of this 

latter group received sentences higher than 5 years in prison. 
Compared to 2005, this is a slight improvement since at that 
time 

only 13 percent of prison sentences were higher than 5 years. 
The 

majority of those sentenced to serve time in prison (71 
percent) 

received sentences ranging from 1 to 5 years. The practice of 
adding 

on penalties such fines, asset forfeiture or public service 
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was 
similar to previous years. 


14. Corruption. As a matter of government policy, the Czech 
government 

does not encourage or facilitate illicit production or 
distribution 

of narcotic or psychotropic drugs or other controlled 
substances, or 

the laundering of proceeds from illegal drug transactions. A 
current 

provision in Czech law permits possession of a small amount of 
certain drugs, but fails to define a \"small amount\". Leaving 
this 

determination to the individual police officer offers 
possibilities 

for corruption and malfeasance. To avoid any possible 
confusion and 

to eliminate possibilities for corruption, the Police 

President and 

Supreme Public Prosecutor issued internal regulations 
designed to 

clarify elements of the drug law that some feared allowed 
policemen 

too much discretion in whether to pursue drug cases. In 2004 
and 

2005 a few police officers were arrested for drug-related 
crimes 

including 4 cases of production and distribution of drugs and 
1 case 

of trafficking. In August, one policeman was convicted of 
selling 

drugs in Northern Bohemia. He only received a 1 year suspended 
sentence but the prosecutor has appealed the verdict to the 
higher 

court in an attempt to stiffen the penalty. The Czech Republic 
signed the UN Convention against Corruption in 2005 but has 
not yet 

ratified it. 


15. Agreements and Treaties. The Czech Republic is a party to 
the 1988 

UN Drug Convention and the World Customs Organization\'s 
Convention 

on Mutual Administrative Assistance for the Prevention 
Investigation 

and Repression of Customs Offenses. A 1925 extradition 
treaty, as 

supplemented in 1935, remains in force between the United 
States and 

the Czech Republic. The U.S. and Czech representatives signed 
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supplements to the U.S. - EU extradition treaty in May 2006. 
The 

Czech Republic has signed, but has not yet ratified, the UN 
Convention against Transnational Organized Crime. 

Drug Flow/Transit. Whereas in past years heroin trafficking 
in the 

country was solely under the control of ethnic Albanian 
groups that 

import their product from Turkey, according to the Czech 
counternarcotics squad this is no longer the case. Due to 
several 

major successes against these groups in the past, they are now 
experiencing financial insolvency and are having difficulties 
importing large amounts of heroin. However, Turks living in 
the 

Czech Republic have better relations with suppliers in Turkey 
and 

have more cash available for large heroin purchases from 
Turkey. 

Heroin is transported in the Czech Republic primarily using 
modified 

vehicles. Cocaine is not as spread as other drugs but its 
expansion 
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is increasing also thanks to the growing purchasing power of 
Czech 

citizens. Cocaine is frequently imported by Nigerians or 
Czechs 

through Western Europe from Brazil or Venezuela. Mail 
parcels, Czech 

couriers or \"swallowers\" are the most common ways of import. 
Pervitine is a synthetic methamphetamine primarily produced 
in homes 

and laboratories. Its production is growing thanks to growing 
local 

demand and growing export possibilities to Germany, Austria 
and 

Slovakia. Besides Czech citizens, who are still the main 
producers 

of the drug, Vietnamese and Albanians residing in the Czech 
Republic 

and Germans are also major pervitine traffickers. The 
Vietnamese 

control mainly the border areas, selling drugs in market 
places 

where they collect orders from German customers and use Czech 
and 

German couriers to satisfy demand in the region. Pervitine is 
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produced from imported ephedrine from the Balkans or from 
locally 

available flu pills. 


16. Imported ecstasy tablets remain a favorite drug of the 
\"dance 

scene.\" Ecstasy is trafficked primarily from the Netherlands 
and 

Belgium. Ecstasy tablets are smuggled into the country by 
local 

couriers, mainly hired in localities with high unemployment 
rates 

like Northern Bohemia and Northern Moravia. These couriers 
travel 

into the country on trains, buses or planes within the EU. 
There is 

also some trafficking organized by Nigerians. A trend toward 
larger-scale growth of cannabis plants in hydrophonic 
laboratories 

continued in 2006, along with a similar growth in the potency 
of the 

drug produced (up to 20 percent THC). Consumption of cannabis 
is 

mainly covered by local production, but is also imported from 
Holland in small amounts and to a lesser extent from Spain or 
India. 

Most smugglers are Czechs or Dutch citizens, but local 
Vietnamese 

have also become involved in marijuana trafficking. 

Salvia Divinorum is a legal drug that is more common among 
young 

experimenters. A plant of salvia is relatively easy to buy on 
internet for about 500 crowns ($25). Toluene, a solvent, is 
commonly inhaled by poor young segments of the population, 
primarily 

in the north of the country. 


17. Domestic Programs (Demand Reduction). The main components 
of Czech 

demand reduction plans include primary prevention along with 
treatment and re-socialization of abusers. This strategy 

entails a 

variety of programs that include school-based prevention 
education, 

drug treatment and needle exchange programs and partnerships 
with 

local NGOs. Within the context of the National Strategy, the 
government has established benchmarks for success. Some of 
these 

include stabilizing or reducing the number of \"problem\" 
(\"hard\") 
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drug users, reversing the trend in the Czech Republic toward 
rising 

recreational and experimental drug use, and ensuring the 
availability of treatment centers and social services. 

In May, the government released a study on drug addition 
treatment 

programs that stressed the importance of services provided by 
telephone and the internet. As a result, the Czech government 
produced an online \"Map of Help\" including contact 
information for 
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all drug treatment programs in the Czech Republic. 


18. To provide high-level treatment services to clients all 
over the 

country, the National Strategy set standards that are 

required from 

all drug treatment providers. In connection with this effort, 
the 

government began a certification process in 2005 for treatment 
facilities. All providers of secondary and tertiary prevention 
programs that applied for governmental funding in 2006 were 
required 

to have received prior government certification. 

Certification of 

primary prevention programs under the administration of the 
Ministry 

of Education was delayed although all such providers must 
obtain 

certification prior to the end of 2008. 


19. Since January, mandatory drug testing of individuals 
suspected of 

traffic violations is now required by law but is facing 

problems due 

to a lack of resources. Traffic police do not have enough 

test kits 

and the law allows police only to test the driver\'s saliva as 
opposed to sweat which is more commonly used in many other 
European 

countries. 


20. IV. U.S. Policy Initiatives and Programs 

Bilateral Cooperation. The U.S. covers Czech Republic drug 
issues 

through the DEA office in Warsaw, which maintained a 
cooperative 

relationship with Czech counterparts. The State Department 
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has not 

given grants for counternarcotics education recently. 

The Road Ahead. The U.S. and the Czech Republic will continue 
their 

active cooperation as the Czech Republic implements its 
National 

Drug Policy Strategy document for 2005-2009. 


21. VI. Chemical Control 

The Czech Republic no longer has domestic ephedrine 
production. One 

company produces the precursor chemical lysergic acid. IVEX 
(former 

Galena a.s. Ostrava) produces ergometrine and ergotamine, as 
well as 

a small amount of lysergic acid. IVEX is a member of the 
\"Association of Chemical producers of the Czech Republic.\" 
The INC 

company, which used to produce ephedrine, closed its 
production in 

2004, and in 2005 sold its remaining stock primarily to the 
U.S. 

company Novus which purchased about 30 tons. Additionally, 
South 

African companies purchased about 3 tons and Argentinean and 
Brazilian companies bought several tons as well. Pharmac 
imports 

small amounts of ephedrine from India for the production of 
pills 

fighting Parkinson disease. 


22. Chemical control in the Czech Republic is regulated under 
the law on 

Addictive Substances No. 167/1998Col. The latest amendment 
from 

March 2006, No 74/2006 Col, fully harmonized Czech law with EU 
requirements. Export as well as import licenses from third 
countries 

are now required for precursors and essential chemicals since 
July 

2004. 


23. The Inspectorate of Narcotic and Psychotropic Substances 
of the 

Czech Ministry of Health monitors production and distribution 

of 

precursor chemicals and issues the necessary export as well as 
import licenses. The State Institute for Drug Control 
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together with 

regional government offices control and monitor distribution 
to 

pharmacies and sale of substances and pills containing 
precursors 

(ephedrine and egrotamine) since many of them are available 
without 

special prescription. Over the counter flu medicine contains 
less 

than 30 mg of ephedrine or pseudoephedrine. Medicines 
containing 

more ephedrine or pseudoephedrine require a prescription from 
a 

doctor. Rohypnol and subutex (buprenorphin) are also only 
available 

by prescription which enables health authorities to better 
control 

selling and prescribing of these pills. 


24. Specially trained representatives of the National Drug 
Headquarters 

will begin assisting in controlling pharmaceutical sales. 
However, 

the government is still finalizing the accreditation system 

for 

policemen. The National Drug Headquarters is responsible for 
the 

detection of the abuse of precursors. 


25. Cooperation among representatives of the Ministry of 
Health, 

Ministry of Industry and Trade, Police and Customs is very 
good. 

The Police, Customs Service and chemical and pharmaceutical 
trade 

associations have signed a \"Memorandum of Understanding\" to 
increase 

communication regarding suspicious precursor sales and 
purchases and 

has resulted in several investigations. Pharmacies and 
chemical 

companies are required by the MOU to report to police or 
custom 

authorities any suspicious purchases or sale of precursors. 


26. The Czech Customs Service gained new responsibilities 
such as 

monitoring transports and imports and exports of precursors 
to and 

from third countries as a result of a 2004 reorganization. 
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They are 

also responsible for monitoring growth of poppy seeds and 
cannabis 

which contains less than 2 percent THC. 

GRABER 
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1. (C) Summary. Ukraine is increasingly willing to use the 
Organization for Democracy and Economic Development - GUAM as 
a policy coordination vehicle, covering everything from joint 
declarations by GUAM members on regional issues to economic, 
military and scientific cooperation. However, Ukraine, as 

the host for GUAM\'s new secretariat is also fumbling with the 
operational steps necessary to make the regional organization 
an operating concern, delaying approval of the GUAM Charter 
due to domestic political considerations -- a step that could 

result in delaying the scheduled opening of the GUAM 
Secretariat in January 2007. Uncertainty about the attitude 
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of the new government toward GUAM, especially in light of 
open hostility from the Communists (a member of the ruling 
coalition), means that Ukraine will probably be cautious over 
the next few months as it moves to operationalize the 
organization. End Summary. 


2.(C) Comment. Over the past two years, the Ukrainian 
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government (GOU) appeared to understand better than other 
GUAM members the need to establish a Secretariat in order to 
be seen as a credible regional organization, especially by 

the EU. The GOU had also recognized that the lack of a 
permanent headquarters impeded both the operational and 
financial effectiveness of the U.S.-GUAM Framework Program. 
As a result, Ukraine became the primary force behind 
establishing a Secretariat by providing the building, initial 
funding, and carrying the pen on drafting the required 
protocols. However, recent reluctance to push ahead with 
approval of the GUAM Charter and concerns about raising 
GUAM\'s profile with the new government means that we may have 
to nudge the Ukrainians to stay on track if they want to 

realize the goal declared in the 2005 GUAM Chisinau 
Declaration - to be an organization that stands for EU 
integration, democracy and free markets. End Comment. 


Multilateral Coordination 


3. (SBU) Over the past two years, Ukraine has used GUAM more 
actively as a policy coordination vehicle and an organizing 
principle for cooperation with its fellow members. In 

October, apparently to sidestep the issue of whether or not 

to make a statement, the Ukrainian government prompted the 
adoption of a joint GUAM statement on Russia-Georgia tensions 
(ref A). However, according to GUAM Information Office 
Executive Director Yevgen Koziy, the Ukrainian MFA had also 
issued its own criticism of Russian actions in Georgia (note: 

in fact, the latest statement we found concerning the 

relations between Russia and Georgia on the MFA website was 
dated August 2). The Ukrainian Government has been 
instrumental in the effort to create a GUAM development bank 
(ref B). 


4. (C) Ukraine has also tried to use GUAM to help settle 
\"frozen conflicts.\" Andriy Beshta, of the MFA\'s UN 
directorate, told us October 24 that GUAM countries were 
close to finalizing an UNGA resolution on frozen conflicts. 
According to Beshta, the resolution\'s text is being drafted 

to be consistent with the suggestions EUR DAS Kramer made to 
GUAM ministers at the U.S.-GUAM bilateral on the margins of 
UNGA and in a manner as non-controversial as possible in 
hopes of garnering U.S. support. Beshta told us \"off the 
record\" that he is concerned about the current tension 
between Georgia and Russia and fears Ukraine could face the 
same type of pressure. (We subsequently forwarded the draft 
text of the UNGA resolution, received October 27, to the 
Department.) 


5. (SBU) There has also been Ukrainian support for closer 
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ties between the Science and Technology Center (STCU) and 
GUAM. SCTU Executive Director Andrew Hood proposed 
development of a cooperative relationship between STCU and 
GUAM. Hood noted that GUAM\'s membership closely matches 
STCU\'s (Uzbekistan is also a member of STCU) and shared 
similar goals in the spheres of science cooperation, high 
technology development, and socio-economic and regional 
security enhancement. STCU could be helpful in implementing 
the science and technology aspects of the GUAM Charter. The 
MFA is eager to discuss the concept. (Comment. The 
multilaterally-funded, including by USG, STCU is casting 

about for new programs and roles now that its primary mission 
of finding employment for scientists and engineers formerly 
working on WMD programs is declining. Arranging this 
cooperation, however, would be facilitated once GUAM 
establishes a Secretariat. End Comment.) 
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PKO and Military Cooperation 


6. (SBU) Koziy told us that GUAM members have been discussing 
the notion of giving GUAM a peacekeeping capability, but 
stressed that any peacekeeping operations would only take 

place under a UN or OSCE mandate. In his view, it took five 
years to develop the framework for a joint Ukrainian-Polish 
battalion to participate in the NATO-led Kosovo Force (KFOR), 

so it was likely that a similar period would likely be needed 

to establish any GUAM peacekeeping force. 


7. (U) In fact, the Ukrainian Defense Ministry touted the 

crisis response \"Rough and Ready 06\" exercise with the 
California Air National Guard as an example of military 
cooperation among GUAM members, reinforcing perceptions that 
GUAM members were working toward a joint peacekeeping 
capability. The civil-military search and rescue exercise, 

held in Odesa September 17-20, had 12 participants each from 
Georgia, Azerbaijan, and Moldova; 180 from Ukraine; and over 
60 from the U.S. 


Status of the Secretariat 


8. (U) Ukraine\'s strong support for GUAM has translated into 
its strong support for the establishment of a permanent 
secretariat. According to Koziy, renovation of the 1,000 
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square meter premises in downtown Kyiv that will house the 
GUAM Secretariat should be finished in early 2007. 
Completion of the premises had received an additional push 
because of President Yushchenko\'s personal interest in the 
project. Even if the building is not completed on schedule, 
Koziy suggested that the GUAM Secretariat staff could operate 
temporarily in the existing GUAM Information Office premises 
in the Shevchenko University International Relations 

Institute. He said there would be a meeting of National 
Coordinators on November 27 or 28 in Tblisi and a Ministerial 
meeting on December 4 or 5 in Brussels to approve the final 
documents required to establish the Secretariat formally. 


9. (SBU) When asked if the Ministry of Interior (Mol) would 
assume responsibility for the Virtual Law Enforcement Center 
(VLEC) from the Security Service of Ukraine (SBU) -- an 
arrangement that would be more in keeping with EU law 
enforcement norms -- Koziy replied that, while MFA was in 
favor of Mol control, the current arrangement could not be 
changed because of legal restrictions. Robert Peacock, 
coordinator for the Euro-Atlantic Advisory Team in Kyiv, 

noted the location of Ukraine\'s VLEC in the SBU headquarters 
building has a tendency to inhibit its use by other agencies. 


Operational Snafus and Political Complications 


10. (C) Ukraine, however, is fumbling with the operational 

steps necessary to make the regional organization an 

operating reality. Concern about raising GUAMVs profile has 

led the Government to delay seeking Rada approval of the 
documents needed to make GUAM a functioning entity. And with 
Rada consideration of the GUAM Charter delayed due to 
domestic political considerations, the GUAM Secretariat is 
unlikely to open in January 2007 as planned. (Embassy note: 
The Communist Party is already a vocal opponent of GUAM. And 
since a vote on the GUAM charter has the potential to split 

the ruling coalition, something that has not yet happened in 

the Rada, the MFA is delaying consideration of the bill until 

other controversial issues are voted upon.) 


11. (C) In an October 27 meeting with Ambassador and 
PolCouns, Ukrainian DFM Andriy Veselovskiy said the GUAM 
Charter had not been put to a vote in the parliament (Rada) 
because parties in the ruling coalition, namely the 

Communists and the Socialists, who were opposed to Ukraine\'s 
entry into NATO could view a strengthened GUAM as a NATO 
\"Trojan horse.\" The MFA said that the coalition\'s leading 
Party of Regions might choose to vote against the GUAM 
charter rather than split the ruling coalition. Thus, 
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Veselovskiy preferred to delay the vote until another issue 

was considered, i.e. WTO-related legislation, that was 
contentious for the ruling coalition with the hope that a 

vote on GUAM would not become a test-case for the coalition\'s 
unity. 


12. (C) During an October 30 meeting, Georgian Embassy Senior 
Counselor Levan Nizharadze told us that he was worried about 
the prospects of getting the GUAM Charter approved by the 
Rada in time for the Secretariat to open as planned. He said 

that the Party of Regions government may be tempted to slow 
GUAM progress in an effort to gain leverage with the 
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Russians, and feels that the Ukrainians will need a \"nudge\" 
from the U.S. to keep GUAM on track. Nizharadze does not 
think that the Secretariat can function without an approved 
charter since the organization would be unable to approve a 
budget. 


13. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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RUEHLO/AMEMBASSY LONDON PRIORITY 3100 
RUEHLE/AMEMBASSY LUXEMBOURG PRIORITY 0051 
RUEHMD/AMEMBASSY MADRID PRIORITY 0423 
RUEHSK/AMEMBASSY MINSK PRIORITY 0367 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 5497 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 0435 
RUEHNC/AMEMBASSY NICOSIA PRIORITY 6611 
RUEHNY/AMEMBASSY OSLO PRIORITY 0230 
RUEHFR/AMEMBASSY PARIS PRIORITY 5319 
RUEHPG/AMEMBASSY PRAGUE PRIORITY 0153 
RUEHRK/AMEMBASSY REYKJAVIK PRIORITY 
RUEHRA/AMEMBASSY RIGA PRIORITY 0063 
RUEHRO/AMEMBASSY ROME PRIORITY 6598 
RUEHVJ/AMEMBASSY SARAJEVO PRIORITY 0030 
RUEHUL/AMEMBASSY SEOUL PRIORITY 0198 
RUEHSQ/AMEMBASSY SKOPJE PRIORITY 0361 
RUEHSF/AMEMBASSY SOFIA PRIORITY 1095 
RUEHSM/AMEMBASSY STOCKHOLM PRIORITY 0230 
RUEHTL/AMEMBASSY TALLINN PRIORITY 0083 
RUEHSI/AMEMBASSY TBILISI PRIORITY 3073 
RUEHTC/AMEMBASSY THE HAGUE PRIORITY 1261 
RUEHTI/AMEMBASSY TIRANA PRIORITY 0251 
RUEHVT/AMEMBASSY VALLETTA PRIORITY 0066 
RUEHROV/AMEMBASSY VATICAN PRIORITY 0007 
RUEHVI/AMEMBASSY VIENNA PRIORITY 1608 
RUEHVL/AMEMBASSY VILNIUS PRIORITY 0054 
RUEHWR/AMEMBASSY WARSAW PRIORITY 0226 
RUEHYE/AMEMBASSY YEREVAN PRIORITY 1249 
RUEHVB/AMEMBASSY ZAGREB PRIORITY 0174 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 1938","UNCLAS ANKARA 006385 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT PASS TO ISN,T, EUR 


E.O. 12958: N/A 

TAGS: EAIR, EWWT, KNNP, PARM, PBTS, PHSA, PREL, TU 
SUBJECT: PSI: LETTER TO PSI PARTICIPANTS ON UNSCR 1718 
DELIVERED TO TURKEY 


REF: STATE 179472 


(SBU) We delivered ref a letter from U/S Joseph to MFA Deputy 
U/S for Security Affairs Refat Akgunay on November 7. We 
followed up November 9 with MFA Arms Control official Sirhan 
Yigit, who informed us that the GOT fully supports UNSCR 
1718, welcomes U.S. views, and will carefully consider the 


Column 3 
points in U/S Joseph\'s letter in preparing its implementation 
strategy for UNSCR 1718. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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RUEHDR/AMEMBASSY DAR ES SALAAM 0776 
RUEHKM/AMEMBASSY KAMPALA 1480 
RUEHKI/AMEMBASSY KINSHASA 0140 
RUEHNR/AMEMBASSY NAIROBI 0656 
RUEHFR/AMEMBASSY PARIS 0160 
RUEHLMC/MILLENNIUM CHALLENGE CORP 0018","C ONFIDENTIALSECTION 01 OF 02 t 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 10/13/2016 

TAGS: PREL, KCRM, PHUM, RW 

SUBJECT: ICTR PROSECUTOR ADDRESSES COMPLETION STRATEGY AND 
OTHER ISSUES IN KIGALI 


REF: KIGALI 923 
Classified By: Ambassador Michael R. Arietti, reason 1.4 (B/D) 


1. (SBU) International Criminal Tribunal for Rwanda (ICTR) 
Prosecutor Hassan Bubacar Jallow addressed the Kigali 
diplomatic corps November 9, following a two-day conference 
organized jointly by the ICTR and the University of Rwanda 
entitled \"Challenging Impunity.\" Jallow outlined next steps 
for the ICTR\'s completion strategy, including genocide case 
transfers to national jurisdictions, a permanent home for 
ICTR archives, witness protection, capacity building of 
Rwanda\'s judicial system, \"legacy\" arrangements for 
uncompleted cases, acquitted defendants, and at-large 
suspects. He called upon the donor community to answer the 
GOR\'s call for assistance with its preparations for receiving 
cases from the Tribunal. End summary. 


2. (SBU) Following a two-day conference on such topics as 
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ICTR-GOR cooperation, strengthening national jurisdictions, 

and fighting impunity, Prosecutor Jallow addressed the 
assembled diplomatic corps at the ICTR compound in Kigali. 

He outlined the ICTR\'s completion strategy and related 

issues, first noting that the conference had gone well, and 

that the ICTR and GOR had put the \"Gakwaya incident\" behind 
them (Note: Gakwaya was the ICTR defense counsel accused by 
Rwanda of genocide offenses who resigned after GOR protests 
-- see reftel). 


3. (C) Jallow said that up to 20 cases would be transferred 
from the ICTR to the GOR, some involving defendants in 
custody, and some at-large suspects. If Rwanda moved 
expeditiously on its legislative initiative to abolish the 

death penalty, the first moves to transfer cases could begin 

in the first quarter of 2007. In assessing whether Rwanda 
could hold fair trials, a principal worry for the ICTR was 
provision of an adequate defense. While Rwanda has 
provisions for legal assistance to indigent defendants, these 
were unfunded and inadequate. Sufficient resources had to be 
found to provide for a real defense, with proper preparation 
before trial (ICTR staff suggested separately that appointed 
defense counsel in Rwanda usually did no more than \"pound the 
table\" on the day of trial, with no effort made before the 

judge called the case). Jallow noted that the ICTR intended 

to monitor transferred cases, and Rwanda would be required to 
make a clear commitment to return a case (and its defendant) 
to Arusha if the ICTR found court proceedings to be deficient. 


4. (SBU) Witness protection mechanisms would be required as 
well, said Jallow, something more than simply protective 

efforts at the courthouse (a need identified by the GOR as 

well in its presentations at the conference). While the GOR 

also asked for assistance programs for victims, this was 

beyond the ICTR\'s mandate. The GOR criticizes us for this 
regularly, he said, but we do not have resources for victims. 


5. (SBU) Capacity building for the Rwandan judicial system 
received concerted attention at the conference, and Jallow 
echoed this requirement, calling upon donor governments to 
assist. He noted the GORVs call for a comprehensive \"work 
plan\" for enhancing the court system, and he asked donors to 
give serious thought to this issue. Clearing of case 

backlogs and training programs for court personnel appeared 
particularly urgent, he said. 


6. (SBU) Another issue of concern for both the ICTR and the 
GOR was disposition of the Tribunal archives, following its 
projected 2008 completion of trials and 2010 completion of 
appeals. Some acceptable depository of ICTR records had to 
be found, either at the UN, or with Rwanda (or some form of 
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joint custody). A parallel \"legacy\" issue concerned 

disposition of cases involving those indicted but not yet in 
custody -- some mechanism had to be found to keep the cases 
\"always open.\" Said Chief Prosecutor Stephen Rapp after the 
briefing, \"we don\'t want suspects to run out the clock on the 
international community.\" Another problem concerned those 
already acquitted, or who would one day complete their 
sentences. While some nation ultimately had to accept them, 
several acquitted defendants had yet to find any takers, said 
Rapp. 


7. (C) Jallow finished by briefly outlining numbers and 

types of cases either completed or underway. Of thirty-one 
defendants already tried, he said, 26 had been convicted, and 
5 acquitted. Twenty-six other individuals were in custody 
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and awaiting trial. A further 18 were on the ICTRVs list of 
at-large suspects, including Felicien Kabuga, recently the 
subject of extensive discussions with the Kenyan government 
(said Rapp: \"we say he\'s there, they say he is not. We show 
photographs of Kabuga in Kenya, they say, well, he\'s not here 
now). Jallow asserted that, with 13 military leaders, 16 
ministers, several regional governors, and prominent 
clergymen and media personalities in custody, \"We will finish 
trials by 2008, and we will have judged those who planned and 
directed the genocide.\" 


8. (C) Comment. Jallow\'s message to the assembled 
diplomats was clear: the Rwandans (and the ICTR) needs donor 
support. The GOR asks the Tribunal for programs and 
assistance beyond its mandate and its resources (a rebuilt 
judiciary, domestic witness protections programs, pursuit of 
suspects not sought by the Tribunal, aid for victims of 
genocide, etc.). The Tribunal does not want these requests 
to go unanswered, and perhaps affecting its completion 
strategy, its relations with the GOR, and its legacy as an 
important international institution. Support for the 

judicial system (including defense counsel) appears to us to 
be a potential area of interest for the just-announced MCC 
Threshold program for Rwanda. End comment. 

ARIETTI 
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TO RUEHC/SECSTATE WASHDC PRIORITY 2926 
INFO RUEATRS/DEPT OF TREASURY WASHDC 
RHEBAAA/DEPT OF ENERGY WASHDC 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 
RUEHBJ/AMEMBASSY BEIJING 0377 
RUEHBR/AMEMBASSY BRASILIA 7059 
RUEHBU/AMEMBASSY BUENOS AIRES 2650 
RUEHSG/AMEMBASSY SANTIAGO 0930 
RUEHBO/AMEMBASSY BOGOTA 4067 
RUEHLP/AMEMBASSY LA PAZ NOV QUITO 0790 
RUEHCV/AMEMBASSY CARACAS 9884 


SIPDIS 


STATE FOR EB, WHA/AND, WHA/EPSC, EB/ESC, OES 

TREASURY FOR A. JEWELL, J. LEVINE 

STATE PASS TO EXIM - A. FOLEY, C. O'CONNOR, R. WILLIAMSON 

DEPT OF ENERGY FOR PUMPHREY/LADISLAW ;DOBRIANSKY/RICHARDS 
ENERGY INFORMATION ADMINISTRATION FOR CHARLES ESSER 

DEPT PASS TO INT/USGS/RESTON FOR D. MENZIE/A. GURMENDI 

USAID FOR LAC, EGAT 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: EPET, ENRG, EINV, SENV, PE 
SUBJECT: PLUSPETROL, ACHUAR AND GOP END AMAZON CONFLICT 


1. (U) SUMMARY. Argentina\'s oil company Pluspetrol, the GOP and the 
regional government of Loreto signed an agreement October 22 with 
the Achuar indigenous communities of Peru\'s Amazon to end a 
three-week environmental and social conflict. The Achuars, supported 
by local and international NGOs, had occupied five production fields 
to pressure the GOP and Pluspetrol. Pluspetrol will cease dumping 
contaminated water into the Corrientes River earlier than it had 
previously agreed. The GOP and the regional government agreed to 
take responsibility for decontaminating the area, developing a 
comprehensive health and development program, and providing 
temporary food and drinking water to the Achuar. (Note: Pluspetrol 

is the operator of the Camisea gas fields. End Note.) 


2. (SBU) Pollution in the area dates back over 30 years, long before 
Pluspetrol\'s involvement, and the Achuars\' concerns were 
acknowledged as genuine. Participants and observers, while 
acknowledging serious pollution, noted that the communities\' 
fundamental concerns were lack of access to tax canon funds and the 
failure of the state to provide jobs, education and health care. 

The role of a Peruvian NGO in the dispute may have built impetus 
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behind legislation that would better control NGOs. END SUMMARY. 


ACHUAR BESIEGE OIL FIELDS 

3. (U) The Achuar indigenous communities living in the Corrientes 
River basin in Peru\'s northern jungle have long protested pollution 
by oil spills and salty production water discharged into the rivers 

and ponds where they fish, with little response from the GOP. After 
demonstrations in July 2006 in Peru\'s main Amazon jungle city, 
Iquitos, they began to lobby the Peruvian government and Congress. 
With the help of a Peruvian environmental NGO, Racimos de Ungurahui, 
they occupied several of operator Pluspetrol\'s oil fields, 

preventing the company from producing. Pluspetrol estimated that 
it was losing $2.4 million per day in sales revenue. Pluspetrol 

Norte is a consortium operated by Argentine firm Pluspetrol (55 
percent) and with participation by the Chinese state oil company (45 
percent.) 


4. (SBU) The Achuars complained that their main sources of food, 
fish and game had been affected by leaking oil and associated water 
discharge (which is hot, oily and briny) dumped into area waters by 
the operators of concession Blocks 8 and 1-AB. Peru\'s state oil 
company Petroperu originally developed Block 8 while Occidental 
Petroleum developed Block 1-AB, both over 30 years ago. Both dumped 
contaminated water into rivers and lagoons from the start of their 
productions; in Petroperu\'s sites there were several oil spills. 

Firms familiar with these blocks told us that this area features one 

of the highest water to oil extraction ratios in the world, with 10 
barrels of water for every barrel of oil extracted. Re-injection 
technology is expensive, those firms said, but in other countries 

oil companies are required to re-inject the water produced. 


5. (U) By mid-August, the press reported that Energy and Mines 
Minister (MEM) Juan Valdivia said the ministry met with Pluspetrol 
(operator since 1999 for Block 1-AB and 1996 for Block 8) to 
encourage it to accelerate plans to re-inject the contaminated 
water. Soon after, Pluspetrol reported that it was currently 
re-injecting about 210,000 barrels per day (bpd) of contaminated 
water, and planned to re-inject 100 percent (approximately one 
million bpd) by December 2009, according to MEM sources. 


6. (U) After more consultations in early October among the relevant 
GOP agencies, the regional government of Loreto and Pluspetrol 
officials to discuss the Achuars\' demands, the parties signed an 
agreement on October 13. Both MEM Minister Valdivia and Health 
Minister Carlos Vallejo participated. However, the media reported 

that a national NGO, Racimos de Ungurahui -- advisor to the Achuars 
-- recommended that they not abide by their agreement and keep the 
blockade until Pluspetrol and the GOP agreed to advance the deadline 
to cease water dumping in Block 8 to July 31, 2008 (from December 
31, 2008, in the October 13 agreement). 
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7. (SBU) Minister Valdivia and others have told us of their private 
frustration with the behavior of Racimos de Ungurahui in this 
negotiation. He complained that the president of Racimos, Lily La 
Torre, had not acted on the GOP\'s invitation to participate in the 
talks that resulted in the initial settlement and then immediately 
tore apart the accord from the sidelines. 


DEVELOPMENT DEAL FOR THE ACHUAR 

8. (U) The GOP and the Loreto regional government also agreed to 
initiatives including a comprehensive health program and development 
plan; responsibility for cleanup of the polluted areas; and 

temporary delivery to the Achuar of food and drinking water. The 
Health Ministry agreed to evaluate water quality in the area every 
three months. Pluspetrol agreed to train and pay indigenous 
environmental monitors. In addition, the MEM decreed that not less 
than five percent of the Regional government oil canon be used to 
directly benefit the communities. The Achuars agreed to leave the 
five production fields once Minister Valdivia signed the agreement, 
and to channel any further claims through the government\'s 
Ombudsman\'s Office. Pluspetrol confirmed that the Achuar have 
ceased their blockade and oil production has resumed. 


POLLUTION IS REAL, BUT THE 

CONFLICT MAY BE OVER 

DEVELOPMENT 

9. (SBU) Representatives of U.S. firm Arcadis have a $21 million 
contract to remediate environmental damage in Block 8. They told us 
that the pollution is severe, with some lagoons many feet deep in 
accumulated oil. They noted that the state did nothing to require 
remediation over the many years that Petroperu polluted the area; 
similarly, Pluspetrol was not required to reinject the water and 

took little action on its own to remediate. Arcadis told us that 

while the Achuar are aware of pollution issues, what they most want 
are jobs and basic services that they have never received. ArcadiQ 
representatives described its extensive corporate social 
responsibility program -- employing area residents and providing 
health care -- and noted thQ Pluspetrol could act more proactively 
in providing the same. 


10. (SBU) Carlos Canepa, the chairman of the Congressional Committee 
on Amazonia, Indigenous Peoples and the Environment reported to us 
on his participation in the talks with the Achuar. He noted also 

that while pollution issues are real, the core problem for the 

Achuar, as they explained it to him, was lack of development. He 
reported that of over one million dollars in gas \"canon\" taxes that 

are reserved for regional and local development, not one dollar had 
found its way to development projects for the Achuar. Canepa said 

that the national, regional, and local governments had ignored 
development needs for years; the core aim of the oil fields takeover 
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was to get the jobs, health care and education that the Achuar 
lacked. 


OPPOSITION TO OIL ACTIVITIES 

IN OTHER AREAS 

11. (SBU) The Achuars stated in the agreement that they do not want 
the GOP to grant new oil exploration and production concessions in 
their territories. They have opposed the start up of exploration 

and production by Burlington Resources (a subsidiary of 
ConocoPhillips) in Block 104 (Septel reports the September 29 
exploration and production agreements between Conoco and the GOP), 
and of Canada\'s Petrolifera Petroleum in Block 106, both near Block 
8. Although initially GOP officials maintained that it was the 
government\'s sole prerogative to grant oil and gas concessions, a 
few days later Minister Valdivia told the local media that oil 

operations need a favorable \"social license.\" 


12. (SBU) COMMENT: The role of NGO Racimos in the dispute may have 
built impetus behind the bill (Septel) that the GOP submitted to the 
Peruvian Congress in late October, seeking to restrict the 


activities of Peruvian and international NGOs. 
STRUBLE 
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SENSITIVE 


FOR AF/EX, DS COURIER SERVICE, AND DS/IP/AF 


E.O. 12958: N/A 
TAGS: ASEC, PREL, ADPM, OFDP, SU, US 
SUBJECT: CONFIRMED DIFFICULTIES WITH THE DIPLOMATIC POUCH 


REFS: A. Khartoum 02417, B. Khartoum 02455 


1. (SBU) Background: In late September, the Sudanese Ministry of 
Foreign Affairs (MFA) did not grant, as requested by post, 
appropriate paperwork to allow Post personnel to meet an airQft 
carrying a classified pouch. Compounding our problems, Air Egypt 


Column 3 

received instructions to forbid the USG courier from de-planing. 
However, Post was able to receive (but not send) the monthly pouch 
on September 28 despite the GOS attempt to prevent delivery (Note: 
The incident is described fully in reftels. End note.) As a result 

of the GOS failure to sign the required paperwork on a timely basis, 
Post established a policy of canceling pouch runs if the paperwork 

is not in hand at least 48 hours prior to the run. It was 

determined that this period is needed in order to safely cancel a 
pouch run. 


2. (SBU) Second Attempt: For the late October pouch delivery, Post 
requested that MFA sign the required paperwork to allow airport 
access. Once again, the paperwork was not forthcoming in a timely 
fashion; however, owing to a general slowdown of work activity due 
to Ramadan, and early closure of the MFA for the Eid al Fitr 
holidays, it was impossible to determine conclusively that our pouch 
was actually refused admittance, or whether we had fallen victim to 
seasonal inefficiencies. 


3. (SBU) Current Situation: On November 5, Post again submitted 
paperwork to the MFA for airport clearance to meet the pouch, which 
was due to arrive on November 9. Once again, the documents remained 
unsigned at the MFA as of the COB on November 9, the day the pouch 
was to arrive. On November 9, Charge Powers and Pol/Econ Chief 
raised the issue with MFA Under Secretary Mutriff Siddiq, who was 
surprised to hear of the matter. Mutriff directed Deputy Director 

for the Americas Abdel Rahman Sharfi to follow-up and resolve the 
matter. Sharfi promised to report back to the Embassy early next 

week. 


4. (SBU) In Ref A, Post requested approval of language for a 
diplomatic note to be sent to the Ministry of Foreign Affairs. That 
request is still open. Post recommends coordination with the 
Department of a high-level response to this situation if a solution 
is not agreed upon with the MFA by November 16. 


5. (SBU) Summary: Post has been denied a classified pouch exchange 
on three occasions over the past two months. There is a growing 
backlog of inbound and outbound pouch traffic that needs to be 
cleared. But more importantly, the regular transmission of 
diplomatic information needs to be re-established and maintained 
consistently in conformance with Article 27 of the Vienna Convention 
on Diplomatic Relations. Post believes that the difficulties now 
encountered with the diplomatic pouch stem from the Sudanese 
Government\'s lingering displeasure with the annotation of visas 
issued to President Bashir and his delegation when traveling from 
Havana to New York for UNGA. At 5:50 p.m. on Nov 9, the MFA 
contacted the Management Counselor to advise that the Ministry will 
provide gate passes for the next week\'s pouch delivery. 


POWERS 
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SIPDIS 
SIPDIS 


STATE FOR EUR/CARC AND EB/TPP/ABT:TLERSTEN 
COMMERCE FOR ITA/OTEXA:MDANDREA 


E.O. 12958: DECL: 10/31/2016 

TAGS: EIND, ETRD, GG 

SUBJECT: IMERETI REGION: SEEKING A VISION FOR ECONOMIC 
GROWTH 


REF: TBILISI 02616 
Classified By: Ambassador John F. Tefft, Reason 1.4(b) and (d). 


1. (C) Summary. The Georgian city of Kutaisi and its 
surrounding region, Imereti, are struggling to find a clear 
direction for future economic growth. Regional leaders view 
the city, and the region, as a transit and regional service 
center for medicine, education, and trade, but seem to focus 
more on past failures. Regional unemployment is about 15 
percent. Local government leaders fret about the potential 
economic fallout from poor Russia-Georgia relations as 
approximately 20 to 30 percent of the population depends on 
remittances from abroad. However, regional infrastructure 
expenditures have doubled since the Rose Revolution. A local 
sewing plant gives a glimpse of how, with good marketing, 
Georgia could attract foreign companies with cheap labor and 
proximity to European markets. The local hospital has been 
outfitted with new, American-made equipment, but it 
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illustrates how good political connections still count in 
Georgia. 


2. (C) Economic and business leaders in the Imereti region 
city of Kutaisi still struggle to get past the damage caused 

by the post-Soviet economic collapse. Econoff visited Kutaisi 
from October 12-13 to discuss with economic and business 
leaders the region\'s economic growth prospects. Unemployment 
is a high 26 percent in Kutaisi, and 15 percent in the 

region, according to unofficial calculations by the Imereti 
Economic Department. The average wage is only USD 85 per 
month, and the region\'s population has decreased from 850,000 
in 1998 to 700,000 now. Infrastructure improvements only 
started after the Rose Revolution, and Econoff noted modest 
upgrades in the roads from a visit one year ago. Almost 

every meeting centered around Kutaisi\'s prospects as a 
transit city, but it remains unclear how the city plans to 
capitalize on its location. Some local leaders see Kutaisi 

as a service center for all of Western Georgia in education, 
hospitality, medicine, and trade. Two bright spots exist in 

a successful sewing plant and a high-quality regional medical 
center that looks to make money from medical tourism. The 
medical center also hosts President Saakashvili whenever he 
passes through the region, and is equipped so he can lead 
emergency ministerial meetings. The center treated injured 
soldiers from the Kodori Gorge operation in August. 
Challenges for the region include a lack of skilled workers, 
poor access to credit (interest rates hover at 22 percent), 
problems attracting investment, obsolete equipment, and low 
demand for existing production. End Summary. 


Prospects for Economic Growth 


3. (C) Econoff met with various economic and business leaders 
in Imereti, including the region\'s Acting Governor, Zurab 
Kajaia. In each meeting, when Econoff asked about prospects 
for economic growth, the responses all centered around 
lengthy historical descriptions of how badly the region has 
fared since the breakup of the Soviet Union. Imereti was a 
major industrial center until 1991, sending over 80 percent 

of its industrial output to the rest of the Soviet Union. 

When pressed about future economic growth prospects, 
responses centered on Kutaisi\'s potential as a transit and 
service center. Economic leaders see potential in food 
processing and packaging, services, and cultural and 
historical tourism. Local leaders see the need to improve 

the infrastructure -- including establishing a Western 

standard hotel -- in order to improve tourism prospects. To 
that end, the region\'s budget for 2007 infrastructure 

projects is $17 million, which is double the 2004-2005 
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amounts budgeted. 


4. (C) Archil Pruidze of the Kutaisi Economic Department 
presented us with a plan to promote the region\'s agriculture, 
service, and tourism potential. It includes a local 

government initiative to support small and medium enterprises 
(SMEs) and to create a marketing bureau. The local 
government plans to provide loans to local SMEs interest-free 
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and will be the guarantor. However, Pruidze was unable to 
explain what guarantee the local government has for loan 
repayment. He expressed concern about Russia\'s threats to 
stop money transfers to Georgia, and said that in the last 
eight months, over USD 22 million was sent from Georgians in 
Russia to banks in Kutaisi. He estimated that 20 to 30 
percent of people in Kutaisi depend entirely on remittances. 
See reftel. 


A Successful Sewing Plant 


5. (C) Econoff visited the successful sewing plant, Imeri, 

which has contracts with various German clothing 
manufacturers and also with the GoG to produce uniforms. One 
German company, LEBEK, sells a woman\'s t-shirt in Germany for 
33 euros, and pays Imeri 0.80 euros for each one. The 
seamstresses make approximately USD 103 per month for a 
five-day, 40-hour workweek. Working overtime can increase 
the pay to about USD 125. Of the 380 employees, there are 
only about 15 men, who work mainly in technical repair 
positions. The company director laughed when Econoff asked 

if any men work sewing products. He did say, however, that 
about half of the seamstresses\' husbands do not work. 


Medical Center: High-tech Medical Tourism Prospects... 


6. (C) Kakha Nuralidze, General Director of the West Georgian 
National Center of Interventional Medicine proudly showed 
Econoff around his hospital. It opened in January, and 
started accepting patients six months ago. Of the 22,000 
patients served, 700 were from Turkey, including the Turkish 
Deputy Minister of Justice. The hospital boasts a surgical 
unit for cardio, orthopedic, and neuro surgeries. The 
hospital also has anesthesiology, intensive care, blood 
transfusion and banking, and emergency units. According to 
Kuralidze, the hospital is a leader in the former Soviet 

Union and Eastern Europe, and boasted that \"even Moscow 
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doesn\'t have equipment as good as ours.\" At times, he could 
have been a sales rep for the GE and Johnson & Johnson 
equipment his hospital uses, and made it clear that he 

prefers the American equipment to European. Kuralidze and 
his top surgeons spent time training in the U.S., France, 
Germany, Moscow, and Austria. He said BP and the Red Cross 
have started negotiations to use the center\'s services. 

Total startup costs were USD 20 million. The GOG contributed 
USD 4.5 million and USD 12.6 million to construction and 
equipment costs, respectively. Annual operating costs are 
expected to be about USD 4 million, most of which Nuralidze 
said will come from the GOG central budget. He mentioned 
that although the GoG will pay approximately 75% of the cost 
of a patient\'s operation, most diagnostic procedures are paid 
100% by the patient, which he says should help with 
operational sustainability. The hospital boasts a 10-bed 

hotel wing to house patients and their families traveling 

from afar. 


...And Emergency GoG Cabinet Operations 


7. (C) The hospital tour took a political turn when Nuralidze 
displayed the VIP wing, which houses a first-rate hotel room, 
complete with a jacuzzi, adjacent to a large office with a 

USD 10,000 crocodile-skin office chair. Nuralidze said 
President Saakashvili uses the office and the room whenever 
he passes through the region, and the Minister of Health uses 
it almost monthly. Adjacent to the hotel room is a large, 
fully-equipped conference room ready to be used at a moment\'s 
notice for Ministerial-level meetings. Nuralidze expressed 
allegiance to President Saakashvili's National Movement. He 
boasted that the GOG\'s recent Kodori operation was managed 
from the hospital\'s conference room. He said twelve wounded 
soldiers came to the hospital for treatment after the Kodori 
operation, two with life-threatening wounds. He then 

presented a lengthy plea for the USG to help Georgia get to 
NATO by 2008, which he believes would guarantee Georgia\'s 
safety. He believes that Georgia is the United States\' most 
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reliable and strategic partner against Iran. 


Medical Center\'s Sustainability is Somewhat Questionable 


8. (C) While the hospital in general was clean, it is already 
starting to look older than its six months of use would 
suggest. Some of the public-use restrooms were missing 
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plumbing, were dirty, and generally unkempt. The private 
patient bathrooms were not much better. Even though the 
hospital prides itself on its highly trained medical staff, 
basic cleanliness issues could prove to be an obstacle to 
maintaining its high standards. 


COMMENT 


9. (C) Comment: In Kutaisi, local government and business 
leaders still seem to be more focused on past difficulties 
resulting from the breakup of the Soviet Union than they are 
on establishing a clear direction for the economy of their 
region. The sewing plant we visited demonstrates that there 
is an opportunity for very profitable operations in Georgia, 
based on the low cost of labor, augmented by Georgia\'s 
proximity to Europe and recent pro-business reforms. 
However, Georgia is only just beginning to market its 
advantages to potential foreign investors and needs to do a 
better job getting the message out. Our visit to Nuralidze\'s 
new hospital demonstrates that political connections still 
play a significant role in Georgian business. The hospital 
has had a successful beginning, but it will require skillful 
and dedicated management and marketing if it is to attract 
the higher class clientele it desires from Georgia and 
abroad. Keeping it running will be an expensive proposition 
for the GOG otherwise. End Comment. 
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SUBJECT: PA PROMISE OF TEACHER SALARY PAYMENTS UNFULFILLED; 
GENERAL STRIKE KEEPS SCHOOLS CLOSED 


REF: JERUSALEM 4747 
CLASSIFIED BY: CONSUL GENERAL JAKE WALLES, REASONS 1.4 (B) AND (D) 


1. (SBU) AS PART OF AN AGREEMENT REACHED NOVEMBER 6 (REFTEL) 
THE PALESTINIAN AUTHORITY (PA) ANNOUNCED THAT IT WOULD BEGIN 
PAYING PUBLIC SCHOOL TEACHERS NIS 1,000 ON NOVEMBER 9. 
MINISTER OF TELECOMMUNICATIONS AND INFORMATION TECHNOLOGY 
JAMAL AL-KHUDARI ORDERED POST OFFICE WORKERS, WHO ARE 
OBSERVING A THREE-DAY GENERAL STRIKE PROTESTING THE IDF\'S 
DEADLY ARTILLERY SHELLING OF BEIT HANOUN IN GAZA, TO REPORT 

TO WORK NOVEMBER 9 SO THAT TEACHERS CAN COLLECT THE PARTIAL 
PAYMENT OF THEIR MONTHLY SALARY. POST OFFICE EMPLOYEES IN 
THE NABLUS MUNICIPALITY, HOWEVER, REPORTEDLY TOLD TEACHERS 
THAT NO FUNDS WERE AVAILABLE AND SUGGESTED THAT THEY RETURN 
ON NOVEMBER 11. POST OFFICES IN BETHANY DID NOT OPEN. POST 
OFFICES IN MANY OTHER AREA ALSO REMAINED CLOSED. IN HEBRON, 
HOWEVER, SOME TEACHERS REPORTEDLY RECEIVED PAYMENT, ACCORDING 
TO THEIR FAMILY MEMBERS\' CONVERSATIONS WITH ECONSPECIALIST. 


2. (C) PRESIDENTIAL ECONOMIC ADVISOR MOHAMMAD MUSTAFA 
CONFIRMED TO ECONCHIEF NOVEMBER 9 THAT THE PA, AND NOT THE 
PRESIDENCY, IS MAKING THESE PAYMENTS. IMF RESIDENT 
REPRESENTATIVE JOEL TOUJAS-BERNATE TOLD ECONCHIEF NOVEMBER 7 
THAT HE COULD NOT CONFIRM HOW THE PA IS MAKING THESE PAYMENTS 
BUT SPECULATED THAT DOMESTIC REVENUES ARE THE LIKELY SOURCE. 

3. (SBU) UNDER THE TERMS OF THE NOVEMBER 6 AGREEMENT, 
TEACHERS WERE EXPECTED TO GO BACK TO WORK ON NOVEMBER 7 AND 
STUDENTS TO FOLLOW ON NOVEMBER 11. LARGE NUMBERS OF STUDENTS 
-- DEPRIVED OF CLASSES FOR OVER TWO MONTHS -- NEVERTHELESS 
BEGAN SHOWING UP AT SCHOOLS ON NOVEMBER 7. ABOUT 70 PERCENT 
OF STUDENTS IN QALQILIYA WENT TO SCHOOL ON NOVEMBER 7 AND 80 
PERCENT OF STUDENTS IN TULKAREM SHOWED UP AT CLASS, ACCORDING 
TO THE ARABIC-LANGUAGE DAILY AL-AYYAM. DUE TO THE GENERAL 
STRIKE IN RESPONSE TO THE DEATHS IN BEIT HANOUN, HOWEVER, 

PUBLIC SCHOOLS WILL REMAIN CLOSED UNTIL NOVEMBER 11 OR 12. 
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E.O. 12958: N/A 

TAGS: EFIN, ECON, CY 

SUBJECT: CYPRUS: LAIKI PLANS FOR MERGER WITH GREEK MARFIN AND 
EGNATIAS ON TRACK 


REFS: (A) NICOSIA 1868, (B) NICOSIA 1600, (C) NICOSIA 1092 


(U) This cable is sensitive but unclassified. Please treat 
accordingly. 


1. (SBU) Summary. The triple merger between Laiki Bank in Cyprus, 
and Greek-based Marfin Financial Group and Egnatias Bank remains 
firmly on track, after winning the approval of authorities in both 
countries, and of Laiki shareholders on October 31. Unless there 

are any unexpected surprises, the new entity should start trading in 
the Greek and Cypriot stock exchanges by mid-January 2007. This 
merger promises to facilitate ever-closer ties between Greek and 
Cypriot banks, facilitating the expansion of both into the Balkans 

and the Middle East. End Summary. 


Background on Laiki 

2. (U) The Cyprus Popular Bank, or Laiki as it is known locally, is 
the second-largest bank in Cyprus. At the end of 2005, the total 
assets of the Group amounted to CYP 7.1 billion (USD 15.3 billion). 
The Group employs 3,578 people globally and operates 185 branches in 
five countries (114 in Cyprus, six in the United Kingdom, 55 in 
Greece, nine in Australia and one on Guernsey) and has 
representative offices in Moscow, Belgrade, New York, Toronto, 
Montreal and Johannesburg. Profits attributable to shareholders 
reached CYP 42.7 million (USD 91.8 million) in 2005, recording an 
increase of 103 percent over the previous year. 
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Turbulent Summer for Cypriot Banks 

3. (U) The Laiki-Marfin-Egnatias merger follows a turbulent summer 
in Cypriot banking which included an aborted attempt by the Bank of 
Cyprus to acquire the Greek Bank Emporiki -- which ended in fiasco 
-- interest shown by another Greek Bank (Piraeus) to purchase the 
Bank of Cyprus, HSBC selling its minority share in Laiki, and the 
Chairman of both the Bank of Cyprus and Laiki unceremoniously 
getting the boot (refs. b and c.) The merger demonstrates the 
growing attractiveness and internationalization of Cypriot banks 
following their full recovery from the 1991-2001 Cyprus Stock 
Exchange boom and bust cycle (ref a). It also is symptomatic of a 
trend toward increased professionalism in Cypriot banking, once seen 
as primarily consisting of \"hereditary fiefdoms.\" 


4. (U) The new entity, to be called Marfin Popular Bank, will have 
total assets of 22.3 billion Euro (USD 28.1 billion), deposits of 

11.7 billion Euro (USD 14.7 billion) and loans of 15.8 billion Euro 
(USD 20 billion). The group\'s own assets will reach 3.3 billion 
Euro (USD 4.1 billion) and its capitalization will reach 4.3 billion 
Euro (USD 5.4 billion). It will have a network of over 300 branches 
in 13 countries and a capital adequacy ratio of 17.7 percent, giving 
it plenty of cash to invest. In Cyprus, Laiki is expected to 

maintain its position as the second-biggest player. 


Approval Not Without Controversy 

5. (SBU) Laiki\'s shareholders were asked to vote on the merger on 
October 31 -- a week later than planned -- to allow the Cypriot 
Competition Protection Commission an extra week to review final 
details. Securing the support of Laiki\'s shareholders for this deal 
was not without controversy. Former Laiki Chairman Kikis 
Lazarides, who had led the Bank for over 30 years, led charges that 
Marfin and Egnatia\'s shares were being grossly overvalued, putting 
all the risk of the merger clearly on Laiki and its shareholders. 
Lazarides also accused Marfin\'s outspoken CEO and Vice President, 
Andreas Vgenopoulos, of having the most to gain from the merger and 
of trying to gain his (Lazarides\'s) support through bribery and 
blackmail. Subsequent to Lazarides\'s removal this summer, Laiki 
opened an investigation into his financial practices, which 

Lazarides claimed had to do with unfounded and alleged exorbitant 
overdrafts on his son\'s account. After a much-publicized and ugly 
exchange of insults, however, Vgenopoulos remained the only one 
standing. 


6. (SBU) Ironically, it is Lazarides who is widely credited for 

having brought in Vgenopoulos and Marfin as a way to replace HSBC\'s 
minority stake, once the British Bank decided to cut its 

long-standing relationship with Laiki. The reasons for HSBC\'s 
departure are unclear but rumors include its growing frustration 

with being unable to control Lazarides, its frustration with the 
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alleged non-performance of a large outstanding loan of CYP 90 
million to a major Laiki stockholder -- and feared difficulties 
arising over HSBC\'s control of several branches in the Turkish 
Cypriot community -- and on land belonging to Greek Cypriots 
displaced in 1974 -- which it inherited after it took over a Turkish 


Bank earlier this decade. 


7. (U) Laiki\'s main shareholders (Marfin with 13-15 percent, Tosca 
Fund 8.18 percent, the Lanitis family 8.67 percent, Laiki Employees\' 
Provident Fund 5.66 percent and Laiki Cypria Life 1.7 percent) had 
been supportive of the deal from its inception. Led by Vgenopoulos, 
the large shareholders managed to win the support of the 
overwhelming majority of 1,200 smaller shareholders who attended the 
meeting, securing approval of the merger. In order to finance the 

deal, Laiki will increase its share capital to CYP 1.4 billion (USD 

3.0 billion), issuing 465.4 million new shares. The new issue will 
increase Laiki\'s total shares to 822.9 million. 


Merger Likely to Go Through 

8. (U) With all requisite authorities in both Greece and Cyprus 
having given the green light, and Laiki shareholders already on 
board, the only thing that stands between materialization of this 
merger is the concurrence of Marfin and Egnatias shareholders. 
Given that the terms of the merger are particularly favorable for 
Marfin and Egnatias, it is considered a near certainty that their 
shareholders will quickly rubberstamp the deal. Marfin and Egnatias 
shareholders have until COB December 21, 2006 to file their 
acceptance statements to the National Bank of Greece. 


Good Omens 

9. (U) If all goes well, the shares of the new entity should start 

trading on both the Cyprus Stock Exchange and Athens Stock Exchange 
in mid-January 2007. As reported Ref A, the two exchanges have been 
operating on a joint platform since October 30, 2006. Enthusiastic 
buying of the shares of all three component firms on the two 

exchanges reflects a strong \"thumbs up\" signal by the market. 


10. (U) International credit rating firms, including Moody\'s and 

UBS, have also been positive about the three-way merger. The latest 
report by UBS noted that the bid successfully addressed Laiki\'s key 
strategic issues of scale, geographic and product exposure, while 
providing material uplift to the bank\'s positioning within Greek 

banks, significantly improving its growth and strategic flexibility. 

UBS reiterated a price target for Laiki\'s share at Euros 7.31 (USD 
9.20) with a Buy 2 recommendation. The stock currently trades at 
around Euro 6.60 (USD 8.35). UBS expects price gains for the new 
entity of 23 percent in 2007 and 11 percent in 2008. 
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11. (U) Comment: Analysts in Cyprus are generally positive about 

this merger. Marfin\'s steady buying of Laiki\'s shares prior to the 
merger, which has increased Marfin\'s stake in Laiki to around 15.2 
percent, has been welcomed by local analysts, as it reflects 

Marfin\'s sincere commitment to make this merger work. The key now 
is to ensure smooth integration of the three banks in Greece. 

Cypriot banking, and the local economy in general, has a lot riding 

on this venture. End Summary. 


SCHLICHER 
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1. (S) During his 8 years in power, President Chavez has 
systematically dismantled the institutions of democracy and 
governance. The USAID/OTI program objectives in Venezuela 
focus on strengthening democratic institutions and spaces 
through non-partisan cooperation with many sectors of 
Venezuelan society. 


2. (S) In August of 2004, Ambassador outlined the country 
team\'s 5 point strategy to guide embassy activities in 
Venezuela for the period 2004 ) 2006 (specifically, from the 
referendum to the 2006 presidential elections). The 
strategy\'s focus is: 1) Strengthening Democratic 
Institutions, 2) Penetrating Chavez\' Political Base, 3) 
Dividing Chavismo, 4) Protecting Vital US business, and 5) 
Isolating Chavez internationally. 


3. (S) A brief description of USAID/OTI activities during 
the aforementioned time period in support of the strategy 
follows: 


4. (S) This strategic objective represents the majority of 
USAID/OTI work in Venezuela. Organized civil society is an 
increasingly important pillar of democracy, one where 
President Chavez has not yet been able to assert full 
control. 


5. (S) OTI has supported over 300 Venezuelan civil society 
organizations with technical assistance, capacity building, 
connecting them with each other and international movements, 
and with financial support upwards of $15 million. Of these, 

39 organizations focused on advocacy have been formed since 
the arrival of OTI; many of these organizations as a direct 
result of OTI programs and funding. 


6. (S) Human Rights: OTI supports the Freedom House (FH) 
\"Right to Defend Human Rights program with $1.1 million. 
Simultaneously through Development Alternatives Inc. (DAI), 
OTI has also provided 22 grants to human rights 

organizations, totaling $726,000. FH provides training and 
technical assistance to 15 different smaller and regional 

human rights organizations on how to research, document, and 
present cases in situations of judicial impunity through a 
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specialized software and proven techniques. Following are 
some specific successes from this project, which has led to a 
better understanding internationally of the deteriorating 
human rights situation in the country: 


Venezuelan Prison Observatory: Since beginning work with 
OTI, OVP has taken 1 case successfully through the 
inter-American system, achieving a ruling requiring BRV 
special protective measures for the prison \"La Pica\". Also, 
on November 7th - 12th they will be launching the 
Latin-American Prison Observatory, consolidating their work 
with a regional network. OVP receives technical support from 
FH, as well as monetary support from Pan American Development 
Foundation (PADF). Due to the success of the OVP in raising 
awareness of the issue, the BRV has put pressure on them in 
the form of public statements, announcing investigations, 
accusing them of alleged crimes as well as death threats. 


Central Venezuelan University Human Rights Center: This 
center was created out of the FH program and a grant from 
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DAI. They have successfully raised awareness regarding the 
International Cooperation Law and the human rights situation 
in Venezuela, and have served as a voice nationally and 
internationally. 


Human Rights Lawyers Network in Bolivar State: This group 
was Created out of the FH program and a grant from the DAI 
small grants program. They are currently supporting the 
victims of a massacre of 12 miners in Bolivar State allegedly 
by the Venezuelan Army. Chavez himself was forced to admit 
that the military used excessive force in this case. They 

will present their case to the Inter-American Commission on 
Human Rights in February 2007. 


7. (S) Citizen Participation in Governance: Venezuelan 
NGOs lack a long history of social activism. In response, 

OTI partners are training NGOs to be activists and become 
more involved in advocacy. The successes of this focus have 
been as follows: 


Support for the Rights of the Handicapped: OTI has funded 3 
projects in the Caracas area dealing with the rights of the 
handicapped. Venezuela had neither the appropriate 
legislation nor political will to assure that the cities are 
designed and equipped in a handicapped sensitive fashion. 
Through these programs, OTI brought the issue of the 
handicapped to the forefront, trained advocacy groups to 
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advocate for their rights and lobby the National Assembly, 

and alerted the press regarding this issue. Subsequent to 
this, the National Assembly was forced to consider 
handicapped needs and propose draft legislation for the issue. 


Por la Caracas Possible (PCP): Once-beautiful Caracas has 
decayed over the past several years due to corruption and 

lack of attention. PCP is a local NGO dedicated to bringing 
attention to this problem. They have held campaigns with 
communities shining a light on the terrible job elected 
leadership are doing resolving the problems in Caracas. 

During their work they have been expelled from communities by 
the elected leaders, further infuriating communities that 

already feel un-assisted. 


8. (S) Civic Education: One effective Chavista mechanism 
of control applies democratic vocabulary to support 
revolutionary Bolivarian ideology. OTI has been working to 
counter this through a civic education program called 
\"Democracy Among Us\". This interactive education program 
works through NGOs in low income communities to deliver five 
modules: 1) Separation of Powers, 2) Rule of Law, 3) The 
Role and Responsibility of Citizens, 4) Political Tolerance, 

and 5) The Role of Civil Society. Separate civic education 
programs in political tolerance, participation, and human 
rights have reached over 600,000 people. 


9. (S) Another key Chavez strategy is his attempt to divide 
and polarize Venezuelan society using rhetoric of hate and 
violence. OTI supports local NGOs who work in Chavista 
strongholds and with Chavista leaders, using those spaces to 
counter this rhetoric and promote alliances through working 
together on issues of importance to the entire community. 

OTI has directly reached approximately 238,000 adults through 
over 3000 forums, workshops and training sessions delivering 
alternative values and providing opportunities for opposition 
activists to interact with hard-core Chavistas, with the 

desired effect of pulling them slowly away from Chavismo. We 
have supported this initiative with 50 grants totaling over 

$1.1 million. There are several key examples of this: 


10. (S) Visor Participativo: This is a group of 34 OTI 
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funded and technically assisted NGOs working together on 
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municipal strengthening. They work in 48 municipalities 
(Venezuela has 337), with 31 MVR, 2 PPT and 15 opposition 
mayors. As Chavez attempts to re-centralize the country, OTI 
through Visor is supporting decentralization. Much of this 

is done through the municipal councils (CLPPs). The National 
Assembly recently passed a law that creates groups parallel 
to the mayor\'s offices and municipal councils (and that 

report directly to the president\'s office). These groups are 
receiving the lions share of new monies Chavez is pumping 
into the regions, leaving the municipalities under-funded. 

As Chavez attempts to re-centralize all power to the 
Executive in the capital, local Chavista leadership are 
becoming the opposition as their individual oxen are gored. 
Visor has been providing these leaders with tools and skills 
for leadership to counter the threat represented by the new 
legislation. 


11. (S) CECAVID: This project supported an NGO working 
with women in the informal sectors of Barquisimeto, the 5th 
largest city in Venezuela. The training helped them 
negotiate with city government to provide better working 
conditions. After initially agreeing to the women\'s 
conditions, the city government reneged and the women shut 
down the city for 2 days forcing the mayor to return to the 
bargaining table. This project is now being replicated in 
another area of Venezuela. 


12. (S) PROCATIA: OTI has partnered with a group widely 
perceived by people in the large Caracas &barrio8 as 
opposition leaning. Due to incompetence of the local elected 
leadership, the garbage problem in Catia is a messy issue for 
all those who live there. This group has organized brigades 
to collect and recycle trash, in the process putting pressure 
on the government to provide basic services and repositioning 
the group as a respected ally of the \"barrio.\" 


13. (S) Finally, through support of a positive social 

impact campaign in cooperation with PAS, OTI funded 54 social 
projects all over the country, at over $1.2 million, allowing 
Ambassador to visit poor areas of Venezuela and demonstrate 
US concern for the Venezuelan people. This program fosters 
confusion within the Bolivarian ranks, and pushes back at the 
attempt of Chavez to use the United States as a \"unifying 
enemy.\" 


14. (S) An important component of the OTI program is 
providing information internationally regarding the true 
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revolutionary state of affairs. OTI,s support for human 

rights organizations has provided ample opportunity to do so. 
The FH exchanges allowed Venezuelan human rights 
organizations to visit Mexico, Guatemala, Peru, Chile, 
Argentina, Costa Rica, and Washington DC to educate their 
peers regarding the human rights situation. Also, DAI has 
brought dozens of international leaders to Venezuela, 
university professors, NGO members, and political leaders to 
participate in workshops and seminars, who then return to 
their countries with a better understanding of the Venezuelan 
reality and as stronger advocates for the Venezuelan 
opposition. 


15. (S) More recently, OTI has taken advantage of the draft 
law of International Cooperation to send NGO representatives 
to international NGO conferences where they are able to voice 
their concerns in terms that global civil society 

understands. So far, OTI has sent Venezuelan NGO leaders to 
Turkey, Scotland, Mexico, Dominican Republic, Chile, Uruguay, 
Washington and Argentina (twice) to talk about the law. 
Upcoming visits are planned to Brazil, Mexico, and Colombia. 


CARACAS 00003356 004.2 OF 004 


OTI has also brought 4 recognized experts in NGO law from 
abroad to Venezuela to show solidarity for their Venezuelan 
counterparts. PADF supported visits by 4 key human rights 
defenders to the Inter-American Human Rights Commission 
meetings in Washington in October of 2006. These have led to 
various successes: 


Civicus, a world alliance of NGOs, has put the Venezuela 
issue on their Civil Society Watch short list of countries of 
concern. 


Gente de Soluciones, a Venezuelan NGO presented their 
\"Project Society\" to the OAS General Assembly. While there, 
they met with many of the Ambassadors and Foreign Ministers 
of OAS member states to express concern about the law. 


Uruguayan parliamentarians met with NGOs at a special session 
of the Foreign Affairs commission, and have promised to help 
where they can. 


The Human Rights Commission of the OAS has made several 
public statements and sent private letters to the National 
Assembly expressing concern with the law. 


The most prestigious law faculty in Buenos Aires, Argentina 
has committed to hosting an event to deal with the draft law. 


Column 3 


The Democratic Observatory of MERCOSUR plans to hold an event 
early next year to discuss the draft law. 


So far the Venezuelan National Assembly has received many 
letters and emails of opposition to the law from groups all 
over the world. 


A private meeting between 4 Venezuelan human rights defenders 
and Secretary General Jose Miguel Inzulsa during the October 
2006 Inter-American Commission on Human Rights (please 
protect). 


The press, both local and international, has been made aware 
of the proposed law and it has received wide play in the US 
as well as in Latin America 


16. (S) OTI has also created a web site which has been sent 
to thousands of people all over the world with details of the 
law in an interactive format. 


17. (S) Through carrying out positive activities, working 

in a non-partisan way across the ideological landscape, OTI 

has been able to achieve levels of success in carrying out 

the country team strategy in Venezuela. These successes have 
come with increasing opposition by different sectors of 
Venezuelan society and the Venezuelan government. Should 
Chavez win the December 3rd presidential elections, OTI 
expects the atmosphere for our work in Venezuela to become 
more complicated. 
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Column 3 
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NEA FOR FRONT OFFICE; PASS TO NSC FOR ABRAMS/DORAN/WATERS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, KPAL, KWBG, KDEM 

SUBJECT: PROBLEMS IN PALESTINIAN JUSTICE SYSTEM LEAD TO 
BACKUP IN CASES 


REF: JERUSALEM 04696 


1. (SBU) SUMMARY: THE PALESTINIAN JUSTICE SYSTEM SUFFERS 

FROM A SEVERE SHORTAGE IN THE NUMBER OF JUDGES, WHICH HAS LED 
TO SIGNIFICANT DELAYS IN PROCESSING CRIMINAL CASES, ACCORDING 
TO ISSA ABU SHARAR, THE CHIEF JUSTICE OF THE PALESTINIAN 

HIGHER JUDICIARY COUNCIL. THE BACKUP OF CASES HAS IMPACTED 
THOUSANDS OF ACCUSED, INCLUDING SEVERAL AMERICAN CITIZENS 
(REFTEL). SHARAR SAYS THE SHORTAGE OF JUDGES IS COMPOUNDED 
BY THE ISRAELI OCCUPATION, AND, ESPECIALLY IN GAZA, BY CHAOS 

AND LAWLESSNESS. END SUMMARY. 


WEST BANK: SHORTAGE OF JUDGES 


2. (SBU) CONGEN AND USAID REPS MET WITH ISSA ABU SHARAR, THE 
CHIEF JUSTICE OF THE HIGH COURT AND THE PALESTINIAN HIGHER 
JUDICIARY COUNCIL (THE BODY CHARGED WITH ADMINISTERING THE 
PALESTINIAN COURT SYSTEM). ABU SHARAR, WHO BECAME CHIEF OF 
THE HIGHER JUDICIARY COUNCIL IN SEPTEMBER 2005, SAID THE 
JUDICIARY\'S MAIN CHALLENGE IN THE WEST BANK IS A SEVERE 
SHORTAGE OF JUDGES. HE ATTRIBUTED THE SHORTAGE PRIMARILY TO 
INADEQUATE FINANCIAL RESOURCES THAT HE SAID WAS EXACERBATED 
AFTER THE JANUARY PLC ELECTIONS, AND ARGUED THAT THE 
PALESTINIAN JUDICIAL SYSTEM NEEDS AN INDEPENDENT BUDGET. ABU 
SHARAR TOLD CONGEN REPS THAT DUE TO THE SHORTAGE, PALESTINIAN 
COURTS CURRENTLY HEAR ONLY EMERGENCY CASES, AND THERE IS A 
BACKLOG OF 3263 FELONY CASES IN THE WEST BANK. 


GAZA: CHAOS AND LAWLESSNESS 


3. (SBU) ABU SHARAR SAID THERE IS A BACKLOG OF 2591 FELONY 

CASES IN GAZA. HE ADDED, HOWEVER, THAT THERE IS NO SHORTAGE 

OF JUDGES IN GAZA. THE BACKUP THERE RESULTS FROM LAWLESSNESS 
AND CHAOS. HE SAID THE POLICE AND THE COURTS SIMPLY ARE NOT 
DOING THEIR JOBS. ABU SHARAR TOLD CONGEN REPS THAT THE 
COMBINED FELONY AND MISDEMEANOR BACKLOG IN BOTH GAZA AND THE 
WEST BANK IS MORE THAN 70,000 CASES. 


OCCUPATION HINDERS JUSTICE 
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4. (SBU) ACCORDING TO ABU SHARAR, THE ISRAELI OCCUPATION 

ALSO UNDERMINES THE PALESTINIAN JUSTICE SYSTEM. HE NOTED 

THAT WEST BANK CHECKPOINTS AND CLOSURES MAKE IT DIFFICULT FOR 
JUDGES TO MOVE. ABU SHARAR ALSO SAID IN SOME CASES 
DEFENDANTS SHOULD BE MOVED FROM ONE LOCATION TO ANOTHER FOR 
THEIR OWN SAFETY, BUT OBSTACLES TO MOVEMENT MAKE THESE 
TRANSFERS DIFFICULT OR IMPOSSIBLE. (NOTE: ABU SHARAR\'S 
REFERENCE TO THE NEED TO TRANSFER PRISONERS FOR THEIR OWN 
SAFETY COMES IN THE CONTEXT OF INCIDENTS WHERE FAMILIES HAVE 
BROKE INTO PRISONS AND KILLED PRISONERS TO AVENGE ALLEGED 
CRIMES.) ABU SHARAR ALSO POINTED OUT THAT THE IDF HAS 
DESTROYED MANY OF THE PALESTINIAN WEST BANK PRISONS, 
INCLUDING THE PRISON IN JERICHO IN MARCH 2006. HE SAID THE 
SHORTAGE OF PRISON FACILITIES HAS LED IN SOME CASES TO 
DEFENDANTS BEING RELEASED INSTEAD OF BEING HELD FOR TRIAL. 

ABU SHARAR CLAIMED THAT ALL OF THESE FACTORS HAVE RESULTED IN 
A JUSTICE SYSTEM THAT \"IS BARELY FUNCTIONING.\" 


STEPS FORWARD? 


5. (SBU) ABU SHARAR OFFERED THAT A PARTIAL SOLUTION TO THE 
PALESTINIAN JUDICIARY PROBLEM WOULD BE TO TRAIN AND HIRE NEW 
JUDGES AND SAID HE HAD BEGUN THIS PROCESS A YEAR AGO. HE 
EXPLAINED THAT IN EARLY 2006, THE HIGHER JUDICIAL COUNCIL HAD 
INCREASED THE NUMBER OF JUDGES IN FOUR MAJOR WEST BANK 
CITIES. UNFORTUNATELY, ABU SHARAR ADDED, THAT EFFORT WAS 
HALTED WHEN THE PA WENT ON STRIKE IN SEPTEMBER. ABU SHARAR 
ALSO STRESSED THE IMPORTANCE OF TRAINING JUDGES. HE INSISTED 
THAT HE WANTS TO IMPROVE THE JUDICIARY AND HAS PLANS TO 
CREATE AN ARBITRATION SYSTEM, TRAIN JUDGES IN JUDICIAL 
INSPECTION, AND TRAIN AND PROMOTE COMPETENT JUDGES, IF THE 
RESOURCES BECOME AVAILABLE 

WALLES 
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STATE FOR EUR/WE and EB/ESC/TFS 
Justice for AFMLS, OIA, and OPDAT 
Treasury for FinCEN 


E.O. 12958: N/A 
TAGS: EFIN, KCRM, KTFN, FR 
SUBJECT: FRANCE 2007 INCSR Report, Part II 


REF: STATE 157084 
SENSITIVE BUT UNCLASSIFIED, NOT FOR INTERNET 


1. (SBU) Below is the proposed 2006-2007 INCSR Report for France, 
Part Il, Financial crimes and money laundering. 


2. (SBU) France 


France remains an attractive venue for money laundering because of 
its sizable economy, political stability, and sophisticated 

financial system. Common methods of laundering money in France 
include the use of bank deposits; foreign currency and gold bullion 
transactions; corporate transactions; and purchases of real estate, 
hotels, and works of art. However, France has put in place 
comprehensive financial controls, and it is an active partner in 
international efforts to control money laundering and the financing 

of terrorism. 


The Government of France (GOF) first criminalized money laundering 
related to narcotics trafficking in 1987 (Article L-627 of the 

Public Health Code). In 1988, the Customs Code was amended to 
incorporate financial dealings with money launderers as a crime. In 
1996 the criminalization of money laundering was expanded to cover 
the proceeds of all crimes. In January 2004, the French Supreme 
Court judged that joint prosecution of individuals was possible on 
both money laundering charges and the underlying predicate offense. 


Prior to this judgment, the money laundering charge and the 
predicate offense were considered the same offense and could only be 
prosecuted as one offense. 


In 1990, the obligation for financial institutions to combat money 
laundering came into effect with the adoption of the Monetary and 
Financial Code (MFC), and France\'s ratification of the 1988 UN Drug 
Convention. The 1996 amendment to the law also obligates insurance 
brokers to report suspicious transactions. In 1998, the covered 
parties were expanded to include non-financial professions (persons 
who carry out, verify or give advice on transactions involving the 
purchase, sale, conveyance or rental of real property). In 2001, the 
list of professions subject to suspicious transaction reporting 
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requirements expanded to include legal representatives; casino 
managers; and persons customarily dealing in or organizing the sale 
of precious stones, precious materials, antiques, or works of art. 
Following the 2001 amendments, the law covers banks, moneychangers, 
public financial institutions, estate agents, insurance companies, 
investment firms, mutual insurers, casinos, notaries, and 

auctioneers and dealers in high-value goods. In 2004, the list was 
expanded again to include chartered accountants; statutory auditors; 
notaries; bailiffs; judicial trustees and liquidators; lawyers; 

judicial auctioneers and movable auction houses; groups, clubs, and 
companies organizing games of chance: lotteries, bets, sports and 
horse-racing forecasts; institutions/unions of pensions management 
and intermediaries entitled to handle securities. Article 324-1 of 

the Penal Code provides that money laundering is punishable by five 
years imprisonment and a fine of 375,000 euros. With aggravating 
circumstances (Article 324-2: habitual or organized activity, or 

Article 222-38: connection with narcotics trafficking), the 

punishment increases to ten years imprisonment and a fine of 750,000 
euros. 


As amember of the European Union (EU), France is obligated to 
implement all three EU money laundering directives, including the 
revision of Directive 91/308/EEC on the prevention of the use of the 
financial system for the purpose of money laundering (Directive 
2001/97/EC), that was transposed into domestic French legislation in 
2004. The EU adopted the Third Money Laundering Directive 
(2005/60/EC) in late 2005, and must be implemented in France by 
December 15, 2007. 


Decree No. 2002-770 of May 3, 2002, addresses the functioning of 
France\'s Liaison Committee against the Laundering of the Proceeds of 
Crime. This committee is co-chaired by the French Financial 
Intelligence Unit (FIU), TRACFIN (the unit for Treatment of 

Intelligence and Action Against Clandestine Financial Circuits), and 

the Justice Ministry. It comprises representatives from reporting 
professions and institutions, regulators, and law enforcement 
authorities; its purpose is to supply professions required to report 
suspicious transactions with better information and to make 

proposals in order to improve the anti-money laundering system. 


The Banking Commission supervises financial institutions and 
conducts regular audits of credit institutions, and the Insurance 

and Provident Institutions Supervision Commission reviews insurance 
brokers. The Financial Market Authority evolved from the merger of 
the Securities Exchange Commission and the Financial Markets 
Council, and monitors the reporting compliance of the stock exchange 
and other non-bank financial institutions. The Central Bank (Banque 
de France) oversees management of the required records to monitor 
banking transactions, such as for means of payments (checks and ATM 
cards), or extensions of credit. Bank regulators and law enforcement 
also can access the system (FICOBA) managed by the French Tax 
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Administration for opening and closing of accounts, which covers 
depository accounts, transferable securities, and other properties 
including cash assets that are registered in France. These records 
are important tools in the French arsenal for combating money 
laundering and terrorism financing. 

TRACFIN is responsible for analyzing suspicious transaction reports 
(STRs) that are filed by French financial institutions and 
non-financial professions. TRACFIN is a part of FINATER, a group 
created within the French Ministry of the Economy, Finance, and 
Industry in September 2001, in order to gather information to fight 
terrorist financing. The French FIU may exchange information with 
foreign counterparts that observe similar rules regarding 
reciprocity and confidentiality of information. TRACFIN works 
closely with the Ministry of Interior\'s Central Office for Major 
Financial Crimes (OCRGDF), which is the main point of contact for 
Interpol and Europol in France. 


TRACFIN received 3,598 STRs in 2001, 6,896 STRs in 2002, 9,007 STRs 
in 2003, 10,842 in 2004, and 11,553 in 2005. Approximately 82 

percent of STRs are sent from the banking sector. A total of 226 

cases were referred to the judicial authorities in 2001, which 

resulted in 59 convictions of money laundering; 291 cases were 

referred in 2002, which resulted in 57 criminal convictions, 308 

cases were referred in 2003, which resulted in 63 convictions, and 

347 cases were referred in 2004, resulting in 87 convictions. 


Two other types of reports are required to be filed with the FIU. A 
report must be filed with TRACFIN (no threshold limit), when the 
identity of the principal or beneficiary remains doubtful despite 
due diligence. In addition, a report must be filed in cases where 
transactions are carried out on behalf of a third party natural 
person or legal entity (including their subsidiaries or 
establishments) by a financial entity acting in the form, or on 
behalf, of a trust fund or any other asset management instrument, 
when legal or beneficial owners are not known. The reporting 
obligation can also be extended by decree to transactions carried 
out by financial entities, on their own behalf or on behalf of third 
parties, with natural or legal persons, including their subsidiaries 
or establishments that are domiciled, registered, or established in 
any country or territory included on the FATF list of 
Non-Cooperative Countries or Territories (NCCT). 


Since 1986, French counter terrorist legislation has provided for 
the prosecution of those involved in the financing of terrorism 

under the more severe offense of complicity in the act of terrorism. 
However, in order to strengthen this provision, the Act of November 
15, 2001, introduced several new characterizations of offenses, 
specifically including the financing of terrorism. The offense of 
financing terrorist activities (art. 421-2-2 of the Penal Code) is 
defined according to the UN International Convention for the 
Suppression of the Financing of Terrorism and is subject to ten 
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years\' imprisonment and a fine of 225,000 euros. Since 2001, 
TRACFIN has referred 92 cases of suspected terror financing to the 
judicial authorities for prosecution. 


An additional penalty of confiscation of the total assets of the 
terrorist offender has also been implemented. Accounts and financial 
assets can be frozen through both administrative and judicial 
measures. In 2005, the GOF moved to strengthen France\'s 
antiterrorism legal arsenal with a bill authorizing video 

surveillance of public places, especially nuclear and industrial 

sites, as well as airports and railway stations. The bill requires 
telephone operators and Internet cafe owners to keep extensive 
records, allows greater government access to e-communications, and 
allows flight passenger lists and identification information to 

become accessible to counterterrorism officials. It stiffens prison 
sentences for directing a terrorist enterprise to 30 years, and 
extends the possible period of detention without charge. The bill 
permits increased surveillance of potential targets of terrorism. It 
empowers the Minister of the Economy to freeze the funds, financial 
instruments and economic resources belonging to individuals 
committing or attempting to commit acts of terrorism, or to 
companies directly or indirectly controlled by these individuals. By 
granting explicit national authority to freeze assets, the bill 

plugs up a potential loophole concerning the freezing of citizen 
versus resident EU-member assets. It was adopted in January 2006, 
and is expected to enter into force by presidential decree before 

the end of 2006. 


French authorities moved rapidly to freeze financial assets of 
organizations associated with al-Qaida and the Taliban under UNSCR 
1267. France takes actions against non-Taliban and 
non-al-Qaida-related groups in the context of the EU-wide 
\"clearinghouse\" procedure. Within the Group of Eight, which France 
chaired in 2003, France has sought to support and expand efforts 
targeting terrorist financing. 


Bilaterally, France has worked to improve the capabilities of its 
African partners in targeting terrorist financing, by offering 
technical assistance. On the operational level, French law 
enforcement cooperation targeting terrorist financing continues to 
be good. 


The United States and France have entered into a Mutual Legal 
Assistance Treaty (MLAT), which came into force in 2001. Through 

MLAT requests and by other means, the French have provided large 
amounts of data to the United States in connection with terrorist 
financing. TRACFIN is a member of the Egmont Group and is the Egmont 
Committee Chair of the newly created Operational Working Group. 
TRACFIN has information-sharing agreements with 27 FlUs, and opened 
negotiations in 2004 for information-sharing agreements with 

Argentina, Bulgaria, Chile, Germany, Japan, Jersey, Liechtenstein, 
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Mauritius, and Thailand. 


France is a member of the FATF, and held the FATF Presidency for a 
one-year term during 2004-05. It is also a Cooperating and 

Supporting Nation to the Caribbean Financial Action Task Force, as 
well as a Supporting Observer to the Financial Action Task Force of 
South America Against Money Laundering (GAFISUD). France is a party 
to the 1988 UN Drug Convention; the Council of Europe Convention on 
Laundering, Search, Seizure, and Confiscation of the Proceeds from 
Crime; the UN Convention against Transnational Organized Crime; and 
the UN International Convention for the Suppression of the Financing 
of Terrorism. In July 2005, France ratified the UN Convention 

against Corruption. 


The Government of France has established a comprehensive anti-money 
laundering regime. France should continue its active participation 

in international organizations to combat the domestic and global 

threats of money laundering and terrorist financing. 


STAPLETON# 
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E.O. 12958: N/A 

TAGS: KTIA, EWWT, ANET, AORC, PREL, ECPS 

SUBJECT: INT\'L MARITIME ORGANIZATION\S MARITIME SAFETY COMM 
MEETING: SOUTH AFRICA DEMARCHE RESPONSE 


REF: SECSTATE 183434 


1. (SBU) Per Reftel, on November 8 talking points were 
delivered to Department of Transportation\'s Director, Safety, 
Security and Bilateral Affairs Mr. Andrew Maswanganye, 
Department of Foreign Affairs\' Ms. Nokwazi Mtshali, and South 
African maritime Safety Authority\'s General Manager of 
Operations Mr. Saleem Modak. Post will forward responses 
when received. 

BOST 
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PASS TO LPARKER, DOE 
JMCCLELLAN, ISN/ECC 


E.O. 12958: N/A 

TAGS: ENRG, KNNP, OTRA, PARM, SF 

SUBJECT: SOUTH AFRICA: DOE COMMODITY IDENTIFICATION 
TRAINING (CIT) PROGRAM RESPONSE 


REF: SECSTATE 174804 


1. (SUB) Per Reftel, a diplomatic note was passed October 20 
regarding the Department of Energy\'s (DOE) Commodity 
Identification Training (CIT) program to Department of 

Foreign Affairs\' (DFA) Nokwazi Mtshali and South African 
Revenue Services\' (SARS) Varsha Singh. Ms. Mtshali responded 
on November 3 that the dip note had been passed to DFA\'s 
Ambassador Abdul Minty office. Ms. Singh responded on 
November 8 that SARS had taken no position on the CIT 
program. Both Ms. Mtshali and Ms. Singh stated that would 
provide updates on South Africa\'s interest in the CIT program. 
BOST 
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Column 3 
SUBJECT: COUNTRY CLEARANCE GRANTED FOR MCC, BRIAN APP AND 
JAMES RIORDAN TO TRAVEL TO MOZAMBIQUE 


REF: MCC 610 


1. Embassy Maputo welcomes and grants country clearance 
for Brian App and James Riordan to travel to 

Mozambique, from 11 Nov 2006 until 18 November 2006 to 
discuss and develop compact procurement strategies with 
the MCC and MCA. Please advise as soon as possible 
regarding any schedule or itinerary changes; refer to 
paragraph 13 regarding visa requirements. 


2. Control Officer: Leonel Miranda, Acting 
Econ/Commercial Chief at the Embassy, will be control 
officer. He can be contacted at: 


-- Office telephone: (258) 2149-27-97, ext.3423 
-- Office fax: (258) 2149-35-74 
-- Cellular: (258) 82-315-7170 


3. Hotel Reservations: Post understands that the no 
assistance is required. 


4. Medical Services: Maputo has limited medical 
facilities. Visitors will have to be medevaced in the 
event of a major injury or illness. In the past, we 

have had visitors nearly die because details of their 
medevac insurance were not readily available. Direct 
Hire employees (not contractors) of the Department of 
State, USAID, Department of Defense, CDC, and Peace 
Corps need not take any further action. Direct Hire 
employees of other U.S Government agencies are 
requested to provide to their control officer before 
arrival aname and 24-hour point of contact for their 
agency that can authorize medical evacuation. 
Contractors are requested to provide to their control 
officer before arrival the name, phone number, and 
policy number of their medevac insurance provider(s) 
for use in case of emergency. 


5. Health: Travelers are advised that chloroquine 
resistant malaria is present in Mozambique. The most 
recent guidance from the Department of State Medical 
Office recommends weekly use of mefloquine as the drug 
of choice for malaria prophylaxis in chloroquine- 

resistant areas. Mefloquine must be started one to two 
weeks before arriving at post. Daily doxycycline is an 
alternative regimen. Doxycycline must be started three 
days before arriving at post. Both malaria prophylaxis 
medications must be continued for four weeks after 
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departing post. 


6. Security and Required Briefing: TDY visitors 

spending more than 48 hours in Mozambique must obtain a 
security briefing from the Embassy\'s Regional Security 
Office. The biggest threat facing U.S. citizens 

visiting Mozambique is crime. The State Department has 
designated Mozambique a critical-threat post for crime. 
Street crime and vehicle hijackings are common and can 
be violent. Visitors must be vigilant when out in 

public areas and should not display jewellery or other 
items of high value. Visitors should avoid carrying 
backpacks or purses, as these can draw unwanted 
attention of would-be muggers. Isolated areas, such as 
along the Marginal (the Maputo road along the sea), 
should be avoided as joggers and pedestrians have been 
mugged frequently, even during daylight hours. 


7. There are no known terrorist groups active in 
Mozambique and no current indications that U.S. 
citizens are being targeted by terrorist organizations. 


8. The police are poorly paid, poorly equipped, and 

lack the professionalism that U.S. citizens are 
accustomed to in the United States. Visitors requiring 
emergency assistance should not rely on local emergency 
services, but should contact the Marine Security Guard 

at Post One at (21) 49-27-97. Mozambican law requires 
that all persons carry an identity document, such as a 
passport, when out in public and produce it if 

requested by police. A copy of passport identity and 

visa pages is acceptable. There are certain areas in 

the city of Maputo where pedestrian traffic is 

prohibited, e.g., in front of the presidential offices 

located north of the Hotel Polana on the seaside of 
Avenida Julius Nyerere and on the Monument to 
Mozambican Heroes near the Maputo airport. Such areas 
are sometimes marked with international \"no 
trespassing\" signs/symbols. 


9. Overland travel after dark is extremely dangerous 
due to poor road conditions, lack of emergency 
services, and the increased potential for vehicle 
hijackings. Official Americans serving in Mozambique, 
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travel outside city limits during the hours of 
darkness. 
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10. Consular Registration: All TDY visitors spending 
more than two workdays in Maputo are required to 
register with the Consular Section in the Chancery to 
ensure that the Mission has current emergency contact 
information for each visitor. 


11. Financial Matters: With the exception of the main 
hotels, Mozambique is essentially a cash economy. 
Credit cards are of limited utility. Vendors will 

accept U.S. dollars (or at times South African rand) in 
lieu of the local currency, the metical. For a day 

trip to Maputo, we recommend visitors bring with them 
USD 100 in cash for spending money. Dollars can be 
exchanged at any bank or currency exchange facility. 
Embassy Maputo recommends against the use of travelers 
checks, as transaction charges are uniformly high. 
Please note that Embassy Maputo will need fiscal data 
in the event that extensive services or goods are 
required during the visit. Mozambican Airlines (LAM) 
accepts the American Express credit card. Please note 
that charge limits are in effect on most credit card 
transactions, and hotel bills need to be settled every 
few days. 


12. New Currency: On July 1, 2006, Mozambique 
introduced its new currency: the New Metical 
(abbreviated MTn.) This currency replaces the 
Metical(MT). One New Metical is equivalent to 1,000 
Meticais (1 MTn = 1,000 MT.) At current exchange 
rates, 1 USD equals approximately 26 MTn and 26,000 MT. 
From July ist, 2006 through December 31st, 2006, both 
currencies are in circulation, and all prices are 
expressed in both currencies. After December 31st, 
2006, only the New Metical will be in circulation. The 
most obvious differences between the two currencies are 
that the New Metical notes have three fewer zeroes than 
Metical notes of the same value and that the New 
Metical notes are in much better condition than Metical 
notes. The largest New Metical note is 1,000 MTn 
(versus 500,000 MT.) The smallest New Metical note is 
20 MTn (versus 10,000 MT.) For further guidance, 
please refer to the images of the New Metical on our 
intranet site at 
http://maputo.state.gov/Sections/FMO/fmo.htm 


13. Visas and Airport Departure Taxes: Visas are 
required for entry into Mozambique, and Embassy Maputo 
urges travelers to have them prior to travelling. 

Travelers arriving from a country without a Mozambican 
embassy can get visas at the airport or land border 


Column 3 

entry points for 20 USD or 300 MTn. Those arriving 
from a country with a Mozambican embassy can obtain 
visas at the airport or land border entry points for 25 
USD. There is an airport departure tax payable only in 
cash, of 20 USD or equivalent in Metical or Rand for 
regional flights, 8 USD for domestic flights and 20 USD 
for intercontinental flights. 


14. Luggage Precautions: Post urges travelers to keep 
in mind restrictions on carry-on luggage on 
international flights. At present, there are 

restrictions on carrying liquids, gels, and cosmetics 

on board international flights leaving the United 

States. 


15. Travelers also should bear in mind that security of 
checked baggage is a significant problem for travelers 
who transit Johannesburg airport. Many items have been 
stolen from checked bags, including the checked bags 
themselves. The items stolen most often are electronics 
(including I-Pods, cameras, and alarm clocks), 

toiletries (such as cosmetics, soap, shaving kits and 
cologne) and shoes (especially running/athletic 

shoes). ALOCKED BAG DOES NOT ENSURE SECURITY. One 
security measure that seems to meet with some success 
is to have your luggage stretch-wrapped at your point 

of departure. The stretch-wrapping makes it more 
difficult for the thieves to gain access to your 

luggage. Be aware that flights between Johannesburg 
and Maputo are often serviced by a small plane with 

little space for carry-on luggage. This may require 
passengers to check their larger carry-on items. Please 
ensure your valuables are kept in a bag small enough to 
carry on your lap to keep them with you at all 

times. We take this problem very seriously and are 
doing what we can to help aid a solution. In brief, 

please: 
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-- Leave behind irreplaceable valuables; 

-- Always lock your bags; 

-- Have your luggage stretch-wrapped when possible; 
-- Keep your valuables with you in a small carry-on; 

-- Make sure that your carry-on luggage complies with 
current international restrictions/regulations. 


DUDLEY 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: KMCA, EAID, ECON, OVIP, AFIN, OTRA, MZ 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR MCC, BRIAN APP AND 
JAMES RIORDAN TO TRAVEL TO MOZAMBIQUE 


REF: MCC 619 


1. Embassy Maputo welcomes and grants country clearance 
for John Arnold from 11 Nov 2006 until 18 November 2006 
and Donald Hart from 13 November 2006 to 25 November 
2006 to travel to Mozambique, to conduct pre- 

feasibility studies for the Nacala Free Trade Zone 
component. Please advise as soon as possible regarding 
any schedule or itinerary changes; refer to paragraph 

13 regarding visa requirements. 


2. Control Officer: Leonel Miranda, Acting 
Econ/Commercial Chief at the Embassy, will be control 
officer. He can be contacted at: 


-- Office telephone: (258) 2149-27-97, ext.3423 
-- Office fax: (258) 2149-35-74 
-- Cellular: (258) 82-315-7170 


3. Hotel Reservations: Post understands that the no 
assistance is required. 


4. Medical Services: Maputo has limited medical 
facilities. Visitors will have to be medevaced in the 
event of a major injury or illness. In the past, we 

have had visitors nearly die because details of their 
medevac insurance were not readily available. Direct 
Hire employees (not contractors) of the Department of 
State, USAID, Department of Defense, CDC, and Peace 
Corps need not take any further action. Direct Hire 
employees of other U.S Government agencies are 
requested to provide to their control officer before 
arrival aname and 24-hour point of contact for their 
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agency that can authorize medical evacuation. 
Contractors are requested to provide to their control 
officer before arrival the name, phone number, and 
policy number of their medevac insurance provider(s) 
for use in case of emergency. 


5. Health: Travelers are advised that chloroquine 
resistant malaria is present in Mozambique. The most 
recent guidance from the Department of State Medical 
Office recommends weekly use of mefloquine as the drug 
of choice for malaria prophylaxis in chloroquine- 
resistant areas. Mefloquine must be started one to two 
weeks before arriving at post. Daily doxycycline is an 
alternative regimen. Doxycycline must be started three 
days before arriving at post. Both malaria prophylaxis 
medications must be continued for four weeks after 
departing post. 


6. Security and Required Briefing: TDY visitors 

spending more than 48 hours in Mozambique must obtain a 
security briefing from the Embassy\'s Regional Security 
Office. The biggest threat facing U.S. citizens 

visiting Mozambique is crime. The State Department has 
designated Mozambique a critical-threat post for crime. 
Street crime and vehicle hijackings are common and can 
be violent. Visitors must be vigilant when out in 

public areas and should not display jewellery or other 
items of high value. Visitors should avoid carrying 
backpacks or purses, as these can draw unwanted 
attention of would-be muggers. Isolated areas, such as 
along the Marginal (the Maputo road along the sea), 
should be avoided as joggers and pedestrians have been 
mugged frequently, even during daylight hours. 


7. There are no known terrorist groups active in 
Mozambique and no current indications that U.S. 
citizens are being targeted by terrorist organizations. 


8. The police are poorly paid, poorly equipped, and 

lack the professionalism that U.S. citizens are 
accustomed to in the United States. Visitors requiring 
emergency assistance should not rely on local emergency 
services, but should contact the Marine Security Guard 
at Post One at (21) 49-27-97. Mozambican law requires 
that all persons carry an identity document, such as a 
passport, when out in public and produce it if 

requested by police. A copy of passport identity and 
visa pages is acceptable. There are certain areas in 

the city of Maputo where pedestrian traffic is 

prohibited, e.g., in front of the presidential offices 
located north of the Hotel Polana on the seaside of 
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Avenida Julius Nyerere and on the Monument to 
Mozambican Heroes near the Maputo airport. Such areas 
are sometimes marked with international \"no 
trespassing\" signs/symbols. 


9. Overland travel after dark is extremely dangerous 
due to poor road conditions, lack of emergency 
services, and the increased potential for vehicle 
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hijackings. Official Americans serving in Mozambique, 
including those on TDY, are prohibited from overland 
travel outside city limits during the hours of 

darkness. 


10. Consular Registration: All TDY visitors spending 
more than two workdays in Maputo are required to 
register with the Consular Section in the Chancery to 
ensure that the Mission has current emergency contact 
information for each visitor. 


11. Financial Matters: With the exception of the main 
hotels, Mozambique is essentially a cash economy. 
Credit cards are of limited utility. Vendors will 

accept U.S. dollars (or at times South African rand) in 
lieu of the local currency, the metical. For a day 

trip to Maputo, we recommend visitors bring with them 
USD 100 in cash for spending money. Dollars can be 
exchanged at any bank or currency exchange facility. 
Embassy Maputo recommends against the use of travelers 
checks, as transaction charges are uniformly high. 
Please note that Embassy Maputo will need fiscal data 
in the event that extensive services or goods are 
required during the visit. Mozambican Airlines (LAM) 
accepts the American Express credit card. Please note 
that charge limits are in effect on most credit card 
transactions, and hotel bills need to be settled every 
few days. 


12. New Currency: On July 1, 2006, Mozambique 
introduced its new currency: the New Metical 

(abbreviated MTn.) This currency replaces the 
Metical(MT). One New Metical is equivalent to 1,000 
Meticais (1 MTn = 1,000 MT.) At current exchange 

rates, 1 USD equals approximately 26 MTn and 26,000 MT. 
From July ist, 2006 through December 31st, 2006, both 
currencies are in circulation, and all prices are 

expressed in both currencies. After December 31st, 

2006, only the New Metical will be in circulation. The 
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most obvious differences between the two currencies are 
that the New Metical notes have three fewer zeroes than 
Metical notes of the same value and that the New 
Metical notes are in much better condition than Metical 
notes. The largest New Metical note is 1,000 MTn 
(versus 500,000 MT.) The smallest New Metical note is 
20 MTn (versus 10,000 MT.) For further guidance, 
please refer to the images of the New Metical on our 
intranet site at 
http://maputo.state.gov/Sections/FMO/fmo.htm 


13. Visas and Airport Departure Taxes: Visas are 
required for entry into Mozambique, and Embassy Maputo 
urges travelers to have them prior to travelling. 
Travelers arriving from a country without a Mozambican 
embassy can get visas at the airport or land border 
entry points for 20 USD or 300 MTn. Those arriving 
from a country with a Mozambican embassy can obtain 
visas at the airport or land border entry points for 25 
USD. There is an airport departure tax payable only in 
cash, of 20 USD or equivalent in Metical or Rand for 
regional flights, 8 USD for domestic flights and 20 USD 
for intercontinental flights. 


14. Luggage Precautions: Post urges travelers to keep 
in mind restrictions on carry-on luggage on 
international flights. At present, there are 

restrictions on carrying liquids, gels, and cosmetics 

on board international flights leaving the United 

States. 


15. Travelers also should bear in mind that security of 
checked baggage is a significant problem for travelers 
who transit Johannesburg airport. Many items have been 
stolen from checked bags, including the checked bags 
themselves. The items stolen most often are electronics 
(including I-Pods, cameras, and alarm clocks), 

toiletries (such as cosmetics, soap, shaving kits and 
cologne) and shoes (especially running/athletic 

shoes). ALOCKED BAG DOES NOT ENSURE SECURITY. One 
security measure that seems to meet with some success 
is to have your luggage stretch-wrapped at your point 

of departure. The stretch-wrapping makes it more 
difficult for the thieves to gain access to your 

luggage. Be aware that flights between Johannesburg 
and Maputo are often serviced by a small plane with 

little space for carry-on luggage. This may require 
passengers to check their larger carry-on items. Please 
ensure your valuables are kept in a bag small enough to 
carry on your lap to keep them with you at all 

times. We take this problem very seriously and are 
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doing what we can to help aid a solution. In brief, 
please: 
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-- Leave behind irreplaceable valuables; 

-- Always lock your bags; 

-- Have your luggage stretch-wrapped when possible; 
-- Keep your valuables with you in a small carry-on; 

-- Make sure that your carry-on luggage complies with 
current international restrictions/regulations. 


DUDLEY 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: BEXB, USTDA, OTRA, MZ 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR TOM RUSH TO TRAVEL 
TO MOZAMBIQUE 


REF: STATE 184029 


1. Embassy Maputo welcomes and grants country clearance 
for Tom Rush to travel to Mozambique, from 13 Nov 2006 
until 15 November 2006 to research and prepare a 
conference briefing book highlighting issues and 
opportunities in the information and communications 
technology sector of Sub-Saharan Africa region. Please 
advise as soon as possible regarding any schedule or 
itinerary changes; refer to paragraph 13 regarding visa 
requirements. 


2. Control Officer: Brooke Williams, Commercial 
Officer at the Embassy, will be control officer. She 
can be contacted at: 


-- Office telephone: (258) 2149-27-97, ext.3421 
-- Office fax: (258) 2149-35-74 
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-- Cellular: (258) 82-300-0834 


3. Hotel Reservations: Post understands that the no 
assistance is required. 


4. Medical Services: Maputo has limited medical 
facilities. Visitors will have to be medevaced in the 
event of a major injury or illness. In the past, we 

have had visitors nearly die because details of their 
medevac insurance were not readily available. Direct 
Hire employees (not contractors) of the Department of 
State, USAID, Department of Defense, CDC, and Peace 
Corps need not take any further action. Direct Hire 
employees of other U.S Government agencies are 
requested to provide to their control officer before 
arrival aname and 24-hour point of contact for their 
agency that can authorize medical evacuation. 
Contractors are requested to provide to their control 
officer before arrival the name, phone number, and 
policy number of their medevac insurance provider(s) 
for use in case of emergency. 


5. Health: Travelers are advised that chloroquine 
resistant malaria is present in Mozambique. The most 
recent guidance from the Department of State Medical 
Office recommends weekly use of mefloquine as the drug 
of choice for malaria prophylaxis in chloroquine- 
resistant areas. Mefloquine must be started one to two 
weeks before arriving at post. Daily doxycycline is an 
alternative regimen. Doxycycline must be started three 
days before arriving at post. Both malaria prophylaxis 
medications must be continued for four weeks after 
departing post. 


6. Security and Required Briefing: TDY visitors 

spending more than 48 hours in Mozambique must obtain a 
security briefing from the Embassy\'s Regional Security 
Office. The biggest threat facing U.S. citizens 

visiting Mozambique is crime. The State Department has 
designated Mozambique a critical-threat post for crime. 
Street crime and vehicle hijackings are common and can 
be violent. Visitors must be vigilant when out in 

public areas and should not display jewellery or other 
items of high value. Visitors should avoid carrying 
backpacks or purses, as these can draw unwanted 
attention of would-be muggers. Isolated areas, such as 
along the Marginal (the Maputo road along the sea), 
should be avoided as joggers and pedestrians have been 
mugged frequently, even during daylight hours. 


7. There are no known terrorist groups active in 
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Mozambique and no current indications that U.S. 
citizens are being targeted by terrorist organizations. 


8. The police are poorly paid, poorly equipped, and 

lack the professionalism that U.S. citizens are 
accustomed to in the United States. Visitors requiring 
emergency assistance should not rely on local emergency 
services, but should contact the Marine Security Guard 

at Post One at (21) 49-27-97. Mozambican law requires 
that all persons carry an identity document, such as a 
passport, when out in public and produce it if 

requested by police. A copy of passport identity and 

visa pages is acceptable. There are certain areas in 

the city of Maputo where pedestrian traffic is 

prohibited, e.g., in front of the presidential offices 

located north of the Hotel Polana on the seaside of 
Avenida Julius Nyerere and on the Monument to 
Mozambican Heroes near the Maputo airport. Such areas 
are sometimes marked with international \"no 
trespassing\" signs/symbols. 


9. Overland travel after dark is extremely dangerous 
due to poor road conditions, lack of emergency 
services, and the increased potential for vehicle 


hijackings. Official Americans serving in Mozambique, 
including those on TDY, are prohibited from overland 
travel outside city limits during the hours of 

darkness. 


10. Consular Registration: All TDY visitors spending 
more than two workdays in Maputo are required to 
register with the Consular Section in the Chancery to 
ensure that the Mission has current emergency contact 
information for each visitor. 


11. Financial Matters: With the exception of the main 
hotels, Mozambique is essentially a cash economy. 
Credit cards are of limited utility. Vendors will 

accept U.S. dollars (or at times South African rand) in 
lieu of the local currency, the metical. For a day 

trip to Maputo, we recommend visitors bring with them 
USD 100 in cash for spending money. Dollars can be 
exchanged at any bank or currency exchange facility. 
Embassy Maputo recommends against the use of travelers 
checks, as transaction charges are uniformly high. 
Please note that Embassy Maputo will need fiscal data 
in the event that extensive services or goods are 
required during the visit. Mozambican Airlines (LAM) 
accepts the American Express credit card. Please note 
that charge limits are in effect on most credit card 
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transactions, and hotel bills need to be settled every 
few days. 


12. New Currency: On July 1, 2006, Mozambique 
introduced its new currency: the New Metical 
(abbreviated MTn.) This currency replaces the 
Metical(MT). One New Metical is equivalent to 1,000 
Meticais (1 MTn = 1,000 MT.) At current exchange 
rates, 1 USD equals approximately 26 MTn and 26,000 MT. 
From July 1st, 2006 through December 31st, 2006, both 
currencies are in circulation, and all prices are 
expressed in both currencies. After December 31st, 
2006, only the New Metical will be in circulation. The 
most obvious differences between the two currencies are 
that the New Metical notes have three fewer zeroes than 
Metical notes of the same value and that the New 
Metical notes are in much better condition than Metical 
notes. The largest New Metical note is 1,000 MTn 
(versus 500,000 MT.) The smallest New Metical note is 
20 MTn (versus 10,000 MT.) For further guidance, 
please refer to the images of the New Metical on our 
intranet site at 
http://maputo.state.gov/Sections/FMO/fmo.htm 


13. Visas and Airport Departure Taxes: Visas are 
required for entry into Mozambique, and Embassy Maputo 
urges travelers to have them prior to travelling. 
Travelers arriving from a country without a Mozambican 
embassy can get visas at the airport or land border 
entry points for 20 USD or 300 MTn. Those arriving 
from a country with a Mozambican embassy can obtain 
visas at the airport or land border entry points for 25 
USD. There is an airport departure tax payable only in 
cash, of 20 USD or equivalent in Metical or Rand for 
regional flights, 8 USD for domestic flights and 20 USD 
for intercontinental flights. 


14. Luggage Precautions: Post urges travelers to keep 
in mind restrictions on carry-on luggage on 
international flights. At present, there are 

restrictions on carrying liquids, gels, and cosmetics 

on board international flights leaving the United 

States. 


15. Travelers also should bear in mind that security of 
checked baggage is a significant problem for travelers 
who transit Johannesburg airport. Many items have been 
stolen from checked bags, including the checked bags 
themselves. The items stolen most often are electronics 
(including I-Pods, cameras, and alarm clocks), 

toiletries (such as cosmetics, soap, shaving kits and 
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cologne) and shoes (especially running/athletic 

shoes). ALOCKED BAG DOES NOT ENSURE SECURITY. One 
security measure that seems to meet with some success 
is to have your luggage stretch-wrapped at your point 

of departure. The stretch-wrapping makes it more 
difficult for the thieves to gain access to your 

luggage. Be aware that flights between Johannesburg 
and Maputo are often serviced by a small plane with 

little space for carry-on luggage. This may require 
passengers to check their larger carry-on items. Please 
ensure your valuables are kept in a bag small enough to 
carry on your lap to keep them with you at all 

times. We take this problem very seriously and are 
doing what we can to help aid a solution. In brief, 

please: 


-- Leave behind irreplaceable valuables; 

-- Always lock your bags; 

-- Have your luggage stretch-wrapped when possible; 
-- Keep your valuables with you in a small carry-on; 

-- Make sure that your carry-on luggage complies with 
current international restrictions/regulations. 


DUDLEY 
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SIPDIS 

SIPDIS 

STATE FOR EB/ESC/TFS 

STATE FOR S/CT (PATTY HILL) 

STATE FOR INL/C/CP (STEVEN PETERSON) 

STATE FOR IO/PSC (JOHN SANDAGE) 

E.O. 12958: DECL 11/08/2016 

TAGS: KTFN, EFIN, ETTC, PTER, BR 

SUBJECT: BRAZIL: TERRORISM FINANCE COORDINATING OFFICER 


REF: STATE 181096 


Column 3 
Classified by Economic Counselor Bruce Williamson, reasons 1.4 
(b) and (d). 


1. (SBU) Per reftel, Mission Brazil's Terrorism Finance 

Coordinating Officer is Deputy Economic Counselor J. Andrew 
Plowman. He can be reached at phone number (55)(61) 3312-7470; 
IVG: 921-7470; email: plowmana@state.sgov.gov. Unclas email: 
plowmanja@state.gov. 


2. (C) The Brazil-specific information in the CIA chart referred 
to in reftel paragraph 9, sub-paragraph (d) has one inaccuracy: 
Brazil is in fact an active member of the Egmont Group. 


SOBEL 
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RUCPDOC/DEPT OF COMMERCE WASHDC 


SIPDIS 
SIPDIS 


GENEVA FOR USTR 

STATE PLEASE PASS TO USTR FOR KLEIN/MOLNAR 
USDOC FOR 4231/ITA/OEENIS/NISD/CLUCYCK 

STATE FOR EUR/UMB, EB/TPP/BTA, AND EB/TPP/MTA 


E.O. 12958: DECL: 11/08/2016 
TAGS: ETRD, PREL, WTRO, UP 
SUBJECT: UKRAINE: AMBASSADOR URGES RAPID WTO ACCESSION 


REF: A. STATE 180216 

B. KYIV 4187 
Classified By: AMBASSADOR, FOR REASONS 1.4 (B) AND (D) 
1. (C) Ambassador delivered ref A points urging rapid WTO 
accession to Mykola Azarov, First Deputy Prime Minister, in 
the context of a broad ranging meeting on November 3. 


Ambassador emphasized that Washington would be watching the 
status of Ukraine\'s accession very closely and would consider 
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it an important indicator of the new government\'s direction. 
Azarov acknowledged the significance of the issue but offered 
no substantive comment. 


2. (C) Ambassador also pressed for swift progress on WTO 
accession during a November 2 lunch with Prime Minister 
Viktor Yanukovych (ref B). Yanukovych promised forward 
movement on accession, but cautioned that his government did 
not want to force legislation through Parliament but would 
proceed on \"our own schedule.\" 


3. (C) In addition, Ambassador highlighted ref A points 
regarding importance of WTO accession as a signal of 
Ukraine\'s foreign policy orientation to Rada Speaker Moroz on 
November 7. Moroz said that the plan is to have all 

legislation passed by early December to allow for Ukraine\'s 
accession as soon as possible. However, he qualified his 
comments, as he has in the past, that as the Rada passes this 
legislation it must ensure that it protects Ukraine\'s 

national interests and raised agricultural subsidies as a 
possible stumbling block. 

Taylor 
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ZNR UUUUU ZZH 
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FM AMEMBASSY BUDAPEST 

TO RUEHC/SECSTATE WASHDC PRIORITY 0373 
INFO RUEHBUL/AMEMBASSY KABUL PRIORITY 0067 


SIPDIS 
SIPDIS 
EUR FOR DAS PEKALA 


E.O. 12958: N/A 

TAGS: APER, HU, AF 

SUBJECT: SUPPORTING HUNGARY\'S PRT WITH A FOREIGN SERVICE 
POSITION 


1. EMBASSY BUDAPEST STRONGLY SUPPORTS EMBASSY KABUL\'S CALL 
FOR THE ASSIGNMENT OF A US OFFICER TO THE HUNGARIAN PRT IN 
POL-E-KHOMRI. 


2. PROMOTING THE SUCCESS OF HUNGARY\'S PRT IS AMONG OUR KEY 
BILATERAL PRIORITIES. TANGIBLE SUCCESS ON THE GROUND IN 
AFGHANISTAN WILL HELP US MAKE THE CASE FOR A CONCERTED GOH 
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EFFORT TO FULLY MEET ITS COMMITMENTS AS A NATO ALLY AND TO 
COMPLETE THE TRANSITION FROM CONSUMER TO PROVIDER OF SECURITY 
WITHIN THE INTERNATIONAL COMMUNITY. 


3. WE BELIEVE THE INVESTMENT OF A DETAILEE CAN MATERIALLY 
ENHANCE THE HUNGARIAN PRT AND, IN TURN, HUNGARY\'S CONTINUED 
DEVELOPMENT AS A PARTNER READY, WILLING, AND ABLE TO SUPPORT 
OUR GLOBAL AGENDA. 


MINIMIZE CONSIDERED 
FOLEY 
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DE RUEHAK #6387/01 3131525 

ZNR UUUUU ZZH 
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FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9892 
RUEKJCS/CJCS WASHDC IMMEDIATE 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RUEKJCS/OSD WASHDC//PA 

RUEUITH/ODC ANKARA TU 

INFO RUEHTH/AMEMBASSY ATHENS 7579 
RUEHIT/AMCONSUL ISTANBUL 1609 
RUEHDA/AMCONSUL ADANA 1324 
RUEHBS/AMEMBASSY BRUSSELS 5560 
RUEHBS/USEU BRUSSELS 
RUEHNO/USMISSION USNATO 5274 
RUCNDT/USMISSION USUN NEW YORK 1939 
RUEUITH/DET 1 39LG ANKARA TU 
RHMFIUU/USDOCO 6ATAF IZMIR TU 
RHMFIUU/390S INCIRLIK AB TU 
RHMFIUU/AFOSI DET 523 IZMIR TU 
RHMFIUU/39ABG INCIRLIK AB TU 
RHMFIUU/AFOSI DET 522 INCIRLIK AB TU 
RUEUITH/AFLO ANKARA TU","UNCLAS SECTION 01 OF 03 ANKARA 006387 


SIPDIS 
SIPDIS 


DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
THURSDAY, NOVEMBER 9, 2006 


In Today\'s Papers 
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EU Releases Turkey Progress Report 

All papers report the EU Commission\'s Turkey progress report 
released Wednesday stresses that Turkey should open its ports and 
airports to Greek Cypriot vessels and airplanes. The document 
criticizes the influence of the military in politics, implying that 

the military meddled in the judicial process of the Semdinli 

bombing. It points to the problems with regard to the independence 
of the judiciary and notes that Turkey should open its border with 
Armenia. It also says that dialogue with local authorities is 

critical for the normalization of the situation in the mainly 

Kurdish southeast, asking the government to develop strategies for 
protecting the rights of Kurds. The report mentions that Halki 
Seminary in Istanbul is still closed, adding that the Greek Orthodox 
Patriarch is not allowed to use his ecumenical title. It also notes 

that Turkey needs more reforms in freedom of expression, Article 301 
should be amended to meet European standards, and there is limited 
progress in the fight against corruption, the blueprint underlines. 


Turkish dailies say the EU Commission gave Turkey until the EU 
summit on December 14-15 to open its ports and airports to Greek 
Cypriot traffic. The whole negotiation process would be influenced 
unless Turkey changes Article 301 and takes forward steps on Cyprus, 
Radikal says in an evaluation of the process. 


Joost Lagendijk, co-chairman of Turkish-EU Joint Parliament 
Commission, said talks with Turkey over eight or nine chapters could 
be suspended if Turkey fails to record progress in Cyprus in the 

next three weeks. 


The Turkish government said the report confirmed Turkish commitment 
to reforms, and indicated that there were some problems concerning 
implementation. In a statement yesterday the Turkish government 
called on the EU countries to act with common sense, adding that the 
future of Turkey\'s EU process depended on the political vision of 
European leaders. It noted the Cyprus problem should not be linked 

to Turkey\'s membership in the bloc. \"The Cyprus question is a 
political one and is not an obligation for our accession process, 

which is of a technical nature,\" the statement said. 


Prime Minister Erdogan said on Wednesday Turkey would not open its 
ports to Cypriot vessels unless the EU moved to end the isolation of 
the Turkish enclave in northern Cyprus. Foreign Minister Abdullah 

Gul said Turkey was determined to meet the criteria for EU 
membership. Gul reiterated that Turkey supports Finland\'s efforts 

on Cyprus. 


Commenting on the EU\'s demand for reform of the military\'s role in 
Turkey, Oktay Eksi observes in the mass appeal Hurriyet: \"According 
to the EU progress report, Turkey\'s military-civilian relations 
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should be up to EU standards. True, but for us to be able to meet 
this standard the government should stop violating the principle of 
a secular regime. As long as this violation continues in Turkey, 
civilian-military relations will not be at the level the EU demands. 
As a result of this, Turkey may not become an EU member but at 
least it will be able to protect the secular regime.\" 


State Funeral to be Held for Ecevit 

All papers report a state funeral will be held for former Prime 
Minister Bulent Ecevit in Ankara over the weekend. On Saturday 
morning, Ecevit\'s coffin will be taken from the military hospital 
GATA to the veteran politician\'s Democratic Left Party (DSP) 
headquarters, from where to be moved on to the Parliament before a 
funeral service at the Kocatepe Mosque around noon. Mainstream 
papers expect a mass rally with the participation of hundreds of 
thousands of Turks, which will likely turn into a \"secular show of 
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force\" against the Islamist AKP government. 


Erdogan Says He\'s \"Not Fixed on\" Becoming President 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman and others 
report Prime Minister Erdogan said Turkey\'s next president would be 
chosen from the ranks of the current parliament. \"It is our 

decision that the president must emerge from this parliament,\" 
Erdogan said at a meeting with Turkish press on Wednesday. 
Parliament selects the president under Turkey\'s constitution. 
Erdogan said the AKP would listen to public opinion and consult 
other parties before deciding on its candidate. He did not 

elaborate further on whether he would seek the presidency, although 
several columnists interpret his remarks as a signal that he is 
interested in the post. 


Zabari on Ties with Turkey 

The Iraqi Foreign Minister Hoshyar Zabari told Hurriyet in Paris 

that Iraq and Turkey shared mutual interests. \"I will accompany our 
Prime Minister on a visit to Turkey in mid-November. We are working 
with Turkey against the PKK. The Iraqi government is determined on 
this issue; the three-party mechanism should be worked,\" said 
Zabari. He added the Iraqi government closed the Ocalan Cultural 
Center in Baghdad, banning the PKK front organizations in the 
country as well as pressing them for a ceasefire. On Kirkuk, Zabari 
said the constitutional process regarding the oil-rich northern 

Iraqi city should be supported. \"Kirkuk is not a Turkish city, and 

its future will be decided on by the Iraqis,\" he stressed. Zabari 

also emphasized that the death penalty given to Saddam Hussein will 
not cause chaos in Iraq, but will contribute to stability. 
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ATC Delegation Visits TOBB 

Aksam reports that Wednesday the American-Turkish Council (ATC) 
leaders James Holmes and Brent Scowcroft and an accompanying 
delegation paid a visit to Turkish Union of Chambers (TOBB) in 
Ankara. Holmes told the press after the meeting that the existing 
strong trade and investment ties between the two countries needed to 
be enhanced. \"Turkey and the US are only exploiting a mere .3 
percent of their bilateral trade potential; we want to increase 
significantly this truly modest amount. We of course want Turkey to 
succeed in its EU drive, carrying on as an economically and 
politically strong partner with the United States,\" said Holmes. 


AKP Expected to Change Article 301 

The conservative/opinion-maker Zaman reports the ruling AKP 
government will change Article 301 of the Penal Code in a way to 
expand free speech, and will welcome proposals coming from NGOs to 
that end. One possible change is that the concept of \"Turkishness\" 

in Article 301 will be replaced with \"Turkish nation.\" The paper 
expects the changes to be approved by the parliament before the EU 
summit in December. 


Editorial Commentary on US Congressional Elections 

Ibrahim Karagul commenting in the Islamist-oriented Yeni Safak sees 
a possible post-election \"softening\" in the US stance toward Iraq, 
Lebanon, Syria and Iran: \"Now, a very difficult era is starting for 

the Bush Administration, which is responsible for the Iraqi 
occupation, Iraq\'s division, torture and loss of hundreds of 

innocent lives. It is possible that the US stance might soften 

toward the crisis in Lebanon, Syria, and Iran. The occupation of 
Iraq might be questioned, war budgets could be inspected and there 
could be huge public pressure for the US to withdraw from Iraq. 
Because, since the US has lost in Iraq, there is nothing else left 

for the US to do there. Everyone, including the US commanders and 
the architect of the war, Richard Perle confess that the US has lost 
the war in Iraq. Actually, they did not loose only in Iraq, but in 

the whole geography of Islam.\" 


Commenting in the leftist-nationalist Cumhuriyet, Mustafa Balbay 
points out that the sentencing of Saddam did little to help 
President Bush: \"The recent congressional elections in the US were 


ANKARA 00006387 003 OF 003 


seen as a \"vote of confidence\" for the Bush Administration\'s Iraq 
policy. That is why the decision date for Saddam\'s death sentence 
was brought forward. The Bush Administration believed that the 
death sentence for Saddam would impress the voters in favor of Bush. 
However, the electors did not ask for Saddam\'s head but Bush\'s. 
And, that is why Bush, in a last-minute, quick effort, asked for 
Rumsfeld\'s head! Will there be any change in US Iraq policy after 
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Bush\'s defeat? Of course not. But, it is still promising to see 
that the public in the US do not approve of the Bush policies 
either. This will directly affect the global policies in our 
region.\" 


TV Highlights 
NTV, 7.00 A.M. 


Domestic News 


- Prime Minister Erdogan will meet with the Spanish Prime Minister 
Zapatero and UNSYG Annan in Istanbul on November 12 at a high-level 
group meeting of the Alliance of Civilizations Initiative. 


- Turkish National Security Council (MGK) Secretary-General Yigit 
Alpogan is to pay an official visit to Poland Thursday. 


- The ruling AKP will hold its party convention in Ankara over the 
weekend. 
Visit Ankara\'s Classified Web Site at 


http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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SIPDIS 
SIPDIS 
STATE FOR NEA/ELA, OES/WINN, A/GSSI FOR PACKER, CA/OCS FOR KRICHTER 


E.O. 12958: N/A 

TAGS: AMGT, AMED, TBIO, ASEC, CASC, KFLU, KSAF, KSEO 

SUBJECT: PANDEMIC INFLUENZA: CAIRO PREPARATIONS FOR POSSIBLE 
SHELTER-IN-PLACE 


REF: STATE 177681 


1. (U) Since the outbreak of Avian Influenza in Egypt and 
neighboring countries in 2005, post has actively urged both mission 
members and the wider AMCIT community to prepare for pandemic 
influenza. In order to alert the community on the basics of Al and 
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pandemic influenza preparation, the Embassy health unit published 
\"shelter-in-place\" instructions in our weekly circular, conducted 
numerous town hall meetings within and outside of the mission 
community, and spoke at two regional conferences for international 
schools. The health unit routinely reminds mission members to keep 

a 12-week supply of food and water in their homes. In keeping with 
worldwide guidelines, DOS supplied post with enough Tamiflu to 

provide treatment for 35% of American and LES employees and American 
family members. 


2. (U) The Consular section, in addition to disseminating several 
warden messages to the community, also posted the State Department 
fact sheet on Al on the ACS website with links to relevant DOS, CDC, 
and other USG websites. Since Egypt has the second highest number 
of human cases in the world this year, the Consular section is 

prepared to rapidly inform the AMCIT community of any changes in the 
disease, such as sustained human to human transmission, through 
email, text messages, and a telephone hotline. Post is distributing 

a DOS produced video on preparing for pandemic influenza both within 
and outside of the mission community. 


3. (U) Water supply: Embassy Cairo, one of the largest missions in 
the world, recognizes and takes seriously the potential water 
shortage situation that could occur in the event of pandemic 
influenza. Due to the size of the mission, we estimate a 12-week 
water supply to be roughly 126,000 gallons. Therefore, post 
constantly reminds mission members to maintain individual supplies 
of water in their homes. Additionally, the Embassy commissary 
maintains a supply of 100 cases of local water, and 100 cases of 
imported water. In preparation for Y2K, post purchased several 
back-up water tanks. The commissary has 425 liters of bleach in 
supply, for potential use in water purification while the Embassy 
chancery has an additional 75 liters. 


4. (U) Avian Influenza Working Group: Post\'s AIWG meets on a 

regular basis both internally and with Egyptian authorities. The 

AIWG has established a series of tripwires, outlining appropriate 

steps for the EAC, CONS, MED, and RSO. The wealth of USG agencies 
in Cairo, including FAS, NAMRU, USAID, and many State offices, is a 
great asset to post\'s Al and pandemic influenza preparation. 


RICCIARDONE 
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STATE FOR EB/ESC/TFS, S/CT - PATTY HILL, INL/C/CP - STEVEN 
PETERSON, AND IO/PSC - JOHN SANDAGE 


E.O. 12958: DECL: 11/07/2016 
TAGS: KTFN, ETTC, KVPR, EFIN, PTER, PREL, RO 
SUBJECT: ROMANIA: TERRORISM FINANCE COORDINATION OFFICER 


REF: SECSTATE 181096 


Classified By: Acting Deputy Chief of Mission Jennifer Bonner for reaso 
ns 1.5(b) and (d) 


1. (C) The following information is geared to reftel cable 
request: 


A) Contact information for TFCO: 


John Rodgers; Economic Section Chief; 4021 200-3440; 
rodgersjr@state.gov; rodgersj@state.sgov.gov; 


B) Contact information for deputy TFCO: 


Benjamin Rockwell; Deputy Economic Section Chief; 4021 
200-3436; rockwellba@state.gov; rockwellb@state.sgov.gov; 


C) Suggestions on how to improve coordination: 


Post has an active and long-standing anti-money laundering 
and anti-terrorism financing program coordinated by TFCO, 
operated by the Department of Treasury,s Office of Technical 
Assistance and financed through USAID,s Support for East 
European Democracy (SEED) fund. However, Seed-funded 
programs are being phased out in the face of Romania,s 
accession to the European Union, to take place on January 1, 
2007. Post will continue to closely interact with GOR 
counterparts, but will lack the previous resources available 

to provide relevant training to anti-money laundering 
authorities. Post has identified several areas in need of 
continued assistance, including improving supervision of 
casinos, exchange houses, insurance houses, securities 
exchange houses, etc. Post welcomes inclusion in regional 
initiatives in Southeast Europe, and believes that the 
Southeast European Cooperative Initiative (SECI) Law 
Enforcement Center in Bucharest could serve as a vehicle for 
such initiatives. 
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(d) Post verifies the accuracy of the information contained 
in reftel chart. 

Taubman 
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E.O. 12958: DECL: 11/09/2016 
TAGS: PREL, PGOV, PREF, PINS, SG, GA 
SUBJECT: THE GAMBIA: ONGOING TENSIONS WITH SENEGAL 


REF: A. BANJUL 230 ET AL 
B. BANJUL 574 (ALL NOTAL) 


BANJUL 00000695 001.2 OF 002 


Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (B AND D) 


SUMMARY 


1. (C) Senegalese Ambassador Fall noted heightened 
Sengalese/Gambian strains due to GOTG\'s support for dissident 
Casamance rebel MFDC leader Salif Sadio, coupled with Gambian 
actions against pro-conciliation MFDC elements such as Magne 
Dieme. Fall said Senegalese armed forces chief would visit 

here in mid-November to register Dakar\'s growing concern over 
the GOTG\'s unhelpful posture on the Casamance issue; Fall 

also expected President Wade to reiterate that concern during 

his expected attendance at Gambian President Jammeh\'s 
inauguration, scheduled for December 15. Fall gave 

assurances of the GOTG\'s commitment to resolving the mounting 
tensions with The Gambia through peaceful diplomacy, but 
warned that Dakar might eventually be compelled to exert 
economic pressure -- e.g., repetition of the 2005 border 

closure with The Gambia -- if the GOTG\'s meddling in the 
Casamance continued indefinitely. Fall acknowledged Jammeh\'s 
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ongoing suspicions of the GOS in connection with the failed 
coup plot here in March, expressed satisfaction with the 
GOTG\'s treatment of refugees from the Casamance, and 
indicated that key bilateral projects were currently on hold 

due to the increased tensions. Fall's remarks about mounting 
bilateral strains are troubling, although he made clear 

Dakar\'s intention to do its part to avoid a major rupture in 

ties. END SUMMARY. 


SENEGALESE AMBASSADOR\'S CONCERN 


2. (C) In November 8 conversation with Ambassador, Senegalese 
Ambassador Mamadou Fall spoke of growing concern in Dakar 
over ongoing GOTG support for renegade Casamance rebel 
leader, Salif Sadio. According to Fall, the GOTG continued 

to provide refuge in The Gambia to Sadio and his fighters and 
was possibly also funneling arms, money, and other assistance 
to him, notwithstanding denials by Gambian officials. Fall 

said the GOTG also persisted in acting against MFDC elements 
cooperating with the GOS on the peace efforts, by, for 
example, keeping in detention MFDC military leader Magne 
Dieme. Fall knocked down rumors of Dieme\'s release, 
asserting that Dieme either remained in detention or had died 
while in the Gambians\' custody, given his long-standing 
medical problems. 


UPCOMING HIGH LEVEL SENEGALESE VISITS 


3. (C) Fall stated that Senegalese Armed Forces Chief of 

Staff would visit here in mid-November to discuss the 
Casamance situation and flag Dakar\'s mounting irritation over 
the GOTG\'s meddling. He added that President Wade planned to 
attend President Jammeh\'s inaugural ceremony, scheduled for 
December 15, and would hence serve as an occasion for Wade to 
confront Jammeh face-to-face over the Casamance dossier. In 
the interim, Fall went on, he himself hoped to meet with 

Jammeh to press for a more cooperative stance. The GOS, Fall 
continued, would \"remain calm\" and do its best to avoid 

further escalation of tensions. However he warned, if the 
Gambian meddling continued indefinitely, the GOS at some 

point might be compelled to \"react\" through economic 

pressure, e.g. closing the border with The Gambia and thereby 
bringing its re-export trade to a halt. Ambassador 

applauded Senegalese efforts to resolve the heightened 
tensions with The Gambia through peaceful diplomacy and urged 
that they continue; Fall gave assurances that Dakar would 
maintain its efforts in this regard and would give \"ample 

time\" for peaceful dialog to produce a solution before 
considering stronger action. 
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GOTGYS ONGOING SUSPICIONS 


4. (C) Fall acknowledged Jammeh still harbored suspicions of 
GOS complicity in the coup plot foiled here in March and of 
harboring the plot\'s ringleader, former Chief of Defense 

Staff Col Ndure Cham. Fall said he could not rule out the 
possibility that Cham remained somewhere in Senegal, but 
disclaimed any knowledge of his whereabouts. He likewise 
professed ignorance of any Senegalese involvement in the 
failed plot, but did note allegations that his predecessor, 
Ndiouga Ndiaye, had had contact with a leading suspect, 
Tamsir Jasseh. (COMMENT: As previously reported -- e.g. ref 
a -- we are not aware of a \"smoking gun\" that would 
corroborate allegations of Senegalese complicity. 
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Knowledgeable Gambian sources express conviction that Cham 
is in Senegal, probably in Dakar. END COMMENT) 


REFUGEES 


5. (C) Fall indicated that he remained in close contact with 

the GOTG regarding the recent influx of refugees into The 
Gambia resulting from clashes in the Casamance involving 
Sadio\'s fighters. He expressed satisfaction with Gambian 
authorities\' treatment of the refugees, saying he had picked 

up no reports of abuses. Ambassador noted UNHCR statement 
that, as of late October, the number of refugees had reached 
6,200,up from 5,000 as of early September (ref b); Fall 
responded that this latest figure struck him as too high, but 

that he had no solid basis for challenging it. 


NO PROGRESS ON MAJOR BILATERAL PROJECTS 


6. (C) Ambassador asked about the status of two key bilateral 
projects -- construction of a bridge across the Gambia river 
that would facilitate travel between Northern Senegal and the 
Casamance region and restoration of the Joint Permanent 
Secretariat to manage bilateral issues. (NOTE: The Joint 


SIPDIS 

Permanent Secretariat existed prior to the two countries\' 
experiment with confederation in the 1980\'s. END NOTE). Fall 
responded that, in the current climate of heightened 

strains, both projects were on hold. He expressed hope that 
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the anticipated Wade/Jammeh meeting here in mid-December 
would sufficiently clear the air between the two sides to 

permit a resumption of discussions on these projects. 


COMMENT 


7. (C) In Ambassador's September 15 meeting with Fall (ref 

b), he had spoken of an improved tenor in the overall 
Senegalese/Gambian relationship, while expressing concern 
over the GOTG\'s meddling in the Casamance. Fall's remarks in 
our latest conversation are troubling, as they indicate that 

the improved tenor has dissipated due to the GOTG\'s continued 
unhelpful posture on the Casamance as well as Jammeh\'s 
persistent suspicions of the GOS in connection with the 

failed coup plot. Our view remains that Jammeh\'s 
mischief-making in the Casamance may well be designed to 
serve as retaliation for suspected GOS involvement in the 

foiled plot and harboring of its ringleader. Fall made clear 

that Dakar would do its part to avoid a major rupture in ties 

and currently had no plans to rachet up the pressure on the 
GOTG through a repetition of the August/October border 
closure -- in retaliation for the GOTG\'s abrupt imposition of 
sharp tariff increases for the Gambia river ferries heavily 

used by Senegalese transporters -- that caused substantial 
damage to the Gambian economy. END COMMENT. 
STAFFORD 


85153 

PP RUEHWEB 

DE RUEHRO #3059 3131530 

ZNY SSSSS ZZH 

P 091530Z NOV 06 

FM AMEMBASSY ROME 

TO RUEHC/SECSTATE WASHDC PRIORITY 6501 

INFO RUCNWSN/THE WASSENAAR ARRANGEMENT COLLECTIVE PRIORITY 
RUEHNY/AMEMBASSY OSLO PRIORITY 0376 


SIPDIS 


SIPDIS 
NOFORN 


E.O. 12958: DECL: 11/09/2016 

TAGS: PREL, PARM, MARR, ETTC, IT, IR 

SUBJECT: FASTBOATS REVISITED: ITALIAN FIRM\'S SHIPMENT OF 
MARINE DIESEL ENGINES TO IRAN 


REF: A. STATE 179794 
B. 2004 ROME 2829 


Column 3 
Classified By: EcMin Thomas L. Delare for reasons 1.4 (b) and (d) 
1. (U) This is an action request. See paragraph 6. 


2. (S) Summary. Embassy delivered Ref A demarche, 
regarding the export of marine diesel engines to Iran, to 
officials at the Italian Ministries of Foreign Affairs (MFA) 

and Foreign Trade (MFT). Both officials expressed surprise 
that the exports had taken place, questioned whether the 
engines are included in Munitions List 9 of the Wassenaar 
Arrangement, and said they would follow-up with the exporter 
and other GOI agencies to get to the bottom of the matter. 
End summary. 


3. (S) On November 3, EconCouns delivered Ref A demarche to 
Carlo Tripepi, the MFA Office Director responsible for 

Italian Munitions Exports (and former Director of the Office 
that oversees Italian participation in the Wassenaar 
Arrangement). EconCouns noted the Embassy has raised 
repeatedly over past four years our concerns regarding 
Italian exports of fastboats and their component parts to 

Iran and that our concerns regarding the export of marine 
diesel engines to Iran are very similar to our concerns 
regarding the earlier export of Italian-manufactured 
fastboats. Tripepi expressed surprise that the Isotta 
Fraschini Motori Company had gone forward with the export, 
\"They are a sophisticated company and know Iran is a 
sensitive destination,\" and noted MFA Director General for 
Multilateral Economic Affairs had asked Isotta Fraschini not 
to pursue exports to Iran. 


4. (S) Tripepi took issue with our assertion that the 

engines in question are covered by Munitions List 9 of the 
Wassenaar Arrangement, and said the engines could be exported 
to Iran without a GOI export license because they are not 

covered by the Wassenaar Arrangement. (Note: This is 

virtually identical to the GOI response to USG efforts to 

halt the export of fastboats to Iran. End note.) WiQut 

the legal coverage of the Wassenaar Arrangement Tripepi said 
the GOI Vis obliged to invent new procedures\" outside of 

normal legal channels to stop exports of dual-use goods. 

Tripepi observed that in the wake of the fastboats\' export, 

the GOI asked the USG to have fastboats and their components 
added to the Wassenaar Arrangement\'s Munitions List, and that 
it is possible the boats and engines were added without the 
GOI\'s knowledge. He said he would double-check the Wassenaar 
Arrangement Munitions Lists and, if he found the engines are 
included, would refer the export to the Ministry of Justice. 


5. (S) Ina November 7 meeting with EcMin, Amadeo Teti, MFT 
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Director General for Commercial Agreements echoed Tripepi\'s 
assertions that the engines are not covered by the Wassenaar 
Arrangement and can be exported legally without an export 
license. Teti agreed with EcMin\'s assertion that now is not 
the time for business as usual with Iran, but observed that 

if the engines are not covered by the Wassenaar Arrangement, 
the GOI does not have the legal authority to stop their 

export. Teti said he would look into the matter and share 

with the Embassy any information he finds, including 

technical specifications of the engines. 


6. (S) Comment and action request: Both Tripepi and Teti 

are valued interlocutors who have previously shown 

willingness to cooperate with the USG on export control 

issues. In the case of the fastboats, Teti noted the final 
shipment was stopped when the GOI purchased the last boat for 
use by the Guardia di Finanza, part of the Italian armed 

forces. The export of marine engines to Iran highlights the 

need for closer coordination between the USG and GOI on 
export control issues. Post notes that the regular biennial 

export control consultations between Italy and the United 

States have not been held since 2004 (reported Ref B) and 
welcomes Department views on holding USG-GOI consultations in 
the spring. End comment and action requested. 

SPOGLI 
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NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 
STATE FOR NEA/ELA, NEA/FO:ATACHCO 


E.O. 12958: DECL: 11/09/2016 
TAGS: PGOV, PREL, PTER, LE 
SUBJECT: LEBANON: RESORT TO DEMONSTRATIONS THREATENED AS 


Column 3 
THIRD ROUND OF CONSULTATIONS FAILS 


Classified By: Jeffrey D. Feltman, Ambassador. Reason: 1.4 (d) 


SUMMARY 


1. (S) Despite consistent reports of a positive atmosphere, 

the November 9 session of Parliament Speaker Berri\'s national 
consultations ended with no progress or compromise on the key 
issues. The group adjourned until November 11. Veteran 
insider Michel Murr conveyed to us on November 9 a grave 
warning that should Saad Hariri and Berri fail to reach a 

formula for implementing legislation to enact an 

international tribunal before the next session, there will be 

street demonstrations beginning Monday, November 13. 
According to our other interlocutors, the session failed over 
Murr\'s proposal to replace serving cabinet members including 
Charles Rizk with March 8 group appointees in an expanded 
cabinet of 26 members. In a statement to the press, Samir 
Ja\ja\' seemed conciliatory toward Aoun but he seemed resigned 
that demonstrations would occur. Berri, meanwhile, put a 

brave face on the session\'s outcome and postponed his Iran 
trip to November 12 in order to conduct the next session. 

End Summary. 


STALEMATE 


2. (C) The third session of national consultations held under 
the auspices of Parliament Speaker Nabih Berri concluded 
today with no progress, according to our contacts. Although 
there was agreement that the atmosphere had been more relaxed 
than in previous rounds, each side stuck firmly to its 

previous demands. The group decided to adjourn until 
Saturday, November 11, at 11:00 AM. The parties will spend 
the evening of November 9 and all day of November 10 in side 
talks and shuttle diplomacy aimed at resolving the impasse. 
To accommodate the extension of the talks, Berri has 
postponed his travel to Iran until November 12. 


MURR PROPOSAL FAILS 
-- AND THE STREET MAY BE NEAR 


3. (S) Metn MP Michel Murr told the Ambassador, after 
consulting with his son, Defense Minister and Deputy PM Elias 
Murr, that Berri and Mustagbal Party leader Saad Hariri will 
meet November 9 and 10 to attempt to work out a deal to 
approve the special tribunal which will investigate and 
prosecute the assassination of Rafiq Hariri and related 
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crimes. If they can come up with a solution, Murr said, the 
November 11 session will be easier and more positive. If 
not, he claimed, \"the street will start on Monday!" -- i.e., 
November 13. 


4. (C) MP lly Skaff told us that Murr\'s proposal for a 

cabinet of 26 ministers failed to gain March 14 acceptance 
because of Murr\'s insistence that Justice Minister Charles 
Rizk be ousted in favor of a March 8 member of Parliament. 
(Note: Murr had been instrumental in obtaining a cabinet 
post for Rizk in 2005. Since that time Rizk has moved away 
from his lifetime friend and patron, and Murr ally, Emile 
Lahoud. Meanwhile, Hariri and Druze leader Walid Jumblatt, 
impressed by Rizk\'s commitment to the creation of the 
tribunal, pledged to protect Rizk during the consultations. 
End note.) Berri tried to salvage the proposal by asking 
Murr to refrain from naming those who would be ousted from 
the cabinet and those who would be added to the cabinet; 
however Murr insisted on getting into specifics. 


5. (C) Of all those with whom we spoke, MP Boutros Harb 
seemed the most positive about the proceedings, hailing the 
positive atmosphere. Harb characterized the meeting as a 
return to the National Dialogue of earlier this year, noting 
that the group had agreed to discuss all issues including the 
presidency, Hizballah\'s weapons, and the tribunal. 


BERRI AND JAVJAV POSITIVE TO THE PRESS 


6. (SBU) Berri, for his part, put a brave face on the 
proceedings in a press conference he held just after the 
meeting ended. He echoed the sentiments of others regarding 
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atmospherics, indicating that it had been \"the best so far\" 
and that trust was built among the conferees. 


7. (SBU) Lebanese Forces leader Samir Ja\'ja\' told the press 
following the meeting that he conceded that the cabinet needs 
to be altered, but gave a higher priority to changing the 
president, citing Lahoud\'s obstructionism as the reason for 
the GOL\'s failure to make progress on a number of issues. 
Ja\ja\' accused the March 8 side of seeking a blocking 
minority; however he appeared conciliatory toward Free 
Patriotic Movement leader Michel Aoun. Ja\'ja\' stated that 
Aoun has the right to ask to participate in the government 
and characterized Aoun\'s request as realistic. When asked 
whether he would contend with March 8 in the street, Ja\'ja\! 
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replied \"I have no street\" and said he saw no problem should 
March 8 supporters demonstrate, as long as they stick to the 
law. 

FELTMAN 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, KPAL, MEPN, PTER, ARABL, EG, IS 

SUBJECT: ARAB LEAGUE FOREIGN MINISTERS TO MEET IN CAIRO 
NOVEMBER 12 TO DISCUSS GAZA CRISIS 


1. (SBU) FOREIGN MINISTERS OF THE LEAGUE OF ARAB STATES (AL) 
WILL GATHER AT AL HEADQUARTERS IN CAIRO ON NOVEMBER 12, TO 
DISCUSS THE ONGOING VIOLENCE IN THE GAZA STRIP. THE 

MINISTERIAL FOLLOWS A NOVEMBER 6 MEETING OF AL PERMREPS ON 
THE SAME ISSUE, AND WAS CALLED FOR IN THE WAKE OF THE 
NOVEMBER 8 CIVILIAN DEATHS IN BEIT HANUN, GAZA. AL STAFF 

TOLD POLOFF THAT THE MEETING WAS CALLED FOR BY THE LEBANESE 
AND THE PALESTINIAN DELEGATIONS. IN ADDITION TO THE CAIRO 
MEETINGS, LEAGUE MEMBERS ARE PUSHING FOR A SPECIAL SESSION OF 
THE UNITED NATIONS SECURITY COUNCIL TO ADDRESS ISRAELS 
INCURSIONS INTO GAZA. THE LEAGUE IS CALLING FOR AN 
INTERNATIONAL OBSERVER FORCE TO GUARANTEE PROTECTION FOR THE 
PALESTINIAN PEOPLE. 


2. (U) TEXT OF ARAB LEAGUE STATEMENT ON GAZA FOLLOWS: 
BEGIN TEXT (UNOFFICIAL EMBASSY TRANSLATION): 
STATEMENT ON THE ONGOING ISRAELI AGGRESSION AGAINST GAZA 


AN EMERGENCY AL MEETING AT THE LEVEL OF PERMANENT DELEGATES 
WAS HELD ON NOVEMBER 6, 2006 TO DISCUSS THE DANGEROUS 
SITUATION IN THE PALESTINIAN TERRITORIES RESULTING FROM THE 
WIDE-SCALE ISRAELI AGGRESSION AGAINST THE PALESTINIAN PEOPLE 
AND THE ISRAELI FORCES, OPPRESSIVE INVASION OF THE GAZA 

STRIP WHICH RENDERED A LARGE NUMBER OF INNOCENT CIVILIAN 
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PALESTINIAN VICTIMS DEAD AND DESTROYED THE INFRASTRUCTURE AND 
VITAL UTILITIES SUCH AS ELECTRICITY, WATER, ETC. THE MEETING 

WAS HEADED BY THE PERMANENT DELEGATE OF BAHRAIN AND ATTENDED 
BY HIS EXCELLENCY THE SECRETARY GENERAL AND PALESTINIAN 
FOREIGN MINISTER DR. MAHMOUD AL-ZAHAR. 


IN LIGHT OF THE REVIEW PRESENTED BY THE PALESTINIAN 
DELEGATION REGARDING THE AGGRESSION AND REPLIES PRESENTED BY 
THE SECRETARY GENERAL AND HEADS OF DELEGATIONS, THE COUNCIL: 


STRONGLY CONDEMNED THE ONGOING ISRAELI AGGRESSION AGAINST THE 
PALESTINIAN PEOPLE AND THE CRIMINAL PRACTICES COMMITTED UNDER 
THE WORLD,S NOSE BY THE ISRAELI FORCES IN THE GAZA STRIP 

THAT RENDERED MANY PALESTINIANS DEAD, IN ADDITION TO THE 
OPPRESSIVE INVADING FORCES, CONTINUED SHOOTING OF 

PALESTINIAN WOMEN DURING THEIR PEACEFUL DEMONSTRATIONS IN 
BEIT HANOUN, WHICH LED TO THE MARTYRDOM OF SEVERAL OF THEM. 
THE COUNCIL ALSO CONDEMNS THE USE OF INTERNATIONALLY BANNED 
WEAPONS AGAINST PALESTINIAN CITIZENS AND THE DESTRUCTION OF 
VITAL INFRASTRUCTURE FACILITIES, AND CONSIDERS THAT THIS 
CONTINUOUS AGGRESSION AGAINST THE PALESTINIAN PEOPLE WILL 
FURTHER COMPLICATE THE CRITICAL SITUATION IN THE REGION AREA 
AND WILL UNDERMINE ANY EFFORTS EXERTED TO ACHIEVE CALM AND 
FIND PEACEFUL SOLUTIONS. 


PRAISED THE STEADFASTNESS OF THE PALESTINIAN PEOPLE IN FACE 

OF THE ISRAELI OPPRESSIVE AGGRESSION IN THE REGION WHICH 
NECESSITATES THAT THE INTERNATIONAL COMMUNITY AND THE 
SECURITY COUNCIL IN PARTICULAR SHOULD SERIOUSLY CONSIDER THE 
ARAB REQUEST REGARDING THE REACTIVATION OF THE PEACE PROCESS 
UNDER THE DIRECT SUPERVISION OF THE SECURITY COUNCIL. 


INSTRUCTED THE ARAB GROUP IN NEW YORK TO WORK WITH UNSC 
MEMBERS TO SUPPORT THE REQUEST OF THE STATE OF PALESTINE TO 
HOLD AN URGENT SECURITY COUNCIL SESSION TO ADOPT A FIRM STAND 
AIMED AT IMMEDIATELY HALTING ISRAELI AGGRESSION, IN ADDITION 

TO HAVING THE SECURITY COUNCIL SHOULDER ITS RESPONSIBILITY 

FOR OBLIGING ISRAEL TO IMPLEMENT THE INTERNATIONAL 
RESOLUTIONS PERTAINING TO THE ARAB-ISRAELI CONFLICT, LIFTING 
THE SIEGE IMPOSED ON THE PALESTINIAN PEOPLE, REACTIVATING THE 
1949 FOURTH GENEVA CONVENTION ON THE PROTECTION OF CIVILIANS 
DURING TIMES OF CONFLICT, AND WORKING TO SEND AN 
INTERNATIONAL OBSERVER FORCE TO GUARANTEE PROTECTION FOR THE 
PALESTINIAN PEOPLE. 


EXPRESSED ASTONISHMENT AT THE ABSENCE OF THE QUARTET,S ROLE 
IN FOLLOWING UP ON THE SITUATION IN PALESTINE, AND CALLED 

UPON THE QUARTET TO SHOULDER ITS RESPECTIVE ROLE IN THE PEACE 
PROCESS. 


CALLED ON THE UN SECRETARY GENERAL TO PRESENT A REPORT TO THE 
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SECURITY COUNCIL ON THE CONDITIONS RESULTING FROM THE 
CONTINUOUS ISRAELI AGGRESSION AGAINST THE OCCUPIED 
PALESTINIAN TERRITORIES. 


EXPRESSED SUPPORT FOR THE EFFORTS OF THE PALESTINIAN 
LEADERSHIP AND ALL PALESTINIAN FACTIONS TO PROVIDE A NATIONAL 
SOLIDARITY ATMOSPHERE TO ENHANCE THE INTERNAL FRONT AND 
EXPEDITE THE FORMATION OF A NATIONAL UNITY GOVERNMENT TO 
CONFRONT THE SERIOUS CHALLENGES FACING THE PALESTINIAN 
PEOPLE. 


URGED ALL ARAB COUNTRIES TO FULFILL THEIR FINANCIAL 
COMMITMENTS STIPULATED BY ARAB SUMMIT RESOLUTIONS FOR THE 
SAKE OF SUPPORTING THE STEADFASTNESS OF THE PALESTINIAN 


PEOPLE AND THEIR NATIONAL AUTHORITY. WELCOME MEMBER STATE 
ACTIONS TO ALLEVIATE THE SUFFERING OF THE PALESTINIAN PEOPLE. 


PROVIDED SPECIAL ASSISTANCE TO THE CITIZENS OF THE AFFLICTED 
AREAS IN GAZA, ESPECIALLY BEIT HANOUN CITY, TO REBUILD THE 
VITAL UTILITIES AND INFRASTRUCTURE TARGETED BY THE ISRAELI 
AGGRESSION. 


WILL KEEP THE COUNCIL IN SESSION TO FOLLOW UP ON THIS ISSUE. 


END TEXT. 
RICCIARDONE 
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STATE FOR NEA/ELA, NEA/RA AND EB/IDF 
TREASURY FOR NUGENT/HIRSON 


E.O. 12958: DECL: 11/02/2016 

TAGS: ECON, EAID, PREL, EG 

SUBJECT: DIRECTOR OF US FOREIGN ASSISTANCE TOBIAS\ MEETING 
WITH EGYPTIAN MINISTER OF INTERNATIONAL COOPERATION 


REF: CAIRO 6653 
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Classified by Ambassador Francis J. Ricciardone for reasons 
1.4 (b) and (d). 


1. (SBU) On October 30, Egyptian Minister of International 
Cooperation Fayza Aboul Naga hosted Director of US Foreign 
Assistance Randall Tobias at lunch to discuss the future of 

U.S. economic assistance. The Egyptian Ministers of 
Education, Health, Energy and Housing, as well as the 
Ambassador, USAID Mission Director and econoff (notetaker) 
also attended. Ambassador Tobias explained his mandate for a 
reorganization of US foreign assistance, including the need 

for a global approach and linking assistance to overall USG 
priorities. 


2. (SBU) In her remarks, Aboul Naga expressed Egypt\'s 
gratitude for US assistance, noted its strategic nature and 
asked that funding remain at the current level of $415 

million after the end of the current glide path in FY 2008. 

She argued that US assistance should remain 
government-to-government, support only legally-registered 
NGOs, and not be linked to political reform. Tobias agreed 

the relationship was strategic, but observed that this is a 

crucial time for U.S. foreign assistance. The U.S. 

Government, he said, is redesigning assistance with the goal 
of \"graduation\" from assistance and ensuring effective use of 
taxpayers dollars. Aboul Naga responded that Egypt has a 
plan focusing on human development, emphasizing health care 
and insurance, education, and small and medium enterprise 
development, sectors which Ambassador Tobias agreed were U.S. 
priorities. 


3. (C) Turning to the Financial Sector MOU, Aboul Naga said 
the GOE has met most of the benchmarks under the Financial 
Sector MOU, including the privatization of the Bank of 
Alexandria (reftel) and the proposed Congressional rescission 
of $200-300 million in FY 2006 funds is therefore 

unjustified. She asked that the State Department explain 

this situation to Congress, as the problem may be lack of 
awareness of the progress that Egypt has made. The 
Ambassador pointed out the GOE was holding up disbursement of 
backed up funds by not agreeing to conduct full audits of the 
public banks in the remaining years of the MOU. (Aboul Naga 
and the Ambassador agreed to further discuss MOU issues in 
the next few days.) 


4. (C) Ina press conference following the lunch, Aboul 
Naga staunchly defended U.S. assistance against claims by 
journalists that the U.S. had not done anything to promote 
development of the Egyptian agricultural sector. She 
expertly defended the US program in Egypt, citing facts and 
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figures about the program to support her comments. COMMENT: 
Aboul Naga\'s willingness to offer a strong public defense of 

U.S. assistance contradicts some recent private comments by 
GOE officials about the importance of U.S. assistance to the 
GOE. 

RICCIARDONE 
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E.O. 12958: DECL: 11/07/2016 

TAGS: ECON, ENRG, PGOV, RU, BU 

SUBJECT: BULGARIA, TURKEY AND GREECE WANT MORE U.S. 
INVOLVEMENT ON GAS AND SOUTHERN CORRIDOR ISSUES 


Classified By: Amb. John Beyrle for reasons 1.4 B & D 


1. (C) SUMMARY: Political and energy leaders from Bulgaria, 
Greece and Turkey told EUR DAS Bryza on November 3 that the 
U.S should play a stronger role in ensuring diversity of 

energy supply - particularly gas - in the region. Bryza 

stressed the need for countries in the region to work 

together to secure diversified sources of gas supply, which 

can increase commercial competition for European markets, and 
reduce the price differential between Caspian and European 
gas, (which generates enormous rents that fuel corruption, 
organized crime, inefficient markets, and higher prices for 
consumers). The officials shared U.S. concerns about Gazprom 
possibly using coercive tactics this winter such as gas 

cutoffs and predatory acquisition of Georgian energy assets. 
Several requested increased U.S. involvement - use of our 

bully pulpit and private sector participation in projects and 
markets - to deter Gazprom from such coercive behavior. 
President Parvanov said having greater involvement by Western 
stakeholders would bring greater security and help small 

nations such as Bulgaria in standing up to Russia. END 
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SUMMARY 


2. (C) EUR DAS Matt Bryza and Ambassador Beyrle held separate 
meetings in Sofia on November 3 with Bulgarian President 
Parvanov, PM Stanishev, Foreign Minister Kalfin, Minister of 
Economy and Energy Ovcharov and Minister of Regional 
Development Gagauzov; Greek Minister of Economic Development 
Sioufas; and Turkish Minister of Energy Guler to discuss 

regional energy issues and encourage the Bulgarians and 

others to stand strong in the face of increased Russian 

pressure. 


SOUTHERN CORRIDOR (TGI): RUSSIANS ACTING BADLY 


3. (C) The first phase of the gas pipeline from Azerbaijan to 
Turkey is almost complete and ready for gas. Turkish 
Minister Guler told Bryza that he (Guler) had convened a 
meeting on November 2 of representatives of the Governments 
of Turkey, Bulgaria, Romania, Hungary, and Austria to scope 
out a plan to advance the Nabucco pipeline with Azerbaijani 
gas. Azerbaijan is worried Russia may cut gas supplies this 
winter if Baku agrees to ship gas to Georgia or Turkey (in 
accordance with Azerbaijan\'s contractual obligations). Guler 
noted that BP and Statoil want to expand gas production at 
Azerbaijan\'s Shah Deniz field and ship it to Georgia and 
Turkey, but need a clear political decision from the 
Government of Azerbaijan that it wishes to export the next 
phase of Shah Deniz production. 


NO SOLUTIONS THIS WINTER 


4. (C) Guler said Turkey was ready to negotiate a gas transit 
agreement with Azerbaijan, but Baku is balking. Bryza 
predicted that Azerbaijan would engage Turkey in such talks 
as soon as it concluded its gas supply contract with Gazprom 
for this winter. Bryza described Russian threats to cut gas 
supplies to Azerbaijan and Georgia as coercive and 
unacceptable, and said the USG was preparing to respond to 
such threats by calling into question Gazprom\'s reliability 
and competitiveness as a gas supplier. Guler insisted that 
the U.S. needs to be very vocal about Gazprom, and suggested 
the U.S. could even lose support in the region if it didn\'t 
confront Gazprom. 


5. (C) In a separate meeting, Bulgarian President Parvanov 
echoed Bryza,s hope that by increasing commercial 
competition for European gas markets, European states could 
nudge Gazprom to transform into a \"normal\" company. 


Column 3 
GREEKS AND ITALIANS TAKING GAS ONLY FROM CASPIAN 


6. (C) Greek Minister of Economic Development Sioufas asked 
about the IEA meeting on the Southern Corridor of gas 
pipelines (extending from Azerbaijan through Georgia and 
Turkey, and into Greece and Italy). Bryza said the IEA now 
planned to convene the meeting early in 2007 for a discussion 
that would encompass expanded gas production in Azerbaijan, 
the Turkey-Greece-Italy and Nabucco Pipelines, and the Treaty 
of Athens, (which aims to harmonize gas and electricity 
markets in Southeastern Europe). Sioufas stressed that 
Greece took a political and economic risk by signing a 

bilateral agreement with Italy which said the two countries 
would take gas from the Caspian region only, in an effort to 
clear the way for Greece to diversify its sources of supply 
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by securing gas from Azerbaijan. Sioufas recognized such an 
approach was essential to eliciting more cooperative behavior 
from Gazprom by relying on commercial competition. 


TURKEY READY TO TALK GAS PIPELINES WITH IRAQ 


7. (C) Turkey would like to explore all options to increase 

gas flow to and through Turkey. Guler asked the USG to take 
three concrete steps: 1) to assist Turkey and Iraq to bring 
Iraqi gas to Europe. Turkey is ready to discuss this with 

Iraq, and Bryza and Beyrle have been in touch with U.S. 
Embassy Baghdad to set up a Turkey/lraq/USG meeting in the 
near future; 2) to support Samsun-Ceyan as the first 
Bosphorous Bypass for oil (septel); 3) to assist in shipment 

of Compressed Natural Gas from Turkmenistan through 
Azerbaijan and on to Turkey by barge, boat, train or truck. 
Guler felt this last project would not be economical, but 

would be a symbolic signal to Russia, even if it took a few 
years. Bryza pledged to work with Turkey in all three areas. 


BULGARIA WANTS TO CONNECT TO TGI 


8. (C) Energy Minister Ovcharov expressed general agreement 
with the Southern Corridor strategy outlined by Bryza, and 
noted that Bulgaria sought to build a 70 KM spur off the 

Greek portion of the Turkey-Greece-ltaly pipeline. Although 
small in actual volume, Ovcharov felt this use of Azeri gas 
would set an important precedent for helping Bulgaria and 
Southeast Europe diversify their sources of gas supply. Ina 


Column 3 

separate conversation, Greek Minister of Economic Development 
Sioufas said he would have to wait to see the written 

proposal, but had no objections in principle. 


NABUCCO 


9. (C) Bulgaria is supportive of the Nabucco gas pipeline 
(linking Turkey, Bulgaria, Romania, Hungary, and Austria), 
but not strongly enough to take the lead. PM Stanishev asked 
if the USG could help make Nabucco a priority for the EU and 
to help secure gas supplies from Azerbaijan; now it is only 

of interest to countries on the route. He bemoaned the lack 
of political will to get the project done, and put in a plug 

for U.S. financing. Guler informed Bryza that he convened 
the five country shareholders in Istanbul on November 2 and 
wanted to assure the USG that Turkey is supportive and wants 
to expedite the project. Guler agreed on the need to work 
with regional governments, but said we shouldn\'t trust 
European countries such as Germany, Austria and Hungary, 
because they all need gas and have been talking to the 
Russians. 


10. (C) In response to Guler\'s comment that Iran was ready to 
participate in Nabucco, Bryza stressed that the U.S. could 
support the pipeline only to transport non-lranian (and, 
especially, Azerbaijani) gas. The USG would oppose any 
attempt to use Nabucco to export Iranian gas to Europe. 
Bulgarian PM Stanishev suggested that Turkey\'s desire to be a 
broker of gas sales, rather than just a transit country, was 

a problem, and sought U.S. help in convincing Turkey to act 
strictly according to market principles. Greek Minister of 
Economic Development Sioufas also expressed concern that 
Turkey not overplay its hand by trying to act as a broker of 

gas sales. 


BULGARIA LIKELY TO ANNOUNCE LONG-TERM CONTRACT WITH GAZPROM 


11. (C) Despite Beyrle\'s warning against signing long-term 
contracts with Gazprom since Nabucco, TGI and other options 
could be on-line within five-seven years, Bulgaria is likely 

to announce soon a 20-year contract. Ovcharov explained this 
as a way to guarantee a source for part of their gas needs, 

but stressed that Bulgaria will be able to adjust the 

contract terms every three years, and expand the current 

grid. Bulgaria wants to guarantee a competitive supply at 

least until 2015. Although negotiations with Gazprom began 

in a hostile manner last winter, Ovcharov and PM Stanishev 
pointed out that they are more businesslike and \"normal\" now. 
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12. (C) Bulgaria is also discussing with Gazprom a proposal 

to build new pipelines into Serbia. Ovcharov claimed 

Bulgargaz would operate the new routes, but ownership could 

be shared with Gazprom. Ovcharov and Stanishev took on board 
Beyrle\'s and Bryza\'s exhortations to look for alternatives to 
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Gazprom, to maintain control over their own infrastructure, 
and to stand together with other EU members to get better 
commercial terms from Gazprom. Ovcharov responded that as 
soon-to-be members of the EU they would follow Brussels\'s 
lead on energy policy, but he was concerned about the 
seriousness of the EU\'s efforts. He said Bulgaria would 
support any and all routes for diversification, including 
Nabucco, TGI and Liquefied Natural Gas terminals. Turkey 
would allow LNG through the Bosphorous but both Guler and 
Ovcharov acknowledged this option would be expensive for 
Bulgaria and Romania. 


BULGARIAN ENERGY DECISIONS NEED HIGHER-LEVEL PARTICIPATION 


13. (C) Concerned about Minister Ovcharov\'s reputation as a 
lone operator with close ties to Moscow, Amb. Beyrle asked PM 
Stanishev if the government had any system or body to provide 
oversight on national security issues related to energy. 
Stanishev seemed to take the hint and said he would consider 
this idea and figure out how to better coordinate energy 
security policy. 


BLUE STREAM 


14. (C) Ovcharov agreed with Bryza that Blue Stream was not 
commercially viable, and Blue Stream,s planned expansion 
would make even less commercial sense, but was being pursued 
by Gazprom and the Kremlin to block Azerbaijani gas from 

filling the Nabucco pipeline. Greek Minister of Economic 
Development Sioufas was concerned that Italy\'s ENI, along 

with Turkey, was planning an agreement on Blue Stream II that 
would undercut Nabucco as a means of diversifying sources of 
supply away from Gazprom. 


COMMENT 


15. (C) Bryza\'s visit was essential to our ongoing efforts to 
get the attention of top-level Bulgarian players and share 
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with them our information, concerns and vision on how best to 
leverage their position vis-a-vis intense Russian, (i.e., 
Gazprom) pressure. The two elected leaders, President 
Parvanov and PM Stanishev, clearly understand the message and 
appear to be sincerely looking for ways to cooperate with the 
U.S., EU and regional governments in order to reduce Russia\'s 
strong influence here. However, clear alternatives to 

relieve the pressure are scarce or, in the case of the TGI 
pipeline spur, low volume. Bulgarian Foreign Minister 

Kalfin\'s December meetings in Washington will give us a 
chance to amplify our message that Bulgaria\'s energy security 
is of concern to us, and to provide updated information on 
alternatives like Azerbaijani gas. 


This cable was cleared with DAS Bryza. 
BEYRLE 
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SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, EFIN, PREL, IZ, EG 
SUBJECT: INTERNATIONAL COMPACT WITH IRAQ -- DEBT RELIEF 


REF: SECSTATE 181094 


Emboff delivered reftel demarche to Amal Morad, Deputy 
Assistant Minister of Foreign Affairs for Arab Affairs, who 

said that the GOE had not yet entered into negotiations with 
Iraq on debt forgiveness. She was aware of the Paris Club 
terms, but said that the GOE had not decided how it would 
approach any future negotiations on debt forgiveness. she 
also said that a London-based firm was calculating how much 
Iraq owed the GOE, several parastatal firms and Egyptian 
citizens (worker remittances). Asked to estimate the amount, 
she offered \"several hundred million." Emboff also delivered 
the demarche to Mohamed Assaad, Advisor to the Minister of 
Finance for Public Debt. Assaad suggested that any 
state-to-state debt held by Egypt was likely held by the 
military, in which case it would not appear in the GOE 
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general budget figures. The Ministry of Defense (MOD) 
official responsible for debt issues is currently traveling 

out of the country but will return next week. Post will 

follow up to determine if in fact Iraq owes debt to the MOD, 
how much, and if MOD is willing to pursue debt forgiveness. 
RICCIARDONE 
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VISAS VIPER 
SIPDIS 


DEPARTMENT FOR INR/TIPOFF AND CA/VO/L/C 


E.O. 12958: N/A 
TAGS: KVPR, CVIS, CMGT, PINR, PTER, ASEC, MO 
SUBJECT: VISAS VIPER FOR OCTOBER 2006 REPORTING PERIOD 


1. (U) Members of the Embassy Rabat and Consulate General Casablanca 
joint Visas Viper Committee met November 7, 2006. The meeting was 
chaired by CONS on behalf of the DCM and attended by the CG and 
representatives from RAO, RSO, ECON, PAS, DAO and LEGATT. POL 
earlier reported they had no names to submit. 


2. (SBU) The Committee submits the following seven names of 
individuals believed to have traveled to Iraq to undertake terrorist 
activity. 


Ahchouch, Jamal 
Male, DPOB: 07 December 1978; Tetouan, Morocco 
Moroccan passport no.: L893735 


Aoulad Achenikh, Said 
Male, DPOB: 24 February 1984; Tetouan, Morocco 
Moroccan passport no.: P208566 
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Achebbak, Younes 

AKA Al-Shibbak, Yunis 

Male, DPOB: 29 February 1981; Tetouan, Morocco 
Moroccan passport no.: P836545 


Ben Aboud, Mounsif 

AKA Bin VAbud, Munsif 

Male, DPOB: 01 September 1985; Tetouan, Morocco 
Moroccan passport no.: N811812 


Ben Aboud, Bilal 

AKA Bin VAbua, Bilal 

Male, DPOB: 28 August 1981; Tetouan, Morocco 
Moroccan passport no.: R468133 


Amekchar Lamrani, Abdelmounaim 

AKA Amkshar Al-\Amrani, VAbd Al-Muna\'im 

Male, DPOB: 18 February 1981; Tetouan, Morocco 
Moroccan passport no.: M550351 


Khlifa, Hamza 

AKA Khalifa, Hamza 

Male, DPOB: 09 March 1988; Tetouan, Morocco 
Moroccan passport no.: R170525 


3. (U) The Mission\'s Visas Viper Coordinator is Cody Taylor. No 
additional Visas Viper telegrams were sent in October 2006. GREENE 
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Column 3 
SUBJECT: CZECHS ON NOVEMBER 13-14 GAERC 


REF: A. STATE 183545 


B. STATE 664065 
C. PRAGUE 1387 
D. PRAGUE 1386 


Classified By: Acting DCM Mike Dodman for reasons 1.4 (b) and (d). 


1. (C) Summary. At the November 13 GAERC the Czechs expect 
the focus to be on the Middle East (Iran, Israel/Palestine, 
Lebanon), Russia, and the Balkans. Czech policy closely 
mirrors U.S. policy in these regions/countries. Specifically, 
the Czechs support: (1) a strong UNSC resolution with 
sanctions for Iran, (2) continuing sanctions for Uzbekistan, 
(3) close cooperation with Russia (while remaining firm on 
Russian human rights violations), (4) a stronger EU common 
position on Cuba, (5) no or minimal delay in final status for 
Kosovo, (6) full compliance with ICTY for Serbia, and free or 
low cost visas for Serbian youth. Also, the EU plans to 
discuss ways to provide increased civilian assistance in 
Afghanistan, and issue conclusions calling for an end to 
Israeli overflights in Lebanon. End summary. 


2. (SBU) Poloff met November 9 with Czech MFA\'s CFSP 
Department officials Veronika Musilova and Magda Janesova to 
discuss the November 13 GAERC and deliver ref A talking 
points. 


3. (C) The Czech position on the Balkans remains unchanged. 
On Kosovo, Czechs agree that delay of the status process 
makes little sense. However, if a very short delay becomes 
necessary because of the December Serbian elections, the 
Czechs suggest a delay until February, when Slovakia is 
presiding over the UNSC, rather than January, when Russia is 
presiding. The Czechs would be interested in leadership 
positions in the new civilian mission in Kosovo (and are 
pleased that Antonin Zlinsky from the Czech Ministry of 
Defense is serving this mission as the security and logistics 
officer), or a position as political advisor to the commander 

of the KFOR mission. 


4. (C) On Serbia, the EU will discuss what can be offered to 
Serbia at the upcoming GAERC. The desire is to offer Serbia 
support without appearing to offer \"compensation\" for the 
possible loss of Kosovo. Czechs continue to call for full 
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ICTY compliance, and encourage Serbia\'s Euro-Atlantic 
aspirations. The Czechs believe visas to Europe should be 
free or low cost, especially for young Serbs (90% of whom 
have never left Serbia). The EU will announce a visa 
facilitation mandate for Serbia at the GAERC, which will 
allow negotiations on visas to begin. 


5. (C) On Bosnia, the Czechs are pleased with the election 
results. They are encouraging the Bosnians to take the needed 
reforms seriously, especially police reform. Stabilization 

and Association Agreement talks cannot proceed without 
significant progress on these reforms. 


6. (C) Czechs agree the U.S. and EU should continue to 
cooperate with Russia on international issues. Clearly, 

Russia is an important partner. However, the U.S. and the EU 
must remain firm on Russia\'s human rights violations and 
anti-democratic trends. Regarding Russia\'s announced plan to 
double the cost of gas for Georgia, MFA Director of Eastern 
European Department Tomas Szunyog told poloff in a separate 
meeting on November 3 that the Czechs believe Russia acted 
improperly. Szunyog explained that the Czechs do not oppose 
market prices for Russian gas; however, the correct market 
price (which may not be the price paid by wealthy Western 
European countries) and the timing of the increase should be 
fairly negotiated between the countries without political 
pressure, and the increase to the negotiated rate should be 
implemented over a period of time, not in January 2007. 


7. (C) The Czechs urge the Israelis and the Palestinians to 
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exercise restraint. They hope Palestinian President Abbas 

will succeed in establishing a unity government that will 

accept the Quartet principles. The Czechs agree that movement 
and access remains an important issue, and support the Karni 
plan. Janesova called the humanitarian situation in Palestine 
\"alarming,\" and said the Czechs would like Israel to consent 

to the opening at Karni to ease the suffering. 


8. (C) In a separate meeting on November 8, Acting Director 
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of the Middle East and Africa Department Pavel Rezac 
expressed concern that the current funding mechanism for 
humanitarian aid in Palestine does not appear to function as 
intended. Without providing further information Rezac said he 
believed the funds are being disbursed primarily to 
supporters of Hamas. 


9. (C) The Czechs share the U.S. view that there is an 
Hizballah/Syrian effort to bring Prime Minister Siniora down 

or force him into a new cabinet where his opponents will have 

a \"blocking one-third\" (Ref B). In a separate meeting on 
November 8, Czech Ambassador to Lebanon Jan Cisek predicted 
that if \"consultations\" proposed by Parliament Speaker Nabih 
Berri failed to achieve a compromise acceptable to Hizballah 

and Syrian actors, Hizballah could call people into the 

streets as early as November 18. 


10. (C/NF) The EU is concerned about continuing Israeli 
overflights, which it believes undermines the sovereign 

authority of, and public support for, the Siniora government. 

The Czechs share EU concerns, but were concerned that the 
original draft conclusions on the overflights were 

unbalanced. The Czechs asked for the term \"provocative\" to be 
removed, and asked for a statement about the reason for the 
overflights to be included in the final text. 


Iran 


11. (C) The Czechs continue to support a strong UNSC 
resolution to impose sanctions on Iran. However, the Czechs 
are open to renewed negotiations with Iran if it ceases 
enrichment. The foreign ministers will discuss Iran\'s nuclear 
activities at the GAERC Foreign Ministers\' lunch, and plan to 
explore ways to support Iranian civil society at the next 
GAERC in December. 


12. (U) The Czechs welcomed the peaceful elections and call 
on both candidates to respect the election results. 


Uzbekistan 
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13. (C) The Czechs support continuing sanctions on 
Uzbekistan. However, some EU member states support weakening 
existing sanctions. 


Cuba 


14. (C) The Czechs continue to look for ways to raise support 
within the EU for a Cuba common position with teeth. (Note: 

The Czech NGO International Committee for Democracy in Cuba 
(ICDC) will host a conference on Cuba in Berlin during the 
German presidency in support of this objective. End note.) 

The Czechs will continue to urge the EU to call on the regime 

to release political prisoners, respect fundamental human 

rights, and permit free and fair multi-party elections. 


15. (C) The EU will explore ways to increase civilian 
missions in Afghanistan to help stabilize the country. The 
Czechs, who will open an Embassy in Kabul in January, 
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strongly support this initiative. The Czechs plan to send 
police trainers to serve with a German team already working 
in-country. Post intends to seek further information on this 
initiative. 
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E.O. 12958: DECL: 11/06/2011 

TAGS: PREL, PHUM, UNGA, CU, PL 

SUBJECT: POLAND WILL FOLLOW EU COMMON POSITION ON CUBA 
HUMAN RIGHTS RESOLUTION 


REF: STATE 184156 
Classified By: Political Counselor Mary Curtin, reasons 1.4(b) and (d) 


1. (C) Pol External Chief delivered reftel demarche November 
to Mariusz Lewicki of the MFA UN Department. After 
consulting widely within the MFA and contacting the Polish 
Mission in New York, Lewicki responded late in the evening 
that the GOP had decided the \"highest priority was to 
maintain the common EU position.\" Poland would therefore 
oppose the no action motion, abstain on the Australian human 
rights amendment, and support the overall Cuba resolution. 
Lewicki also commented that Poland had to choose its battles 
within the EU, and the Cuba resolution was not at present an 
issue of great enough relative importance for the GOP to 
break EU ranks. 


2. (C) COMMENT. Poland is attempting to repair relations 

with key EU partners such as Germany and France, while at the 
same time assuaging concerns in Brussels that the ruling Law 
and Justice (PiS) party is Euro-skeptical. This is 

compounded by the perception in Europe since the beginning of 
OIF that Poland is too much of a U.S. surrogate within the 

EU. In addition, the October 27 dismissal as MFA Americas 
Department Director Henryk Szlajfer, a Latin American scholar 
and extremely close Embassy contact, has removed perhaps the 
most vocal advocate of a strong Cuba policy in the entire 

GOP. With Szlajfer out of the picture, it may be difficult 

in the future to count on active GOP support for U.S. 

initiatives on Cuba. END COMMENT. 

ASHE 


85162 

PP RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHWR #2372 3131548 

ZNR UUUUU ZZH 

P 091548Z NOV 06 

FM AMEMBASSY WARSAW 

TO RUEHC/SECSTATE WASHDC PRIORITY 2406 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 

RUEHKW/AMCONSUL KRAKOW PRIORITY 1388", "UNCLAS WARSAW 002372 


SIPDIS 


SIPDIS 


Column 3 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PL 
SUBJECT: POLISH OPPOSITION RUNNING STRONG IN URBAN AREAS 


REF: A. WARSAW 2322 
B. KRAKOW 254 


1. In the final days before Poles vote in local and regional 
elections, opposition candidates are poised to capture a 
majority of Polish cities and are running ahead of the ruling 
Law and Justice Party (PiS) in regional assemblies (sejmiks). 
With multiple candidates running in most mayoral races, 
runoffs are likely in a majority of cities, most notably 
Warsaw. As reported in reftels, the Warsaw race is viewed 
locally as a referendum on the Kaczynskis, whereas in most 
cities local personalities and issues dominate. Latest polls 
in Warsaw show a tight race between former PM Kazimierz 
Marcinkiewicz and Civic Platform\'s (PO\'s) Hanna 
Gronkiewicz-Waltz, with the United Left polling strongly 
enough to force a run-off in two weeks. In that run-off, 
Gronkiewicz-Waltz holds a slender lead. 


Polska A Opts for the Opposition 


2. Like the red-blue divide so widely discussed in American 
politics, Polish cities are often lumped together as \"Polska 

A,\" leaning disproportionately to the centrist opposition. 

Except for Marcinkiewicz in Warsaw, and incumbent mayor Jerzy 
Kropiwnicki in Lodz (Poland\'s second largest city), both of 

whom are backed by PiS, candidates backed by PO and United 
Left are running ahead in every other major urban area. Of 

the dozen largest cities in Poland, only two candidates -- in 
Wroclaw in the southwest, and in Gydinia in the north -- are 
expected to win a majority and thus avoid a runoff. 


3. The polarization that figures so prominently on the 

national political stage is much more muted in local races. 

In Wroclaw, incumbent mayor Rafal Dutkiewicz unusually has 
the endorsement of PiS, PO and the United Left, and oversees 
a city council with a working PiS-PO coalition that is 
unfathomable elsewhere. Nonetheless, the long arm of 
national politics can be felt in some races. In Szczecin, on 
the German border, former PiS Minister of Finance, Teresa 
Lubinska, is running third in a tough race behind PO and 
United Left candidates. Although widely recognized as a PiS 
politician, Lubinska\'s billboards shout \"independent,\" in 
huge letters, with the PiS logo relegated to the corner. 
Lubinska\'s campaign materials feature endorsements from 
Marcinkiewicz (whose doctoral thesis she reviewed at the 
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University of Szczecin) and former FM Wladyslaw Bartoszewski, 
who is not a member of PiS. Notably absent is PM Jaroslaw 
Kaczynski, in whose Chancellery Lubinska nominally works. 


Influence of Party Blocs is Minimal in Mayoral Races 


4. The elections this Sunday got the final green light 
November 3 when the Constitutional Tribunal\'s ruled the new 
local election law constitutional. The most controversial 
aspect of that law permits political blocs between parties, 

and provides for the distribution of votes for parties that 

fall below the parliamentary threshold among larger parties 
with which they are blocked. This will likely play a role in 

rural areas that are historically supportive of the League of 
Polish Families, Samoobrona (both blocked with PiS) and the 
Polish Peasant\'s Party (blocked with PO). In urban areas, 
the blocking effect will be minimal. In Szczecin, for 

instance, Lubinska\'s campaign manager pointedly asked poloff 
to ask Samoobrona\'s candidate, Mateusz Piskorski, to throw 
his support to Lubinska in a second round. Reflecting the 
fragile state of the ruling coalition, when we asked 

Piskorski whether he would do so, he shrugged his shoulders 
and said \"why should | do that?\" He said he would likelier 
vote for the United Left candidate, who is a well known and 
highly regarded local politician, and a former member of the 
SLD government. 


5. Comment: All eyes will be on Warsaw when the opposition 
and PiS will be poised to claim a \"historic victory.\" If 
Marcinkiewicz prevails, PiS will highlight PO\'s unexpected 
losses last year and failure to win the critical race this 

year. If Gronkiewicz-Waltz wins, PO will claim their victory 

is a rebuke of the Kaczynski government. End Comment. 
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E.O. 12958: DECL: 11/08/2026 

TAGS: PREL, KNDP, ECON, ETRD, RS 

SUBJECT: RUSSIAN DFM KISLYAK: BILATERAL RELATIONS UPDATE 


Classified By: Ambassador William J. Burns: 1.4 (b), (d). 


1. (C) Summary: In a November 8 meeting with the 
Ambassador, DFM Kislyak expressed concern over the potential 
impact of US congressional elections on WTO and bilateral 
nuclear cooperation. He argued again that US sanctions 
against Sukhoi were symbolic of the failings in bilateral 

relations -- deeply offending Putin, who would likely raise 

the topic with the President at APEC. Kislyak flagged a 
possible visit to Washington in early December to consult 

with U/S Joseph in advance of the next round of the Strategic 
Security Dialogue. He praised the inauguration of the Global 
Initiative to Combat Nuclear Terrorism, pushed for immunity 

in the Kuznetsov case, welcomed an Embassy Baghdad briefing 
on the Yousifiyah power plant, and urged closure on the 
Putin-Bush meeting time in Hanoi-- noting that DFM Denisov 
would represent the GOR at the APEC ministerial prior to FM 
Lavrov\'s November 18th arrival. Kislyak agreed it was time 

to revisit commitments to the International Science and 
Technology Center, and welcomed planning for the 200th 
anniversary celebration. Iran portion of conversation 

reported septel. End Summary 


2. (C) US-Russian Relations Post-Elections: Kislyak 
expressed concern that US-Russian relations would be \"held 
hostage\" to congressional elections, with ratification of key 
elements of the presidential checklist -- WTO and \"123\" -- 
subject to a more critical reception. Kislyak interpreted 

the language of the Iran Non-Proliferation Act amendments as 
a bellwether of congressional activism. The Ambassador 
responded that WTO would be a signal accomplishment, but 
agreed that it would face tough scrutiny. While a \"123\" 
agreement would provide Congress with a 90 day period to 
react, but no formal requirement to vote, the Ambassador 
stressed that Russian cooperation on North Korea and Iran 
would remain important factors in congressional 

deliberations. The Ambassador reminded Kislyak that prior to 
the mid-term elections, congressional skepticism towards 
Russia was acute: a strong case would need to be made on the 
merits of US-Russian cooperation. 


3. (C) Sukhoi: Launching into a lecture on the failure of 

the US to be a predictable partner in foreign affairs (citing 
shifting US budgetary support for CW destruction and CTR), 
Kislyak revisited GOR unhappiness over the US decision to 
impose sanctions against Sukhoi. The company that had done 
the most to advocate long-term cooperation with the United 
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States, he argued, had been singled out for punishment. 
Kislyak argued that an apology was in order, taking 
particular offense at the Federal Register language that 
labeled Russian firms overseen by Putin as proliferators. 
Noting that he had made the same points with U/S Joseph, 
Kislyak rejected US explanations that the Federal Register 
language mirrored the legislation, and repeated that it was 
unacceptable that an official US document labeled Russian 
parastatals as proliferators. The Sukhoi sanctions were 
symbolic of what was wrong in the relationship and 
constituted a personal offense to Putin, who would raise the 
issue with the President in Hanoi. The Ambassador responded 
that Kislyak\'s conversation with U/S Joseph had been a 
positive first step in reviewing the Sukhoi issue. The focus 
now needed to be on careful consultations on the facts and 
moving forward. 


4. (C) Possible Kislyak Visit Early December: Kislyak 

noted that he might add a Washington leg to an early December 
trip to Central America in order to consult with U/S Joseph 
prior to the next round of the Strategic Security Dialogue 
scheduled for Moscow before year\'s end. The Ambassador 
encouraged the visit, reminding Kislyak that the 15th 
anniversary of the Cooperative Threat Reduction agreement 
would give momentum to the Bratislava checklist, but also 
provide an opportunity to assess how best to move forward. 
He underscored that a Washington visit would not obviate the 
need for a follow-on session of the Strategic Security 
Dialogue in Moscow. 


5. (C) Global Initiative to Combat Nuclear Terrorism: 
Kislyak praised the inaugural session of the Global 

Initiative in Morocco, underscoring his appreciation for the 
work of U/S Joseph\'s team. With the next session in Turkey 
to be followed by a larger event in Astana, Kislyak noted 
that it did not take much GOR persuasion to win over 
President Nazarbayev to the merits of hosting the 
high-profile gathering. Some doubts were quietly expressed 
to the GOR by Turkey and Kazakhstan over the fact that the 
summits were exclusively in Muslim countries. Kislyak said 
he refuted the notion of a faith-based selection process. 


6. (C) Kuznetsov Immunity: Kislyak reiterated Lavrov\'s 
written request to the Secretary for a \"political and 


MOSCOW 00012402 002 OF 002 
extrajudicial\" determination of the case, arguing that 


regardless of the SYG\'s decision to waive immunity, the US 
made its own determination of immunity through the visa 
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process. The Ambassador noted that a written response to 
Lavrov\'s letter was forthcoming, but did not provide any 
grounds for optimism that the US would change its position. 


7. (C) Yousifiyah Power Plant: The Ambassador informed 
Kislyak that Embassy Baghdad had extended an offer to brief 
the Russian mission on the state of play at the facility, 

which was still the site of numerous and severe security 
incidents, and was awaiting a response. Kislyak said that he 
would send instructions for the Russian mission to set up the 
meeting, adding that it was not in the interest of either the 

US or Russia for the facility to be further damaged. 


8. (C) APEC/Putin-President Bilateral: Kislyak pushed for 
closure on the timing of the presidential bilateral in Hanoi, 
noting that Putin accords \"great importance\" to his meeting 
with the President, which meant that the rest of his schedule 
was in limbo. He clarified that First DFM Denisov would 
precede Lavrov to Hanoi and would represent the GOR at the 
ministerial. Lavrov arrives on the 18th and is available to 
meet the Secretary on the 18th or 19th, with his preference 
the 18th. 


9. (C) International Science and Technology Center (ISTC): 
The Ambassador flagged the upcoming visit of ISN DAS Semmel 
as an opportune time to address the status of the ISTC, 

noting declining US budgetary support for the center. 

Kislyak said that he had raised this issue with Rosatom 
Kiriyenko, who had asked for more time to come up to speed on 
the issue. The GOR valued the ISTC for the transparent rules 
and world standards that it propagated. Kislyak agreed in 
principle that the ISTC needed to adapt to new realities and 
conditions. 


10. (SBU) 200th Anniversary: Expressing appreciation for 
Putin\'s letter endorsing the official commemoration of 200 
years of diplomatic relations in 2007, the Ambassador said 
the Embassy would work closely with the MFA on the range of 
US-supported events that were under consideration. Kislyak 
said the MFA was committed to the project, and valued the 
public diplomacy dimension that it added to US-Russian 
relations. 

BURNS 
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E.O. 12958: DECL: 10/10/2016 
TAGS: MO 
SUBJECT: MOROCCAN APPROACH ON UNGA 3RD COMMITTEE 


REF: A. STATE 184178 AND PREVIOUS 
B. STATE 182099 (CUBA 2ND COMMITTEE) 
C. RABAT 2076 


Classified By: Classified by Craig Karp for reasons 1.4 
(b) and (d) 


1.(C) Due to limitations of availability, Polcounselor 

raised ref A demarche with MFA IO/UN Director (A/S 
equivalent) Nasser Bourita early November 9, highlighting the 
importance of a strong stand on human rights against these 
major violators. Bourita thanked us for the information 
received in addition to the original demarche. 


2. (C) Bourita stressed that Morocco and the U.S. had 
shared values on the matter of human rights. In response to 
our original demarche on country specific resolutions, the 
GOM was still considering its precise positions. It would 
base its final decision on the following criteria: 


--Morocco takes a principled stance in support of human 
rights; 


--Morocco has made progress domestically on this issue and 
will reflect this in its international stance; 


--The resolutions should avoid politicization of the issue; 


--It would review bilateral considerations, such as Burma\'s 
support for the Algerian resolution on Western Sahara in the 
4th committee. 


3. (C) Bourita said Morocco opposed procedural shenanigans in 
the UN and so did not look favorably on the No Action Motions 


4. (C) Bourita said Morocco similarly opposed the retaliatory 
resolutions. These countries should not be permitted to 
abuse the UN forum in this way. 
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5. (C) On Cuban resolution ref B/C Bourita explained that 
Morocco abstained. It supported the US position on Cuba, but 
did not believe 3rd committee issues should be raised in 2nd 
committee resolutions. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: DECL: 11/06/2016 
TAGS: MARR, PREL, PGOV, RO 
SUBJECT: AMBASSADORYS COURTESY CALL ON NEW DEFENSE MINISTER 


REF: A. BUCHAREST 01450 
B. BUCHAREST 01600 
C. BUCHAREST 01644 


Classified By: Political Counselor Ted Tanoue for reasons 1.4(b) and (d 


). 


1.(C) Ambassador paid a courtesy call on November 7 to new 
Defense Minister Sorin Frunzaverde, who replaced Teodor 
Antanasiu. Note: Atanasiu\'s relationship to a domestic 

spying scandal led to his suspension on September 12, and was 
followed by his resignation on October 25 (reftels). end 

note. Frunzaverde said that,from his previous position as 

the Director for International Affairs for the Democratic 

Party (PD), Frunzaverde was well aware of who are Romania\'s 
friends and what they have done. Romania would not be in 
NATO or in the EU without U.S. support. He assured the 
Ambassador that under his tenure, Romania would fulfill its 
multilateral obligations, especially in the Global War on 


Column 3 

Terrorism. Also that Romania would fulfill its commitments in 
Iraq and Afghanistan; a position that has President Basescu\'s 
full support. He noted that he had seen U.S.-Romania 

military cooperation first hand in Kandahar and was convinced 
that Romania must stand by the U.S. against the terrorists. 
\"You will have an ally,\" he emphasized. He added that the 
comments made by the previous defense minister about a 
possible withdrawal from Iraq by Romania were regrettable and 
a \"stupid mistake.\" 


2. (C) In terms of his policy priorities, Frunzaverde 

indicated that he had several major projects, including 
procurement programs that would have affect the three 
services (army, navy and air force) that he planned to raise 
with the Finance Minister next week. He hoped to share more 
information on these projects in the days ahead. He 
underscored that the U.S. would be an important partner in 
these programs. Frunzaverde made a particular appeal for an 
F-16 program for Romania, and looked forward to working 
closely with the U.S. on this system. He added that Romania 
would also want to take part in the JSF program. 


3. (C) Regarding the interplay of political forces, 
Frunzaverde noted that Romania and the U.S. have a solid 
partnership and he will keep it as it is. He considered 
(without elaboration) that perhaps Romania may need to take 
more steps in strengthening the partnership. Frunzaverde 
noted that \"America, not Germany and not France,\" was vital 
to Romania\'s future. Finally Frunzaverde expressed strong 
interest in a trip to Washington at the earliest possibility. 
Frunzaverde\'s aide Brigadier General Viorel Angelescu said, 
if possible, a formal invitation from Washington for an 

official visit would be much appreciated. 


4.(C) Comment: Frunzaverde is a substantial and energetic 
improvement over his predecessor. When asked whether he 
would be empowered to negotiate and sign the Implementing 
Arrangements on U.S. Forces in Romania for example, 
Frunzaverde said he would check on this. Not only has 
Frunzaverde hit the ground running, and has made clear his 
intention to keep the U.S.-Romanian defense partnership 
strong, but he also wants to strengthen the partnership. He 
appears to recognize the limitations in some of what he would 
like for Romania, such as the need to build Romania\'s 
capacity to manage complex system like the F-16, before 
acquisition. He will continue to press to bring Romania\'s 
military into the 21st century as quickly as possible. We 

will need to continue to manage some of the more ambitious 
components of the U.S.-Romanian partnership through 
substantial and meaningful training opportunities and 
broadening the range of programs for building Romania\'s 
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defense capacity. End Comment. 
Taubman 
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E.O. 12958: DECL: 11/08/2016 
TAGS: PGOV, SF 
SUBJECT: REACTION TO BOTHA\'S DEATH SUBDUED 


Classified By: Political Counselor Raymond L. Brown. Reasons 1.4(b) an 
d (d). 


1. (U) Official South African Government responses to the 31 
October death of former South African President P.W. Botha -- 
whose temper, ruthlessness, and overbearing leadership style 
earned him the nickname the \"Big Crocodile\" -- have been 
overwhelmingly magnanimous, illustrating how far South Africa 
has come in terms of reconciliation and race relations. In 

his weekly ANC column, President Mbeki said the Government 
and the ANC had decided to honor all leaders equally, 
including architects of apartheid, because of a commitment to 
national reconciliation. He also added that South Africa 

needs \"unqualified respect for the principle and practice of 
forgiveness.\" Mbeki even attended Botha\'s funeral on 08 
November. Former President Nelson Mandela, who was 
imprisoned during Botha\'s entire tenure, said that Botha\'s 
death should remind South Africans of their \"horribly divided 
past,\" but also that they should remember Botha for the steps 
he took to pave the way toward eventual peacefully negotiated 
settlement in the country. Even Reverend Frank Chikane, who 
narrowly escaped death in 1989 when his clothes were laced 
with pesticides by the apartheid regime, rushed to Botha\'s 
house to pay the Government\'s condolences soon after his 
death. 
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2. (SBU) Not everyone, however, has been as willing to 

forgive and forget. COSATU, for example, rejected Government 
statements crediting Botha with taking steps to transform 

South Africa into a democracy, instead labeling Botha \"a 

brutal dictator who would be remembered with disgust and 
hatred.\" (NOTE: Botha created separate parliamentary 
chambers for Indians and coloreds (1982), but never included 
blacks. He also lifted restrictions on interracial sex and 
marriage. END NOTE.) The Pan-African Congress said that 
flying the flag at half-mast and the state\'s offer of a state 

funeral -- which Botha\'s family declined -- was \"an insult to 
African people.\" The Young Communist League pointed out that 
the \"racist\" Botha \"dehumanized a majority of the black South 
Africans\" and \"destabilized Southern Africa.\" One 
demonstrator at the funeral told SaFM radio that she hoped 

Both would be met \"on the other side\" by murdered ANC leader 
Chris Hani \"with a pitchfork\" and Steve Biko, the Black Power 
proponent who died in police custody, \"with a shovel.\" 


3. (C) Though Government figures clearly have given Botha 
more credit than he deserves for South Africa\'s democratic 
transition, there has been no debate about what Botha 
represented. No one has publicly defended his policies or 
brutality. Coming closest were remarks from Koos van der 
Merwe, the Inkatha Freedom Party chief whip, who questioned 
why Botha should have apologized for doing what he so 
strongly believed in. Van der Merwe was referring to Botha\'s 
steadfast refusal to appear before the Truth and 

Reconciliation Commission, believing he had nothing to repent. 


4. (C) While many blacks are outraged by the Government\'s 
generous response, whites have been pleased and surprised, 
which has garnered Mbeki political goodwill from the white 
community, according to Ivor Jenkins, Deputy Director of the 
Institute of Democracy in South Africa. Jenkins also 

believes that Mbeki\'s reaction was a conscious decision to 
reach out to the Afrikaaner community and may reflect his 
desire to shape his legacy (perhaps adding conciliator to his 
attributes) during his last two years in office. 


5.(C) COMMENT: Reactions to Botha\'s death have been more 
muted than one would have expected and signify Botha\'s 
irrelevance to today\'s South Africa. They also show that the 
country\'s wounds, while perhaps not completely healed, are 
closing and that South Africans are coming to terms with 

their brutal history. Most telling was Botha\'s funeral, 

attended mostly by elderly whites, which was briefly marred 

not by large political protests or celebrations, but rather 

by the arrest of two men who stole someone\'s cell phone. END 
COMMENT. 

BOST 
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SIPDIS 
DEPT FOR EUR/SE, USNATO FOR KEMP 


E.O. 12958: DECL: 11/09/2016 

TAGS: PREL, MOPS, TU, GR 

SUBJECT: TURKEY/GREECE: SOLDIERS TAKE THE LEAD IN 
IMPROVING AEGEAN RELATIONS 


REF: A. A) IIR 6 898 0376 06 
B. B) IIR 6 837 0020 07 
Classified By: A/DCM Dan Sreebny, reasons 1.4 (b and d) 


1. (C) Summary: The November 1-4 visit to Athens by 
Turkey\'s Chief of General Staff (CHOD) Gen. Yasar Buyukanit, 
the first such visit in at least 32 years, is the most 
high-profile of recent firsts in Turkish-Greek military 
cooperation. Buyukanit reportedly discussed extending Aegean 
confidence building measures and the creation of new combined 
Turkish-Greek operational units under NATO. Following the 
visit, Turkish and Greek air force units participated in a 
November 6-10 disaster relief exercise in Ankara. Coast 
Guard chiefs of both countries will also meet in the next few 
weeks. The high-profile military exchanges come at a time 
when bilateral political relations remain stalled over EU 
accession, Cyprus, and disputes over the Halki Seminary and 
the Muslim minority in Thrace. End Summary. 
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The Turkish CHOD\'s \"Friendship Attack\" 


2.(C) Gen. Buyukanit\'s three-day visit to Athens, in which 

he met with his counterpart, Greek CHOD Admiral Panayiotis 
Chinofotis as well as Defense Minister Evangelos Meimarakis, 
reciprocated Chinfotis\' first ever Greek chief of staff visit 

to Ankara on July 27-28. Buyukanit had previously visited 
Greece in 2005, the first Chief of Turkish Land Forces to do 
so, a point underscored in laudatory Ankara press accounts of 
this latest trip, which portrayed a confident and exuberant 
commander-in-chief quoting Ataturk and praising Greek 
hospitality. The Turkish press reported positive 

atmospherics, describing the landmark visit a \"friendship 
attack\" on the Greek capital. 


3. (U) The TGS released a statement listing the topics 
discussed in Athens, including: 


-- evaluation and expansion of already agreed to confidence 
building measures in the Aegean; 


-- creation of a new, joint committee at the Chief of Defense 
level for the Balkan states which would meet periodically \"to 
promote regional security and discuss military issues.\" The 
first meeting is expected to take place in Thessaloniki in 
early 2007. 


-- creation of joint Turkish-Greek operational unit within 
NATO to participate in peacekeeping operations; 


-- creation of a Turkish-Greek army unit to participate in 
NATO Response Force (NRF) operations as needed; 


-- exchange of personnel in NATO deployed naval units; 


-- creation of a combined disaster relief/humanitarian aid 
task force; 


-- exchange of working visits for armed services commanders; 


-- exchange visits among personnel serving in Turkish-Greek 
border units in Thrace; 


-- illegal immigration; and 


-- regional security issues related to the Middle East, and 
Iraq. 


Low-Key Spin in Ankara 


Column 3 


4. (C) Ankara officials have treated the visit in a low-key 
manner. The MFA Northeast Mediterranean affairs office 
downplayed the significance of the meetings, painting them as 
the next incremental step in a gradual process of improvement 
in Turkish-Greek ties that began as far back as 1999, after 

the arrest of PKK terrorist leader Abdullah Ocalan and 
reciprocal humanitarian support following severe earthquakes 
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in both countries. Buyukanit\'s trip is not likely to hasten 
scheduling of the visit to Athens later this year by FM Gul, 
whose potential visit would be in keeping with an agreement 
to have foreign ministers visit the other country in 

alternate years. 


5. (C) One MFA official familiar with Aegean issues told us 
he was optimistic that renewed discussion of confidence 
building measures would decrease chances for accidents 
involving military vessels and aircraft in disputed waters 

and air space. An incdent in May 2006 involving F-16s from 
both countries operating in close contact resulted ina 

mid-air collision and the death of the Greek pilot. 
\"Dogfights\" between Turkish and Greek aircraft and close 
encounters between both nations\' naval vessels operating in 
the Aegean continue. As recently as late October, we viewed 
video footage reportedly taken by a sailor from the deck of a 
Greek frigate showing a Turkish F-4 approaching the ship\'s 
bow head on and passing very close down the ship\'s port side 
approximately 15 feet above the water. 


6. (C) On the creation of joint Turkish-Greek units under a 
NATO framework for peace-keeping or for the NATO Response 
Force (NRF), an MFA official with responsibility for NATO 
issues was at a loss to describe to us anything about the 
proposals. As of November 8, he had not yet seen the 

official report of the talks from TGS. 


7. (C) Ankara observers outside of government point out that 
Buyukanit\'s visit did nothing to address the underlying land 

and sea border dispute issues in the Aegean. Well-known 
academic on Turkey-Greece relations Huseyin Bagci commented 
privately to us that Bukuyanit had little choice but to go to 

Athens after Adm. Chinofotis\' visit to Ankara. Nevertheless, 

the visit did push the ball forward, and was the kind of 

visit that only a senior military officer of Bukuykanit\'s 

stature could pull off because the Turkish public has far 

more trust in the military than it does in its civilian 
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political leadership not to sell short Turkey\'s interests, he 

said. Bilkent Professor Hasan Unal, another knowledgeable 
Aegean commentator, suggested to us that reported proposals 
for the formation of joint military units under a NATO 

umbrella were the most significant result of the visit. 


Disaster Relief Exercise and Coast Guard Chiefs Meeting 


8. (C) Turkey and Greece Air Force elements conducted their 
first ever joint natural disaster relief exercise November 

6-10 in Ankara. The Greek contribution to the exercise 
consists of 15 Air Force personnel. A bilateral search and 
rescue exercise to be held in the Aegean with navy and air 
force units from both countries, proposed for the same dates 
(ref a) did not materialize. Greek Coast Guard Chief Vice 
Admiral Elias Sionides accepted an invitation from his 
Turkish counterpart, Rear Admiral Can Erenoglu, and the two 
are expected to meet for the first time in a matter of weeks 

to discuss coordination on search and rescue operations in 
the Aegean and the issue of human trafficking (ref b). 


Comment 


9. (C) Buyukanit\'s visit to Athens stands in stark contrast 

to the inability of the political leadership on either side 

of the Aegean to close on the long sought visit of Greek PM 
Karamanlis to Turkey. Aegean confidence building measures 
can only help reduce the likelihood of fatal encounters 

there. We are less optimistic that the joint military units 

will be easily organized, but the fact that the two sides can 
consider such cooperation is encouraging. Buyukanit is doing 
well to support his western flank as Turkey faces increasing 
challenges to the east. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SIPDIS 
STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/IAA 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, Cl 
SUBJECT: MEDIA REACTION: REPUBLICAN ELECTION LOSS 


On November 11, conservative, influential newspaper-of-record \"EI 
Mercurio\" (circ. 129,000) ran an editorial entitled \"Bush Defeated.\" 
Quote: 


\"President Bush and the Republic Party have suffered a significant 
defeat. The outcome...is attributed to an array of elements that 

over the past year have hurt the popularity of the Republican 
administration. One of them was the disaffection of the Hispanic 
vote over the fence along the border with Mexico.... Another was 

the management of the conduct of the war in Iraq, perceived by many 
as inept and short-sighted.... The U.S. election extends beyond the 
country. Few believe there will be a radical change in domestic or 
international policy...or an immediate withdrawal of troops from 

Iraq. The necessary negotiations between Republicans and Democrats 
could cause a lack of initiative in U.S. policy, with the subsequent 
cost for the rest of the world.\" 


On November 8, conservative, afternoon \"La Segunda\" (circ. 33,000) 
ran an editorial entitled \"Iraq and the Hispanic Vote in this 

election. 

\"There is no doubt that the key of the election results was the 
growing opposition to the way the White House has managed the 
occupation in Iraq. There is the feeling that it will turn into a 

blind alley similar to what happened with Vietnam, and which left an 
open would among Americans.... Another key element was the Hispanic 
vote that turned strongly in favor of the Democrats.... As for 

Chile, the large issues in its relations with the United States have 
been resolved.... Our diplomacy, however, should increase its 
contacts with the U.S. Congress to forestall protectionist 

attitudes, because Democrats are more prone to this.... However, a 
House ruled by the Democrats is ideologically more consistent with 
the Concertacion, and President Bachelet is more in tune with the 
new speaker of the House, Nancy Pelosi.\" 


On November 9, conservative, independent \"La Tercera\" (circ. 
101,000) ran an editorial entitled \"The US Election and the War in 
Iraq.\" Quote: 


\"By removing Secretary Rumsfeld, President Bush...has shown 
political skill, because the former was becoming a burden for his 
administration.... It is also clear that voters expect a change in 
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Iraq beyond the change of the Secretary...and that the results 
should force Washington to reconsider its strategy.... Tuesday\'s 
election could be the prelude of a Democratic Party victory for the 
2008 presidential election. This creates some uncertainty regarding 
Iraq, because Tuesday\'s election was more a rejection of Bush than a 
reflection of support for the Democrats who, beyond harshly 
criticizing Bush, have not presented concrete alternative 
proposals.... The Republican electoral defeat therefore has 
confirmed that voters are not satisfied with the war in lraq 
but...creates uncertainty on the future strategy of the United 

States in this conflict.\" 


On November 9, government-owned, editorially independent \"La 
Nacion\", (circ. 4,200) ran an editorial entitled, \"The Decline of 

the Hawks.\" Quote: 

\"Donald Rumsfeld\'s exit from the Pentagon marks the beginning of the 
fall of the hawks that, for six years, have occupied the main 

offices of the U.S. government. Not only the Democrats in the U.S. 
can breath today more easily. In the world there is also a sense of 
relief.... Bush and his ideologues had gone too far. The rampant 
arrogance installed in the White House did not leave anyone 
indifferent; international organizations have suffered once and 
again.... The \'war on terrorism\' was a blanket to cover the 
installation of fanatics to lead the world\'s main democracy.... 

Bush has trampled over the dignity of millions of men and women and 
Rumsfeld and Wolfowitz have joined McCarthy and McNamara in the 
gallery of shame.... Thanks to the voters who realized that it was 
about time to restore decency in 1600 Pennsylvania Avenue.\" 


KELLY 
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LONDON AND PARIS FOR NEA WATCHER 


E.O. 12958: N/A 

TAGS: EFIN, KCRM, KTFN, TS 

SUBJECT: TUNISIA - INTERNATIONAL NARCOTICS CONTROL STRATEGY 
REPORT PART II, FINANCIAL CRIMES AND MONEY LAUNDERING 


REF: STATE 157136 


1. (U) Tunisia is not considered an important regional 
financial center due in large part to the very strict control 
exercised by the Central Bank over financial transactions, 
particularly those involving foreign currency. There is no 
discernible money laundering activity reported to be 
occurring in Tunisia. Since 2003, Tunisia has taken 
important steps to create a legal framework for the 
monitoring, investigation and prosecution of money laundering 
and financial crimes. By creating an interagency Financial 
Analysis Commission headed by the Central Bank Governor, 
Tunisia has also established effective oversight and 
coordination capabilities. 


2. (U) In December 2003, the Tunisian Parliament passed Law 
No. 2003-75, a comprehensive counterterrorism and anti-money 
laundering law, to support international counterterrorism 
efforts and to establish more severe sentences for 
individuals convicted of terrorist acts. This law makes it a 
crime to provide financial assistance or any other type of 
support to terrorist activities, and provides for the 

freezing of assets. Those suspected of violating the law can 
be exempted from charges, however, if they report a planned 
terrorist action to authorities. Money laundering is 
punishable where false information is proffered relating to 
the illicit origin of property or income arising directly or 
indirectly from an offense. Money laundering is also defined 
as investing, depositing, transferring or safekeeping of 
property or income resulting from an offense. The law does 
not delineate specific crimes; rather it broadly states that 
money laundering related to \"a crime or infraction\" is 

illegal. Tunisia\'s 1992 law (Law No. 1992-52) against 
narcotics trafficking also includes provisions that 

contribute to combating money laundering. Under Articles 2 
and 30 of Law No. 1992-52, anyone aiding in narcotics 
operations or the transfer of proceeds in connection with 
these operations, including financial institutions, can be 
prosecuted. 


Column 3 


3. (U) The Tunisian penal code also allows for the 
sequestering, confiscating, or seizure of assets and property 
in certain situations, including narcotics trafficking and 
terrorist activities. The definition of \"assets\" is broad 

and covers any number of financial or physical assets. 
Financial assets are traced by the Central Bank and Financial 
Analysis Commission, each of which has broad powers for 
investigating and seizing financial assets. Following an 

initial freeze of assets, authorities have four days to 

present additional supporting evidence before the assets must 
be released. At any time, the reviewing magistrate can 
release frozen assets if he/she determines the evidence does 
not support such measures. Tunisia has no legal provisions 
for sharing seized criminal assets with other governments. 
The Financial Analysis Commission reports that it has never 
had to freeze assets in response to money-laundering or 
terrorist finance accusations. 


4. (U) In 2003, Tunisia created an interagency Financial 
Analysis Commission that includes representatives from the 
Central Bank, Ministry of Finance, Ministry of Interior, 
Customs and the judiciary. The Central Bank Governor acts as 
head of the commission, which has both an investigatory and 
advisory role in combating money laundering and terrorist 
financing. The Financial Analysis Commission has oversight 
functions for banks, non-banking financial institutions such 
as stock brokerages, insurance companies and casinos, 
intermediaries such as lawyers as well as non-governmental 
organizations. Under Law 2003-75 all institutions or 
intermediaries must report any suspicious, or unusual, 
transactions to the Tunisian Financial Analysis Commission 
and freeze related accounts. Financial institutions are also 
required to report all transactions above 5,000 dinars (3,780 
USD). Law 2003-75 also imposes obligations on all financial 
institutions to gather full identifying information for 

personal and business accounts. Additionally, all 
bookkeeping, accounting, and supporting documentation, in 
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both paper and electronic form, must be maintained for 10 
years. In April 2006, the Financial Analysis Commission 
issued a directive ordering all Tunisian banks to designate a 
compliance officer, who will correspond directly with the 
Financial Analysis Commission. Banks report regularly 
receiving the U.S. Government and United Nations 1267 
Sanctions Committee freeze lists from the Central Bank. 


5. (U) The Central Bank retains strict control over foreign 
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currency operations due to the general non-convertability of 
the Tunisian dinar. The export of Tunisian dinars, by either 
residents or non-residents, is strictly prohibited. Bearer 
financial instruments or shares are strictly prohibited (Act 
No. 35 of 2000). Only certain categories of individuals and 
businesses are allowed to open foreign currency or 
convertible dinar accounts and all of these accounts are 
monitored by the Central Bank. There are no \"secret\" or 
numbered accounts allowed in Tunisia. 


6. (U) Although all fund transfers must go through formal 
banking institutions or the National Post Office, these 
restrictions and currency exchange controls may encourage 
underground methods of moving money or transferring value in 
and out of the country. Remittances from abroad are a major 
source of hard currency, though there is no evidence of an 
organized alternative transfer system such as hawala. A 
significant black market in consumer goods does exist in the 
country but is not believed to be funded by illicit proceeds. 
Residents are generally prohibited from holding or exporting 
foreign currency except for certain purposes such as travel 

or business and are limited in the value of foreign currency. 
Non-residents entering Tunisia with foreign currency or 

other instruments are required to declare the total amount if 
they wish to re-export a portion (not exceeding 1,000 dinars 

or approximately 755 USD) or deposit any of the money ina 
Tunisian bank. Non-residents do not need to declare currency 
exports under 1,000 dinars. Customs may at any time require 
declarations for gold or securities. 


7. (U) All offshore financial institutions are held to the 

same regulatory standards as onshore financial institutions. 
Offshore financial institutions undergo the same due 
diligence process as onshore banks and are licensed only 
after the Central Bank investigates their references and the 
Ministry of Finance approves their application. Anonymous 
directors are not allowed. Tunisia currently has eight 
offshore banks and a considerable number of offshore 
international business companies. Offshore international 
business companies are subject to all regulatory 
requirements, except for tax requirements and currency 
convertability restrictions. There are five casinos in 
Tunisia. Although Tunisians are not legally permitted to use 
them, in practice Tunisians are able to circumvent this 
restriction. 


8. (U) Tunisia has two free trade zones, in Bizerte and 
Zarzis, with a limited number of companies manufacturing 
products for export. There are no offshore financial 
institutions located in either free trade zone. There have 
been no reports of trade-based money laundering or terrorist 
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financing activities using either free trade zone. 

Government customs officials are present on site at the free 

trade zones and at qualifying companies to supervise export 

activities. Prior to opening a business in one of the two 

free trade zones, the company must conclude a contract with 
the free trade zone authority outlining project details, but 

are not required to produce a company history. 


9. (U) Tunisia is a founding member of the Bahrain-based 
Middle East North Africa Financial Action Task Force 
(MENAFATF), approved in November 2004. Tunisia is a party to 
both the 1988 UN Drug Convention and the 1999 UN 
International Convention for the Suppression of Financing of 
Terrorism. Tunisia has signed and ratified the UN Convention 
against Transnational Organized Crime. Tunisia signed the UN 
Convention Against Corruption in 2004, but has not yet 

ratified the agreement. Tunisia has bilateral agreements on 
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\"criminal matters\" with 29 countries and is party to 12 
international agreements on counterterrorism. 
BALLARD 
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Classified By: Acting DCM Josiah Rosenblatt, 1.4 (b/d). 


1. (C) SUMMARY AND COMMENT: Senior UFC member Eric 
Amerding on November 8 said that he had discussed Togo with 
EU Commission members on November 7, in response to an EU 
request for UFC views on developments in Togo. Amerding told 
the EU representatives that the Faure regime was not acting 

in good faith with respect to the August 20 Global Political 
Agreement, particularly with respect to the CENI and the 
follow-up committee. UFC leader Gilchrist Olympio confirmed 

to us that he will represent the UFC and attend the November 

13 meeting. Amerding indicated that the UFC would focus on 
the June 24, 2007, legislative elections in an effort to 

ensure that they are free and fair, noting the Faure regime\'s 
failure to pursue EU elections assistance in a timely manner 

and to present a calendar of steps leading to the elections. 
Amerding expressed concerns about China\'s growing presence in 
Africa and how China could provide a tempting but possibly 
unsavory alternative to Western support for the elections. 

He criticized France for backing Faure and showing little 

interest in the opposition\'s concerns, with other Europeans 
following France\'s lead. Amerding worried that the Faure 
regime would continue to try to manipulate and chip away at 

the August 20 Agreement while trying to present a plausibly 
acceptable image to the outside world. He requested that the 
U.S. remain firmly engaged in Togo and do its best to 

pressure Faure to meet his obligations under the agreement. 
Despite Amerding\'s detailed explanation of the state of play 

and UFC thinking, he gave the impression that the Olympio 
camp is still focusing more on process-like issues than in 

finding a way to become actively engaged. END SUMMARY AND 
COMMENT. 


DISCUSSION AT THE EU 


2. (C) Senior UFC member Eric Amerding, one of UFC leader 
Gilchrist Olympio\'s closest associates, meet with Assistant 
Africa Watcher November 8, following Amerding\'s request for a 
meeting. He began by describing his November 7 discussions 
in Brussels with EU Commission officials Lopez Branco and 
Bruno Gatta, who work for Louis Michel, European Commissioner 
for Development and Humanitarian Aid. Amerding explained 
that Michel\'s office had invited him to go to Brussels. 

Michel had just sent a team to Togo to check progress on the 
election planning and other matters related to the 

transition. Amerding said that the team had returned to 
Brussels, was not happy with what it saw in Togo, and had 
invited the UFC to send Amerding to Brussels to provide the 
UFC assessment of developments. 
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FAURE REGIME NOT ACTING IN GOOD FAITH 


3. (C) Amerding told the EU officials that the Faure regime 
was not acting in good faith in implementing the August 20 
Global Political Agreement (the \"Agreement\"). He emphasized 
two cases. First, the GOT had rejected a UFC proposal to 
name a UFC person or other opposition figure as head of the 
CENI. Amerding said this was very important because election 
commission chiefs in the past (1998, 2003, 2005) had issued 
results ordered by the presidency, not the \"real\" results of 
elections in those years. Amerding told the EU officials 

that having a Faure crony as head of the CENI would be a 
mistake, giving the GOT leverage over the commission that it 
had exploited in the past. 


4. (C) The second point Amerding raised in Brussels was the 
\"comite de suivi,\" the follow-up committee (the \"Committee\") 
to be formed after the signing of the Agreement that would 
oversee its implementation. Amerding described the Faure 
regime\'s efforts to complicate UFC participation. According 

to him, Burkina Faso President Compaore, as head of the 
Committee, had in the last week of October prepared letters 

to all committee participants. These letters were 

hand-carried by a Compaore aide to Lome and given to the GOT 
to distribute. The letters said that the six participant 

groups were each to name a Committee member and 
vice-member/alternate by November 6. Amerding said that all 
of the letters were delivered except the one addressed to the 
UFC. The UFC found out about the contents of the letter from 
the CDPA party. Amerding said he had no doubt that the GOT 
had deliberately failed to deliver the letter in order to 

complicate UFC action. However, the UFC was able to meet the 
November 6 deadline and had faxed its response to President 
Compaore. 


PARIS 00007335 002 OF 003 


5. (C) The UFC named Gilchrist Olympio as its Committee 
member and G. Latevi Lawson as his alternate. Amerding said 
that he was not sure Olympio would accept the position or 
travel to Ouagadougou for the November 13 meeting. He had 
been considering a trip to Lome on November 15, during which 
he planned to meet with his followers but did not plan to 

meet with the GOT. (NOTE: Olympio contacted us later on 
November 8 and said that he would represent the UFC on the 
Committee and would attend the November 13 meeting in 
Ouagadougou. END NOTE.) 
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LITTLE TRUST IN FAURE 


6. (C) More generally, Amerding predicted that Faure would 
continue to chip away at the Agreement, cutting corners here 
and there, always probing to see what he could get away with. 
Meanwhile, he would continue to give the impression of being 
more open and modern than his father, and in this way meet 
the minimal demands of the international community. 


NO SHORT-TERM UFC STRATEGY 


7. (C) When asked what the UFC and other opposition 
elements intended to do in the short term and whether there 
were other battles looming, Amerding had no ready answer. He 
indicated that UFC and opposition attention would now shift 

to the June 24, 2007, legislative elections. It was 

important that each and every step of the elections process 

be transparent, fair, and open to outside scrutiny. He had 

no doubt the GOT would put up obstacles wherever it could. 


8. (C) The Faure regime was already showing its 
shortcomings. Amerding noted the failure of the GOT to 
announce an election calendar that would show the steps 
leading to the June 24 vote. All of these steps were 
important -- taking an accurate census, registering voters, 
organizing polling stations, printing ballots, registering 
candidates, and the many other activities necessary for 
holding fair elections. So far, there was no evidence the 
Faure regime had done any of these things or was even 
thinking about such tasks. 


9. (C) Another problem was outside support for the 
elections. Amerding said that the EU generally required 
eight months of lead time to organize its participation in 
elections, particularly with respect to funding issues. 
Amerding said the GOT had so far done nothing to seek EU 
support, with time running short. Amerding said that Olympio 
had recently written to the EU and Compaore alerting them to 
this problem. \"Once again, Olympio is doing the work of the 
GOT,\" Amerding lamented. 


QUALMS ABOUT CHINA 


10. (C) At this point, Amerding expressed unease about 
China\'s increasing presence in Africa. He said that China\'s 
\"no strings attached\" policies and general indifference to 
human rights, good governance, and similar issues were 
potentially quite appealing to leaders like Faure, who might 
find in China a generous partner that did not make life 
difficult over issues like human rights. \"They appeal to the 
worst instincts of some of Africa\'s leaders,\" he commented. 
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Amerding said that, while perhaps unlikely, it was possible 

that China could provide assistance to Togo (either general 
funding or funds earmarked for elections support) that Faure 
could use to finance the elections. If so, Faure would then 

not need EU or Western support (and would avoid the oversight 
that would come with it). Amerding said that China had a 

quite visible presence in Togo and that the Chinese community 
there was becoming a factor in the economy, at all levels. 


11. (C) To illustrate changing PRC attitudes, Amerding said 
that China had some years previously financed a sports 
stadium project in Lome. Originally, the GOT was supposed to 
provide 25 percent of the funding. Initially, when the GOT 
failed to follow through, the Chinese stopped work on the 
facility, with the project left dormant. Not long ago, the 
Chinese said they would resume the project even without the 
GOT\'s contribution, thus \"forgiving\" the obligation. 

Amerding said the project was completed with the facility now 
in use. 


LITTLE FAITH IN EUROPEANS 
12. (C) Amerding said that France had \"chosen to go with 
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Faure\" and was not much interested in the concerns the 
opposition had been raising. One problem was that the other 
Europeans seemed to take their lead from France, in 
Amerding\'s view. He mentioned especially Germany and 
Finland, and noted that the UK was not interested in Togo. 

For most Europeans, the Togo issue was restricted to the EU\'s 
engagement. 


U.S. NEEDS TO MAINTAIN ITS ENGAGEMENT 


13. (C) For all of these reasons, Amerding said that the 

U.S. role was becoming more important, and he urged a 
continued strong U.S. engagement in order to keep the Faure 
regime on track and to keep Togo moving in a positive 
direction. We repeated the U.S. goal of promoting democracy 
in Togo and our intention to remain engaged with the 
opposition, as demonstrated by Ambassador Dunn\'s extensive 
consultation with Olympio, Amerding, and Lawson during his 
recent visit to Paris (reftel). We suggested also that 

despite recent setbacks, the UFC should continue to seek a 
way to play a constructive role in Togo\'s transition. 


FRANCOIS BOKO 
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14. (C) Inclosing, Amerding discussed briefly Francois 

Boko, Togo\'s former Interior Minister who had to leave Togo 

for exile in France after he called for the postponement of 

the April 2005 presidential elections. Amerding said that 

Boko and Olympio had not had direct contact, one reason being 
Boko\'s unwillingness to be viewed as a member of Olympio\'s 
camp. Amerding said that the other reason was one understood 
by both Boko and Olympio -- everyone knew that Boko was privy 
to much sensitive information during his tenure as Interior 
Minister. If he were seen in close contact with Olympio, the 
GOT would come to believe that Olympio would then be privy to 
Boko\'s secrets. In Amerding\'s view, Boko and Olympio had 
decided to maintain a certain distance for that reason, in 
addition to Boko\'s own desire not to be viewed as an 

associate of Olympio. 


COMMENT 


15. (C) Amerding gave a good accounting of UFC thinking and 
its concerns. However, he continued to give the impression 
that the UFC is still preoccupied with process-related 

matters -- for example, Faure\'s failure to deliver Compaore\'s 
letter and the problems this caused -- rather than thinking 

of a way for the UFC to become actively and productively 
engaged. END COMMENT. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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E.O. 12958: DECL: 11/08/2016 
TAGS: PGOV, PREL, PTER, SY 
SUBJECT: FM MUALLEM TO VISIT IRAQ? 


Classified By: CDA Michael H. Corbin for reasons 1.5 b/d 


1. (C) Though we have heard conflicting reports from our 
Syrian interlocutors, those purporting to be speaking on 
behalf of the regime insist Syrian Foreign Minister Walid 
Muallem will visit Iraq next week, on or about November 12. 
Hashem Akkad, MP and Asif Shawkat intimate, told us as of 
November 8 the SARG was going ahead with plans to send 
Muallem to Iraq unless the USG had the Iraqis stop the visit. 
Akkad had previously categorized the trip as a last effort 

to see whether it was possible for the SARG to work with the 
Maliki government. According to Akkad, there is deep anger 
within the regime with PM Maliki for what regime members view 
as his unduly critical remarks towards the SARG. 
Nevertheless, there is an understanding within the SARG that 
better relations with the GOI were necessary, so the regime 
is willing to test the waters one more time. 


2. (C) Ironically, the SARG anger towards the GOI is exactly 
why there is so much skepticism in Damascus on whether the 
trip will actually occur. As many reminded us this week, 

Maliki specifically, but others also in power today in 

Baghdad, had spent a long period of exile in Damascus. The 
regime feels betrayed and believes that Maliki had repaid 

their hospitality with hostility. One contact compared the 

news stories of SARG officials visiting Iraq to what used to 
happen with Arafat. The SARG,s disdain for Arafat was a 
consistent roadblock for a visit despite Arafat being rumored 
or even scheduled to visit many times, only to be canceled at 
the last minute. Sakher Altoun, a leading Damascene 
businessman, commented to us that he recently discussed the 
proposed Iraq visit with Moallem and based off of that 
conversation he was convinced Muallem himself was conflicted 
on whether to carry through with the trip. 


3. (C) Comment. Even though conventional wisdom in Damascus 
expects Muallem,s trip to be cancelled at the last minute, 

our contacts who believe the regime wants to reengage the US 
remain adamant that the SARG will go through with the trip, 
unless the lraqis veto it. These interlocutors, optimism 

seems to be based on their belief that the SARG would like to 
make a positive public gesture towards the West following the 
recent string of European visitors. Still, even if Muallem 


Column 3 

does travel to Iraq, the real significance of the visit will 
be based on its results. 

CORBIN 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PREL, MARR, CG, UG, SU 

SUBJECT: SUDAN/UGANDA/CONGO: LRA PEACE TALKS RECESS, 
COMBATANTS FAIL TO RETURN TO ASSEMBLY AREAS 


REF: KHARTOUM 02609 
Classified By: P/E Chief E. Whitaker, Reason: Section 1.4 (b) and (d) 


1. (C) Summary: Peace talks between the Government of Uganda 
(GOU) and the rebel Lord\'s Resistance Army (LRA) recessed 
November 8 after the parties failed to reach agreement on a 
lengthy protocol addressing \"root causes\" of the 20-year LRA 
insurgency. LRA combatants missed a November 8 deadline for 
assembly on the Sudan/Uganda border, but the Uganda People\'s 
Defense Forces (UPDF) also failed to withdraw from areas near 
the designated assembly point. UN Under Secretary General 

Jan Egeland is apparently ready to meet LRA chief Joseph Kony 
at the Sudan-DRC border if the LRA agrees to release a number 
of women and children to his custody. The Sudan People\'s 
Liberation Army (SPLA) is attempting to quell LRA-style 

attacks south and east of Juba, and believes the Ugandan 

rebel group is not responsible for the most recent incidents. 

End Summary. 


2. (C) Government of Southern Sudan (GoSS) Vice President 
Riek Machar, mediating the GOU-LRA talks, has been pushing 
hard for an agreement on ways to address the \"root causes\" of 
the LRA conflict since the renewal of the Cessation of 
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Hostilities Agreement on November 1. LRA delegates, 
according to several sources at the talks, balked at reaching 

a final accord on \"root causes,\" and sought time to consult 
with Joseph Kony and other LRA leaders at Ri-Kwangba on the 
Sudan-DRC border. GOU negotiators, who had firmly rebuffed 
the LRA delegation\'s request to consult in northern Uganda, 
acquiesced in the proposal for a recess that would allow the 
LRA negotiators to meet with Kony. The GOU delegation 
departed Juba on November 8, and LRA delegates prepared to 
travel to Ri-Kwangba and meet with their leadership. The GOU 
delegation has expressed growing frustration with the talks 

and the LRA delegation\'s apparent lack of authority or 
willingness to resolve key issues. It is not clear when 

talks will resume. 


3. (C) GoSS and GOU negotiators presented a draft to the LRA 
earlier this week that attempted to limit the areas open for 
further discussion during this phase of the peace talks. A 

UN official attached to the mediation team told us the 
remaining areas of dispute are: (1) transitional security 
arrangements; (2) the establishment of a ministry for 

northern Uganda; (3) the introduction of some form of 
federalism to Uganda; and (4) a request for compensation by 
the GOU for cattle stolen from ethnic Acholi in northern 
Uganda in 1986. The official said a recess is good idea in 
principle, but warned that there is a significant danger that 
the LRA will seek to introduce new issues when talks resume. 


4. (C) SPLA Maj. Gen. Wilson Deng, who commands the forces 
providing security and food to the LRA at the Owiny-Kibul 
assembly point, told ConGen staff on November 9 that the LRA 
had not yet assembled there. LRA forces east of the Nile 

were required to gather at Owiny-Kibul, on the Sudan-Uganda 
border, by November 8 under the renewed Cessation of 
Hostilities Agreement. However, Deng said, Ugandan forces 
had also not yet withdrawn from locations near Owiny-Kibul, 

as required under the agreement. He said he expected the 
UPDF to withdraw \"soon.\" In any case, Deng said, the UPDF 
only has a \"platoon plus\" at Palataka and a \"platoon\" at 
Tabika. 


5. (C) During negotiations to renew the Cessation of 
Hostilities Agreement, GoSS VP Machar had pressed for a 
complete Ugandan withdrawal from points east of the 
Juba-Nimule road, which runs north and south along the east 
bank of the Nile. In the end negotiators agreed less 
precisely that \"the GoSS shall ensure security in the general 
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area east of Nimule)Juba road to the satisfaction of the 
parties.\" 


6. (C) There remains considerable confusion over where 
Ugandan forces are deployed east of the Nile, and which 
forces will be withdrawn. Prior to their departure, sources 
on the Ugandan delegation confirmed that their forces would 
withdraw from Palataka and Tabika. One UPDF officer said 
they were not required to withdraw from other locations east 
of the Nile, citing specifically a UPDF detachment at 
Parajok. Gen. Deng said there is no such detachment. The 
UPDF, he claims, are deployed at Nisitu and Aru Junction -- 
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locations nearer to Juba -- and would remain there for the 
time being. 


7. (C) Deng had no direct comment on allegations in the media 
that the SPLA had again supplied food to the LRA at locations 
outside the agreed assembly points on November 3. Deng had 
previously admitted providing food to the LRA outside the 
assembly area during October. Deng also confirmed that a 
small group of LRA arrived in Owiny-Kibul on November 8 and 
requested food which they could take back with them to their 
camp. Deng said he instructed the local commander to deny 
the request, noting that removal of food from the assembly 
area is a violation of the Cessation of Hostilities Agreement. 


8. (C) Meanwhile, UN USG for Humanitarian Affairs Jan Egeland 
has informed the LRA that he is prepared to meet LRA chief 
Joseph Kony at Ri-Kwangba on November 12, according to a UN 
source in Juba. Accounts differ over whether the LRA or 
Egeland first proposed the meeting. Egeland has asked that 

the LRA release an unspecified number of women and children 
to his custody during the meeting, according to the UN 

official, and will not meet with Kony unless Kony accepts 

this condition. LRA second-in-command Vincent Otti objected 
strenuously to this request, according to a UN official who 

spoke to him directly by telephone. According to the 

official, Otti said \"you want to separate us (from the women 

and children) so the UN can bomb us.\" It is unclear whether 
the meeting will take place. Despite this uncertainty, 

Machar and the GOSS were making detailed plans to transport 
Egeland, the mediation team, the LRA delegates, and several 
observers to Ri-Kwangba. 


Column 3 


9. (C) Included in the observer delegation is Jongomoyi 
Okidi-Olal, a U.S. citizen of Ugandan origin. Okidi-Olal has 
attended the last several sessions of the peace talks as an 
observer, at Machar\'s invitation. Officials from both the 

GOU and the GOSS have separately questioned ConGen staff 
about Okidi-Olal\'s relationship with the U.S. Government. 
Okidi-Olal has distributed several business cards to 
participants in the negotiations labeled \"U.S. Department of 
the Army." The cards bear the seals of the United States and 
the US Department of the Army, and include Okidi-Olal\'s U.S. 
military address (jongomoyi.okidiolala@us.army.mil). ConGen 
staff, who have not met Okidi-Olal, believe his activities 
significantly compromise the credibility of both State 
Department and DOD staff operating in Juba. 


10. (C) There has been a respite in the insecurity that has 
gripped areas east and south of Juba since mid-October. The 
LRA-style attacks have killed 70-100 people, according to 
senior SPLA officers. The last known incident occurred 
November 2-3 between Magari and Birinyang (aka Bilinyang) on 
the road between Juba and Mongalla. Seven people reportedly 
died in the incident, the latest of several attacks on public 
transport buses. Though many of the attacks are consistent 
with LRA tactics, SPLA officials increasingly believe that 

the LRA are not responsible for most of the recent incidents. 
Though they acknowledge that LRA elements have played some 
role, they lay most blame on other armed groups -- notably 
\"remnants\" of the Equatoria Defence Force militia -- and 
alleged backers in the Sudan Armed Forces (SAF). SPLA 
General Deng told ConGen staff November 9 that the SPLA had 
arrested the \"commander\" of the group that carried out the 
latest attack, and that this person is \"not LRA.\" Deng 

claimed that a brigade of SPLA forces is now fully deployed 

to secure transportation routes north, east and south of 

Juba. The movement of people and goods along these routes 
nevertheless remains severely restricted. 

POWERS 
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E.O. 12958: DECL: 11/09/2016 
TAGS: PHUM, PGOV, PREL, SY 
SUBJECT: POST RECOMMENDATIONS FOR STATEMENT ON SYRIA 


Classified By: Charge d\'Affaires Michael H. Corbin for reasons 1.4 b/d 


1. (C) Summary: In response to USG queries, Syrian civil 
society and human rights activists favor a U.S. statement in 
support of political reform and greater respect for human 
rights in Syria. There is also agreement that such a 
statement should call upon the SARG to ensure the well-being 
of a wide range of political prisoners. Our contacts believe 
that the Syrian public would be receptive to a statement that 
addresses its desire for good governance, the establishment 
of the rule of law and anti-corruption measures, and economic 
reforms. Timing is a critical element that will impact the 
effectiveness of a statement. Possible repercussions include 
retaliation against the prisoners or their families and 

renewed SARG efforts to limit Post\'s official and unofficial 
contacts in Syria. Post has discussed the inclusion of 
prisoners\' names with family members and lawyers, or, in 
cases where access to the family and lawyers is difficult, to 
their political associates. Suggested points for a statement 
are included below. End Summary. 


2. (C) INSUPPORT OF A STATEMENT: In response to queries 
from DRL and NEA/ELA on the need for a new USG statement on 
human rights in Syria, poloffs have examined with human 

rights and civil society activists possible language, as well 

as the usefulness and timing of the statement. There is 
consensus in favor of a statement reaffirming our commitment 

to greater respect for human rights and gradual democratic 
reform. There is also agreement that such a statement should 
also call upon the SARG to ensure the well-being of political 
prisoners, particularly in light of reports of the failing 

health of Damascus Spring detainee Arif Dalila, who suffers 

from a heart condition, and reports that government critic 

Kamal Labwani was beaten by a fellow cellmate. Timing is 
critical both for how the Syrian public receives the 

statement and how the SARG factors it into its internal 
calculations. Graphic images from the Beit Hanoun incident, 
which have flooded the airwaves, provide the wrong backdrop 

for the issuance of a statement in the next few days. 
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Separately, the inner circle of the SARG, which always 
ascribes other motives to our actions, will likely link it to 
other considerations such as Lebanon or U.S. election 
results, and Washington may wish to time the statement to 
have the maximum impact with the SARG. 


3. (C) ADDRESSING THE SYRIAN PEOPLE: Our contacts believe 
that the Syrian public would be receptive to a statement that 
addresses its desire for good governance, the establishment 

of the rule of law and anti-corruption measures, and economic 
reforms. A USG statement would underscore with the public 

our belief that long-term regional stability is intrinsically 

linked to respect for human rights and gradual democratic 

reforms. 


4. (C) POSSIBLE REPERCUSSIONS: Mention of political 
prisoners, names could prompt SARG actions that threaten 
their well-being or that of their families, so we think that 

any statement should be carefully crafted to limit the idea 
that they are somehow betraying their country or the Syrian 
people. The families of Damascus-Beirut Declaration 
signatories Michel Kilo and Anwar Bunni, as well as Labwani, 
support the inclusion of their names in a White House 
statement, along the lines of the suggested points below. 
Damascus Declaration group leader Riad Seif who personally 
knows Dalila and Damascus-Beirut Declaration signatory 
Mahmoud Issa strongly urged inclusion of their names ina 
statement, stating that they deserve mention and would 
welcome such a move. He also noted the importance of 
including an Alawite such as Dalila. (Post went to see Seif 

in the hopes that he might know when family members of Issa 
and Dalila would be in the capital, but he did not.) It 

should be noted that Seif has not always been constant on 
this topic. In several previous meetings, he cautioned 
against any USG statement, arguing that post Iraeli-Hizballah 
fighting that the U.S. had no credibility to back up a 
statement. 


5. (C) Separately, as the SARG has sought to limit our 
official and unofficial contacts, we need to be prepared for 
the possibility that a statement could prompt renewed SARG 
efforts to restrict Embassy activities involving contact with 
political, economic and civil society interlocutors. 


6. (C) Points for a possible statement could include: 


-- The U.S. supports the Syrian people\'s desires for greater 
respect by the Syrian government for human rights and freedom 
of expression, a government that develops an open and free 
economy and stems rising corruption, and supports the 
establishment of the rule of law. 
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-- When President Asad came to power in June 2000, he 
promised meaningful internal political reform. More than six 
years later, his administration has delivered only crackdowns 
on a wide range of civil society groups; increased harassment 
by security services; deportations of legitimate refugees to 
face persecution; political trials, arbitrary detentions, and 
imprisonment even of the very ill. 


-- The SARG is fundamentally responsible for the safety and 
well-being of its citizens, including political prisoners 

such as Aref Dalila, Michel Kilo, Anwar al-Bunni, Mahmoud 
Issa, Kamal Labwani, and others. We are deeply troubled by 
reports that ailing political prisoners are denied private 
emergency health care and that others are held in cells with 
common criminals who have committed violent crimes. 


-- Steps that address the Syrian people\'s legitimate 
concerns--including respect for human rights, greater freedom 
of expression, and a more open and democratic system--are 
fundamental to Syria being included in regional efforts to 
foster stability and prosperity. 

CORBIN 
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Column 3 
SUBJECT: WHO ARE MEXICO\'S MONOPOLISTS? 


1. (SBU) Bank of Mexico and likely incoming Mexican 
government officials in recent weeks have stressed the 
importance of opening key sectors of the economy to more 
competition, but have been hesitant to publicly name the 
\"offending\" companies. This telegram spells out which 
sectors are dominated by only a few powerful firms, who is 
in charge of these companies, and how much of the market 
the companies control. End Summary. 


2. (SBU) At the Monterrey Business Summit on October 30, 
2006, Bank of Mexico (BOM) Governor Guillermo Ortiz and 
other participants (business representatives, academics, 
President-elect Felipe Calderon transition team members, 
etc.) underscored the importance of more competition in key 
sectors such as telecommunications, transportation, 
construction, and financial services. Ortiz stressed that 
macroeconomic and financial stability is an important 
\"theme\" in the Mexican economy, one that has been largely 
achieved. He said that another key theme is competition. 

He emphasized the importance of focusing on monopolies and 
how they hinder economic growth and competition by keeping 
prices high. Professor and political commentator Denise 
Dresser made similar points at the Summit the day before, 
and received applause for her comments. Numerous 
participants focused on the need to challenge monopolies 
and the excessive costs they produce. That said, no one at 
the Business Summit would name specific companies or people 
(Carlos Slim, etc.). When pressed by a questioner to name 

a Mexican company that needs to open up to competition, 
Mexican Institute for Competitiveness head Roberto Newell 
would only name Coca Cola and Wal-Mart, to the nervous 
laughter of the audience. 


3. (SBU) To facilitate USG understanding of what analysts 
are referring to when they talk about Mexican industries 
and sectors where competition is absent or severely 
restricted, Post is providing the following list 

(alphabetical listing by sector). 


Airlines 
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Aeromexico 
CEO: Andres Conesa 
Market share: 39.7% 


Mexicana 
CEO: Gaston Azcarraga 
Market share: 36% 


(Note: The introduction of low-cost airlines is expected 
to increase competition in the domestic market. End Note.) 


Beer 


Grupo Modelo 
Chairman and CEO: Carlos Fernandez Gonzalez 
Market share: 65.2% 


Cerveceria Cuauhtemoc Moctezuma 
Chairman: Jose Antonio Fernandez Carbajal 
Market share: 43% 


Bottling 


Coca-Cola FEMSA 
Chairman: Jose Antonio Fernandez Carbajal 
DG: Carlos Salazar 
Market share: 70% 


Pepsico 
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CEO and DG: Oscar Cazares 
Market share: 15% 


Bimbo 

Chairman of the Board: Roberto Servitje Sendra 
DG: Daniel Servitje 

Market share: 67.8% 


Broadcasting 
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Televisa 

Chairman and CEO: Emilio Azcarraga Jean 
Market share: 56% of Mexico\'s TV stations 


TV Azteca 
Chairman and CEO: Ricardo Salinas Pliego 
Market share: 38% of Mexico\'s TV stations 


Cablevision (owned by Televisa) 

Chairman of the Board: Emilio Azcarraga Jean 
DG: Juan Paul Broc 

Market share: majority of market for cable TV 


Sky (owned by Televisa) 

Chairman of the Board: Emilio Azcarraga Jean 
DG: Alexandre Moreira 

Market share: majority of market for satellite TV 


Cement 


Cemex 
Chairman and CEO: Lorenzo Zambrano 
Market share: 87.6% 


Holcim Apasco 
DG: Pierre Froidevaux 
Market share: 12.4% 


Energy 


Pemex 
DG: Luis Ramirez Corzo 


Federal Electricity Comisisn (CFE) 
DG: Alfredo Elias Ayub 


Luz y Fuerza del Centro (LyFC) 
DG: Luis de Pablo Serna 


Financial Services 


BBVA Bancomer (Spain), Banamex Citigroup (U.S.), Santander 
Serfin (Spain), Banorte (Mexico), HSBC (UK), and 
Scotiabank-Inverlat (Canada) have over 90% of the market. 


(Note: Mexico\'s Federal Competition Commission is 
investigating banks and pension fund operators to see why 
their commissions are so high, and if they are involved in 
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anti-competitive practices. The results of this 
investigation are supposed to be released around March 
2007. A number of companies, including Wal-Mart, have 
filed for licenses to enter the financial services market 

in Mexico. End Note.) 


Vitro 

Chairman and CEO: Adrian Sada Gonzalez 
DG: Federico Sada 

Market share: 73.8% 


Hospitals 
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Grupo Angeles 
Chairman: Olegario Vazquez Aldir 
Market share: 67% 


Penoles 

Chairman: Alberto Bailleres 

DG: Jaime Lomelin 

Market share: 52% of gold, 97% of silver, and 90% of sodium 
sulfate 


Grupo Mexico 
Chairman and CEO: German Larrea 
Market share: 88% of copper 


Railroads 


Ferromex 
DG: John Kelly Joseph 
Market share: 58% 


Ferrosur (owned by Carlos Slim\'s Empresa Frisco) 
DG: Daniel Torres 
Market share: 15% 


Kansas City Southern 
Chairman: Michael Harverty 
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Market share: 27% 


Telecommunications 


Telmex (owned by Carlos Slim\'s Grupo Carso) 
Chairman of the Board: Jaime Chico Pardo 
DG: Hector Slim Seade 

Market share: 95% of landlines 


Telcel (Radiomovil Dipsa/America Movil) 
(owned by Carlos Slim\'s Grupo Carso) 
Chairman of the Board: Carlos Slim Helu 
DG: Daniel Hajj Aboumrad 

Market share: 80% of cellular service 


Tortillas 


Gruma-Grupo Maseca 
Chairman and CEO: Roberto Gonzalez Barrera 
Market share: 73% 


Minsa 

Chairman: Juan Jaime Petersen 
DG: Jose Cacho Ribeiro 

Market share: 15% 


4. (SBU) For some time now, Bank of Mexico Governor Ortiz 
has been a key voice in calling for the elimination of 
monopolies. He is a key spokesperson on this issue because 
of his high profile and because he is not directly 

connected with vested interest groups -- unlike some 
members of the GOM Executive branch. Mexico has made 
notable progress in promoting competition over the past 
year (e.g. passage of a competition law), but it has a long 
way to go. Making further headway in this area will 

require significant political will, as it entails incoming 
government officials taking on powerful unions and, in some 
cases, the people who financed their campaigns. End 
Comment. 
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SUBJECT: FRANCE/GAERC: GOF MAD ON LEBANON; SKEPTICAL ON 
MIDDLE EAST; FM GOES TOO FAR ON TURKEY-CYPRUS 


REF: STATE 183545 
Classified By: A/DCM Josiah Rosenblatt for reasons 1.4 (B & D). 


1. (U) We shared reftel points November 7 with MFA 
DAS-equivalent for the Middle East Herve Besancenot, 
DAS-equivalent for Iran Franck Gellet, DAS-equivalent for 
Nonproliferation (Iran) Philippe Errera and Deputy David 
Bertolotti, and DAS-equivalent for CFSP Emmanuel Cohet. 
Separately, we raised with DAS-equivalent for Southern Europe 
Marine du Carne FM Douste-Blazy\'s public statement suggesting 
that Turkey needed to recognize Cyprus by the time of the EU 
Summit in December. 


Israeli-Palestinian Conflict 

2. (C) Besancenot responded November 8 that he generally 
agreed with U.S. points, with two notable exceptions. On 
para 4 regarding implementation of the USSC Karni Plan, 
Besancenot said that France\'s priority is ensuring that the 
Rafah Crossing stays open. \"We,ll talk about Karni when the 
Rafah Crossing is really open,\" Besancenot said. He 
explained that the Quai is unhappy with the status quo 
whereby Israel allows the Rafah Crossing to open for a day or 
two, and then closes the crossing for alleged security 
reasons. Besancenot questioned the seriousness of those 
security concerns, suggesting that Israel was instead using 
closure of the crossing as a means of pressuring the PA to 
facilitate the release of IDF soldier Gilad Shalit. 


3. (C) Besancenot also objected to the mention in para 5 of 
PM Olmert,s agreement, in principle, to use frozen 

Palestinian customs revenue transfers to support \"limited 
humanitarian projects." Besancenot said that agreement was 
\"good, but not sufficient\" and that all of the frozen 
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revenues should be transferred via the Temporary 
International Mechanism. 


Lebanon/Syria 

4. (C) Besancenot objected to the lack of mention of Israeli 
overflights. \"For us that,s not acceptable -- overflights 
should be mentioned in the first line,\" said Besancenot. He 
then recited the MFA,s standard litany on overflights: they 
are contrary to international law and the spirit of UNSCR 
1701; while France is sympathetic to Israel\'s security needs, 
some overflights are clearly and unnecessarily provocative; 
there is a linkage between ending overflights and enforcing 
the arms embargo; and overflights undermine the position of 
Lebanese PM Siniora. He complained that the Israeli Air 
Force (IAF) was not under adequate civilian control, noting 
that the Israeli MFA has told the Quai that complaints about 
the overflights need to be taken up directly with the IAF ) 

an \"irregular\" response in Besancenot,s opinion. \"One 
cannot simply deal with the arms embargo without saying one 
word on overflights,\" he concluded. (Comment: The French 
position will likely have hardened further in the wake of MOD 
Alliot-Marie\'s public statements that French forces came 
close to firing in defense on Israeli aircraft. FM 

Douste-Blazy convoked the Israeli Ambassador the morning of 
November 9 to discuss the incident. End comment.) 


Turkey-EU 

5. (C) Separately, we raised FM Douste-Blazy\'s November 8 
statement that France would deem it necessary to review 
Turkey\'s EU membership timetable if Turkey did not recognize 
\"the 25 EU Member States\" by the end of the year. Carne 
affirmed that Douste-Blazy\'s statement represented \"nothing 
new\" and that France was not about to raise the ante or 
attach new conditions to Turkish obligations in the period 
between the issuance of the Commission report and the EU 
summit in December. She said France continued to subscribe 
to the common EU declaration of last year: Turkey would need 
to recognize Cyprus \"in time,\" i.e., prior to eventual 
accession, but that the immediate need was for the Turks, in 
accordance with the Ankara Protocol, to open their ports to 
Cypriot vessels in the next month. 


6. (C) Asked whether France was now in favor of suspending 
negotiations if Turkey did not take sufficient steps by that 
time, Carne indicated that, here also, Douste-Blazy had 
perhaps strayed a little too far. She said France would 

await the results of Turkish actions in the coming weeks and 
Finnish recommendations for the Summit before developing a 
firm position on next steps. That said, the Douste-Blazy 
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statement suggests that France tends more to a harsh rather 
than a soft response. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 11/06/2016 
TAGS: PREL, PGOV, PHUM, TS 
SUBJECT: FOREIGN MINISTER ABDALLAH LAYS IT ON THICK 


REF: A. TUNIS 2688 


B. TUNIS 2586 
C. TUNIS 2501 
D. TUNIS 2408 
E. TUNIS 2639 


CLASSIFIED BY: CDA DAVID BALLARD FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: FOREIGN MINISTER ABDALLAH ON NOVEMBER 6 

CONVOKED CHARGE, \"FOR NO PARTICULAR REASON.\" IN REALITY, THE 

GOAL OF THE MEETING WAS QUITE CLEAR: ABDALLAH SOUGHT TO 
EMPHASIZE THE POSITIVE ASPECTS OF THE U.S.-TUNISIAN BILATERAL 
RELATIONSHIP, WHICH HE ENTHUSIASTICALLY CHARACTERIZED AS 

\"TRULY AN ALLIANCE! FOLLOWING A RECENT TELCON WITH NEA A/S 
WELCH, IN WHICH THE LATTER EXPRESSED CONCERN ABOUT GOT 
INTERFERENCE IN EMBASSY ACTIVITIES (REFS A AND C), ABDALLAH 

SOUGHT TO PORTRAY EMBASSY CONCERNS AS AN EXAGGERATED RESPONSE 
TO \"CUSTOMARY\" DIPLOMATIC DEMANDS, SUCH AS PRIOR 
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APPROVAL/KNOWLEDGE OF EMBASSY MEETINGS WITH NGOS. THERE WAS 
NO SIGN OF AN APPRECIATION FOR THE LARGER DIPLOMATIC 

PRINCIPLES AT STAKE. END SUMMARY. 


2. (C) FOREIGN MINISTER ABDALLAH OPENED HIS HOUR-LONG MEETING 
WITH CHARGE AND POLECONCOUNS BY MAKING REFERENCE TO HIS 
PASSION FOR AMERICAN CINEMA, A SUBJECT TO WHICH THE TWO 
RETURNED TOWARD THE END OF THE MEETING, WHEN IT WAS BROUGHT 
TO ABDALLAH\'S ATTENTION THAT, IN PASSING UP AN INVITATION TO 
VISIT THE USS ENTERPRISE ON NOVEMBER 4, HE HAD MISSED THE 
OPPORTUNITY TO SEE THE AIRCRAFT CARRIER FEATURED IN THE 
BLOCKBUSTER \"TOP GUN\" AND EXPERIENCE A TAILHOOK LANDING AND 
CATAPULT-STYLE TAKEOFF. (HE WAS DEVASTATED BUT SAID HE COULD 
NOT GET AWAY.) ABDALLAH NOTED THAT HE HAD \"NO PARTICULAR 
REASON\" FOR CONVOKING CHARGE; HE SAID HE HAD BEEN MEANING TO 
MEET GET TOGETHER EVER SINCE HIS MID-OCTOBER TELCON WITH A/S 
DAVID WELCH, DURING WHICH THE LATTER EXPRESSED CONCERN ABOUT 
THE GOT\'S FORCIBLE PREVENTION OF EMBOFFS\' MEETING WITH THE 
BIZERTE BRANCH OF THE TUNISIAN HUMAN RIGHTS LEAGUE (LTDH) 

(REF C). \"| WANT TO KNOW HOW YOUR WORK IS GOING," ABDALLAH 
SAID. HE EMPHASIZED HIS CONVICTION THAT, IN THE CONTEXT OF 

THE STRONG BILATERAL RELATIONS THAT TUNISIA AND THE UNITED 
STATES ENJOY -- \"TRULY, AN ALLIANCE!" -- IT WOULD BE A 

MISTAKE TO ALLOW \"THE LITTLE THINGS\" TO BE BLOWN UP INTO 
LARGER PROBLEMS. LIKENING THE U.S.-TUNISIAN BILATERAL 
RELATIONSHIP TO THE BOND BETWEEN A MARRIED COUPLE, ABDALLAH 
OPINED THAT MINOR IRRITANTS CONSTITUTE A NORMAL PART OF ANY 
RELATIONSHIP. THE IMPORTANT THING, HE SAID, IS THAT \"WE TALK 

TO ONE ANOTHER ABOUT THEM.\" 


3. (C) ILLUSTRATING THE POSITIVE ASPECTS OF THE RELATIONSHIP 
FROM HIS VANTAGE POINT, ABDALLAH PROUDLY RECALLED HIS 2005 
MEETING WITH SECRETARY RICE, DURING WHICH HE SAID THE 
SECRETARY HAD INSISTED THAT HE FEEL FREE TO CALL HER 


SIPDIS 

\"ANYTIME.\" ABDALLAH ALSO REFERENCED THE 2005 VISIT TO 
TUNISIA BY SECDEF RUMSFELD, IN ADDITION TO RECENT 
CONVERSATIONS WITH UNDER SECRETARY BURNS AND ASSISTANT 
SECRETARY WELCH, WHICH HE CHARACTERIZED AS \"WARM AND 
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AMICABLE.\" ABDALLAH SAID THAT HE HOPED RELATIONS WITH THE 

U.S. EMBASSY IN TUNISIA COULD BE EQUALLY AS POSITIVE. 

REFERRING TO THE MYRIAD DEMARCHES EMBOFFS DELIVER ON THE FULL 
RANGE OF DIPLOMATIC ISSUES, ABDALLAH SAID THAT THE GOT 

GREATLY APPRECIATES U.S. COUNSEL ON SUCH MATTERS. BEYOND 
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THAT, HE CONTINUED, TUNISIA COUNTS ON THE UNITED STATES FOR 
ITS \"GLOBAL STRATEGY,\" INCLUDING ITS DEFENSE, ITS ECONOMY, 
AND ITS PLACE IN THE WORLD. \"THE UNITED STATES IS 
INDISPENSABLE!" HE EXCLAIMED. ABDALLAH ALSO POINTED OUT THAT 
TUNISIA CONTINUES TO PLAY A MODERATING ROLE IN THE REGION AND 
\"ALWAYS\" SUPPORTS U.S. POSITIONS IN INTERNATIONAL FORA. 


4. (SBU) ON THE SUBJECT OF THE BILATERAL RELATIONSHIP, 

ABDALLAH NOTED THAT MFA DG FOR THE AMERICAS GHAZI JOMAA HAD 
JUST DEPARTED FOR HIS ONWARD ASSIGNMENT AS AMBASSADOR TO 
TURKEY. ABDALLAH VOLUNTEERED THAT HE HAD NOT YET CHOSEN 
JOMAA\'S SUCCESSOR; HE IS STILL REFLECTING ON THE QUESTION. 

HE MADE CLEAR THAT HE VIEWS THE APPOINTMENT AS HIGHLY 
IMPORTANT, AND THAT HE WOULD BE LOOKING FOR A CANDIDATE AT 
THE AMBASSADORIAL LEVEL WHO UNDERSTANDS THE DOSSIER AND HAS 
THE RELEVANT EXPERIENCE. CHARGE INTERJECTED SUGGESTING THAT 
\"ACCESSIBILITY\" ALSO BE INCLUDED ON THE LIST OF REQUIRED 
VIRTUES, A SUGGESTION TO WHICH ABDALLAH READILY AGREED. 
ABDALLAH INTIMATED THAT THE CURRENT POOL OF RETURNING 
AMBASSADORS LEFT SOMETHING TO BE DESIRED, HOWEVER, AND THAT 
IT WOULD BE HARD TO FIND A GOOD FIT. 


5. (SBU) TURNING TO THE IMMINENT ARRIVAL OF AMBASSADOR GODEC, 
ABDALLAH SAID THAT HE WOULD WORK TO ALLOW THE NEW AMBASSADOR 
TO PRESENT HIS CREDENTIALS IN A TIMELY MANNER. HE INDICATED 

THAT HE HAD \"HEARD A LOT OF GOOD THINGS ABOUT\" AMBASSADOR 
GODEC. 


6. (C) REGARDING THE GOTYS BLOCKING OF EMBOFFS\' ATTEMPTS TO 
MEET WITH MEMBERS OF THE LTDH IN BIZERTE (REFS A AND O), 
ABDALLAH MADE TWO CONTRADICTORY POINTS: FIRST, HE SAID, \"THE 
ONLY CONDITION WE HAVE IS THAT THE MINISTRY OF FOREIGN 
AFFAIRS BE INFORMED\" AHEAD OF TIME OF ANY EMBASSY MEETINGS 
WITH SUCH GROUPS, A POINT WITH WHICH THE CHARGE TOOK ISSUE, 
NOTING THAT TUNISIAN EMBASSY OFFICERS IN WASHINGTON DO NOT 
HAVE TO INFORM THE STATE DEPARTMENT OF THEIR MEETINGS WITH 
AMERICAN NGOS. (NOTE: PLEADING IGNORANCE AS A NON-CAREER 
DIPLOMAT, ABDALLAH SAID THAT HE HAD GOTTEN THIS INFORMATION 
FROM THE TUNISIAN AMBASSADOR IN WASHINGTON, WHO TOLD HIM THAT 
SUCH REQUIREMENTS WERE \"CUSTOMARY.\" END NOTE.) ABDALLAH 
THEN SAID THAT HE HAD ASKED HIS STAFF TO PROVIDE THE U.S. 
EMBASSY WITH A TRANSLATION OF A JUDICIAL DECISION THAT 
PROHIBITS ALL CONTACT WITH THE LTDH. (NOTE: HE WAS 
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PRESUMABLY REFERRING TO THE 2001 DECISION REFERRED TO IN REF 
A. END NOTE.) DESCRIBING THE LTDH AS A \"SPECIAL CASE,\" 
ABDALLAH WENT ON TO BEMOAN THE INTERNAL SCHISMS IN THE LTDH 
THAT HAVE HAMSTRUNG THE ORGANIZATION FOR YEARS. 


7. (C) CHARGE POINTED OUT THAT THE UNITED STATES HAD NOT 

TAKEN SIDES IN THE LTDH DISPUTE; RATHER, EMBOFFS SOUGHT 
MEETINGS TO BETTER UNDERSTAND THE SITUATION. INDEED, HE 

SAID, EMBOFFS HAD MET WITH MEMBERS OF THE PRO-GOVERNMENT 
FACTION OF THE ORGANIZATION. RATHER THAN GETTING ENMESHED IN 
THE DIFFERENT LEGAL INTERPRETATIONS OF THE 2001 DECISION, 
CHARGE MADE CLEAR THAT THE ISSUE WENT BEYOND THE LTDH; U.S. 
EMBASSY PERSONNEL SHOULD BE FREE TO ENGAGE ANY NGO WITHOUT 
GOT APPROVAL. IN THIS CONTEXT, HE CONTINUED, HE HAD BEEN 
EXTREMELY TROUBLED BY THE SIMULTANEOUS PUBLICATION IN THREE 
TUNISIAN NEWSPAPERS OF COLUMNS DENIGRATING CIVIL SOCIETY 
REPRESENTATIVES WHO DEAL WITH SUPERPOWER EMBASSIES AS 
TRAITORS (REF D). THIS WAS NO COINCIDENCE, CHARGE SAID; IT 
COULD ONLY BE SEEN AS A DELIBERATE CAMPAIGN OF INTIMIDATION 

TO PREVENT TUNISIANS FROM MEETING EMBASSY REPRESENTATIVES. 
ABDALLAH ACQUIESCED THAT THE PUBLICATION OF THE COLUMNS WAS 
NOT A COINCIDENCE AND HE DID NOT DISPUTE THAT THE EMBASSY 
TUNISIANS WERE BEING WARNED AWAY FROM WAS THE U.S. EMBASSY. 
HE ASSERTED THAT THE PROXIMATE CAUSE OF THEIR PUBLICATION WAS 
NOT A HUMAN RIGHTS ROUNDTABLE AT THE U.S. EMBASSY, HOWEVER. 
(NOTE: AS HAD BEEN INDICATED IN A PREVIOUS MFA NONPAPER. 

END NOTE.) INSTEAD, HE SUGGESTED THAT \"SOME OTHER SEMINAR\" 
HAD \"PROVOKED\" THE COLUMNS. CHARGE SAID HE AGREED THAT THE 
UNITED STATES AND TUNISIA ENJOY EXCELLENT RELATIONS AND GOOD 
COMMUNICATIONS ON IMPORTANT MULTILATERAL ISSUES, BUT THAT WE 
ALSO NEEDED FREEDOM TO WORK ON BILATERAL ISSUES ON THE GROUND 
IN TUNISIA. LIKE HIM, THE EMBASSY WANTED GOOD RELATIONS -- 

BUT WITH THE WHOLE GOT, NOT JUST THE MFA. 


PAN-ARAB TV TO BLAME -- 
OR THE VIRULENTLY ANTI-U.S. ASH-SHOUROUQ? 


8. (C) SHIFTING THE SUBJECT, ABDALLAH EXPRESSED CONCERN ABOUT 

THE INCREASING INFLUENCE IN TUNISIA OF ISLAMIC EXTREMISM, A 
PHENOMENON THAT HE BLAMED ON THE IRRESPONSIBLE PROGRAMMING OF 
PAN-ARAB SATELLITE TV CHANNELS. CHARGE RESPONDED THAT HE 

FOUND THE COVERAGE OF ASH-SHOUROUQ, THE TUNISIAN ARABIC DAILY 
WITH THE WIDEST CIRCULATION, TO BE JUST AS TROUBLING AS THAT 

OF THE SATELLITE TV CHANNELS, SINCE IT WAS SPREADING EXACTLY 

THE SAME KIND OF HATRED ABDALLAH HAD HIMSELF ASCRIBED TO 
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AL-JAZEERA IN AN OFFICIAL STATEMENT THE WEEK BEFORE, WHEN HE 
WAS DISCUSSING THE CLOSURE OF TUNISIA\'S EMBASSY IN QATAR (REF 
E). ABDALLAH CONCEDED CHARGE\'S POINT THAT ASH-SHOUROUQ HAS 
BEEN \"FAWNING\" IN ITS COVERAGE OF SADDAM HUSSEIN, AND THAT 
THE COMBINATION OF ITS PRO-HIZBALLAH, PRO-ZARQAWI, AND 
PRO-NASRALLAH COVERAGE COMBINED TO PRODUCE VIRULENTLY 
ANTI-U.S. SCREEDS. HE INDICATED THAT HE HAD COMPLAINED TO 

HIS COUNTERPART WHO IS RESPONSIBLE FOR MEDIA RELATIONS. 


9. (C) DESPITE ABDALLAHYS PROTESTATIONS THAT HE HAD NO 
PARTICULAR REASON FOR CALLING THIS MEETING, HIS AGENDA WAS 
CLEAR: HE WANTED TO REFOCUS THE EMBASSY\'S ATTENTION ON THE 
POSITIVE ASPECTS OF THE BILATERAL RELATIONSHIP, I.E., 
U.S.-TUNISIAN COOPERATION ON INTERNATIONAL ISSUES, AND AWAY 
FROM THORNY DOMESTIC POLITICAL ISSUES THE GOT WOULD MUCH 
RATHER WE IGNORE. THE POSITIVE TONE OF THE MEETING WAS 
REFRESHING; WE ONLY WISH ABDALLAH WOULD CHANNEL SOME OF THE 
ENTHUSIASM WE NOW KNOW HE HARBORS FOR AMERICAN MOVIES LIKE 
\"TOP GUN\" TOWARD A TRULY PRODUCTIVE BILATERAL RELATIONSHIP 
THAT WOULD ALLOW EMBOFFS TO OPERATE FREELY IN TUNISIA. BY 
EMPHASIZING HIS \"WARM AND FRIENDLY\" EXCHANGES WITH 
WASHINGTON-BASED COUNTERPARTS, ABDALLAH ALSO POINTEDLY SOUGHT 
TO PORTRAY POST CONCERNS OVER GOT INTERFERENCE IN OUR 
ACTIVITIES AS EXAGGERATED AT BEST, IF NOT WHINY AND 

MISGUIDED. THE UNSTATED IMPLICATION WAS THE AGE-OLD TUNISIAN 
DESCRIPTION OF THE EMBASSY AS THE THORN IN THE SIDE OF 
OTHERWISE RAPTUROUS BILATERAL RELATIONS. (NOTE: WE HAVE 
HEARD THIS FOR SO LONG, ONE BEGINS TO WONDER IF THE GOT 
NOTICES THAT AMBASSADORS AND THEIR STAFFS COME AND GO, AND 
IT'S ALWAYS SOMEHOW THE \"EMBASSY\" THAT GETS THE PICTURE 
WRONG. END NOTE.) 


10. (C) COMMENT, CONT\'D. ABDALLAH IS ALWAYS CHARISMATIC AND 
CHARMING IN MEETINGS, DISPLAYING AN EASY CONFIDENCE THROUGH 
WHICH HE SEEKS TO GIVE HIS INTERLOCUTORS THE IMPRESSION THAT 
HE IS REALLY \"CONSULTING\" WITH THEM. UPON CLOSER 
EXAMINATION, HOWEVER, WHAT HE SAYS RARELY OR BARELY DEPARTS 
FROM STANDARD GOT TALKING POINTS -- POINTS ABOUT THE GOT\'S 
SELF-PROJECTED IMAGE OF TUNISIA AS A MODERN, MODERATE, 
RESPONSIBLE PARTNER. THEY ALSO HAPPEN TO BE POINTS THAT 
ABDALLAH HIMSELF LARGELY CRAFTED DURING HIS YEARS AS THE 
PRESIDENTIAL ADVISOR ENTRUSTED WITH KEEPING THE DOMESTIC 
MEDIA STIFLED AND INTERNATIONAL MEDIA AND NGO CRITICISM OF 
TUNISIA VIGOROUSLY CHALLENGED AND PUBLICLY REJECTED. 
BALLARD 
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E.O. 12958: DECL: 11/09/2011 

TAGS: PREL, PGOV, PINR, IS, IR, IZ, SY, KPAL 

SUBJECT: ISRAELI REGIONAL EXPERTS SHARE VIEWS ON IRAN, 
SYRIA, IRAQ WITH DNI NEGROPONTE 


Classified By: Ambassador Richard H. Jones. Reason 1.4 (B/D) 


1. (C) Summary: During his recent visit to Israel, the 
Ambassador hosted a dinner at which DNI Negroponte asked a 
diverse group of Israeli experts to share their views on 
Iran, particularly Israeli perspectives on the intentions of 
the Iranian leadership. The DNI also solicited views on the 
possible impact of sanctions on the Iranian regime and 
population. The Israeli experts recommended dialogue with 
Iran as well as sanctions on petroleum derivatives backed by 
the threat of force, delinking Syria from Iran, and 
confronting the Iranian nuclear challenge. They offered 
general ideas that Israeli and U.S. officials could pursue to 
confront the Iranian regime, including a reappraisal of the 
Arab Peace Initiative, which some Israelis viewed as a sign 
that Arab fear of Iranian aspirations for hegemony in the 
Middle East may make the Arabs more inclined to settle the 
dispute with Israel. End Summary. 


Column 3 
DIALOGUE WITH IRAN: CALL THEIR BLUFF 


2. (C) Nearly all the Israeli academics invited to meet with 
DNI Negroponte recommended that the U.S. express a 
willingness to engage in dialogue with Iran. Tel Aviv 
University (TAU) Iran expert, David Menashri, advocated 
dialogue \"without illusions of progress\" so as to \"take away 
the argument that the U.S. isn\'t in favor of dialogue.\" 
Herzliya Interdisciplinary Center (IDC) Professor (and former 
Netanyahu advisor) Uzi Arad said that openness to dialogue 
would represent a \"carrot,\" but he stressed that the U.S. 
would also require sticks, including the threat of force as 

the necessary \"or else\" factor in U.S.-Iranian relations. In 
Arad\'s view, \"sanctions won\'t do.\" Arad continued: \"the 
more you demonstrate that you are prepared to use force, the 
less likely you will have to use it.\" While concurring that 

the prospect of (foreign) destabilization of Iran might serve 
as a stick in negotiations with Iran, Yossi Alpher of the 

Bitter Lemons webzine cautioned against a U.S. (or Israeli) 
role in fomenting destabilization in Iraq. Recalling his 
experience as the Mossad desk officer for Iran at the time of 
the 1978 revolution, Alpher indicated he is now convinced of 
the stability of the Iranian regime. He cautioned \"You can\'t 
negotiate with Iran and try to topple it at the same time.\" 
Arad predicted that Iran would follow the DPRK example and 
try to preserve all its options and would cheat to do so. 


DELINK SYRIA FROM IRAN 


3. (C) Tel Aviv University President (and former Israeli 
Ambassador to Washington) Itamar Rabinovitch recommended 
removing Syria from the Iranian axis via negotiations. 

Alpher said it could be done \"militarily or diplomatically.\" 
ZeVev Schiff, the Haaretz military affairs correspondent, 

urged dialogue with Syria to make it a \"buffer,\" and 
emphasized that it is a \"mistake not to engage Syria.\" 

Alpher added that the U.S. and Israel should approach the 
Syrians together, rather than have Israel go it alone. 

Alpher and others noted that Israel would have to be prepared 
to put the Golan Heights on the bargaining table, and 
stressed that if the Alawite regime in Damascus were toppled, 
Israel might be in bigger trouble because the successor 
regime would be dominated by Sunni Islamists. Menashri 
downplayed the importance of Syria, however, saying, \"Syria 
won\'t solve (the Iranian) problem. Focus on Palestine, so 
Ahmadinejad cannot use the issue to mobilize the Iranian 
people.\" 


IRANIAN AMBITION: REGIONAL HEGEMONY 
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4. (C) In 15-20 years, there will be two major powers in the 
Middle East: Israel and Iran, according to Giora Romm, a 
former Israeli defense attach in Washington and current 
director of the America Forum at TAU, who contrasted the 
relative stability of Iran, a national power, with that of a 
fractured Iraq, which was, in his view, heading toward a 
Yugoslavia-style meltdown. The consensus of the Israeli 
academics and regional experts was that the Iranian regime 
sought to obtain nuclear weapons, establish predominant 
influence in southern Iraq and the Gulf, and force the U.S. 

to withdraw from Iraq. Iran\'s leadership wants to be the 
regional hegemon that deals with the U.S. (on behalf of the 
Middle East, or the Islamic world generally) -- in a reprise 

of the role Gemal Abdel Nasser of Egypt sought to play in the 
1960\'s. In response to the DNI\'s question about Iranian 
leadership, Menashri postulated that former President Khatemi 
had done more than Ahmadinejad to preserve the Iranian regime 
by putting forward a moderate face. \"Ahmadinejad endangers 
the regime, but (his outlandish behavior) has had the effect 

of making Khamenei appear good and rational (by contrast).\" 


IRAN/IRAQ 


5. (C) Iran\'s aims in Iraq are a \"zero-sum\" game: to see 

U.S. forces withdrawn and humiliated while preserving Iranian 
national security objectives in Baghdad and the south, 

according to Haifa University\'s Amatzia Baram and Ephraim Kam 
of TAU\'s Jaffee Center. However, \"Iranian fear of anarchy in 
Iraq tames their anti-Americanism (in this arena),\" Hillel 

Frisch of Bar Ilan University (BIU) qualified. As an expert 

on the Iraqi Shi'a, Baram opined that Moqtada Al-Sadr is the 
most powerful figure in Iraq: \"He will be the next dictator 

of ShiVa Iraq.\" Baram recommended that the U.S. \"be creative 
with Sadr, as he is anti-Iranian.\" Baram also suggested that 

a UNIFIL-like observer mission deployed along Iraq\'s borders 
with Iran (and Syria) could help deter Iranian and Syrian 
meddling in Iraq. Baram opined that such a presence combined 
with a regular reporting requirement to the UN Security 

Council would be more effective in containing threats to Iraq 
from Iran and Syria than additional U.S. forces in Iraq. 


IRANIAN NUCLEAR THREAT TIMELINE; 

SANCTIONS A DOUBLE-EDGED SWORD 

6. (C) DNI Negroponte laid out U.S. views on the possible 
timeframe (2010-15) for Iranian development of a nuclear 
weapon capability. Ret. MG Giora Eiland, formerly Israel\'s 
National Security Advisor and currently a resident scholar at 
TAU, responded that critical benchmarks in this process would 
occur earlier than 2010. In response to a question from the 
DNI regarding whether sanctions would unify or challenge the 
Iranian regime, Baram replied that sanctions focused on 
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petroleum derivatives (i.e., refined petroleum products) 

could have an impact of turning the Iranian people against 
the regime. Baram, however, acknowledged the possibility 
that sanctions could also have the opposite effect of 

unifying the Iranian people behind the regime, a point made 
by Shimon Shamir, a former Israeli ambassador to Egypt and 
Jordan who now runs the TAU Institute for Diplomacy and 
Regional Cooperation. 


CHALLENGES FACING ISRAEL 


7. (C) Ambassador Jones asked how Israel might take 
advantage of the Arab perception of the Iranian threat to 
advance its objectives in the Middle East. The Israeli 
academics proposed several ideas that they believed their 
government should consider, without offering many details on 
how the GOI or USG could advance them: 


-- Israel\'s challenge is to resolve the Palestinian problem, 
according to Romm. Menashri added that the Palestinian 
problem is the only Arab-Israeli issue that the Iranians are 
able to exploit domestically and throughout the Arab and 
Muslim world. 


-- As a corollary, Romm added that Israelis must define 
Israeli nationalism -- particularly vis-a-vis the 20 percent 
Arab population of Israel. TAU Professor Elie Rekhess, an 
expert on the Israeli Arab minority, warned that Iran had 
made inroads in the occupied territories via the Palestinian 
Islamic Jihad as well as within the Islamic movement in 
Israel. 


-- The Arab Peace Initiative (Beirut Arab Summit of 2002) is 

a manifestation of Arab concern about the rise of Iranian 
influence, according to Shamir, who commented: \"It is a much 
better document than the Palestinian prisoners\' document.\" 
Alpher added that the U.S. should tell the Arabs to approach 
the Israelis with this -- rather than seek to impose it (via 

the UN). (Note: Israeli officials often express opposition 

to engaging on the basis of the Arab Peace Plan because of 
the Plan\'s references to resolving the Palestinian refugee 
problem. End Note.) 


-- Preserving Iraqi Kurdistan remains an important Israeli 
interest -- as the only non-Arab entity, other than Israel, 

to emerge in the Arab world, according to Alpher. Kam noted 
that the Kurdish question was one facing Iran as well as 

Iraq. 


-- Iran\'s weakness is Ahmadinejad\'s failure to deliver on his 
promises to disillusioned Iranian youth (and minorities), 
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according to Menashri, who doubted that the Iranian 

President\'s anti-Israel rhetoric would appease them. 

Menashri recommended that the West \"give Iranian youth hope,\" 
for they are the potential revolutionaries capable of 

toppling the regime. Alpher was less sanguine about 

prospects for change from within, and commented that \"For 

thirty years you\'ve said the Iranian system has ethnic 

cracks, but | believe the regime to be fairly solid.\" 


8. (C) Israeli Minister of Transportation, Shaul Mofaz, who 
was born in Iran and who is responsible for Israel\'s 

strategic dialogue with the U.S. government, commented that 
it would take a generation to change Iranian ideas. 
Meanwhile, Iranian inroads with the Palestinians would 
continue (citing the recent visit of a Palestinian minister 

to Tehran). 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PREL, PGOV, MOPS, PTER, EFIN, ECON, EG, IZ 

SUBJECT: IRAQ: ENCOURAGING ADDITIONAL EGYPTIAN AND ARAB 
LEAGUE ENGAGEMENT 


REF: A. STATE 181228 (NOTAL) 
B. CAIRO 3924 (NOTAL) 


C. CAIRO 5799 (NOTAL) 
D. CAIRO 4168 (NOTAL) 
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CLASSIFIED BY AMBASSADOR FRANCIS RICCIARDONE FOR REASONS 1.4 
(B) AND (D). 


1. (S) EGYPT\'S ENGAGEMENT ON IRAQ, BOTH BILATERALLY AND 
MULTILATERALLY, IS QUIET BUT CONSISTENT. PER REFTELS, EGYPT 

IS INFREQUENT COMMUNICATION WITH IRAQI GOVERNMENT LEADERS, 
HOSTS HIGH-LEVEL IRAQI DELEGATIONS, AND WILL DEEPEN BILATERAL 
TIES AS THE SECURITY SITUATION IN IRAQ PERMITS. EGYPT 

MAINTAINS A SMALL DIPLOMATIC PRESENCE IN IRAQ SINCE THE 
ABDUCTION AND MURDER OF ITS ENVOY TO BAGHDAD, WHILE BAGHDAD 
HAS YET TO POST AN AMBASSADOR TO CAIRO. THE GOE IS A STRONG 
AND POSITIVE VOICE WITHIN THE ARAB LEAGUE CONTEXT, 
ENCOURAGING EFFORTS AT RECONCILIATION AMONG IRAQI GROUPS. 
ENGAGEMENT BY BOTH EGYPT AND THE LEAGUE COULD CERTAINLY 
INCREASE, ALTHOUGH WE DOUBT OUR ENTREATIES ON THIS POINT WILL 
BE MORE CONVINCING THAN EGYPT\'S OWN ASSESSMENTS OF ITS 
POLITICAL AND SECURITY INTERESTS THERE. EGYPTIAN BUSINESSES 
CONTINUE TO SEEK INVESTMENT OPPORTUNITIES IN IRAQ, AND EGYPT 
IS CURRENTLY IN CONSULTATIONS WITH A LONDON-BASED FIRM ON THE 
ISSUE OF FORGIVING IRAQI DEBTS. END SUMMARY. 


2. (S) EGYPT IS CLOSELY MONITORING EVENTS IN IRAQ, PRIMARILY 

VIA THE EGYPTIAN GENERAL INTELLIGENCE SERVICE. CAIRO REMAINS 
OPPOSED TO MILITARY COMMITMENTS IN IRAQ, BUT HAS KEPT ITS 

OFFER ON THE TABLE TO TRAIN IRAQI POLICE AND MILITARY ON 
EGYPTIAN SOIL. GOE LEADERS ARE IN TOUCH WITH IRAQI 
COUNTERPARTS, AND ARE OPEN TO A VISIT TO CAIRO BY PRIME 
MINISTER MALIKI AND OTHER IRAQI LEADERS. CAIRO HAS BEEN A 
LEADER AMONG ARAB STATES IN DIPLOMATIC ENGAGEMENT WITH 
SUCCESSIVE IRAQI GOVERNMENTS. ITS INTELLIGENCE SERVICES WORK 
WITH US AND THE GOI IN THE COUNTER-TERRORISM FIELD. 

ACCORDING TO MFA DEPUTY ASSISTANT MINISTER FOR ARAB AFFAIRS 
AMAL MORAD, EGYPT IS CURRENTLY WORKING WITH A PRIVATE 
LONDON-BASED ACCOUNTING FIRM HIRED BY IRAQ TO CALCULATE EXACT 
FIGURES OWED BY THE GOI TO THE GOE AND GOE-OWNED COMPANIES, 
AND ON REMITTANCES TO EGYPTIAN WORKERS. MORAD COULD NOT CITE 
A PRECISE FIGURE, BUT STATED THAT THE FIGURE WAS 

\"CONSIDERABLE FOR EGYPT, BUT SMALL IN COMPARISON TO OTHER 
DEBTORS;\" PROBABLY IN THE \"HUNDREDS OF THOUSANDS OF DOLLARS.\" 
ONCE THE FIRM CALCULATES FIGURES, THE GOE AND THE GOI COULD 
NEGOTIATE TERMS OF DEBT FORGIVENESS. MORAD WAS NOT AWARE OF 
ANY MAJOR ASSETS OWNED BY THE GOI THAT REMAINED IN EGYPT. 
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ASKED ABOUT UPCOMING POLITICAL EVENTS OR SENIOR IRAQI VISITS, 
MORAD SAID THAT FOREIGN MINISTERS OF IRAQ AND ITS NEIGHBORS 
WOULD MEET SOON IN CAIRO. THERE WAS NO NEWS OF A VISIT TO 
EGYPT BY IRAQI PM MALIKI, ALTHOUGH MEMBERS OF IRAQ\'S NATIONAL 
RECONCILIATION COMMITTEE WERE CURRENTLY IN EGYPT TALKING WITH 
IRAQI EXPATRIATES. 


3. (C) DUE IN PART TO EGYPTIAN PRESSURE, THE ARAB LEAGUE 
CONTINUES ITS \"RECONCILIATION\" PROJECT WORK IN IRAQ, 
SPEARHEADED BY MOROCCAN DIPLOMAT MOKHTAR LAMANI. THE LEAGUE 
HAS HOSTED NUMEROUS DIPLOMATIC GATHERINGS ON IRAQ, AND HAS 
OFFERED MORAL SUPPORT TO SUCCESSIVE IRAQI GOVERNMENTS. 
LEAGUE INFLUENCE OVER ITS MEMBER STATES\' POLICIES ON IRAQ, 
HOWEVER, IS SCANT. THE LEAGUE HAS BEEN ACCUSED BY IRAQS 
SHIA AND KURDISH LEADERS AS BIASED IN FAVOR OF IRAQI SUNNIS, 

A CHARGE THAT HAS STYMIED EFFORTS BY THE LEAGUE TO SUPPORT 
NATIONAL RECONCILIATION. SECRETARY GENERAL AMRE MOUSSA 
REMAINS IN CLOSE CONTACT WITH BOTH SENIOR GOI LEADERS AND 
POLITICAL PLAYERS INSIDE IRAQ, INCLUDING NON-TERRORIST 
RESISTANCE LEADERS. EGYPT STRONGLY INFLUENCES MOUSSA\'S 
ACTIONS ON IRAQ. 


4. (S) QUESTIONS AND ANSWERS (REF A): 


- QUESTION: WHAT WOULD BE REQUIRED FOR THE GOE TO BE MORE 
ACTIVELY ENGAGED IN IRAQ? WHAT WILL GOE REQUIRE OF IRAQ 
BEFORE IT IS WILLING TO INCREASE SUPPORT? 


- RESPONSE: THE SECURITY SITUATION IN IRAQ IS THE SINGLE 
BIGGEST IMPEDIMENT TO GREATER GOE INVOLVEMENT IN IRAQ. EGYPT 
WILL NOT SEND TROOPS TO IRAQ. 


- QUESTION: WHAT STRATEGY SHOULD THE USG TAKE IN ENGAGING 
GOE TO ENCOURAGE GREATER SUPPORT? 


- RESPONSE: WE HAVE CONSISTENTLY ARGUED THAT THE IRAQIS 
WEAKEN THEIR OWN CASE IN CAIRO BY NOT SENDING AN AMBASSADOR 
HERE WITH BOTH STATURE AND SKILL. THE U.S. SHOULD PRESS THE 
GOI TO SEND A CAPABLE, SENIOR-LEVEL ENVOY TO BEGIN CHANGING 
ATTITUDES OF BOTH THE EGYPTIAN GOVERNMENT AND LOCAL OPINION 
SHAPERS. AN ARTICULATE IRAQI SPOKESMAN IN CAIRO COULD ALSO 
PROMOTE IRAQI VIEWS TO PAN ARAB PRESS ORGANS. 


Column 3 

- QUESTION: WHAT SPECIFIC CONTRIBUTIONS - FINANCIAL, 

POLITICAL, SECURITY, OR OTHER - COULD THE GOE MAKE TO IRAQ, 
ASSUMING IT WAS APPROACHED IN THE CORRECT MANNER AND AT AN 
APPROPRIATE LEVEL? 


- RESPONSE: EGYPT HAS CONSISTENTLY TURNED DOWN ENTREATIES TO 
CONTRIBUTE TROOPS FOR IRAQ, AND IS UNLIKELY TO CHANGE 
DIRECTION ON THIS ISSUE. THE AREA WHERE COOPERATION IS 
GREATEST, AND PERHAPS CAPABLE OF FURTHER EXPANSION, IS IN THE 
COUNTER-TERROR AND INTELLIGENCE-SHARING FIELDS. EGYPT IS 
WILLING TO TRAIN TROOPS OR POLICE ON EGYPTIAN SOIL. 


- QUESTION: WHAT ARE THE GOE\'S OPINIONS ON THE RELATIONSHIP 
BETWEEN IRAQ AND SYRIA? HOW WILL THE HOST GOVERNMENT 
PERCEIVE ANY CHANGE, EITHER FOR THE BETTER OR WORSE, IN THE 
RELATIONSHIP BETWEEN IRAQ AND SYRIA? HOW COULD THE GOE BE 
USED TO INFLUENCE SYRIAN BEHAVIOR TOWARD IRAQ? 


- RESPONSE: EGYPTS STRAINED RELATIONS WITH SYRIA STEM FROM 
DEEP DISAGREEMENTS OVER THE LATTERS RELATIONS WITH THE 
IRANIANS, PALESTINIAN MILITANTS, AND HIZBOLLAH IN LEBANON. 

EGYPT KNOWS THE NEGATIVE ROLE SYRIA PLAYS VIS-A-VIS IRAQ, BUT 
HAS LIMITED LEVERAGE OVER DAMASCUS, AS WITNESSED IN OTHER 
AREAS. PRESIDENT MUBARAK HAS REPEATEDLY URGED PRESIDENT ASAD 
TO CURB THE TRAFFIC OF FOREIGN FIGHTERS TO IRAQ, BUT ALSO 

URGES US TO ESTABLISH OUR OWN CHANNELS TO DAMASCUS. 


- QUESTION: WHAT ARE THE GOE\'S OPINIONS ON THE RELATIONSHIP 
BETWEEN IRAQ AND IRAN? HOW WILL THE HOST GOVERNMENT PERCEIVE 
ANY CHANGE, EITHER FOR BETTER OR FOR WORSE, IN THE 

RELATIONSHIP BETWEEN IRAQ AND IRAN? HOW COULD THE GOE BE 
USED TO INFLUENCE IRANIAN BEHAVIOR TOWARD IRAQ? 


- RESPONSE: THE GOE\'S RELATIONS WITH TEHRAN (NO FORMAL TIES) 
ARE MARKED BY ENMITY AND SUSPICION. PRESIDENT MUBARAK AND 
HIS SENIOR MINISTERS ARE CLEAR ON THIS POINT. THE EGYPTIANS 
FEAR IRANIAN INROADS INTO IRAQ, AND ARE CONCERNED BY 
EXPANDING IRANIAN INFLUENCE ON EGYPT\'S DOORSTEP IN GAZA, 
WHICH THEY SEE AS A DIRECT RESULT OF U.S. POLICY IN IRAQ. 
RICCIARDONE 
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PLEASE PASS TO IO/UNP HOWARD BETTS 


E.O. 12958: N/A 

TAGS: PHUM, PREL, UNGA, UN, AR, CU 

SUBJECT: ARGENTINA TO SUPPORT CUBAN EMBARGO RESOLUTION; 
UNDECIDED ON AUSTRALIAN AMENDMENT 


REF: A) STATE 184156 B) STATE 182099 C) 11/8-9/06 
GOMEZ-BETTS E-MAILS 


1. (SBU) On November 8, DCM raised points in Ref A to 
Argentine Under Secretary for Foreign Policy Luis Cappagli. 
Cappagli stated that the GOA would vote for the resolution 
condemning the U.S. embargo on Cuba, but noted that the GOA 
had not decided on whether it will support the Australian 
amendment expressing concern about Cuba\'s human rights 
situation. Cappagli noted that Argentina remains concerned 
over Cuba\'s human rights situation, but is concerned that 
supporting the Australian amendment would dilute the 
resolution condemning the U.S. embargo. (NOTE: The GOA 
abstained on the Cuba human rights resolutions in 2004 and 
2005.) 

WAYNE 
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FROM USMISSION UNESCO PARIS 
FOR USAID - JOE CARNEY 


E.O. 12958: N/A 
TAGS: UNESCO, SCUL 
SUBJECT: UNESCO - Literacy Prizes 


1. Summary. On Friday, November 3, 2006, UNESCO awarded the 2006 
Literacy prizes to literacy programs in Pakistan, Turkey, Cuba, 

India, and Morocco. A program in China received an Honorable 
Mention. Pakistan received the International Reading Association 
Literacy Prize. IRA is a U.S. association and one of their members 
also sat on the jury panel that awarded these prizes. Each prize is 

for $20,000 and is awarded annually in recognition of effective 
contributions to the fight against illiteracy. ADG for Education, 

Peter Smith, presented the awards to each representative. Yo si 
puedo, the Cuban literacy program, received the UNESCO King Sejong 
Literacy prize. End Summary. 


2. The ceremony was non-controversial although well attended. Each 
prize winner thanked UNESCO and said a few words about their 
program. While there was country press in attendance this was 

largely a non-event. ADG Smith spoke about the White House 
Conference on Global Literacy and its success and announced again 
that the first UNESCO follow-up regional literacy conference will be 

in Qatar next March. None of the programs who won these prizes were 
featured at the White House conference. 


3. The Mission\'s Education Attache, Sally Lovejoy, attended the 
event in recognition of our strong support for literacy. 
OLIVER 
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E.O. 12958: DECL: 10/10/2016 

TAGS: PREL, PGOV, PO 

SUBJECT: PORTUGAL DOES NOT AGREE ON CUBA EMBARGO AND ONE 
RETALIATORY RESOLUTION IN UN THIRD COMMITTEE 


REF: A. STATE 182099 
B. STATE 182267 
C. STATE 183547 
D. STATE 184156 


Classified By: POL CHIEF TROY FITRELL, REASONS 1.4 (B,D) 


1.(C) Summary: Portugal agrees with many of the U.S. issues 
regarding pending Third Committee resolutions, except for the 
Cuba Embargo Resolution and the retaliatory Protecting Human 
Rights and Freedoms while Countering Terrorism Resolution. 
Interlocutors noted that Portugal will consider any EU 
consensus, but intends to argue in favor of the Embargo 
resolution, against the Australian amendment, and in favor of 
the Protecting Human Rights resolution. End summary. 


2. (U) At the working level, we approached Portuguese 
Ministry of Foreign Affairs offices on each of the Reftel 
issues related to pending resolutions in the United Nations 
Third Committee, meeting with representatives from the Latin 
America, United Nations, and Human Rights offices. 


Cuba 

3. (C) Regarding Reftels A and D, Manuela Caldas Faria and 
Leandro Amado, both of the Latin America office, and Ana 
Brito of the United Nations office noted that they had just 
received the text of the Australian amendment to the Cuba 
Embargo Resolution. Each noted that they would consider 
European Union consensus, but that Portugal would vote 
against the amendment and for the resolution. They said they 
oppose the embargo on Cuba on the grounds of 
extraterritoriality and believed that the Australian 

amendment introduced a subject, human rights, which they 
believed should remain separate. Nonetheless, Brito noted 
that they intended to use the Explanation of Vote to make a 
forceful statement on the human rights situation in Cuba. 


Country Specific Human Rights Resolutions 

4. (C) Regarding Reftels B and C, Brito noted that Portugal 
agreed to cosponsor each of the five country specific 
resolutions supported by the U.S., and would lobby other 
nations to support them as well. Brito also noted that 
Portugal would oppose most of the retaliatory resolutions 
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listed in Ref C, with the exception of the Protecting Human 
Rights and Freedoms while Countering Terrorism Resolution. 
Portugal intended to support this resolution, Brito said, as 
part of a general concern for detainee rights, including 
extraordinary renditions of suspected terrorists. Brito 

noted that Portugal is unhappy with the failure of the Human 
Rights Council to address all of the Ref B and C issues 
effectively. 


Comment 

5. (C) Portugal,s stands regarding the Cuba resolution, the 
Australian amendment, and the retaliatory resolution are 
unfortunate, but are in line with Portugal,s voting record 

in past Third Committee sessions. Interlocutors did note 
that they would consider joining an EU consensus, should 
their EU allies decide to vote in a more favorable manner. 
Brito,s mention of detainee rights reflects on-going 
pressure on the Portuguese government by the EU Parliament 
and crusading journalists in regard to alleged rendition 
flights landing on Portuguese territory. 

Hoffman 
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E.O. 12958: N/A 

TAGS: DR, PGOV, PREL, PARM 

SUBJECT: DEMARCHE ON DPRK CONVENTIONAL ARMS DELIVERED TO 
DOMINICAN GOVT 


REF: STATE 180512 


POLOFF delivered Reftel talking points on UNSCR 1718 
obligations on DPRK conventional arms to the Ministry of 
Foreign Relations. Ambassador Michelle Cohen, Dominican 
Chief of United Nations and Organization of American States 
Affairs (Assistant Secretary-equivalent), took our views on 
board but had no immediate reply. We will report any 
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Dominican response. 


(U) This report and extensive other material can be consulted 
on our SIPRNET site, 
http://www.state.sgov.gov/p/wha/santodomingo/ 

HERTELL 
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E.O. 12958: DECL: 11/09/2016 

TAGS: NATO, PREL, MOPS, UP, FR 

SUBJECT: FRENCH AGREE ON IMPORTANCE OF SUPPORTING REFORM 
EFFORTS IN UKRAINE 


REF: STATE 180222 
Classified By: A/DCM JOSIAH ROSENBLATT FOR REASONS 1.4 (b) and (d) 


1. (C) French DAS-equivalent for Russia, the Caucasus, and 
Central Asia, Aurelia Bouchez, confirmed on November 3 that 
France would continue strongly to support reform efforts in 

the Ukraine, particularly in the defense field. Bouchez 

noted that although France in theory was in favor of a NATO 
membership track for Ukraine, the GOF believed that 

discussion of NATO membership would be counter-productive at 
this time. 


2. (C) Not only had Ukraine made clear it did not want to 
pursue MAP at this time, Bouchez said, but Russia\'s reactions 
to Intensified Dialogue with Georgia had further complicated 
the issue. As a result, Ukraine saw NATO as a zero-sum game 
in terms of its relations with the West and with Russia. 

Western countries, Bouchez noted, had to present 
Euro-Atlantic integration to the Ukrainians not as an 

alternative, but a complement, to positive engagement with 
Russia. 


Column 3 

3. (C) Poloff clarified that U.S. intentions are to protect 

and promote Ukraine\'s long-term prospects for NATO membership 
and to educate Ukranians about the positive aspects of 

eventual accession. Bouchez said she understood the U.S. 
approach, but that France preferred to avoid discussing NATO 
membership, while at the same time encouraging reforms. She 
said that Alliance members needed also to be more alert to 
Russia\'s reactions of a NATO member on its border, 

particularly when unresolved conflicts persisted. 


4. (C) Post also shared points on November 8 with the MFA\'s 
Strategic Affairs Bureau, which handles NATO issues, among 
others. We were informed that they might have additional 
feedback later on France\'s perspective on Ukraine-NATO 
relations. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
STAPLETON 
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E.O. 12958: N/A 
TAGS: UNESCO, KPAO, 
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SUBJECT: USUNESCO - A/S POWELL MEETS DIRECTOR-GENERAL 


1. (SBU) SUMMARY: During a meeting characterized as \"highly 
positive\" by the UNESCO Secretariat, Assistant Secretary of State 
for Educational and Cultural Affairs, Dina Habib Powell met with 
UNESCO Director-General Koichiro Matsuura and raised the First 
Lady\'s Literacy conference, Powell\'s upcoming trip to Asia to 
promote higher education, the First Lady\'s Global Cultural 

Initiative and UNESCO reform and accountability. Deputy Assistant 
Secretary of State for Academic Programs Thomas A. Farrell also 
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stated that the U.S. was opposed to an international instrument on 
education as a public good. Matsuura remains keen to partner with 

the U.S. and welcomed the Assistant Secretary\'s announcement of the 
Fusion Arts program, a new ECA exchange for university students, 
suggesting that First Lady Laura Bush consider coming to UNESCO to 
launch it. He did not, however, commit to stopping an instrument on 
education. 

END SUMMARY. 


2. (U) The Assistant Secretary opened up the meeting by mentioning 
the First Lady\'s appreciation for Matsuura\'s work and then discussed 
upcoming plans for the first follow on conference to the First 

Lady\'s September 2006 Global Literacy Conference, which will take 
place in March 2007. Ambassador Oliver noted that Asia Pacific 
countries at UNESCO were vigorously competing against one another on 
where to hold the second follow on conference in their region. 
Matsuura, who also provided an opening address at the Fulbright new 
Century Scholars Closing Plenary Session held at UNESCO on October 
24 (septel b) stated that he completely agreed with Mrs. Bush on the 
importance of literacy and regretted that the UN had not mentioned 

it explicitly in its Millennium Development Goals. 


3. (SBU) Assistant Secretary Powell stated that she would soon 
co-lead a delegation to Japan, South Korea and China with U.S. 
Secretary for Education, Margaret Spellings and 12 U.S. University 
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presidents in order to deliver a message to governments, business, 
the academic community and students in the three countries that the 
U.S. welcomes more foreign students from their countries coming to 
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the U.S. to study at our colleges and universities. She emphasized 
that the U.S. wants to reach beyond elites and visit not only 
well-known universities but also smaller ones. She added that her 
office also encourages U.S. students to study abroad and learn 
foreign languages. She asked the Director-General for ideas on how 
to pursue these goals in Asia. He responded that Japan needs to do 
more reciprocal exchanges rather than just one-way exchanges. He 
urged Assistant Secretary Powell to ask the new Japanese Prime 
Minister to increase the flow of reciprocal exchange, perhaps 
connecting it with the Abe or Obuchi fellowship programs. He added 
that South Korea was now a prosperous enough country to also 
increase its reciprocal exchange flow and stated that like Japan, it 
might be taking in many students but sending too few abroad. 


3. (SBU) The A/S mentioned the First Lady\'s Global Cultural 
Initiative, noting Secretary Rice\'s personal commitment to culture 

as a trained concert pianist. She stated that the administration 

had doubled its cultural programming budget in recent years and has 
developed close personal relations with the Kennedy Center for the 
Performing Arts in Washington as well as the National Endowment for 
the Arts (NEA) and the National Endowment of the Humanities (NEH). 
Ambassador Oliver noted past Mission cooperation with these 
entities, including a blues concert and a poetry reading with the 
Chairman of the NEA, Dana Gioia in 2004 and 2005. The Assistant 
Secretary raised the development of the \"Very Special Arts Program\" 
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affiliated with the Kennedy Center, whose artists with disabilities 

perform abroad and suggested UNESCO engage with this program. She 
also mentioned the Fusion Arts Exchange Program, a new ECA program 
that she announced for the first time at UNESCO headquarters on the 
same day, stating that the U.S. would like to have a performance at 
UNESCO. (The project will bring together students from different 
countries with strong musical traditions, to study popular music and 
perform together with American students at a leading U.S. university 
music program.) The Director-General responded that he would like to 
do a cultural event with Mrs. Bush as part of a multifaceted visit, 

and the Assistant Secretary asked if the First Lady could launch the 

first Fusion Arts Exchange at UNESCO Headquarters. The 
Director-General stated that he would be pleased if UNESCO were 
associated with these new programs and welcomed any initiatives with 
the First Lady. 
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5. (SBU) The Assistant Secretary turned to the topic of ethics, 
praising the Director-General for his leadership in this field. She 
emphasized the importance of international organizations building 
credibility with the U.S. Congress - indeed; she added Matsuura had 
built an excellent reputation in this area on Capitol Hill. The 

Director General stated that he would announce a UNESCO Code of 
Conduct in December. He stated that in cases where employee conduct 
was a problem, he had been able to successfully terminate the 
employee in every situation except for one, who, in staying on, had 
created enormous difficulties for her boss. 


8. (U) Deputy Assistant Secretary registered U.S. concern over 
possible instruments in the area of education as a public good. 

Farrell noted the existing guidelines on quality assurance of cross 
border education. The Director-General stated that he, personally, 
was against an instrument on education as a public good and noted 
that UNESCO had done a good job adopting the guidelines on cross 
border education with the Organization on Economic Cooperation and 
Development (OECD) but stated that it was now was up to member 
states on how to handle and implement these guidelines, and to 
determine if they were sufficient. (COMMENT: This reaction 

strongly echoes his previous comments on the cultural diversity 
convention, which was to state that while he personally did not feel 
strongly about the issue, member states were firm. END COMMENT.) 


9. (SBU) COMMENT: The meeting between the Director-General and 
Assistant Secretary Powell was well received by the secretariat and 
opened up new possibilities for cultural cooperation. The 
Director-General\'s reaction to the point on ethics suggests that he 

is aware of their importance for his legacy at UNESCO. It also 
demonstrates his concern that there might be difficulties in more 

than one area of UNESCO on this point. Finally, Mission notes that 
the Director-General only stated his personal views on an instrument 
to make education a public good, not his professional view on the 
topic. END COMMENT. 


10. (U) This cable was approved by Assistant Secretary Powell\'s 
office. 
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NON-VAROSHA PACKAGE 


Classified By: Ambassador Ross Wilson, Reasons 1.4 (b), (d) 


1.(C) Summary. Turkish MFA Deputy U/S Apakan told 
Ambassador that while Turkey will continue to work with the 
Finns to find an acceptable Cyprus package that allows Turkey 
to meet its legal obligations to the EU, including Varosha 

will be next to impossible. The Turks would be more 
comfortable with a smaller package that looks more 
legalistically at its preexisting Customs Union obligations. 

They realize time is short. The Turks would also like the 

USG to push in New York to get the Gambari process off the 
ground. End summary. 


2. (C) Ambassador met with MFA Deputy U/S Ertugrul Apakan 
November 8 to underscore USG understanding that the EU mood 
on Turkey is dark and frustration high after the proximity 

talks that never happened. The Turks have a large mountain 

to climb in the next five weeks. It will be crucial not to 

aggravate already substantial doubt that some in the EU 

harbor as to whether Turkey really wants to work this out. 
Ambassador stressed that the GOT needs to do all it can to 
reinforce Turkish interest in finding a solution. 


3. (C) The USG is urging the Finns to re-engage, through 
shuttle diplomacy or via inviting a series of senior people 

for individual discussions. The Finns may be prepared to 
invite experts to Helsinki as early as next week. When that 
happens, Turkey should be ready with concrete proposals. The 
Finns will also be looking to flesh out their initiative, 

perhaps by putting it down in writing. Turkey can further 
help itself by taking steps on other key issues, such as 
Article 301, which the PM raised recently with NGOs. Other 
possibilities could include taking action on Greek minority 
issues, Halki, etc. Ambassador pointed to the recent Greek 
parliament decision to fund construction of a mosque in 
Athens. What Turkish officials say publicly on EU accession 
and the Finnish effort would also be extremely important. 
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4. (C) Apakan responded that the GOT would continue its 
\"positive approach\" to the EU and Cyprus. The official 
response to the EU progress report would be low-key and 
constructive. On Cyprus, they would maintain contact with 

the Finns. FM Gul had spoken with Enlargement Commissioner 
Olli Rehn and they were in contact on the diplomatic level. 


5. (C) On process, Apakan said the GOT had advised the Finns 
from the outset to hold four party talks. Turkey\'s reasons 

were at least two-fold: Greece is a guarantor power and its 
political assurances are needed on any Cyprus-related 
agreement. Without them, the Turks cannot agree with Greek 
Cypriot President Papadopoulos. And for implementation, 
Greece must give its \"open blessing\". Apakan enumerated the 
openings already offered to the Greek Cypriots (GCs): they 

can come to Turkey without a visa and purchase one at the 
airport. Word had been given quietly to Turkish customs to 
allow GC goods to enter. They are coming in via Athens to 

the tune of $7-8 million. Turkish Cypriot (TC) vessels. he 
noted, cannot take their goods to Greece. 


6. (C) Apakan said the Turks would speak privately to the 
Finns on what he termed the \"political geometry\" of Cyprus, 
his shorthand for stating how difficult it is for Ankara to 

mix a final settlement issue - Varosha - with either 

confidence building measures or Customs Union (CU) issues. 
Under the Luxembourg presidency, the TCs and GCs had 
discussed a basket of issues; then Varosha was inserted. The 
package failed. Varosha does not fall under any Turkish 
obligation to the EU; it appears in no EU document and, for 
the GOT, it is too hard. Speaking confidentially to the US 

and not to the EU, Apakan said that Turkey\'s obligation to 
the EU is to fulfill the additional protocol. The purpose of 

that document is to extend the CU to all new EU members, 
including the ROC. In fact, the CU only applies to 

industrial and specified processed agricultural goods, not to 
services, and it says nothing about ports, airports or 

airspace. 


7. (C) To move in the right direction, Apakan continued, 
shuttle diplomacy is needed. The Turkish position is to find 
a way to work within the scope of the CU. For example, a 
small package that pairs the opening of Turkish ports and the 
lifting of the isolation of the TCs would be both meaningful 
and digestible in Turkey. The GOT would be criticized at 
home, but it would be politically defensible. With respect 
to airports, since there is nothing in the CU on either 
airspace or airports, how can Turkey open airports if no 
consideration is given to opening Ercan? The smaller the 
equation, the easier it will be to deal with, he stated. 
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8. (C) As a last resort, Apakan added, Turkey could consider 
arbitration. He acknowledged that it might be riskier for 
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Turkey than for others. This would be, however, for a later 
stage. In the meantime, the Turks would talk to the Finns 
and other EU partners. 


9. (C) One other important element would be to get the 
Gambari process moving. The letters have not reached Talat 
and Papadopoulos because the GCs had asked that they be 
delayed. Apakan asked for USG intervention to get this 
moving; the parties would adjust accordingly. 


10. (C) Ambassador responded that the point of the Finnish 
package was to allow Turkey to meet its legal requirements to 
the EU while ensuring that Cyprus does not pose an undue 
barrier to Turkey\'s ongoing accession negotiations. The 

trick is to find a formula that is politically doable both in 
Ankara and in Nicosia; no small feat. The USG is concerned 
and wants to be helpful. Turkey needs to be active and 
energetic in working with the Finns and trying to find a 
solution. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. (SBU) Summary: The leaders of the PSC, ERC, and the 
Initiative for Catalonia Greens (ICV), the three-party coalition 
(Tripartite), which has governed Catalonia since 2003, agreed in 
principal November 4 to reprise their oft-fractious partnership 

and form the next autonomous regional government. ERC leader 
Josep Carod Rovira announced the agreement after a two-day round 
of marathon talks. PSC presidential candidate Jose Montilla 

will be named President - the first non-Catalan born president 

in the region\'s history. Carod will encumber the newly created 
position of Vice President (formerly First Counselor). Reaction 
from the CiU was swift: presidential candidate Artur Mas 
accused Montilla and Carod of \"tricking\" the voters. CiU Secgen 
and Spanish Parliament member Josep Antoni Duran Lleida 
immediately announced his party would pull its support from PM 
Zapatero, both have since moderated their early remarks. 

Playing to his strength as stable and serious, Montilla will 

have to move quickly to allay fears that he is not focused 

enough on Catalan interests, even as he works to implement the 
Catalan autonomy statute (Estatut). Otherwise, he could find 
himself facing the same problems his predecessor faced with an 
outspoken coalition partner that focuses more narrowly on 
Catalan independence rather than broader social and economic 
issues. End Summary. 


PSC-ERC-ICV Tripartite: Round Two 


2. (SBU) Republican Left of Catalan (ERC) President Josep Lluis 
Carod Rovira announced November 4 that the three parties that 
made up the previous governing coalition in Catalonia - the 
so-called Tripartite - had reached agreement to reform the 
alliance, thus, denying Artur Mas and the Convergence and Union 
(CiU) the chance to form the government. (Note: The CiU 
coalition won the November 1 elections, but did not win an 
outright majority (reftel). End note.) Socialist Party of 

Catalan (PSC) presidential candidate Jose Montilla will be 
elected President of the autonomous region (Generalitat); Carod 
will occupy the newly created position of Vice President, and 
Initiative for Catalonia Greens (ICV) President Joan Saur will 
likely occupy the third most important position as Counselor for 
the Interior and Institutional Relations and Participation. The 
three parties will have a total of 70 seats in the Parliament; 
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two seats more than necessary to control Parliament. Montilla\'s 
investiture will be an historic occasion as he will become the 

first non-Catalan born president in the region\'s history, a 

subject that ran as an undercurrent throughout the election. In 
remarks November 7, Montilla presented his new team to the press 
November 7, and in his statement he declared, \"| am aware that 
all was not positive during the last legislature, but in life 

what is important is not to not commit mistakes, but to learn 

from your mistakes~we will not repeat the mistakes of the past.\" 


3. (U) In this vein, the coalition reportedly has agreed to the 
following broad guidelines: 


No surprises - Carod and Saura have apparently agreed to inform 
Montilla before taking any actions that might adversely affect 
the Generalitat. 


Unity first - The three leaders have agreed to put the interests 
of the autonomous region before party interests. 


All for Catalonia - Social issues, including housing, education, 
and employment, will be the focus of the Generalitat. 


Sharp CiU Reaction 


4. (SBU) The reaction from CiU presidential candidate Artur Mas, 
and CiU Secgen and Spanish Parliamentarian Jose Antoni Duran, 
was swift and angry. Mas accused Montilla and Carod of 
\"tricking\" the voters into believing another Tripartite was not 

an option. Duran announced his party would not continue to 
support the government of PM Jose Luis Rodriguez Zapatero. Both 
later moderated their initial remarks as foreshadowed to the CG 

by Joan Russell, Popular Party (PP) insider and President of the 
Catalan Manufacturers Association. 


Catalans Calm 


5. (SBU) Catalans have reacted calmly to the news of the 
Tripartite resurgence. Polls leading up to November 1 indicated 
that this might be a possible outcome of the election. What 
might have taken some by surprise was the speed with which the 
coalition came together to form their government. Media 
reported some small, but noisy protests in and around Barcelona, 
but no other activity of note. It appears Catalans are either 
resigned, or simply willing to give Montilla and his new team a 
chance. 
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6. (SBU) Comment: Once confirmed in Parliament, Montilla will 
have to quickly show his government is ready for work as his 
grace period will likely be short, and an angry CiU will be 
nipping at his shoes from the start. A first order of business 

is likely to be quick implementation of the Estatut, and even 

this will take the measure of Montilla\'s ability. It was the 

ERC that refused to vote in favor of the Estatut, which resulted 
in its expulsion from the coalition over the summer and the call 
for early elections. Montilla will also have to allay ERC (for 

a start) fears that he might be soft on Catalan interests, an 
issue the CiU (at a minimum) will want to use against him during 
his mandate. At the national level, the coalition is already 
paying dividends: according to press reports, the ERC quickly 
supported the PSOE in the Spanish Parliament on several 
budgetary issues after CiU parliamentarians withdrew their 
support. End Comment. 

ROBINSON 


85187 

OO RUEHAG RUEHROV 

DE RUEHAK #6392 3131659 

ZNY SSSSS ZZH 

O 091659Z NOV 06 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9901 

INFO RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHAM/AMEMBASSY AMMAN PRIORITY 0857 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 0485 
RUEHSW/AMEMBASSY BERN PRIORITY 0335 
RUEHEG/AMEMBASSY CAIRO PRIORITY 0348 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 1599 
RUEHNY/AMEMBASSY OSLO PRIORITY 0231 
RUEHRH/AMEMBASSY RIYADH PRIORITY 0620 
RUEHJl/AMCONSUL JEDDAH PRIORITY 0079","S E C R E T ANKARA 006392 


SIPDIS 
SIPDIS 
E.O. 12958: DECL: 11/08/2021 
TAGS: PREL, PROV, PTER, KDEM, MOPS, TU 
SUBJECT: PRESERVING LEBANESE PM SINIORAYS GOVERNMENT: 
REMINDING THE TURKS 
REF: A. SECSTATE 664065 
B. ANKARA 5990 
Classified By: Ambassador Ross Wilson, Reasons 1.4 (b), (d) 


1. (S) Ambassador raised ref a points with MFA Deputy U/S 
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Apakan November 8, stressing USG concern that the SARG was 
using Lebanese political figures to try to bring down the 
government of PM Siniora. Large-scale demonstrations may be 
orchestrated during which violence would be encouraged in 
order to provoke a crisis. Ambassador noted he had earlier 
made a similar demarche to PM foreign policy adviser 
Ambassador Davutoglu (ref b) but that Syrian efforts had 
continued and we had been asked to approach the Turkish 
government again. 


2. (S) Ambassador urged that the GOT use its contacts to 
point out to Damascus that provoking such unrest in Lebanon 
would only further isolate Syria and could lead to further 
UNSC action. It was also contrary to what FM Gul believed he 
had been told during his August trip to Damascus. 


3. (S) Apakan recognized the seriousness of the situation. 
He said the Siniora government\'s continued control was 
critical to Lebanon\'s integrity. Turkey was taking part in 
UNIFIL and increased unrest could put Turkish troops at risk. 
He agreed as well that it ran counter to the pledges FM Gul 
had received in Damascus. Apakan promised to talk to the 
relevant players at MFA and proceed as soon as possible to 
make whatever contacts were appropriate. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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RESOLUTION 


REF: STATE 184156 


1. (SBU) Late afternoon of November 7, Polcouns discussed 
reftel talking points regarding the Cuba embargo resolution 
and the proposed Australian human rights amendment with 
Antonio Alarcon, chief of staff for Minister of Foreign 

Affairs Bruno Stagno. Post also delivered talking points to 
the Ministry of Foreign Affairs in conjunction with the 
discussion. Alarcon indicated that he would consult with 
vice-Minister Edgar Ugalde and Director of Foreign Policy 
Jose Chaverri before responding. 


2. (SBU) On November 8, 12:30 P.M. EST, Alarcon told Polcouns 
that Ugalde and Chaverri were still considering the matter. 
When reminded that the vote on the resolution was scheduled 
to take place shortly, or had already taken place, Alarcon 
elaborated a little further. He said that the human rights 
aspect of the Australian amendment gave the Cuban embargo 
debate a \"new dimension\" from the GOCR,s perspective, in 
light of Costa Rica,s strong support for human rights in 
general. Alarcon added, however, that Costa Rica,s support 
for human rights should take place \"in the appropriate fora,\" 
and that any GOCR position on the embargo issue should be 
consistent with the anti-embargo position Latin American 
countries, including Costa Rica, agreed to during the 
November 3-5 lbero-American summit. 


3. (SBU) COMMENT: Alarcon was politely signaling that the 
GOCR will not oppose this year,s Cuban embargo resolution 
(and probably will not abstain, either). In light of the 
importance to the Arias government of gaining a UNSC seat for 
the 2008-2010 term, we anticipate continued Tico reluctance 

to take actions that go against the flow in the UNGA. 
LANGDALE 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PGOV, PHUM, PREL, OSCE, TU 

SUBJECT: IT COULD HAVE BEEN WORSE: EU REPORT DELAYS 
DECISION ON SUSPENSION; TURKS CONSIDER NEXT STEPS 


Classified By: Political Counselor Janice G. Weiner for reasons 1.4(b), 


(d) 


1.(C) Summary: The GOT has reacted calmly to the EU 
Commission\'s Annual Progress Report on Turkey, which 
criticized the pace of reforms and Turkey\'s failure to open 

its ports and airports to Greek Cypriot traffic, but did not 
recommend suspending negotiations. Prime Minister Erdogan 
said that the report \"has positive as well as negative 

aspects,\" and our GOT contacts say they are pleased that the 
Commission did not recommend suspension. Turkish media have 
characterized the Report as kicking the issue down the road 

for a month. Although the EU Commission has left open a 
window for the GOT to reform controversial Turkish Penal Code 
(TPC) Article 301 (insulting \"Turkishness\") and to surmount 
the Cyprus impasse, it is not clear that PM Erdogan has the 
political will or capacity to achieve either result. End 

summary. 


2.(U) The Progress Report and accompanying Enlargement 
Strategy and Main Challenges Report (\"the Enlargement 
Report\"), while critical of the pace of reforms, do not make 
specific recommendations for suspension of negotiations. As 
expected, the EU Commission stated that Turkey needs to make 
\"significant further efforts\" on freedom of expression, as 

well as improvements in the areas of rights of non-Muslim 
religious communities, women\'s rights, trade union rights and 
civilian control of the military. On economic issues, the 
Commission concluded that Turkey has \"a functioning market 
economy and has improved its ability to take on the 
obligations of membership.\" 
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3.(U) The Commission criticized the GOT\'s failure to 
implement that Additional Protocol to the Ankara Agreement by 
opening its ports to Cypriot vessels, but made no 
recommendation on suspension of negotiations. Leaving open 
time for further negotiations and a possible eleventh-hour 

deal, the Commission warned the GOT that failure to implement 
the Ankara Agreement would affect overall progress in 
negotiations, and said the Commission will make relevant 
recommendations ahead of the December European Council, if 
Turkey has not fulfilled its obligations. 


4.(SBU) The GOT has thus far reacted calmly the Progress 
Report. The GOT\'s initial press release stated that \"the 

report affirms the Turkish government\'s commitment to the 
reform process, and points out that legal arrangements in 
Turkey, in general, are in harmony with EU norms and 
regulations.\" Prime Minister Erdogan told the press that the 
report \"has positive as well as negative aspects.\" MFA 

Deputy U/S Apakan confirmed to the Ambassador that Turkey\'s 
response would be measured and reasonable. 


5.(C) Turkey\'s EU Secretariat Political Department Head Ahmet 
Dogan told us that none of the report\'s criticisms were 
unexpected, and that overall the report was balanced. Dogan 
was careful to exclude Cyprus, however, which he called \"a 
completely separate issue.\" MFA EU Political Affairs 
Department Head Muhsin Kilicaslan echoed these sentiments, 
telling us, \"it could have been worse\" and that he was 

pleased to see that the Commission did not make 
recommendations on suspension of negotiations. According to 
Dogan, \"now begins the process of digesting and analyzing the 
reports and drafting our specific comments and objections.\" 
Both officials told us they could not predict whether the 

report would spur the government to take action on \"political 
issues\" such as Turkish Penal Code (TPC) Article 301, prior 

to the EU Council summit in mid-December. D/US Apakan 
believed there was momentum on 301. 


Turkish Media Say \"Trouble Postponed\" 
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6.(U) The Turkish media have focused on the fact that the EU 
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Commission did not recommend specific action. Most took the 
position that the Progress Report merely postponed the 
decision for another month. Leftist-nationalist newspaper 
\"Cumhuriyet\" headlined on page one, \"Trouble Postponed\", 
while mainstream \"Hurriyet\" headlined, \"Extension Until 
December\". Mainstream \"Milliyet\" reported that the \"message 
from the EU is that the process will continue down the road 

but at a slow pace.\" Most Turkish columnists reacted 
similarly. Liberal newspaper \"Radikal\'s\" columnist Murat 
Yetkin called the report a \"postponement report, not a 
progress report.\" 


7.(U) The Commission\'s findings on the progress of Turkey\'s 
economic and political reforms is balanced. The Commission 
found as follows on Turkey\'s progress on the Copenhagen 
political criteria: 


-- Democracy and the Rule of Law: In the area of public 
administration, a law establishing an Ombudsman was adopted; 
no progress, though, with regard to civil service reform. 


-- Civil Military Relations: The parliament passed revised 
procedures for military courts enhancing guarantees for 
defendants. However, senior members of the armed forces have 
continued making public statements to influence areas beyond 
their responsibilities. 


-- Judicial Reform: There was no progress in this area. 
However, implementation by the judiciary of new legislation 
presents a mixed picture so far and independence of the 
judiciary needs further work. 


-- Corruption: There was some limited progress on 
legislative reforms in the fight against corruption. 

Corruption remains widespread. Anti-corruption policies are 
weak and authorities responsible for the fight against 
corruption need to be strengthened. 


-- Human Rights and Protection of Minorities: There has been 

a further decrease in reports of torture and ill-treatment. 
However, allegations of torture and ill-treatment outside 
detention centers in the South-East give cause for concern. 
Impunity for perpetrators of torture also remains a problem. 

The impact on fundamental freedoms of the amendments to the 
anti-terror law needs to be followed closely. Such 

amendments introduced a wide list of terrorism offenses and 
weakened guarantees for defendants. 
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-- Freedom of expression: Open debate has increased in 
Turkish society on a wide range of issues, including on 
traditionally sensitive subjects, but freedom of expression 

in line with European standards is not yet guaranteed. A 
significant number of persons have been prosecuted for 
expressing non-violent opinions. Article 301 and other 
provisions of the Turkish penal Code that restrict freedom of 
expression need to be brought in line with the European 
Convention of Human Rights (ECHR). 


-- Freedom of Assembly and Freedom of Association: 
Restrictions have eased. However, in some cases security 
forces made use of excessive force during demonstrations. 
Difficulties in establishing associations promoting a 
specific cultural identity remain. 


-- Freedom of Religion: Adoption of a law that was expected 

to improve the situation of religious minorities (the 

Foundations Law) has been postponed several times, and there 
has been no change in the difficulties faced by the 

non-Muslim communities on the ground. There has been no 
change in the situation of the Alevi community. A legal 
framework should be established in line with the ECHR so that 
all religious communities can function without undue 
constraints. 
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-- Women\'s Rights: There has been growing public attention 
to women\'s rights in Turkey and civil society is increasingly 
able to play a positive role in this area. The legal 

framework is broadly satisfactory. However, in practice 
women\'s rights are not always protected, in particular in the 
poorest areas of the country. \"Honor crimes\" need to be 
investigated more systematically and where appropriate 
followed up with prosecution and convictions. 


-- Children\'s Rights: There has been little change. 
Implementation of legal provisions concerning education and 
employment under the age of fifteen needs to be improved. 


-- Trade Unions\' Rights: There was no legislative progress. 
Turkey does not yet meet EU and ILO standards, in particular 
as regards the right to strike and the right of collective 
bargaining. 


-- Minority Rights: Turkey\'s approach remains restrictive; 
Turkey did not ratify international legal instruments on 
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minority rights. On cultural rights, limited broadcasting is 
allowed in languages other then Turkish and restrictions on 
learning such languages remain. All rivate establishments 
offering courses in Kurdish language closed down in August 
2005. General restrictions on the use of languages other 
than Turkish remain tight both in political life and when 
accessing public services. 


-- Southeast: There is a need for Turkey to address the 
serious economic and social problems in the Southeast and 
ensure full enjoyment of rights and freedoms by the Kurdish 
population. The large numbers of internally displaced 
persons continues to cause concern. 


-- Regional Issues and International Obligations: Turkey has 
expressed continued support for UN efforts to find a 
comprehensive settlement to the Cyprus problem but there has 
been no progress towards normalization of bilateral relations 
with the Republic of Cyprus. Since signing the Additional 
Protocol to the Association Agreement in July 2005, Turkey 
has not moved towards its full implementation and the removal 
of all obstacles to the free movement of goods, including 
restrictions on direct transport links with Cyprus. 


-- Relations with Greece: Relations have evolved positively 
but no progress has been made in resolving the outstanding 
border dispute. At a meeting of Foreign Ministers of the two 
countries a new package of confidence-building measures was 
agreed. Good neighborly relations remain key. 


8.(U) On economic issues, the Commission report describes 
Turkey\'s substantially strengthened macroeconomic situation, 
including its strong fiscal consolidation and reduced 
vulnerabilities. U.S. companies will be pleased at the 

specific reference to the data exclusivity problem. In the 
chapter-by-chapter evaluation, the reports cites \"limited 
progress\" in many chapters. As we knew, Turkey is far from 
meeting EU requirements on agriculture and environment. In 
addition, the Commission highlights the lack of an agency to 
monitor government subsidies as a problem in the Competition 
Policy chapter. Government procurement is a problem as there 
are discriminatory provisions against foreign companies. 
According to the report, Turkey still has major work to do in 
numerous other chapters. In addition to legislative changes, 
the Commission in several chapters cites weak enforcement and 
implementation. 


9.(C) Comment: The EU Commission has left open a window to 
achieve consensus on Cyprus and for the GOT to reform 
controversial TPC Article 301. Whether PM Erdogan, working 
with a difficult opposition and headed into an election year, 
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has the political will or capacity to achieve these results 

is far from certain. Officials here still seem to be working 
under the assumption that they will pull their traditional 
rabbit out of the EU hat come December. This time, absent 
substantial constructive action in Ankara, it may prove an 
illusion. End comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: MARR, PGOV, PREL, EFIN, IV 

SUBJECT: GOVERNMENT $144M IN ARREARS ON WAR BONUSES, 
POSSIBLY AFFECTING MILITARY MORALE 


REF: ABIDJAN 1111 


1. (SBU) While the payment of regular salaries is current 

for both civil servants and military personnel (which 

includes the FANCI, the Gendarmerie and the National Police) 
as of October 31, 2006, according to sources within the 
Ministry of Defense, the Government of Cote d\'Ilvoire is 12 
months or USD 144 million (CFA 72 billion) in arrears for the 
payment of \"war bonuses\" which have been accruing since 
September 2004. The scheduled payment should be USD 12 
million (CFA 6 billion) per month on war bonuses, but in 
reality the war bonus payment is always partial and usually 
15 days late. 


2. (SBU) So-called \"War Bonuses\" are ostensibly paid 
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semi-monthly to all military personnel, including the FANCI, 
the National Police and the Gendarmerie, as a reward for 
their service during a time of war. Front line troops are 

paid $360 monthly, while non-front-line troops earn $180. 
However, budgetary pressures on the Treasury have resulted in 
the reduction of the bonus by 50% (hence the arrears). \"New 
Recruits,\" those recruited after August 2002 specifically to 
serve for the war effort, were paid only the war bonus, not a 
regular salary, and in practice were receiving very small 
amounts, if anything, given the arrears. As of March 2007, 
the government plans to pay these new recruits a net salary 
of USD 200 per month rather than the war bonus. 


3. (SBU) Housing - The National Police, FANCI and the 
Gendarmerie are allotted a rent allowance by the government 
as part of their salary package. The government is committed 
to paying rent allowances on a quarterly basis, but due to 
administrative processing delays landlords do not normally 
receive the money for at least two months after the close of 
the quarter and the delays are causing a steady accumulation 
of arrears - for the police, rent arrears for July, August 

and September 2006 amounted to USD 3 million (CFA 1.5 
billion). Lieutenant Colonel Richard Yapi, Assistant 

Director of Finance at the Ministry of Defense, claims that 

the government does not owe any rent arrears to the military 
or the Gendarmerie, but he does acknowledge that there are 
some administrative delays. 


4. (SBU) Comment: The growing accumulation of arrears in war 
bonuses and housing payments is fueling frustration among the 
military rank and file as evinced by the recent takeover of 
Plateau bridges by new Gendarmerie graduates (reftel). It is 

a problem that President Gbagbo and his supporters will have 

to keep an eye on as they can ill afford an erosion of their 
support among the security forces. End comment. 

Hooks 
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SIPDIS 
NOFORN 


NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 


E.O. 12958: DECL: 11/08/2016 

TAGS: PGOV, PREL, PTER, KCRM, LE, SY, IS 

SUBJECT: LEBANON: ISF COMMANDER REVEALS SYRIAN INVOLVEMENT 
IN 2005 ASSASSINATION OF POLITICIAN GEORGE HAOUI 


Classified By: Ambassador Jeffrey D. Feltman. Reason: Section 1.4 (b). 


1. (S/NF) General Ashraf Rifi, Director General of 

Lebanon\'s Internal Security Forces, informed the Ambassador 
in a meeting on November 8 that the ISF had successfully 
uncovered a key figure involved in the assassinations of 
Al-Nahar journalist Samir Kassir on June 2, 2005 and 
communist politician George Hawi, killed by explosives on 
June 21, 2005. General Rifi believes the successful 
identification of a culprit was the motive for the 

assassination attempt on the life of ISF\'s Deputy Chief of 
Intelligence Samir Shehadeh on September 5, 2006 just outside 
of Saida. 


2. (S/NF) General Rifi is convinced that Syrian authorities 

are directly responsible for all three crimes. Rifi said the 
investigation conclusively concluded that Majid Ghamoush, a 
Lebanese citizen from the Shia community in south Lebanon was 
responsible for the Hawi and Kassir assassinations. Before 
the suspect could be apprehended, however, he successfully 
fled to Syria and is currently believed to be living there 

under the protection of the Syrian regime. General Rifi 

stated that Lebanese criminal prosecutors, as well as the 
UNIIIC investigation of Serge Brammertz, have been given the 
results of the ISF investigation, along with its supporting 
evidence. Rifi also stated that some of the evidence 

indicated \"several\" of the acts of political violence that 

were committed in late 2004 and throughout 2005 are 
connected. The general did not mince words when he stated 
that Syrian and Iranian involvement is a given. He did not 
directly implicate Hizballah, but said the fact that a 

radicalized member of the Shia community from south Lebanon 
committed the crime indicates Hizballah should have at least 
been aware of the plan. 


3. (S/NF) General Rifi credited U.S. technical and training 
assistance provided to the ISF in 2005 as a primary reason 
behind the successful investigation. He noted that U.S. 
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assistance was instrumental in allowing the ISF to exploit a 
\"closed cellular network\" that was used by the perpetrators 
of the crimes. Rifi expressed high hopes that U.S. law 
enforcement assistance would continue and be expanded and 
offered his support in any reasonable endeavor. He said the 
ISF was in a race against time in acquiring the necessary 
skills and equipment that would allow it to defeat a 
well-financed and highly experienced adversary -- the secret 
police of Syria and its allies. Despite the serious 

challenges the ISF faces, the ISF Commander described morale 
in his organization as very high, thanks to its enhanced 
responsibilities and new emphasis on initiative. 

FELTMAN 
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DUBAI FOR J. BURNS 

E.O. 12958: DECL: 11/08/2011 

TAGS: PHUM, PREL, KTIA, UN, BO, UZ, NL 

SUBJECT: NETHERLANDS/THIRD COMMITTEE: DUTCH INDICATE 
GREATER SUPPORT FOR U.S. 

REF: A. THE HAGUE 2426 


B. BRUSSELS 3765 
C. STATE 183547 AND PREVIOUS 


Classified By: Political Officer Ted Burkhalter; reasons 1.4 (b,d). 


1. (C) Poloff spoke November 9 with Deputy Director General 
for Political Affairs Wim Geerts and Deputy European 
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Correspondent (and Geerts assistant) Jeroen Boender about the 
Third Committee retaliatory resolutions tabled by Uzbekistan 
and Belarus. Poloff repeated the less-than-welcome message 
conveyed (ref A) by MFA Human Rights Divsion Head Pieter 
Raemer. Boender informed poloff several hours later that EU 
members in New York had reached an informal agreement (also 
see ref B), and that as a result the Dutch would vote against 

the openly anti-U.S. resolution and would probably abstain on 
the detention resolution. 


2. (C) Boender informed poloff that, following the EU-Uzbek 
dialogue on November 8, EU members had decided to maintain 
the arms embargo on Uzbekistan for 12 months and the visa ban 
for 6 months. Human rights dialogue would be allowed. He 

was not completely certain that the GONL would support the 
U.S.-led resolution on Uzbekistan but believed it most likely. 
SOLBERG 
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E.O. 12958: DECL: 11/07/2121 

TAGS: PARM, PREL, IV 

SUBJECT: COTE DVIVOIRE: DEMARCHE DELIVERED ON DPRK ENTITY 
ENGAGED IN PROLIFERATION 


REF: SECSTATE 180512 
Classified By: Dep PolEconCouns EMassinga, Reasons 1.4 (b,d) 


1. (S) On November 8, Econ Chief delivered talking points 

in reftel to Ambassador Bernard TANOH BOUTCHOUE, Director of 
United Nations and Specialized Institutions Affairs at the 

Ministry of Foreign Affairs. 


2. (S) TANOH indicated that Cote d\'Ivoire takes its UN 
obligations seriously and opposes the proliferation of 

weapons of mass destruction, and would certainly refrain from 
engaging in commerce with KOMID or its subsidiaries. TANOH 
also estimated that the chances of KOMID equipment, 
businessmen or other economic ties being present in Cote 
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d\'lvoire were remote. However, he promised the government 
would work with its international partners, including the 

U.S., on this serious concern. 

Hooks 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PHUM, PREL, UNGA, CU, IV 

SUBJECT: COTE DVIVOIRE: DEMARCHE RE U.S. HUMAN RIGHTS 
CONCERNS WITH UN CUBA EMBARGO RES. 


REF: A. A) SECSTATE 184156 
B. B) SECSTATE 182099 


Classified By: DepPolEconCouns EMassinga, Reasons 1.4 (b,d) 


1. (C) On November 8, Econ Chief delivered relevant talking 
points from reftels to Ambassador Bernard TANOH BOUTCHOUE, 
Director of the Office of United Nations and Specialized 

Institutions Affairs in the Ministry of Foreign Affairs. 


2. (C) Speaking frankly, and drawing upon his eight years 

of experience in Cote d\'Ivoire\'s permanent mission to the UN 
in NY, TANOH said the resolution condemning the U.S. for our 
long-standing embargo would likely pass. Pressed concerning 
the need to inject balance into the resolution via the 

Australian amendment or some similar vehicle and to abstain 
should such a balancing amendment be rejected, TANOH promised 
to consider the matter in light of the aid the U.S. has 

rendered Cote d\'Ivoire diplomatically during its prolonged 
crisis. 

Hooks 
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STATE NEA/MAG FOR GAVITO, OES FOR SENSENEY; AMMAN FOR WHITLESLEY; HHS F 
JANE 

COURY; 

CAIRO FOR DR. MARIE RICCIARDONE 

NEA/RA FOR LAWSON 


E.O. 12958: N/A 

TAGS: BEXP, BTIO, EAIR, ECIN, EFIS, EINV, ETTC, OSCI, SENV, 

TBIO, TP, LY 

SUBJECT: SCENESETTER FOR ASSISTANT SECRETARY MCMURRAY VISIT AND 
STATUS REPORT ON SCIENTIFIC COOPERATION WITH LIBYA 


REF: STATE 184185, TRIPOLI 476 


1. Post warmly welcomes the visit of Assistant Secretary of 

State for the Bureau of Oceans and International Environmental 

and Scientific Affairs McMurray. The following background 
information is provided in anticipation of your visit to Tripoli 

on November 11-13, 2006. Our scientific engagement program is 
the most active segment of bilateral cooperation, with ongoing 

work in biological life sciences, mechanical engineering, water 
management, nuclear medicine, radioactive waste management and 
other areas. As with all other delegations, the meeting 


Column 3 

schedule has not been confirmed at this time. Typically, 

schedule changes take place up until minutes before a meeting 
commences. Post anticipates that you will have meetings the 
evening of Saturday, November 11 with physicians at the Libyan 
Board of Medical Specialities to discuss telemedicine and 
sub-speciality training . The morning of Sunday, November 12, 
we are trying to confirm a meeting with Anmed Fitouri, the 
Secretary of American Affairs at the General People\'s Committee 


SIPDIS 

for Foreign Liaison and International Cooperation (MFA 
equivalent) . In addition, you tentatively have meetings 
scheduled with Matoug Matoug, the Secretary of the General 
People\'s Committee for Manpower, Training, and Employment and 
Ahmed Shembesh, the Director of the Libyan National Center for 
Standardization and Metrology. The afternoon of November 12, 
there may be meetings at the Libyan General Water Authority, the 
Libyan Environment Authority and the Libyan Renewable Energy 
Center. Since the actual order of the schedule will vary 
considerably, and as a follow up to the July 2006 agreement 
signed by the U.S. and Libya concerning science and technology 
cooperation, this cable follows the format of the signed 
agreement, and the two should be read in tandem. You will be 
briefed upon arrival with the latest version of the schedule. 


See sub topics of Avian Influenza, African Center for Infectious 
Disease Control, NAMRU-3, Bio-Ethics, and Libyan Board of 
Medical Specialities. 


2. During the July 11-13 2006 visit of U.S. Department of 

Health and Human Services (HHS) Deputy Secretary Alex Azar, an 
agreement was signed with the General People\'s Committee for 
Health and Environment (GPCHE) to participate in a cooperative 
initiative for the development of public health and security, 

with particular reference to public health incidents related to 
influenza. Attached to this agreement was an offer by HHS to 
provide the GPCHE a non-competitive grant in the amount of USD$1 
Million to foster this cooperation through continued 

partnerships in disease surveillance, preparedness and response 
capabilities. The grant was authorized on August 29th 2006, and 
filed with Health and Human Services. Jane Coury of HHS is 
finalizing the contract and delivering the monies to the 

Libyans, and will be returning to Libya on November 11-13 to 
continue discussions with Dr. AbduHafid Abudher of the Libyan 
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(African) Center for Infectious Disease Control (ACIDC.) For 

further details, please reference TRIPOLI 476, dated September 

07, 2006. Key staff of the GPCHE: Secretary Dr. Mohamed Rashed, 
Under Secretary Mr. Habeb Tamer. 


3. The scientific engagement program has facilitated 

continuing contact with the African Center for Infectious 

Disease Control (ACIDC) and its various offices and personnel. 
The ACIDC is also the technical point of contact in implementing 
the HHS Pandemic Influenza Assistance (USD 1 Million.) The 
main point of contact within the ACIDC is Dr. Abduhafid Abudher. 
Dr. Abudher also oversees the Tripoli tuberculosis screening 
center, and Tripoli regional ACIDC center. 


4. The Navy Medical Research Unit number 3 (NAMRU-3) based in 
Cairo, Egypt has been instrumental in engaging the Libyan 
Biological Life Sciences community. NAMRU-3 invited several 
Libyan biological scientists to study pathogen handling 

techniques, sampling techniques disease surveillance workshops 
and other valuable technical and scientific training programs. 

They are now routinely hosting teams of 2-5 Libyan scientists at 
their Cairo based facility for courses runing ne-furweek. 

In dition, the staff of NAMRU-3 have made themselves available 
to assist in other medical / bio programs within Libya. Dr. 

Bruce Boynton visited Tripoli as part of the Trilateral Steering 
Committee Biological Subcommittee, and Dr. Mustafa Mansour, a 
dual Egyptian/U.S. citizen has made himself available in the 
proposal submission for the HHS Pandemic Influenza program. In 
addition, Dr. Marie Ricciardone, a former NAMRU-3 scientist, and 
current NP/PTR officer provides continuity and follow up for the 
Libyan biological science community through the scientist 
engagement program. 


5. The Trilateral Steering Committee Biological Subcommittee, 
under the direction of Chair Catharine T. Crittenberger has been 
the chief engine for engagement of the Libyan biological science 
community. She routinely meets with the Libyan Permanent 
Committee on Bioethics and Biosafety (LPCBB) and is currently 
overseeing the Libyan establishment of a comprehensive Bioethics 
/ Biosafety legislation. Her chief interlocutors are Dr. 
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Mohamed Sharif, Manager of the LPCBB, and Dr. Abdurrahman Tawil, 
LPCBB board member. 


6. On August 30, 2006, ESTH officer and Dr. Mustafa Mansour of 
the Navy Medical Research Unit 3 (NAMRU 3) in Cairo, visited the 
Libyan Board of Medical Specialties to follow up on the July 

visit of U.S. Department of Health and Human Services Deputy 
Secretary Alex Azar. DepSec Azar and the Board agreed to 
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collaborate, expand and improve Libya\'s medical board 
certification process with particular attention to creating 
recognized certifications in sub-specialties. The Libyans were 
challenged by ESTH officer to determine what sort of cooperation 
or workshop programs would benefit the board, and they responded 
with two reasonable proposals. The first was a basic discussion 
on the benefits, feasibility and technology associated with a 
telemedicine program. The second proposal was for the Libyans 
to fully fund a series of workshop visits by U.S. physicians, 
capable of conducting sub-specialty focused workshops in a 
continuing education capacity, with a secondary goal of 
discussing and evaluating the board certification criteria in 

the relevant sub-specialty during the visit. The Libyans have 
offered to provide funding for visiting physicians from the U.S. 

to both teach the local physician population, as well as 

evaluate the board process and certification criteria of medical 
sub-specialists. Meetings will be scheduled with Jane Coury 
and/or A/S McMurray as appropriate during their November 11-13 
visit to Tripoli. 


See subtopics of Libyan Environment Authority, Desalination 
Research, Nuclear Powered Desalination, Quality Monitoring and 
Education. 


8. During the July 2006 visit of Under Secretary of State for 
Democracy and Global Affairs Paula Dobriansky, she and her 
delegation met with Dr. Abul-Hakim Al-Waer, Secretary of the 
Libyan Environment Authority (LEA). They discussed issues of 
water, general environment, fisheries and standards and 
metrology. In September 2006, Dr. Al-Waer approached the NDF 
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chemical weapons destruction assistance team and indicated an 
interest/need for a program to destroy / incinerate / neutralize 
several caustic and hazardous agents/wastes in accordance with 
various environmental agreements to which they had either 
signed, or aspire to sign. These items for destruction included 
PCB\'s, transformer oil, pesticides left from Italian residents 

in the 1930\'s, and hazardous medical wastes. Dr. Waer desires 
to establish a solution to the immediate problem of existing 
waste stockpiles, with additional consideration of disposing of 
future waste. Dr. Waer said he had a budget of LD 57 Million in 
2007 funds to address this disposal problem, (including PCB\'s, 
Medical Waste and other hazardous wastes) and would be seeking 
solutions in 2007/2008. 


9. The National Bureau for Research and Development (NBRD), 
headed by Dr. Ali Gashut oversees the Renewable Energy and Water 
Desalination Research Center (REWDRC.) The REWDRC oversees 
research into various desalination technologies including 

filtration technologies membranes and reverse osmosis 

technologies and staging various thermal and filtering 

technologies. The center is currently focusing on the 

production of 1200 m3/day desalination units for use in Libya\'s 

rural communities not currently serviced by the Great Man Made 
River Authority, with the goal of eventually making these 
technologies the preferred method of water production/delivery. 


10. The means of powering desalination systems in Libya 
remains an interesting debate within and out of Libya. Engineer 
Matug Mohammed Matug, Secretary of the General People\'s 
Committee for Manpower, Employment and Training, as well as 
supervisor of the NBRD and REWDRC continues to request a nuclear 
powered water desalination unit as a long term solution for 
Libya\'s water requirements. Even though traditional combustion 
and turbomachinery techniques for powering desalination 
technologies are well within the grasp of the Libyans, and fuel 
supplies are virtually unlimited, they continue to raise this 
point as an area for potential cooperation with high-ranking 
U.S. delegations. Internally there is some debate about this 
method as well, in that the Libyan leadership does not want 
Libya to be the pioneer of this technology. Libya wants to see 
another country prove the concept\'s feasibility before it 
invests in the technology. 
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11. U.S. Specialists in water quality have been engaging the 
Libyans via the Libyan General Water Authority (GWA) and the 
NBRD water quality laboratories. These two entities oversee 
water quality testing at central laboratories with sampling 
sites spread throughout Libya. The current lab for the GWA is 
not well equipped, and one of the lead researchers recently 
deceased. Experts from Lawrence Livermore Laboratories and 
Sandia National Labs recently visited both lab facilities and 
are engaging in cooperation projects. The NBRD is building a 
new water quality laboratory, and the LLNL and Sandia Labs 
representatives are providing assistance in planning and 
construction of the facility. 


12. Post is developing a \"Water Capacity Building Study Tour\" 
through the voluntary visitor program in cooperation with Dr. 
Ricciardone at Embassy Cairo and NEA/RA. The program is 
tentatively scheduled for February 2007. There are both 
environmental science and geology programs available at Al-Fateh 
University, and graduate programs in environment and water 
science available through the Academy for Graduate Studies 
(AGS). Dr. Saad Al-Ghariani, a former UC Davis student, and 
Staff Member of the AGS is a cooperative interlocutor concerning 
the state of Environmental and Water education, and is 
frequently available to discuss water and water policy with 
visiting delegations. 


13. The many fact finding and technical delegations that have 
visited Libya have understandably been involved in programs 
focused primarily on enhanced engagement with Libyan scientists 
from nuclear, chemical and biological backgrounds. Other 
entities within Libya that have a focus on water and water 
legislation have not been as actively engaged such as the 
General People\'s Committee for Agriculture, Animals and Water 
Resources (GPCA), and the Great Man Made River Authority 
(GMMRA). Programming is not currently underway with the GMMRA, 
primarily as it is a well-funded and fairly self-sufficient 
entity. The GMMRA positions and input will become increasingly 
important, however, as Libya creeps toward a unified water 
policy. The GMMRA is naturally less interested in desalination 
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technology than pumping from existing aquifers, but should be 
brought to the table to discuss Libya\'s larger strategy. The 

GPCA has not been engaged primarily because they are viewed as a 
customer or consumer. Again, as a unified policy on water 
management becomes a reality, the largest users/consumers are 
going to need to provide input. 


See subtopics of updated trade export restrictions, Boeing 
Commercial Advocacy, Civil Aviation, and Conferences. 


14. The U.S. Department of Commerce published an amendment to 
the Export Administration Regulations (EAR) that apply to Libya. 
This change removed the requirement for a license to export or 
re-export items controlled for anti-terrorism (AT) reasons. 

With the change, items such as most computers, software, 
telecommunications equipment and vehicles can be exported to 
Libya without a Commerce export license. The BIS team addressed 
questions about the EAR change, which put Libya on a par with 
most US export destinations, noting that many of the commodities 
being checked would no longer require licenses for export and 
re-export to Libya. 


15. Dr. David Sampson, Deputy Secretary for U.S. Department of 
Commerce visited the Libyan General People\'s Committee for 
Economy Trade and Investment (GPCETI) and discussed economic 
policy and trade issues. Among the issues discussed were the 
September 2006 restructuring of export restrictions to Libya, 

and the acquisition of Boeing passenger aircraft by Baraq 

Airlines in Libya. Boeing Advocacy also took place during a 

recent EXIM Bank and BIS visits. 


16. Buraq received its first new Boeing aircraft, a 

medium-range airplane 737-800 dubbed \"Tripoli\" on October 30. 
This delivery marked the first brand new commercial aircraft 
purchased by any Libyan airline since 1979. A ceremony on the 
occasion of its arrival at Tripoli International Airport was 

held the evening of October 30, attended by the Charge and 
representatives from Boeing, Secretary of Cooperation Affairs at 
GPC for Foreign Liaison and International Cooperation, Secretary 
of People\'s Committee for Civil Aviation Department, the 
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Director of Tripoli International Airport, the Director of Air 

Transport Department and members of the press. A second 737-800 
(\"Benghazi\") is due to be delivered on November 15, and a third 

is expected in early 2007. Buraq has options to purchase three 

more 737-800\'s, but is considering exchanging the options for 

one to purchase a wide body plane. 


17. In addition to the GPCETI, DepSec Sampson met with Dr. 
Mohamed Schlebik, the Director General of the Libyan Civil 
Aviation Authority, under the General People\'s Committee for 
Post Transport and Telecommunications (GPCPTT). They discussed 
cooperation in air traffic control equipment, runway refinishing 
and unification of weather database and tracking systems. In 
September 2006, the regional manager for Raytheon in North 
Africa visited Dr. Schlebik and is engaging in ongoing 
discussions concerning civil aviation product sales to Libya. 
The door to the civil aviation market remains open to other U.S. 
manufacturers. 


18. The second annual Libyan Aviation Exposition 2006 (LAVEX), 
scheduled for December 04-07 2006 in Tripoli\'s MaVatiga Airfield 
will provide opportunities for U.S. aerospace manufacturers to 
demonstrate U.S. equipment as well as broker introductions 
between U.S. manufacturers and Libyan decision makers. More 
than 35 Libyan and foreign companies are expected to 

participate, including U.S. firms Augusta, Africair and 

Raytheon. European defense firms are expected to make a strong 
showing at the exhibition, including Airbus, Eurocopter, 

Dassault Aviation, Thales, Warner Lewis, Safran, MBDA and 
sevaral Russian companies. 


In addition, during the same dates, two simultaneous civilian / 
commercial expositions will take place in Tripoli: 


--Project Libya Energy Exposition: An International Oil, Gas, 

Power and Renewable Energy Exhibition Forum sponsored by the GPC 
for Industry, Electricity and Mines, National Oil Corporation 

and the General Electric Company of Libya (GECOL). 


--Project Libya Infrastructure Exhibition: An International 

Exhibition and Forum for Libya\'s Infrastructure sponsored by the 
GPC for Planning, the General Board of Infrastructure and Urban 
Development, and the Inspector General of Housing and Utilities. 
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The Project Libya exhibitions are sponsored by Dr. Aisha Muammar 
Al-Qadhafi through her WaVatassemo Foundation (Aisha is the 
Daughter of the Libyan Leader MuVanmmar al-Qadhafi.) 
GOLDRICH 


85196 

OO RUEHPA 

DE RUEHAB #1258 3131718 

ZNY CCCCC ZZH 

O 091718Z NOV 06 

FM AMEMBASSY ABIDJAN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2152 

INFO RUEHZK/ECOWAS COLLECTIVE" "CONFIDENTIAL ABIDJAN 001258 


SIPDIS 
SIPDIS 
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SUBJECT: COTE DVIVOIRE: DEMARCHE ON COUNTRY SPECIFIC HUMAN 
RIGHTS RESOLUTIONS 


REF: A. A) SECSTATE 184178 
B. B) SECSTATE 182267 
Classified By: DepPolEconCouns EMassinga, Reasons 1.4 (b,d) 


1. (C) On November 8, Econ Chief delivered relevant 
talking points from reftels to Ambassador Bernard TANOH 
BOUTCHOUE, Director of the Office of United Nations and 
Specialized Institutions Affairs in the Ministry of Foreign 
Affairs. 


2. (C) Speaking frankly, and drawing upon his eight years 

of experience at Cote d\'Ivoire\'s Permanent Mission to the UN 
in NY and in his current assignment, TANOH said that Cote 
d\'Ivoire views the issue of human rights through the lens of 
being a NAM country. NAM countries, according to TANOH, tend 
to view the use of human rights by Western powers as a 
political tool, and those same Western powers are reluctant 

to view their own actions in such a critical light. Readily 
conceding the fact that the human rights records of the five 
countries targeted by the U.S in reftels for gross human 

rights violations are egregious, Cote d\'Ivoire is 

nevertheless hesitant to break from the NAM diplomatic 
framework. 


3. (C) Elaborating, TANOH remarked that Cote d\'Ivoire 
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depended on its NAM brethren in the recent UNSC debate over 
the future of the U.N.\'s Ivorian engagement, and is not in a 
good position to turn around and condemn others. TANOH cited 
the example of Cote d\'Ivoire\'s support for Iran\'s right to 

enrich uranium in the context of the Havana NAM meeting 
earlier this year to underscore the importance Abdjan places 
on NAM solidarity. The MFA will, hoever, present the U.S. 
position to its PermRep inNY and consult with senior 
government officials oncerning the possibility of either 

voting with the U.S. or abstaining on votes contrary to U.S. 
interests. 

Hooks 
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E.O. 12958: N/A 
TAGS: EAIR TD 
SUBJECT: BWIA to become Caribbean Airways: A Real Transformation? 


Ref: A) 05 POS 1829; B) 05 STATE 63882; C) 06 POS 716 


1. Summary: After years of financial struggles and failed attempts 
at restructuring, the national airline carrier of Trinidad and 

Tobago (T&T), the British West Indies Airways (BWIA), will close its 
doors December 31, 2006, and reopen the next day as Caribbean 
Airlines. Indications that this latest restructuring effort may be 
more substantive than cosmetic include the separation of most of 
BWIA\'s employees and a drastic reduction in staff for the new 
carrier. While significant hurdles remain for the new carrier, 
including T&T government officials\’ demands for free tickets and 
upgrades which cut into profitability, a successful transition to a 
more competitive regional carrier also could revive interest in 
regional or bilateral Open Skies negotiations. End Summary. 
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The Prolonged Demise of BWIA 

2. BWIA, the 66-year old national airline of T&T, has not been 

solvent for at least the last five years. 2001 presented BWIA with 
both the downgrading of T&T\'s aviation safety rating by the FAA to 
Category Two status in July and a global slowdown in civil aviation 
ensuing from the September 11 terrorist attacks. 2003 was another 
problem-filled year for BWIA, as the International Lease Finance 
Corporation impounded planes when BWIA was unable to pay its leases. 
Despite BWIA\'s 1995 privatization and 2000 IPO, the carrier 
continued to receive injections of Government of Trinidad and Tobago 
(GOTT) funds over the years. Finally, in August 2004, BWIA 
undertook a Rights Issue to raise additional capital, with the GOTT 
regaining a 97 percent majority stake in the carrier. GOTT then 

said that it would no longer continue to bail out the airline and 
mandated that a long-attempted \"restructuring\" take place if the 
airline was to continue its existence. 


3. BWIA had made attempts to reduce staff and restructure in the 
past five years but was never able to reach an agreement with the 
four unions representing BWIA staff. After the GOTT regained a 
controlling stake in BWIA, it appointed a seven-member restructuring 
task force to examine the viability of BWIA. This task force 
recommended restructuring only if certain criteria were met, 
including a complete overhaul of the management structure, 
maintenance of Category One status and recapitalization. The GOTT 
agreed to a US$250 million capital injection this year if BWIA could 
be restructured or a new entity created. A further US$100 million 
equity injection was approved in June 2006. 


4. After over a year of discussions and continuing losses, BWIA 

hired UK national Peter Davies as CEO on March 17, 2006 to effect 
BWIA\'s restructuring. Credited with having transformed bankrupt 
Belgian airline Sabena into a profitable carrier from 2002 to 2005, 
Davies was immediately tasked with determining if BWIA could be 
restructured by June 30, 2006. Davies missed this deadline because, 
like his predecessors, he was unable to reach a new collective 
bargaining agreement with the unions. Consequently, on September 8, 
2006, BWIA officially announced that it would close on December 31 
and reopen on January 1, 2007 as the new Caribbean Airlines. The 
unions and BWIA each blame the other side for the closure - the 
unions complained that Davies had not shared his business plan with 
them, while BWIA accused the unions of undermining the airline by 
going on strike during the collective bargaining negotiations when 

the airline was already losing US$1 million weekly. 


Changes at Caribbean Airlines 

5. The first and most significant change resulting from the closure 

of BWIA and creation of Caribbean Airlines was the \"separation\" of 
BWIA\'s employees. Employee costs average around 35 percent of the 
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BWIA\'s expenses, representing BWIA\'s most significant expenditure 
except when fuel costs are high. The closure decision served to 
eliminate the unions\' hold over the new carrier, as management has 
announced that there will be no union representation at the new 
carrier. After the September 8 announcement of the plan to close 
BWIA, unions were given until September 26 to negotiate voluntary 
separation packages (VSEP) for their employees. 


6. Negotiations with T&T-based employees ended successfully, with 93 
percent of employees signing VSEP documents in late September at a 
total cost to BWIA of around US$50 million; negotiations continue 

with the 40 US-based employees. Meanwhile, Caribbean Airlines 
started recruitment on October 16, 2006. Davies revealed in a 
newspaper interview that his plan was to hire around 550 employees, 

a significant reduction from BWIA\'s 1,800 staff. Newspapers report 
that outsourcing to airline handling companies for such operations 

as check-in, airline ticketing, and loading and ramp services will 

allow for this staff reduction. 


7. Caribbean Airways is also reassessing its routes and fleet. 

Several contacts said the restructuring plan involves a new focus on 
Caribbean routes and a decrease in the frequency of flights to 
non-Caribbean destinations. Colville Carrington, Director of 
Maintenance and Engineering at BWIA, told Econoffs during a tour of 
BWIA maintenance facilities at Piarco Airport that the Port of 
Spain-London route would be discontinued and the two Airbus 
A340-300s that fly that route would be \"returned\". BWIA has already 
discontinued service between Port of Spain and Washington DC as of 
October 10, 2006. Marsha Suraj, country manager for Continental 
Airlines, and Ernesto Quidgley II, the country manager for American 
Airlines, also reported hearing that Caribbean Airlines would be 
reducing its fleet of Boeing 737s from seven to five. 


8. Another significant hurdle for the new carrier will be whether or 

not managers can refuse free tickets or complimentary upgrades to 
government officials and their family and friends. According to 
airline contacts and newspaper reports, T&T government officials are 
in the habit of demanding free tickets for upgrades for themselves 

or their family and friends for personal travel. 


9. COMMENT: This most recent attempt to transform T&T\'s national 
carrier appears to be a more sincere effort at streamlining and 
rationalizing the airline than any previous attempt. BWIA has 

cleared one hurdle, the unions, which received some blame for BWIA\'s 
past inflexibility and inability to restructure. However, Caribbean 
Airlines will still face questions about whether any regional 

carrier can be profitable, given travel trends based on tourism 

patterns which leave flights to many destinations largely empty for 

six months out of the year. 


10. COMMENT CONTINUED: The implications of BWIA\'s demise and 
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Caribbean Airlines\' launch for future bilateral or regional Open 

Skies negotiations with the U.S. remain to be seen. U.S.-CARICOM 
discussion of Open Skies had stalled in August 2004, and little 
progress was made on bilateral talks in 2005 (see ref A). Ramesh 
Lutchmedial, Director General of Civil Aviation, told Econoffs in a 
recent meeting that he personally remains interested in a bilateral 
Open Skies agreement between the U.S. and T&T, as it would allow 
Caribbean Airlines access to any U.S. airport (see also ref B). He 
reiterated that previous management at BWIA had opposed Open Skies 
in past negotiations (see ref C). If Caribbean Airways is able to 

see profits by 2009, as Davies has avowed, the GOTT may be willing 
to reconsider air transport liberalization with the U.S. End 

Comment. 
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E.O. 12958: N/A 
TAGS: SNAR, PREL, EU, EC, PTER, KCRM, OTRA 
SUBJECT: EL SALVADOR: MEETING OF MINI DUBLIN GROUP 


REF: STATE 179116 


1.(U) Post convened a November 9 meeting ofthe Salvadoran 
Mini-Dublin Group (MDG). In attendance were representatives 
from the Missions of France, Canada, Japan, Germany, and the 
European Union. The following provides information requested 
in reftel and a summary of MDG bilateral, counter-narcotics 
support to El Salvador. 


General Drug Situation 
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2. (U) El Salvador continues to be used as a transit country 

for narcotics, mainly cocaine and heroin. Cocaine from 
Colombia is transited via the Pan-American Highway and via 
maritime routes off the country\'s Pacific coast. With the 
implementation of the CA-4 agreement this summer, which 
eliminated immigration and customs inspection among citizens 
of El Salvador, Guatemala, Honduras, and Nicaragua within 
that four-country region, trafficking in small and medium 
amounts of cocaine and heroin by bus passengers and motorists 
is increasing. The Pan-American and Coastal Highways are the 
land routes preferred by traffickers. As elsewhere in 

Central America, there has been a notable increase in the 
amount of heroin transiting both the international airport 

and land ports of entry. Both heroin and cocaine also 

transit via Salvadoran airspace, and by sea off the 

Salvadoran coast. Maritime and land routes were more popular 
than air routes, and El Salvador may continue to see an 
increase in trafficking levels as major organizations 

increasingly move their focus from Caribbean to Pacific 

routes. 


3. (U) There is concern that Methamphetamine production 
previously centered in Mexico may be relocating to Central 
America, though specific evidence of such operations in EI 
Salvador is yet unclear. Partly due to the 2001 
\"dollarization\" of El Salvador\'s economy, the country is 
increasingly important as a transit point for 
money-laundering operations. Gang violence is a serious 
problem in El Salvador, and although the major gang 
organizations participate in small-scale trafficking and 
distribution, no evidence exists to date of ties to major 
smuggling operations, or their involvement in major 
Colombia-U.S. drug trafficking operations. 


4.(U) Climate and soil conditions do not favor the 

cultivation of coca plants. Small quantities of Cannabis are 
produced in the mountainous regions along the border with 
Guatemala and Honduras, though the cannabis is of poor 
quality and is destined primarily for domestic consumption. 
The \"payment-in-kind\" trend, whereby drug traffickers pay off 
their local accomplices with drugs rather than money, may 
hold implications for future patterns of drug consumption in 

El Salvador. 


El Salvador\'s Counternarcotics Strategy 


5. (U) The GOES places high priority on counternarcotics law 
enforcement, but the resources available are inadequate to 
achieve all of its counternarcotics objectives. Further 

efforts at judicial reform are of crucial importance in 
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offering authorities higher conviction and incarceration 
rates for criminals arrested on narcotics charges. Although 
recent judicial reforms have not specifically targeted drug 
traffickers, the wider movement toward judicial reform will 
offer benefits in El Salvador\'s counternarcotics efforts. 


6. (U) El Salvador is a party to the following conventions: 

1988 UN Drug Convention; 1971 UN Convention on Psychotropic 
Substances; 1961 UN Single Convention on Narcotic Drugs as 
amended by the 1972 Protocol; UN Convention against 
Transnational Organized Crime; Central American convention 

for the Prevention of Money Laundering Related to 
Drug-Trafficking and Similar Crimes; Central American Mutual 
Legal Assistance Agreement; and the Inter-American Convention 
on Mutual Assistance in Criminal Matters. 


Bilateral Counternarcotics Assistance 


7.(U) The United States is the only Mini-Dublin Group (MDG) 
member that provides direct bilateral counternarcotics 
assistance to El Salvador. The other MDG members contribute 
aid through the United Nations, the OAS, or the European 
Union; most such programs provide funding for after-school 
programs for at-risk youth. Notwithstanding this 
prevention-focused approach, MDG members showed interest in 
increased participation in law enforcement training and 
coordination. 


8. (U) In the November 9 meeting, emboffs presented 
Mini-Dublin Group participants with a summary of USG 
counternarcotics programs in El Salvador and other relevant 
assistance, including an outline of programs offered at the 
new International Law Enforcement Academy (ILEA). All MDG 
members expressed agreement with U.S. concerns about 
weaknesses within the country\'s judicial system and the need 
for reform. Canada\'s representative announced that they have 
recently decided to fund two new programs that target at-risk 
youth, and outlined that their efforts would continue to 

focus on prevention. The German representative noted that 
their Embassy planned to send several Salvadoran National 
Police (PNC) officers to Germany for long-term training, and 
expressed continued support for the programs of multilateral 
organizations. The French representative reminded the group 
that all French assistance is carried out on a regional level 
targeting all of Central America. France described the 
multiagency focus of its law enforcement training center in 
Martinique. The French representative said he would explore 
the possibility of the Martinique center\'s provision of a 

trainer to assist in El Salvador, and that he would encourage 
an increased focus on Central America. The meeting\'s 
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atmosphere was cordial and open; all those present expressed 
unabashed praise for USG counternarcotics efforts. 

Barclay 
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1. (U) This is a joint ConGen Istanbul-Embassy Ankara message. 


2. (SBU) Introduction: Mission Turkey welcomes the U.S. 
Commission on International Religious Freedom (USCIRF) to 
Turkey. We have arranged meetings for the delegation in both 
Ankara and Istanbul with Government officials, religious 
community leaders, academics, journalists, and NGO and 
business leaders in order to provide access to a wide variety 
of perceptions and opinions related to religious freedom in 
Turkey. This is a particularly interesting, potentially 

pivotal period in Turkey on these issues. 
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3. (SBU) Turks pride themselves on what they describe as 
their country\'s long history of religious tolerance. They 
point to the 500 year history of Jews in Turkey, where they 
were welcomed after their expulsion from Spain, as well as to 
Greek, Armenian, and other Christian minorities who have 
historically been free to practice their faiths. Istanbul in 
particular has, for centuries, been a city where one can hear 
church bells or the call to prayer, or attend Friday evening 
services, all within a few hundred yards of one another. 
Today\'s Turkey is, however, about 99% Muslim. While legal 
structures and physical edifices reflecting Turkey\'s 

religious diversity remain, the reality is that the diversity 

-- and in some circles, tolerance for that diversity -- has 
waned. 


4. (SBU) Pressure to reverse that trend is one key aspect of 
Turkey\'s EU accession process. Even before the formal launch 
of accession negotiations in October 2005, the EU had focused 
on how minorities, including religious minorities, were 

treated. As a result, over the past four years, Turkey has 
undertaken serious reforms to bring its legal structures into 

line with those of the EU and to meet the so-called 
Copenhagen criteria, which include general human rights 
benchmarks. However, over the past year, one of the EU\'s 
critiques has been that the pace of reforms in Turkey has 
slowed noticeably. And one specific area on which the EU has 
focused is the need for Turkey to show progress on improving 
the rights of religious minorities and women. 


5. (SBU) These are not popular issues here at a time when 
Turks have been dealing with a spike in terrorism at home and 
instability and conflict on their borders. In addition, 

Turkish pride causes them to bristle when faced with 
continued demands from Brussels. With a public increasingly 
soured on the EU process -- and uncertain as to whether 
Europe really wants them -- Turkish politicians have been 
reluctant to push through major EU-related reforms before 
parliamentary elections which must take place by November 
2007. To help advance Turkey\'s candidacy, the government 
here has, however, pressed forward with a smaller package of 
14 new laws. 


6. (SBU) This package includes two laws with the potential to 
have an important impact on minority rights -- the 

Foundations Law, and the Law on Private Education 

Institutions. Parliament is in the process of passing a new 
Foundations Law, which would enable non-Muslim communities to 
reclaim some of the properties expropriated by the state over 

the years. Parliament adopted the Education Institutions Law 

in a watered-down form that failed to achieve the original 
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goal of allowing non-Turkish citizens to attend religious 
school in Turkey, a key issue for all minority religious 
communities in Turkey and one that is at the heart of the 
Ecumenical Patriarchate\'s Halki Seminary dispute. If, as a 
result of a separate issue (Turkey\'s obligations related to 
Cyprus), the EU partially suspends accession negotiations 
with Turkey in December, this would effectively stall any 
further reforms until after the 2007 elections. 


7. (SBU) In many ways, Turkey is a country in flux. Today, 
less than 1% of the approximately 74 million Turks adhere to 
a non-Muslim faith. The predominant form of Islam in Turkey 
is Sunni. There are also an estimated 15-16 million Alevi, 

or heterodox Muslims. Officially a secular state, the 
government\'s Directorate of Religious Affairs (the Diyanet -- 
Dee-ah-NET) nonetheless trains and employs all imams. 
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8. (SBU) Islam itself is undergoing a transformation within 
Turkey as forces of orthodoxy, modernity and Ataturkist 
traditions tug believers in different directions. Many 

Turkish Muslims, for example, belong to a variety of 

religious organizations such as the mystical Sufi 

organizations called \"tarikats\". While technically illegal, 

they attract many adherents and generally focus on one 
charismatic leader. One example is the Nakshibendis. Ina 
recent headline-grabbing event, an Imam reportedly in line to 
succeed the current head of the Nakshibendi tarikat was 
stabbed to death in a mosque in a conservative district of 
Istanbul (ref d). His attacker was immediately killed by the 
Imam\'s fellow worshippers. Another example is the Gulenists. 
Large numbers of mainstream business leaders, civil servants 
and others follow the teachings of Fetullah Gulen, a 
charismatic Muslim leader and educator who has lived in the 
U.S. for some years. Gulen espouses interfaith dialogue, 
heads an international network of schools, and has strong 

ties to established media groups in Turkey. 


9. (SBU) Generally, most religious Turks reflect a 
traditional Ataturkist attitude favoring secularism. A 

devout couple in a conservative Istanbul neighborhood was 
representative of mainstream believers when they told us all 
they sought was to worship God according to their own 
conscience and avoid anyone dictating the modalities of 
religious practice, while voicing concern that Islam might 
become too prominent a feature in Turkish politics. 


10. (SBU) Religion and its appropriate role in society have 
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become a lively topic of debate throughout Turkish society. 
Senior Turkish military leaders (who see themselves as the 
ultimate defender of Ataturk\'s modernist and secularist 
principles), in a series of recent speeches, stressed their 
concern about what they see as the threat of Islamic 
fundamentalism. Newly appointed chief of the Turkish General 
Staff (TGS) General Yasar Buyukanit declared that Ataturk\'s 
principles were under \"serious attack\" and warned against 
those who want to \"redefine secularism\" as well as those who 
seek to tarnish the image of the Turkish military (ref b). 
President Sezer used similar words at the October 1 official 
opening of Parliament (ref c). This discourse is as much 
about the upcoming May 2007 presidential election (and 
whether Prime Minister Erdogan, whose wife wears a headscarf, 
should serve as the President of the secular Republic) as 
about the role of religion in public life. It is emblematic, 
though, of the shifts Turkey is undergoing and an opening of 
political debate on many issues, that presidents, generals, 

and prime ministers feel a need to speak openly on the topic. 


11. (SBU) Tensions between the staunch secularists -- who 
see themselves as the defenders of the Ataturkist revolution 

-- and pro-Islam forces who want to see greater room for 
religious expression in public life were roiled in May when a 
gunman opened fire in the court that had ruled in favor of 
expanding the public sphere in which the headscarf may not be 
worn. One judge was killed and four were injured in the 
shooting. Thousands attended the funeral of the murdered 
judge, which subsequently turned into a massive pro-secular 
demonstration. 


12. (SBU) The events in Lebanon and Israel this past summer 
reverberated in Turkey, in part due to very one-sided media 
coverage and political comment that focused on Israel\'s 
actions and largely excluded Hezbollah from responsibility. 

In Istanbul, thousands gathered to protest against Israeli 
actions, and anti-Semitic media and other attacks worried the 
city\'s Jewish community. The situation has since normalized. 
Recent violence in Gaza will likely inflame public anger 

again and could lead to another revival of pressures on 
Turkish Jews. 


13. (SBU) The public response to Pope Benedict XVI\'s speech 
delivered at the University of Regensburg on September 12 was 
similarly negative. A popular view regarded the speech as a 
call for revival of the Christian empire once shared by Rome 
and Constantinople. Nonetheless, the Pope is set to visit 
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Turkey later this month and will be received by President 
Sezer as a head of state. 


14. (SBU) Turkey portrays itself as a bridge between 
civilizations. Prime Minister Erdogan, together with Spanish 
Prime Minister Zapatero, is co-chair of the UN-sponsored 
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Alliance of Civilizations Initiative. Early this year, when 

the controversy was raging over cartoons of the Prophet 
Mohammed that had appeared in a Danish newspaper and violent 
crowds were in the streets in many Muslim countries, Turkey 
remained quiet, its demonstrations peaceful. Erdogan and 
Zapatero issued a joint call for tolerance and calm; Erdogan 

was the only leader of a majority Muslim country to do so. 


15. (SBU) The USCIRF visit coincides with a meeting of the 
High Level Group of the Alliance of Civilizations, led by 
Rabbi Arthur Schneier, in Istanbul at which the Group will 
present its report to UN Secretary General Annan. Both 
Erdogan and Zapatero are slated to attend. The Pope\'s visit 
at the end of the month adds an extra dimension to the 
perspectives the Commission is likely to receive. 


16. (SBU) We look forward to discussing these issues and 
others with the Commission upon its arrival in Turkey. The 
Commission\'s program should elicit a broad array of opinions 
and, consequently, a better understanding of the religious 
freedom situation in this country. For a more comprehensive 
view of the status of religious freedom in Turkey and how 
various communities are affected, please visit the State 
Department\'s International Religious Freedom Report on Turkey 
at: http:/Awww.state.gov/g/drl/rls/irf/2006/71413 .htm. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, IZ, GM 
SUBJECT: NO GERMAN PLANS FOR FURTHER IRAQI DEBT RELIEF 


REF: STATE 181094 


1. (SBU) Johannes Kindler, Deputy Director General of the 
Federal Chancellery, and Rolf Wenzel, Deputy Director General 
for International Financial and Monetary Policies of the 

Ministry of Finance, told Embassy officers in separate 

meetings that Germany was unlikely to forgive further Iraqi 

debt beyond its Paris Club commitment. 


2. (SBU) Kindler highlighted the legal and political 

difficulties of such a move. He noted that the Germany\'s 
political decision to commit to the Paris Club terms of 80 
percent debt relief was extraordinary, given that Iraq was 

not a lesser developed country and the debt was commercial 
instead of development assistance. 


3. (SBU) Wenzel suggested that relief from the remaining 20 
percent of debt would provide little additional benefit to 

Iraq, since payments on interest are slated to begin only in 
2009 and on principal in 2011. Debt forgiveness would 
therefore not \"put additional money on the table\" for Iraq to 
use in development and capacity building. Wenzel rejected 
the argument that debt relief would encourage private 
investment, noting that Iraq\'s problem was security, not lack 
of finance. A recent IMF report on Iraqi was positive about 
its finances and made no mention of the need for more debt 
relief. 


4. (SBU) According to Wenzel, the German Finance Ministry 
approached the Iraqi Ministry of Finance in September with an 
offer of technical assistance that might focus on, for 

example, how best to privatize former state-owned companies. 
They offered to bring Iraqi officials to a workshop in 

Germany assess their needs. To date, the Iraqis have not 
responded. 

BAUMAN 
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SENSITIVE BUT UNCLASSIFIED 
STATE FOR IO/UNP-RHOTZ 


E.O. 12958: N/A 
TAGS: PREL, UNGA, IS, NS 
SUBJECT: ISRAEL AT UNGA: GOS HAS NO IMMEDIATE RESPONSE 


REF: STATE 178061 


1.(U) Per reftel, Post delivered demarche and diplomatic 
notes to the Ministry of Foreign Affairs regarding the 

request to vote against three, one-sided resolutions on the 
Middle East. Government of Suriname acknowledged receipt of 
information. GOS informed Post that the Ministry is 

reviewing the resolutions with its mission at UN. GOS said 

the MFA and their UN Mission talk daily and will share any 
information received in the future. However, GOS also 
suggested that approaching its UN mission directly would be 
more effective. 


2. (SBU) COMMENT: Post takes this vague response to mean 
the GOS does not plan to take a formal position on this issue 
and may leave the decision up to its UN ambassador. END 
COMMENT 


3. (U) Post will inform the Department of any further 
response from GOS. 
SCHREIBER HUGHES 
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WHA/CAR FOR LAURA LUFTIG 


E.O. 12958: DECL: 11/09/2016 

TAGS: PGOV, PREL EAID, NS 

SUBJECT: EMOTIONS OF SURINAMESE POLITICIANS TRUMP 
SELF-INTEREST 


Classified By: Pol/Econ Officer Jesse Sanders for reasons 1.4 (b) and ( 
d) 


1. (C) SUMMARY On Tuesday, November 9, the President and 
Vice President of Suriname cancelled their meetings with 
visiting Dutch Minister of Planning and Development Agnes van 
Ardenne. News sources reported that the sudden change in 
schedules was seen as a protest against the recent security 
checks of Surinamese officials at Schiphol airport in the 
Netherlands. Also Suriname officials did not allow Minister 

van Ardenne the use of a venue that is usually made available 
for visiting Dutch Ministers to hold press conferences. A 
special session of parliament discussed the body searches 

that are made on every flight from Suriname to Amsterdam and 
promised judicial action. The President also approved 
immediate reciprocity in GOS,s police security checks of 

Dutch visitors to Suriname. END SUMMARY 


2. (U) Although accounts differ, local media reported that 
when on Sunday, October 22, 2006, Suriname\'s Minister of 
Labor, Technology, and Environment Joyce Amarello-Williams 
transited Amsterdam\'s Schipol Airport on her return to 
Suriname from the Far East, Dutch security police instructed 
her to step aside after she set off a metal detector. They 
then gave her a body search, patting down her body. A few 
days after her return to Suriname, Minister Amarello-Williams 
voiced her concern about the body search to Suriname\'s 
Ministry of Foreign Affairs. The Ministry of Foreign Affairs 
contacted the Dutch Embassy in Paramaribo to protest the 
incident and to ask for an explanation. According to the 
Dutch Ambassador, security police at Amsterdam\'s airport 
reported that these searches are routine and Minister 
Amarello-Williams was not singled out. 


3. (SBU) Due to frequent drug smuggling, passengers arriving 
in Amsterdam from Suriname are subject to searches up to and 
including body cavity searches. Surinamese citizens, 

Ministers, and parliamentarians have protested this so-called 
100% check!" in the past. President Venetiaan wrote a letter 
to Dutch Minister President Balkenende earlier in 2006, 

likening body cavity searches to \"assault, rape, and torture\" 

of Surinamese citizens. 
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4. (C) COMMENT: Minister Van Ardenne is the most important 
Minister promoting developmental aid to Suriname. She also 
pushed through emergency aid to Suriname during flooding 
earlier in 2006. A Dutch Embassy official said that it may be 
more difficult for her on her return to Parliament to defend 
her position of continuing aid to Suriname. One might expect 
Suriname to treat the Minister more carefully. However, 
Surinamers\' emotional response demonstrates a pattern of 
allowing feelings to trump self-interest, even at the highest 
levels of importance and international diplomacy. This is a 
cautionary tale for developed countries when working with 
post-colonial, developing countries like Suriname. END 
COMMENT 

SCHREIBER HUGHES 
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E.O. 12958: DECL: 11/08/2016 
TAGS: PREL, PGOV, ECON, CASC, HO 
SUBJECT: COMBATING CORRUPTION IN HONDURAS 


Classified By: Political Counselor Alexander Margulies. Reason: 1.4(b/ 


1. (C) An elite-run kleptocracy, endemic corruption and the 
concomitant sense of impunity enjoyed by high-level officials 
are major obstacles to achieving the USG\'s primary goals in 
Honduras of strengthening democracy, promoting economic 
growth, reducing poverty, preventing illegal immigration, 
combating narcotrafficking and protecting American citizens 
and their business interests. The Embassy is addressing this 
problem through public and private diplomacy, inviting the 
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GOH, the business sector and civil society to join with us in 
confronting corruption; working with selected GOH officials 
to deal with specific cases of corruption/impunity; employing 
212(f) visa revocations to sanction corrupt officials like 
former President Rafael Callejas, as well as to serve as a 
deterrent for others; using the media to shine light on 
suspected corrupt activities; and directing assistance 
programs to promote necessary legislative and institutional 
reforms. END SUMMARY. 


2. (C) Massive corruption is endemic to Honduran life. The 
country is a kleptocracy, in which a small economic elite 
thrives off inflated and jerry-rigged public contracts, 
government-supported monopolies/oligopolies, fraud rackets 
and guaranteed loans; controls the Congress and the judicial 
system by placing its agents in key positions; owns the major 
media organs; and enjoys relative impunity whether engaged in 
corrupt activities, criminal conduct or abuse of authority. 

This kleptocracy and the culture of corruption it cultivates 
threaten the USG\'s principal interests here of strengthening 
democracy and democratic institutions, promoting economic 
growth and poverty reduction through implementation of CAFTA, 
preventing illegal immigration, combating narcotrafficking 

and protecting American citizens and their business 

interests. The latest Transparency International Corruption 
Perception Index reflects this, listing Honduras in 121st 

place, ahead of only Ecuador, Venezuela and Haiti in the 
hemisphere. 


3. (C) The Embassy has made confronting corruption a top 
priority, using public and private diplomacy to raise public 
consciousness on the need to combat; by encouraging the 
government, politicians, the private sector and civil society 
to work together to promote meaningful reforms; by exerting 
diplomatic pressure on egregious corruption cases; by 
employing 212(f) visa revocations to sanction corrupt 
Officials like as former President Rafael Callejas; by using 
the media to shine light on suspected corrupt activities; and 
by directing assistance programs to promote necessary 
legislative and institutional reforms. 


-- IMMIGRATION REFORM: Corruption within the Honduran 
immigration service has facilitated the trafficking of tens 
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of thousands of persons to the United States over the past 
two decades. In response to pressure from the Embassy, the 
response from the GOH has changed from one of denial, to lip 
service, to meaningful efforts. Most of the impetus for 

reform, however, rests with a few dedicated individuals. 
Following the arrest of the Immigration Director in mid-2005, 
the Embassy worked closely with the GOH, the International 
Organization for Migration and a commission formed by 
then-President Maduro to define areas for reform and develop 
an implementation plan. The new Zelaya Administration has 
not adopted the changes proposed by the Commission and has 
continued to view the Immigration Service as a patronage 
tool. This, coupled with the discovery of passport fraud led 

to the Embassy temporarily suspending visa interviews in 
June. In early 2006, a capable reform-minded Immigration 
Director took over. Working with the International Migration 
Organization, he has developed an organizational structure, 
written position descriptions, fired corrupt officials, 

worked with a private university to identify non-partisan new 
hires, and is seeking to reduce the possibilities for 

corruption by requiring payment for service to a bank. 
Inadequate funding remains an obstacle to implementation of 
these reforms, proposed legislation continues to be pending, 
and the Director has had to go on extended medical leave, 
which places a big question mark over the future of these 
reform efforts. We will continue to press the GOH to 

maintain forward momentum on cleaning up the Immigration 
Service. 


-- COVER-UP OF MURDER OF U.S. SOLDIER: The Ambassador and 
Emboffs have engaged with President Zelaya, other high-level 
GOH officials, Supreme Court Chief Justice Vilma Morales and 
Attorney General Leonidas Rosa Bautista regarding the murder 
of Sgt. Francisco Javier Morales, a Louisiana National Guard 
member who was murdered in 1999 in Trujillo while engaged in 
Hurricane Mitch assistance. The chief suspect in the case is 
now a member of the Presidential Guard, and at least five 
other members of the Guard, while deployed to Trujillo on 
official orders, engaged in suborning and threatening 
witnesses, prosecutors and judges involved in the case. 

While we have not/not received a positive response from the 
Presidency to our protests over the Presidential Guard\'s 
actions, both the Chief Justice and the Attorney General have 
been cooperative in transferring control over the case to a 
judge better insulated from pressure and in maintaining an 
aggressive prosecutorial stance. 


-- TRANSPARENCY LAW: President Zelaya\'s pledge to enact a 
transparency law was a centerpiece of his campaign. USAID 
provided technical assistance and funding to civil society 
organizations involved in development of a draft law, which 
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was agreed to by the relevant congressional commission, the 
Executive Branch and civil society in August. When a 
completely different and much weaker bill was introduced by 
the congressional leadership to the plenum in August, the 
Ambassador contacted Congress President Roberto Micheletti to 
point out that trying to force through passage of a 
non-transparent transparency law was not/not the proper way 
to promote transparency in government. The Embassy, working 
with other embassies and the World Bank, recently reached an 
agreement with the congressional leadership on the text of a 
strong transparency law which should be voted on during the 
current session. 


-- CIVIL CODE REFORM: USAID provided technical assistance 
and funding for the development of a new Civil Procedure 

Code, which is designed to move civil proceedings from a 
written trial system to a more transparent accusatory oral 

trial system. This legislation is expected to be enacted by 
Congress before the end of the year. 


-- POLICE ORGANIC LAW: DEA provided technical assistance in 
the development of reforms to the Police Organic Law which 

will strengthen that institution\'s ability to deal with 

internal corruption through drug and polygraph testing, as 

well as to expand its enforcement capabilities through 

enhanced authorization to carry out wiretaps and engage in 
undercover operations. 


-- ELECTORAL REFORM: USAID provided technical assistance 
and funding to civil society organizations reviewing reform 
proposals by the Supreme Electoral Tribunal (TSE), the most 
significant of which would try to minimize electoral fraud by 
placing control over the selection, training and review of 

voting table officials with the TSE, rather than with the 

political parties as is currently the case. Emboffs are 

meeting with TSE officials and key legislators to encourage 
meaningful reforms to guarantee a strong independent TSE and 
free, fair and transparent elections. 


-- COMPETITION COMMISSION: Congress recently enacted 
legislation creating a Competition Commission, but the 
Executive Branch has yet to fully fund it. The Ambassador is 
publicly praising the GOH\'s creation of the Commission while 
encouraging the business sector to press the Government to 
provide it with sufficient resources to do its work. USAID 

and the World Bank provided technical assistance for the 
drafting of the Commission law. 


-- JUDICIAL REFORM: USAID has provided technical assistance 
to the national and regional Inter-Institutional Commissions 
on Judicial Reform. The National Commission has developed a 
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set of reform proposals which it is preparing to brief to the 
donor community. 


-- MONEY LAUNDERING: ECON has worked with the Public 
Ministry on money laundering investigatory procedures, 
helping to streamline case identification and investigation 
processes, thereby reducing the caseload and raising the 
percentage of prosecutable cases reaching the trial stage. 
ECON has also helped strengthen the Public Ministry\'s unit 
responsible for seized assets, auditing its financial 

records, helping to draft operational manuals, and overseeing 
the first systematic distribution of funds to law enforcement 
agencies. Finally, when a jet was abandoned at the 
Tegucigalpa airport in mysterious circumstances, the 
Ambassador and ECON pressed for it to be handled in 
accordance with the law and sold at auction rather than 
appropriated by the President. The auction process is 
currently underway. 


-- ETHICAL BUSINESS PRACTICES: ECON and USDOC are providing 
technical assistance and funding through the USDOC Good 
Governance Initiative to two NGOs for a program aimed at 
training Chambers of Commerce and their member companies on 
drafting ethics codes and implementing an ethical culture 

into their businesses. At Post\'s urging, other 

organizations, such as the Honduran-American Chamber of 
Commerce and the Federation of Chambers of Commerce have 
committed themselves to working with their members on similar 
efforts. USAID also supported an analysis of the 

conciliation services provided by the Chambers of Commerce. 


-- INA 212(f): The revocation of ex-President Callejas\' 
visa under Section 212(f) of the Immigration and 
Naturalization Act (INA) and denial of entry to former 
President Callejas sent shock waves through the Honduran 
political, economic and social elite, who were stunned to see 
one of their leading members sanctioned, humbled and 
disgraced by the USG. The reverberations of this action 
continue to be felt, with some members of the elite 
cautiously inquiring as to their own visa status; high-level 
officials in government institutions nervously approaching us 
to profess their dedication to reform and good government 
while seeking some sign of positive recognition in return; 
and some ambitious politicians soliciting our support as they 
try to advance their positions within their particular party 

by adopting the anti-corruption and reform banners. hada 
salutary effect on the political class. We believe that some 
of the enhanced cooperation we are getting from some GOH 
officials, particularly those connected with the judiciary, 

is due to their concern that we could similar action against 
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them. Embassy sections continue to assemble files on 
prospective 212(f) targets, as we foresee similar 212(f) 
revocations will be called for in the future. 


-- GETTING HONDURANS INVOLVED: Following the revocation 
of ex-President Callejas\' visa, the Ambassador and CONGEN 
repeatedly made the point that the key issue was rampant 
corruption, not a mere question of visa eligibility. The 
Ambassador followed up by focusing on the pernicious effects 
corruption has during a 10/5 speech to businessmen in the 
country\'s economic center of San Pedro Sula, calling on 
companies to adopt and follow ethical practices, and inviting 
the GOH, the private sector and civil society to work 

together and with the Embassy to combat corruption. Polcouns 
described the USG\'s anti-corruption foreign policy in a 10/13 
presentation to the Honduran National Defense College. 


4. (C) Over the past year, post has developed a strategy to 
confront endemic corruption in Honduras, encouraging 
transformational changes that will make democracy here better 
serve the needs of common citizens as well as U.S. national 
interests. We focused on the broken immigration system, 
stimulating reform by temporarily suspending visa interview 
appointments, announcing a review of previously issued visas, 
issuing public statements, establishing a joint task force, 
featuring corruption in Ambassadorial speeches, and 
ultimately recommending the revocation of one of the most 
prominent, and corrupt politicians in the country - former 
President Callejas. All of this has worked in parallel with 
USAID efforts to reform the civil code; Millennium Challenge 
Account implementation of new business practices; DEA 
drafting of counter-narcotics police law; and donor nation 
insistence on transparency and judicial reform. We aim to 
focus government, media, and public attention, not on visa 
revocations, but on the broader issue of corruption that 
prevents progress in promoting economic growth and reducing 
poverty. Changing the mind set here will be a long and 
difficult endeavor led primarily by Hondurans. But, advances 
have been made and we see many additional opportunities for 
change as we continue to press for legislative action and 
honest implementation of reforms. END COMMENT. 
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SIPDIS 
SIPDIS 
LONDON AND PARIS FOR AFRICA WATCHERS 


E.O. 12958: DECL: 11/09/2016 

TAGS: PREL, PGOV, PREF, CD, SU 

SUBJECT: INTER-ETHNIC FIGHTING IN CHAD & POSSIBLE SUDAN 
CONNECTION 


REF: A. NDJAMENA 517 


B. NDJAMENA 906 
C. NDJAMENA 1255 


Classified By: PolOff John O\'Leary. Reason 1.4 (d). 


1. (C) Summary. Ethnic violence has broken out along the 
southeast Chad-Sudan border south of Goz-Beida in the Salamat 
region. According to our contacts, more than 100 individuals 
have been killed in fighting between Arabs and non-Arabs; and 
senior Chadian officials are linking the violence to the 

Sudanese government-backed Janjaweed. End summary. 


2. (C) In aconversation today (11/09), former Minister of 

Plan Mahamat Ali Hassan, who is from the Salamat region, told 
the Ambassador that inter-ethnic conflict in that region is 
normal between Nomads (Arabs) and sedentary Dadjos 
(\"Africans\"). There is competition for natural resources 
(water and grassland) that periodically erupts into violence 

with dead numbering into the teens. Traditional leaders have 
previously been able to mediate and quell the conflicts 

before they escalated out of hand. The scale of recent 
violence, however, is unprecedented with marauders moving 
freely back and forth across the frontier. (See reftels for 
descriptions of previous conflicts in the area within the 

past seven months.) Hassan stated that the residents of the 
area requested protection from the Chadian National Army, but 
the army has basically ignored them. When asked about the 
possibility of Sudanese backing for the raiders, Hassan said 
that he could not confirm it but certainly would not discount 

it. 


3. (C) The Sultan of Goz-Beida told the Ambassador in a 
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phone conversation this afternoon that he was headed to Dar 
Silla in the Salamat region with the Minister for Territorial 
Administration to try to reconcile the battling parties--a 

task for which he expressed little hope of success. 

According to his sources in the area, approximately 150 
\"Janjaweed\" on foot, horse, and Toyota pick-ups moved into 
the Am Timan area on November 4. In the ensuing rampage, 
they destroyed one village 45 Km from Goz-Beida and attacked 
six others, leaving in their wake 125 dead and 121 wounded. 


4. (C) The Sultan went on to accuse the government of Sudan 
of inciting conflict among communities that had coexisted 
peacefully and intermarried for years. He went on to note 

that the Janjaweed had arrived from Sudan well armed with 
weapons, vehicles, and ammunition. He believed that the 
attackers had teamed up with Chadian rebels and that the 
long-term Sudanese objective was to destabilize the border. 


5. (C) Like former Minister Hassan, the Sultan noted that 
the Chadian military had failed to protect the area, 
concentrating instead on the eastern areas affiliated with 
President Deby,s Zaghawa and allied ethnic groups. The 
Sultan stated that he had been in N,Djamena for six weeks 
seeking an appointment with Deby to solicit his protection 
for the area, but Deby had not received him. Now, the 
Dadjos, the main ethnic group in the area, have lost 
confidence in the Deby regime, he asserted, and may be 
forming their own protective militias. 


6. (C) A retired Minister from the Dadjo group 

characterized the conflict as a Sudanese government-backed 
\"pan-Arabic\" land-grab at the expense of the \"African\" 
Dadjos. He indicated that the Goz-Beida hospital was 
overflowing with wounded and that temporary shelters had to 
be erected on the hospital grounds to accommodate the 
spillover. 


7. (C) Comment. While we cannot verify the actual 
casualties or the extent of the fighting, it seems certain 
that a serious inter-ethnic conflict did occurr--and may 

still be in progress. Whether the Sudanese government is 
behind this or not, the fact that so many Chadians believe 
that it is will only serveQ increase tensions along the 
border. End comment. 


8. (U) Tripoli minimize considered. 
WALL 
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E.O. 12958: N/A 

TAGS: SNAR, KCRM, NS 

SUBJECT: SURINAME: 2006-2007 INTERNATIONAL NARCOTICS 
CONTROL STRATEGY REPORT (INCSR) PART I, DRUGS AND CHEMICAL 
CONTROL 


REF: STATE 249035 


PARAMARIBO 00000723 001.2 OF 004 


1. Post presents its 2006 INTERNATIONAL NARCOTICS 
CONTROL STRATEGY REPORT (INCSR), Part I, Drugs and Chemical 
Control. 


Suriname 
I. Summary 


Suriname is a transit point for South American cocaine en route to 
Europe and, to a lesser extent, the United States, and has been a 
transit country for MDMA (ecstasy) from Europe to the U.S. market in 
the past. The Government of Suriname\'s (GOS) inability to control 
its borders, lack of a law enforcement presence in the interior, and 
lack of aircraft or patrol boats allow traffickers to move drug 
shipments via sea, river, and air with little resistance. 

Nevertheless, in 2006, GOS law enforcement continued its strong 
anti-narcotics performance, once again demonstrating the capacity to 
arrest and convict high-profile narco-traffickers. The principal 
obstacles to effective narcotics law enforcement efforts are 
inadequate resources and limited training for law enforcement. 
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Suriname is a party to the 1988 United Nations Drug Convention but 
has not implemented legislation to bring itself into full conformity 

with the Convention. However, in October 2006, the country hosted an 
international anti-narcotics conference showing its commitment to 
combat drug trafficking. 


Il. Status of Country 


Suriname is a transshipment point for cocaine destined primarily for 
Europe and, to a lesser extent, the United States. Evidence 
available in 2006 did not indicate that a significant amount of 

drugs entered the U.S. from Suriname. The GOS is unable to detect 
the diversion of precursor chemicals for drug production, as it has 
no legislation controlling precursor chemicals and hence no tracking 
system to monitor them. The lack of resources, limited law 
enforcement capabilities, inadequate legislation, drug-related 
corruption, a complicated and time-consuming bureaucracy, and 
overburdened and under-resourced courts inhibit GOS ability to 
identify, apprehend, and prosecute narcotic traffickers. In 

addition, sparsely populated parts of its coastal region and the 
country\'s isolated jungle interior, together with weak border 
controls and infrastructure, make narcotics detection and 
interdiction efforts difficult. However, the Ministry of Justice 

and Police and law enforcement institutions in Suriname are 
increasingly more active and effective in pro-actively targeting 

large trafficking rings and working with international partners. 


III. Country Actions Against Drugs in 2006 


Policy Initiatives. Senior GOS officials and GOS law enforcement 
officials consistently express concern regarding the extent of drugs 
transiting Suriname - as do the media and the citizenry - and point 
to the lack of resources as the primary obstacle to Suriname\'s 
counternarcotics efforts. Resources can be interpreted as financial 
as well as the lack of trained personnel. Suriname\'s National Drugs 
Master Plan (2006-2010) was approved in January 2006. The plan 
covers both supply and demand reduction and includes calls for new 
legislation to control precursor chemicals. The development of the 
plan through multi-sectoral consultation was a significant step in 
fostering national coordination to address Suriname\'s drug problem. 
To coordinate implementation of the Master Plan, the Executive 
Office of the National Anti-Drug Council was established. 


Law Enforcement Efforts. In 2006, Surinamese law enforcement 
continued to focus attention on dismantling large criminal 

organizations and reflected an increased capacity to arrest and 

secure convictions of well-connected narcotics traffickers. In 

2006, GOS law enforcement agencies arrested numerous people carrying 
drugs on or in their bodies or in their luggage at the international 

airport, primarily passengers on the three to six weekly flights 

(varying seasonally) to Amsterdam; through September, 112 of those 
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arrested had ingested cocaine. Many who evade detection in Suriname 
are arrested at the airport in Amsterdam, which since 2004 has 
implemented a 100 percent inspection of all passengers and baggage 
arriving on all inbound flights from Suriname. 


In a major success in 2006, Surinamese authorities arrested Shaheed 
\"Roger\" Khan, a Guyanese national suspected of narcotics 
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trafficking, on charges of false documentation. He was set to return 
to Guyana via Trinidad and Tobago, and while en route was turned 
over to Drug Enforcement Administration officials from the United 
States in Port of Spain after being denied entry to Trinidad and 
Tobago by Trinidadian officials. Khan was then brought to the 
United States, where he is currently awaiting trial for trafficking 
narcotics into the U.S. 


A special Surinamese police unit, the Special Investigative Team 
(BOT) continued to cooperate closely with Dutch law enforcement 
authorities and investigated numerous criminal organizations 
smuggling drugs and laundering money between Suriname and the 
Netherlands. The cooperation culminated in the investigation and 
arrest of two long-suspected, major drug traffickers and several of 
their associates during an operation named \"Ficus.\" In December 
2005, one trafficker was sentenced by a Dutch court to ten years 
imprisonment for drug trafficking, money laundering and fraud. 
Another high profile suspect arrested during \"Operation Ficus\" is 
still on trial in Suriname. He owns a prominent rice export business 

in Suriname and was arrested in connection with the December 2003 
confiscation of 296 kilograms of cocaine from one of his vessels 

that was en route to Portugal, and for being a suspected member of a 
criminal organization. 


In February and March 2006, Surinamese law enforcement officials 
destroyed major marijuana fields in the interior, consisting of four 

and two hectares, respectively. In March a joint operation of police 

in the two western districts, Nickerie and Coronie, led to the 

arrest of two men in connection with the seizure of 100 kilograms of 
cocaine hidden in a Texaco oil-storage tank. In June 2006, Police 
seized 215 kilograms of cocaine in batches of 104 and 109 kilograms 
respectively at two separate residences in Paramaribo. Six 
Surinamers and five Guyanese were arrested at the scene; one of the 
Guyanese later proved to be Roger Khan and three to be ex-policemen. 
In August 2006, a joint operation of the police \"Arrest Team\" 
(A-Team) and the Narcotics Brigade led to the arrest of three men, 
among them a relative of former military strongman Desi Bouterse. 
Also in 2006, police confiscated 95 kilograms of cocaine from two 
residences in Paramaribo. The BOT is currently investigating a 
possible money laundering link in this case. Bank accounts of those 
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involved in the case have been frozen. 


There are criminal organizations operating arms-for-drugs activities 
in Suriname that have connections to the Colombian terrorist group 
the Revolutionary Armed Forces of Colombia (FARC). 


In 2006, the judiciary handed down several stiff sentences in other 
high-profile drug cases. In March, a judge convicted and sentenced 
two men to eight and four years imprisonment, respectively, based on 
the April 2005 seizure of 118 kilograms of cocaine. The cocaine was 
hidden in a container of lumber, which was shipped to France. French 
authorities followed the shipment to the Netherlands via Belgium. In 
July, three men were convicted and sentenced to nine, six, and five 
years imprisonment, respectively, for trafficking 215 kilograms of 
cocaine that were seized by a joint unit of the Surinamese police 

and army in a boat on a creek near the Saramacca River, in the 
northwestern quadrant of Suriname. In January, two men received 
sentences of six and two and a half years in connection with the 

April 2005 seizure of 335 kilograms of cocaine, four hand grenades, 
and live ammunition. 


Through September 2006 the GOS seized 577 kilograms of cocaine and 
42 kilograms of cannabis. A total of 571 people were arrested for 
drug-related offenses. Seizures and arrests have significantly 
decreased compared to those of 2005; law enforcement sources 
attribute this to the GOS\' focus on combating narcotics: within the 

past five years GOS law enforcement has rounded up eight of the ten 
known major criminal organizations operating in the country. 


Corruption. The GOS does not facilitate the production, processing, 
or shipment of narcotic and psychotropic drugs or other controlled 
substances, and does not discourage the investigation or prosecution 
of such acts. Moreover, the GOS has demonstrated some willingness to 
undertake law enforcement and legal measures to prevent, 
investigate, prosecute, and punish public corruption. Public 
corruption is considered a problem in Suriname and there are reports 
of drug use and drug sales in prisons. During 2006 the GOS arrested 
police officers suspected of involvement in trafficking narcotics 

and membership in criminal organizations, including five in May 
2006. Reports of money laundering, drug trafficking, and associated 
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criminal activity involving current and former government and 

military officials continue to circulate, but the government has a 

track record of prosecuting or terminating corrupt officials. 

According to Customs reports, the GOS loses roughly $45 million 
annually in uncollected Customs revenues due to corruption and false 
invoicing. Investigations show that false invoicing occurs daily, 
despite heavy fines. Former military strongman Desi Bouterse and 
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former rebel leader Ronnie Brunswijk, who have both served in the 
National Assembly since 2005, have been convicted in absentia in the 
Netherlands for narcotics trafficking. Brunswijk was also convicted 

in a French court in absentia for the same crime. 


Agreements and Treaties. Suriname is party to the 1961 United 
Nations Single Convention as amended by the 1972 Protocol, and the 
1971 U.N. Convention on Psychotropic Substances. Suriname is also a 
party to the 1988 U.N. Drug Convention and has accordingly passed 
legislation that conforms to a majority of the convention\'s 

articles, but it has failed to pass legislation complying with 

precursor chemical control provisions. The GOS ratified the 
Inter-American Convention on Mutual Assistance in Criminal Matters. 
Since 1976, the GOS has been sharing narcotics information with the 
Netherlands pursuant to a Mutual Legal Assistance Agreement. In 
August 1999, a comprehensive six-part, bilateral, maritime 
counter-narcotics enforcement agreement with the U.S. entered into 
force. The U.S.-Netherlands Extradition Treaty of 1904 is applicable 
to Suriname, but Suriname\'s Constitution prohibits the extradition 

of its nationals. Therefore the extradition relationship between 

the United States and Suriname is inactive, but it was a topic of 
discussion in July when the United States requested Khan\'s 
extradition. In January 2006 Suriname, the Netherlands Antilles, 

and Aruba signed a Mutual Legal Assistance Agreement allowing for 
direct law enforcement and judicial cooperation between the 
countries, thereby no longer requiring the process to be first 

routed through The Hague. Parties met in October to discuss progress 
in implementing the agreement, which covers cooperation with regard 
to drug trafficking, trafficking in persons, and organized crime. 
Suriname has also signed bilateral agreements to combat drug 
trafficking with neighboring countries Brazil and Guyana, as well as 
with Venezuela. Suriname is an active member of the Inter-American 
Drug Abuse Control Commission of the Organization of American States 
(OAS/CICAD), to which it reports regularly. In October 2006, 
Suriname hosted an anti-narcotics conference attended by many 
regional and international players, including the United States. The 
\"Paramaribo Declaration,\" which was endorsed in principle by the 
participants at the end of the conference, proposes a framework to 
establish an intelligence-sharing network, coordinate and execute 
sting operations, and tackle money laundering. Suriname has signed 
agreements with the United States, Netherlands and France which 
allow for police attachs to work with local police. Suriname is not 

a party to the U.N. Convention Against Transnational Organized 
Crime. 


Cultivation and Production. Suriname is not a producer of cocaine 
or opium poppy. While cannabis is cultivated in Suriname, there is 
little specific data on the number of hectares under cultivation, or 
evidence that it is exported in significant quantities. 


Drug Flow/Transit. Much of the cocaine entering Suriname is 
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delivered by small aircraft, which land on clandestine airstrips cut 
into the dense jungle interior and sparsely populated coastal 
districts. The lack of resources, infrastructure, law enforcement 
personnel, and equipment makes detection and interdiction difficult. 
Drugs are transported along interior roads to and from the 
clandestine airstrips. Drugs are also shipped to seaports via 
numerous river routes to the sea or overland for onward shipment to 
Caribbean islands, Europe, and the United States. Sea-drops are 
also used. Drugs exit Suriname via commercial air flights (by drug 
couriers or concealed in planes) and by commercial sea cargo. 
European-produced MDMA is transported via commercial airline flights 
from the Netherlands to Suriname (three to six flights per week, 
varying seasonally); in the past drug couriers have transported the 
drugs to the United States. 


Domestic Programs. During 2006, the National Drug Demand Reduction 
Office (DDR) conducted numerous drug awareness and drug prevention 
campaigns. Schoolteachers and police officers were trained in early 
detection of drug use. The Suriname Epidemiological Network on Drug 
Use (SURENDU), which is a network of governmental and 
non-governmental organizations, was strengthened in the areas of 
drug-use prevention and treatment in 2006. With funding from the 
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Organization of American States, the National Anti-Drugs Council 
(NAR) embarked on a project to survey drug use in Suriname. Around 
6,000 persons between the ages of 12 and 65 will be interviewed. 
The Council will also do a study on drug use in prisons. In the 

area of supply reduction, a U.S.-funded computer database was 
established to keep track of drug criminals from their detention up 

to their sentencing. 


IV. U.S. Policy Initiatives and Programs 


U.S. Policy Initiatives. The principle obstacles to effective 
counternarcotics law enforcement efforts in Suriname are inadequate 
resources and limited training for law enforcement. Therefore, the 
U.S. aims to strengthen the GOS law enforcement and judicial 
institutions and their capabilities to detect, interdict, and 

prosecute narco-trafficking activities through a mix of training and 
equipment and thereby help Suriname to effectively reduce narcotics 
trafficking. 


Bilateral Cooperation. A high level of cooperation exists between 
U.S. and GOS law enforcement officials. In 2006, once again the U.S. 
provided both training and material support to several elements of 
the national police to strengthen their counternarcotics 

capabilities and promote greater bilateral cooperation. In July 
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2006, the DEA intensified its cooperation with Surinamese law 
enforcement by establishing a soon-to-be three person office in 
Suriname. The U.S. was a participant and presenter at the October 
2006 anti-narcotics conference in Paramaribo. 


The Road Ahead. The U.S. will continue to encourage the GOS to 
pursue large narcotics traffickers and to dismantle their 
organizations; the GOS Ministry of Justice and Police has focused 
repeatedly on this goal in the news media, and the Khan arrest bears 
out its seriousness and commitment. The U.S. continues to urge the 
GOS to focus on port security, specifically seaports, which are seen 
as the primary conduits for large shipments of narcotics exiting 
Suriname. Port security did improve in 2006. The U.S. will continue 
to provide equipment, training, and technical support to the GOS to 
strengthen its counternarcotics efforts. 
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E.O. 12958: N/A 

TAGS: ECON, ETRD, PREL, Cl 

SUBJECT: CHILE'S APEC PRIORITIES: ASIAN FREE TRADE AREA, 
DOHA, APEC REFORM 


REF: A. STATE 177258 
B. SANTIAGO 2278 


1. (SBU) Summary. The Ambassador delivered ref A demarche on 
U.S. APEC priorities to FM Foxley on November 7. FM Foxley 
listed Chile\'s priorities for the upcoming APEC summit as 
discussion of an Asia-Pacific Free Trade Area, a jumpstart 

for the Doha round, and a renewed push for APEC reform. End 
Summary. 
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2. (U) Ambassador delivered ref A demarche points on U.S. 
APEC priorities to FM Foxley on November 7. Senior Economic 
Officer delivered ref A\'s points to Acting APEC Coordinator 
German King on November 2. 


3. (SBU) Both FM Foxley and King strongly supported the idea 
of a broad Asia-Pacific Free Trade Area. King said he was a 
bit surprised the U.S. had decided to support the concept. 
Foxley mentioned in his meeting with the Ambassador that 
Chile had first championed the idea when it hosted the APEC 
summit in Santiago in 2004. King wondered how the U.S. was 
going to reconcile a push for a regional FTA in Asia while 

still trying to revive the WTO\'s Doha round. 


4. (SBU) King listed as Chile\'s second priority the need for 

APEC members to discuss Doha. Chile wanted APEC members to 
focus on what would be lost if Doha did indeed end 

unsuccessfully. He said he did not see how APEC members 

could avoid a discussion of Doha. 


5. (SBU) Chile\'s third main priority for APEC this year is to 
further the organizational reform. King said that in the GOC 
view, APEC reform was taking longer than expected. 
Personally, he did not think APEC could realistically expand 

its membership before the reform process was completed. FM 
Foxley took on board the Ambassador\'s point that the 
moratorium on expansion, which is set to expire in 2007, will 
likely be extended. Foxley mentioned three Latin countries 
that Chile considers viable candidates for future APEC 
expansion: Costa Rica, Ecuador and Colombia. 


6. (SBU) King said he thought APEC members would likely want 
to discuss developments on the Korean peninsula as well. He 
offered that it would be odd if the issue of the DPRK\'s 

nuclear test were not discussed. He was unsure if these 
discussions should take place inside the APEC context or on 

its margins. He noted that with five of six foreign 

ministers from the Six-Party Talks countries present, there 

had to be a discussion in one form or another of North Korea. 


7. (SBU) On Avian Influenza, King said that the GOC 
delegation will be fully briefed and ready to discuss GOC 
views on the threat of Al. Chile suffered an outbreak in 
2002 among its bird population, but dealt with it rapidly and 
successfully. Chile has been diligent in sharing Al 
experience with APEC members in the past. Overall, King 
thought that Vietnam had been doing a good job in planning 
the summit and expected a successful APEC. 

KELLY 
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DEPT ALSO FOR WHA/BSC 
NSC FOR DFISK AND JCARDENAS 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 11/09/2016 

TAGS: PHUM, PREL, UNHRC-1, KTIA, UN, UY 

SUBJECT: URUGUAY DEMARCHED ON COUNTRY RESOLUTIONS AT UN 
THIRD COMMITTEE 


REF: A. STATE 184178 
B. STATE 182267 


Classified By: Charge D\'Affaires James D. Nealon 
for reasons 1.4 (B) and (D) 


1. (C) On November 8, Political Counselor met with the MFA\'s 
Director for Political Affairs Alvaro Gallardo, his Deputy 

Gerardo Pratto and acting Director for Multilateral Affairs 

Beatriz Nunez to deliver ref A senior level demarche and to 
discuss country specific human rights resolutions. (Note: 

Ref B demarche was delivered on November 6 to Beatriz Nunez 
but without any substantive feedback. End Note.) 


2. (C) After carefully listening to ref A demarche and 
reviewing information contained in ref B, Ambassador Gallardo 
made the following points: 


-- We can expect Uruguay to be present and to vote during all 
of the resolutions. 
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-- Uruguay still supports the principle of country specific 
resolutions. 


-- Uruguay is now more inclined to vote in sync with its 
Mercosur partners. 


-- Uruguay is not enthusiastic about \"no action\" motions, but 
will vote them if Mercosur advises. 


-- Without a doubt, all of the five countries in question 
have serious human rights problems. 


-- We are still consulting with our Mercosur partners about 
how best to treat these five countries and how to evaluate 
the resolutions brought against the United States and Canada. 


3. (C) Gallardo elaborated somewhat by saying, \"Uruguay does 
not put developed countries like the U.S. and Canada in the 
same \'bad boat\' as Iran, Belarus, Uzbekistan, Burma or North 
Korea -- but we don\'t like the war in lraq or secret 

detention centers either. We will probably support Canada, 
though there might be some merit to carefully examining its 
treatment of indigenous peoples. We have been receiving a lot 
of pressure to go light on Iran -- and | don\'t mean just 

from our rice growers. Sudan, the DPRK and Uzbekistan have 
serious human rights problems. The point is, however, that 
Mercosur countries believe that developed countries also need 
to be held accountable.\" Gallardo concluded by saying that 
Uruguay would closely examine all of the resolutions before 
the UN\'s Third Committee, including the Belarusian one 
co-sponsored by Uzbekistan. 


Comment: 


4. (C) Though Gallardo did not explicitly state it, we 

strongly suspect that he was referring to Venezuela when he 
said that Uruguay was being pressured to go light on Iran. 

Last week, in advance of the Ibero-American Summit here 
Uruguay\'s Congress rushed to ratify the BRV\'s full membership 
in Mercosur. In recent months, we\'ve detected a distinct 
tendency for our MFA colleagues to emphasize that the GOU\'s 
foreign policy is being coordinated with Mercosur. During our 
conversation Gallardo put a brave face on Panama being picked 
as the compromise candidate for the semi-permanent UNSC seat. 
He said Uruguay kept \"faithful\" to its commitment to 
Venezuela and serenely accepted the fact that Mercosur \"did 
not reach a consensus\" to support Uruguay for the spot. End 
Comment. 

Nealon 
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SIPDIS 
SIPDIS 
NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 


E.O. 12958: DECL: 11/09/2026 

TAGS: PREL, PTER, PGOV, LE 

SUBJECT: SINIORA, HAMADEH PERCEIVE SIGNS THAT HIZBALLAH MAY 
BLINK FIRST 


REF: BEIRUT 3599 
Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d) 


SUMMARY 


1. (S) Filling in more details of the 11/9 third round of 
consultations, Prime Minister Siniora and Minsiter Marwan 
Hamadeh mused that the March 14 decision to stand tough and 
even suggest counter demonstration had a positive impact. 
Both saw initial signs in today\'s session suggesting 

Hizballah may be backing down on its threat -- or at least 

its deadline -- for street demonstrations. Hamadeh reported 
that a new March 14 flirtation with Michel Aoun, promising 

him a share of the cabinet, had encouraged the General to 
have second thoughts about about playing in Hizballah\'s game. 
While as reported in reftel this round of consultations was 
inconclusive, Hamadeh reported feverish activity behind the 
scenes, with Saad Hariri and Walid Jumblatt trying to 

convince Nabih Berri and Hizballah to accept the special 
tribunal now in return for cabinet expansion and a broadly 
acceptable new president later. To pressure Berri and 
Hizballah, the March 14 leaders have thus reversed themselves 
on the special tribunal, requesting that UN/OLA send the 
documents to the GOL no later than Friday, even absent 
Russian concurrence. In the most encouraging sign that the 
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momentum for street demonstrations may be evaporating, Berri 
told the consultation participants that, if Saturday\'s 

session results in no progress, there is always the 

possibility of meeting again next Wednesday (11/15), after 
Berri\'s return from Iran. End summary. 


JUMBLATT AND RAVAD SLING MUD 


2. (S) While (as reported reftel) the third round of 

Lebanese political consultations chaired by Parliament 
Speaker Berri ended in what our contacts tell us was better 
atmosphere, Siniora and Hamadeh told us that the session 
started off on a bad note, with Walid Jumblatt and Hizballah 
MP Mohammed Ra\'ad exchanging insults and accusations of who 
has more readily sold his soul to foreign powers. In one 
memorable exchange, Jumblatt blamed Hizballah for President 
Emile Lahoud\'s continued tenure in office, to which Raad 
answered that Hizballah\'s position are separate from 
Lahoud\'s. Jumblatt warned RaVad that, when Lahoud blocks 
initiatives, it is as if Hizballah had done so; \"you and 

Lahoud are one and the same.\" 


3. (S) To ease the quickly escalating tension, Saad Hariri 
approached Jumblatt and theatrically whispered into his ear, 
loud enough to be overheard. \"Walid bey! You should go 
visit Lahoud! Go visit Lahoud! You can solve this!\" As 
Jumblatt leaned away, startled, Hariri continued: \"I say, 

visit Lahoud! Look what happened to Rumsfeld after you 
visited him!" Jumblatt also used the U.S. congressional 
elections to score points, praising the U.S. congressional 
candidates for waiting and working until the constitutional 
time for elections rather than choosing dates based on when 
opinion polls were most favorable to each of their races. 
Jumblatt also praised President George Bush for vowing to 
work with a Congress controlled by the opposing party rather 
than sending out thugs to assassinate the Democratic winners 
who defeated his party colleagues. 


BERRI STRETCHES DEADLINE 
FOR CONSULTATIONS 


4. (S) But in general, as we reported reftel, the 
consultations were characterized by the same debate as 
before. Participants ridiculed Michel Murr for his 
characteristically long-winded explanation of why nine out of 
26 ministers (in a slightly expanded cabinet) should not 
really count as a blocking minority (even though 9 is most 
definitely \"more than a third\" of 26). Siniora reported that 
the March 8 representatives were explicit that President 
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Emile Lahoud would refuse to sign any cabinet appointments 
if, at a minimum, Minister of Justice Charles Rizk and 

Minister of Culture Tariq Mitri remained in the cabinet in 

any position. With Jumblatt jumping up at one time to defend 
Rizk \"over my dead body\" (a line Hamadeh mused was 
particularly ill-advised in this atmosphere), March 14 
representatives were equally adamant that Rizk and Mitri 
remain, come what may. Aoun was relatively quiet throughout. 
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Eventually, Berri announced that the consulations would 
resume on Saturday, 11/11, and that he would postpone his 
trip to Iran. In what Hamadeh took as a hopeful sign, Berri, 
when asked what would happen if the Saturday consultations 
were equally inconclusive, answered that it was always 
possible to get together again on Wednesday (11/15), after he 
returns from Iran. 


\"BUREAUCRATIC SABER RATTLING\" 
(AND HIZBALLAH SOFTENING?) 


5. (S) Hamadeh interpreted one Jumblatt-RaVad exchange as 
indicating that Hizballah was starting to back down from its 
ultimatum of \"surrender to our demands or face defeats from 
our street.\" Jumblatt told RaVad that he was sick of being 
threatened by Hizballah\'s arms; \"we can\'t keep negotiating 
when you have a gun to our heads.\" RaVad professed 
innocence, repeating the usual blather about Hizballah never 
directing its weapons internally. When Jumblatt retorted 

about the knowledge of arms backing up Hizballah\'s street 
demonstrations threatened for Monday, RaVad denied that 
Hizballah ever said that it would start demonstrations on 
Monday. Hamadeh and Siniora both thought that this hinted at 
a softening in Hizballah\'s position. Hamadeh in particular 
argued that, if indeed Hizballah is stepping back from the 

brink of street demonstrations that could lead \"who knows 
where,\" it is because March 14 leaders did not back down 
themselves from their own response to launch counter 
demonstrations. Jumblatt\'s PSP and Samir Ja\ja\'s Lebanese 
Forces had both already applied for demonstration permits for 
every day next week, Hamadeh noted, as a \"bureaucratic kind 
of saber rattling.\" For the first time ever with us, Hamadeh 
hinted obliquely that some of Jumblatt\'s Druse followers in 

the BigaW, on potential front lines with the Shia, had 

started to acquire weapons. Hizballah\'s knowledge of this 
fact may be useful, Hamadeh thought. 


MORE HAPPENING BEHIND THE SCENES 
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6. (S) With little but amusing anecdotes to report from the 
actual session, Hamadeh reported that Hariri and Jumblatt are 
working behind the scenes to convince Berri to accept a 
different kind of deal than the blocking minority demanded by 
Hizballah and Aoun. They want Berri to guarantee unanimous 
support in the cabinet and passage in the parliament of the 
special tribunal first, in exchange for March 14\'s promise to 
have talks immediately thereafter with the goal of expanding 
the government and replacing Lahoud with a president broadly 
acceptable. The question of the blocking minority is left 
vague, although both Hamadeh and Siniora insisted that the 
vagueness does not imply softness: March 14 will not give up 
its ability to govern (itself a vague statement, of course). 


7. (S) Claiming to have no objections himself, Berri asked 
which presidential candidates were considered broadly 
acceptable: \"(Central Bank Governor) Riad Salameh? 
(Maronite League President) Michel Edde?\" Charles Rizk might 
have been in that category, Hamadeh quoted Berri as saying, 
\"but now he has a little problem.\" In language that Siniora 
thought was encouraging, Berri kept referring to potential 
objections from his \"allies,\" distinguishing himself more 
sharply than usual from Hizballah. On the tribunal, for 
example, Berri told Hamadeh that he wanted to see it move 
forward now. But his \"allies\" were afraid that the tribunal 
\"will eventually get to them.\" When Hariri presented the 
proposal again to Berri in the presence of Ra\'ad (during a 
break in the consultations), Ra'ad was, predictably, 

negative, while Berri continued to express more openness to 
the idea. Responding to the Ambassador, Hamadeh said only 
that \"time will tell" whether Berri\'s openness was real or a 
good-cop routine. 


FLIRTATION WITH AOUN 


8. (S) Hamadeh said that, in one positive aspect of the 
consultations, a slight opening had developed between March 
14 and Michel Aoun. In the consultations, Aoun had begun to 
separate himself from Hizballah, which Hamadeh thought 
reflected the General\'s concern that he not be too closely 
involved in what at one point looked to be an initiative 

headed toward violence. The March 14 leaders, starting with 
Ja\ja\', have tried to encourage this separation, telling Aoun 
that he should not be involved in any Hizballah and Syrian 
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conspiracies, that his ministers will be welcome in any case. 
\"You will have your share.\" Hamadeh acknowledged that the 
warming of relations with Aoun may be short-lived, for Aoun 
still insists on more cabinet ministers than March 14 is 

willing to give, early parliamentary elections, and a 
commitment to elect him president. But, for now, the 

flirtation signals to Hizballah leaders that the Aounists are 

not blindly going to follow them into the streets. And, 
Hamadeh acknowledged, the development of trust between Aoun 
and March 14 would, in fact, be useful for both sides. For 
now, Hamadeh urged, March 14 is going to assume for 
argument\'s sake that Aoun is an innocent victim, used by 
Hizballah, rather than an active co-conspirator. Aoun, 
Hamadeh said, \"is not really a Syrian. He\'s just stupid. 

And blind.\" 


CHANGE IN TACTICS FOR THE TRIBUNAL 


9. (S) Siniora told the Ambassador that, given all of the 

back channel talks, the position of March 14 leaders on the 
chronology for discussing the special tribunal has now 

shifted. While they would still love to have Russian 
concurrence in hand, they no longer wish to delay UN/OLA\'s 
submission of the tribunal documents to the GOL. They want 
to have the documents in hand by Friday, in order to make the 
48-hour deadline for placement on the cabinet agenda for 
Monday. Even with Russian reservations, the tribunal drafts 
will put additional pressure on Hizballah and Berri to make a 
more comprehensive deal. Hamadeh explained that the March 14 
leaders will quickly accuse those who oppose the tribunal of 
trying to harbor assassins; if, instead, Hizballah joins in 
cabinet passage of the tribunal documents, then the tribunal 
can be established soon. Either way, March 14 is on top. 
Pressed by the Ambassador, Hamadeh acknowledged that, in 
fact, a third answer is possible and indeed probable: \"yes, 
but,\" as Hizballah insists on \"studying\" the drafts as a 
delaying tactic. But rather than continue to delay through 
negotiatiosn with the Russians, UN/OLA should now forward the 
text to the Lebanese, both Siniora and Hamadeh argued. 


10. (S) Hamadeh and Siniora expect active behind-the-scenes 
negotiations between today and Saturday, as March 14 leaders 
try to lure at least Berri on board for their broadened 
\"tribunal-first\" agenda and continue their fliration with 

Aoun. While the atmosphere is still extremely tense and the 
situation most delicate, for the first time all week Hamadeh 
thought that March 14 \"might\" have found a way forward. For 
his part, Siniora is still publicly insisting on traveling to 

Korea and Japan next week, while readily admitting that, 
depending on what happens Saturday, he may need to stick 
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closer to home. 
FELTMAN 
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PP RUEHWEB 

DE RUEHMN #1083 3131855 

ZNY CCCCC ZZH 

P 091855Z NOV 06 

FM AMEMBASSY MONTEVIDEO 

TO RUEHC/SECSTATE WASHDC PRIORITY 6525 
INFO RUCNMER/MERCOSUR COLLECTIVE 
RUEHBO/AMEMBASSY BOGOTA 2554 
RUEHCV/AMEMBASSY CARACAS 0457 
RUEHLP/AMEMBASSY LA PAZ NOV SANTIAGO 2936 
RUMIAAA/CDR USSOUTHCOM MIAMI FL//J-5/ 
NSC WASHDC// 


SIPDIS 
SIPDIS 


DEPT ALSO FOR IO/UNP (BETTS) AND WHA/BSC 
NSC FOR DFISK AND JCARDENAS 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 11/09/2016 
TAGS: PHUM, PREL, UNGA, UN, CU, UY 
SUBJECT: URUGUAY DEMARCHED ON CUBA EMBARGO RESOLUTION 


REF: STATE 182099 


Classified By: Charge DVAffaires James D. Nealon 
for reasons 1.4 (B) and (D) 


(C) On November 6, PolCouns delivered reftel demarche to 
Acting Director for Multilateral Affairs Beatriz Nunez. Nunez 
accepted the talking points attentively, but clearly stated 
that Uruguay would continue its past pattern of voting in 
favor of Cuba. She added that Uruguay voted in concert with 
other Mercosur countries, but offered no further substantive 
comment. 

Nealon 
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PP RUEHWEB 

DE RUEHMN #1084 3131855 

ZNY CCCCC ZZH 

P 091855Z NOV 06 

FM AMEMBASSY MONTEVIDEO 

TO RUEHC/SECSTATE WASHDC PRIORITY 6526 
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INFO RUCNMER/MERCOSUR COLLECTIVE 
RUEHBO/AMEMBASSY BOGOTA 2555 
RUEHCV/AMEMBASSY CARACAS 0458 
RUEHLP/AMEMBASSY LA PAZ NOV SANTIAGO 2937 
RUMIAAA/CDR USSOUTHCOM MIAMI FL//J-5/NSC WASHDC// 


SIPDIS 
SIPDIS 


DEPT ALSO FOR IO/UNP-BETTS AND WHA/BSC 
NSC FOR DFISK AND JCARDENAS 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 11/09/2016 

TAGS: PHUM, PREL, UNGA, UN, CU, UY 

SUBJECT: DEMARCHE DELIVERED TO URUGUAY ON AUSTRALIAN 
AMENDMENT TO CUBA EMBARGO RESOLUTION 


REF: STATE 184156 


Classified By: Charge D\'Affaires James D. Nealon 
for reasons 1.4 (B) and (D) 


(C) Per instructions reftel, on the mid-morning of November 
8, Political Counselor delivered subject demarche to the 
MFA\'s Acting Director of Multilateral Affairs Beatriz Nunez. 
However, it was not until a separate meeting later that 
afternoon with Nunez and Director General for Political 
Affairs Alvaro Gallardo that any substantive commentary was 
received. At that meeting, Gallardo indicated that the MFA 
had not/not issued any instructions for the Uruguayan 
delegation in New York to support the Australian amendment or 
to give an Explanation of Vote condemning the human rights 
abuses of the Cuban government. Gallardo also noted that, 
\"such decisions are now being taken in concert with our 
Mercosur partners.\" 

Nealon 
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PP RUEHAG RUEHBC RUEHDE RUEHKUK RUEHROV 
DE RUEHLB #3602/01 3131907 

ZNY SSSSS ZZH 

P 091907Z NOV 06 

FM AMEMBASSY BEIRUT 

TO RUEHC/SECSTATE WASHDC PRIORITY 6415 

INFO RUEHEE/ARAB LEAGUE COLLECTIVE PRIORITY 
RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RHMFISS/COMSOCCENT MACDILL AFB FL PRIORITY 
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RHEFDIA/DIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEHNO/USMISSION USNATO PRIORITY 0493","S E C R ET SECTION 01 OF 02 BEIRUT 0036( 


SIPDIS 
SIPDIS 


NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 
STATE FOR NEA/ELA, NEA/FO:ATACHCO 


E.O. 12958: DECL: 11/07/2016 
TAGS: MARR, PGOV, PREL, LE, IS 
SUBJECT: LEBANON: ISRAELI OVERFLIGHTS 


Classified By: Jeffrey D. Feltman, Ambassador. Reason: Section 1.4 (d 
). 


SUMMARY 


1. (C) October saw a notable increase in the number and 
intensity of Israeli overflights in Lebanese airspace. The 
overflights were noted with indignation by politicians and 

the press, and documented by UNIFIL. According to our 
contacts, the IAF has conducted the flights beyond the south, 
including the Biqa\' Valley area and Beirut, and there has 

been an increased use of low-level reconnaissance flights and 
reports of \"mock attacks.\" The continued overflights are 
politically embarrassing to the Lebanese government, and have 
been seen as a reflection of UNIFIL\'s ability to enforce the 
terms of UNSC Resolution 1701. Pressure is building from the 
EU, the UN and the GOL to find a way to curb the frequency of 
overflights. End Summary. 


INCREASE IN FREQUENCY AND INTENSITY 
OF ISRAELI OVERFLIGHTS 


2. (C) October saw a marked increase in overflights by 
Israeli combat jets into Lebanon. The United Nations Interim 
Force in Lebanon (UNIFIL) reported 52 separate overflights in 
October; with 31 reported in the last two weeks of the month. 
In comparison, UNIFIL reported 33 overflights for all of 
September. Our contacts tell us that what started out as 
high-altitude flights monitoring the border area in southern 
Lebanon after the conflict has now grown into a variety of 
overflights, including overt low-level reconnaissance 

flights. The Foreign Ministry shared with us its records for 
October indicating 43 overflights, of which 11 were by \"jet 
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warplanes,\" 31 by \"surveillance planes\" and 1 by a helicopter. 


3. (C) Drawing extra concern has been the reported 
development of what observers insist are \"mock attack\" 
flights over the Biga\' Valley area and Beirut. Whatever 
these flights are, these low-level flyovers have created 
resentment among those who see the flights as an attempt by 
Israel to intimidate or humiliate Lebanon. Some have 
speculated that the Israelis are using the low-level flights 

to exert pressure on the Lebanese government to do more in 
gaining the release of the two Israeli soldiers captured by 
Hizballah, rather than for surveillance. Statements in the 
Israeli press about \"training missions\" over Lebanon have 
been widely reported in the Lebanese media. 


4. (C) The overflights are widely seen as weakening the 
Siniora government politically, in the face of the opposition 
criticism that the Siniora government cannot defend Lebanon\'s 
borders and airspace. The Prime Minister has told us that he 
sees any overflight is a violation of UN Security Council 
Resolution 1701. 


UNIFILYS CONCERNS GROWING LOUDER 


5. (S) Early after the July-August war, UNIFIL officers told 

us that their organization took a behind-the-scenes approach 
with Israel, reasoning that public attention to the 

overflights might call into question UNIFIL,s ability to 

enforce the terms of Resolution 1701. As overflights have 
increased, UNIFIL has put forward a much more vigorous public 
approach to confront the Israelis. Recently, UNIFIL Force 
Commander Major-General Alain Pellegrini publicly voiced his 
serious concern over the increasing number of overflights 
taking place over the areas of UNIFIL operations. Pellegrini 
hinted at changing the rules of engagement for his forces to 
allow the use of force to stop overflights. (Note: Whatever 
the appeal locally of Pellegrini\'s statement, UN officials 

have publicly indicated that only UN headquarters has the 
authority to change the rules of engagement. End Note.) 


6. (S) According to UNIFIL, the Israelis indicate that the 
increase in overflights has served to monitor increasing arms 
smuggling. UN Representative Geir Pedersen countered 
Israel\'s rationale for the flights by stating that if the 

Israelis are \"gathering such information via overflights they 
should share it with the UN so that UNIFIL can address it.\" 
(Note: UNIFIL\'s area of operation is from the Litani river 
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south to the UN-demarcated \"blue line\" that confirmed Israeli 
withdrawal from Lebanon in 2000. The Biga\' Valley along the 
Syrian border, the site of a great deal of reported 

smuggling, is outside UNIFIL\'s area of operation. End Note.) 


7. (S) UNIFIL has recognized the sensitivity of the Lebanese 
government\'s political situation and also the need to avoid 
any potential incident involving retaliation from either 

side. UNIFIL has increased the diplomatic pressure, in 
conjunction with the European Union, to try to convince the 
GOI that the overflights are counter-productive and may serve 
Hizballah\'s interests by giving them an excuse not to comply 
with Resolution 1701. Some of this may have had an effect; 
reported overflights were down in the first week of November. 
FELTMAN 
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RR RUEHWEB 

DE RUEHPE #4325 3131921 

ZNR UUUUU ZZH 

R 091921Z NOV 06 

FM AMEMBASSY LIMA 

TO RUEHC/SECSTATE WASHDC 2931 

INFO RUEHBO/AMEMBASSY BOGOTA 4071 
RUEHBR/AMEMBASSY BRASILIA 7062 
RUEHCV/AMEMBASSY CARACAS 9890 
RUEHLP/AMEMBASSY LA PAZ NOV QUITO 0793 
RUEHSG/AMEMBASSY SANTIAGO 0933 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUMIAAA/CDR USCINCSO MIAMI FL 


SIPDIS 
SIPDIS 
NSC FOR DTOMLINSON 


E.O. 12958: N/A 

TAGS: PGOV, PINR, PHUM, VE, CO, BL, PE 

SUBJECT: ATPDEA LETTER TO PRESIDENT BUSH FROM ANDEAN 
COMMUNITY PRESIDENTS 


1. Post received the following letter thanking President Bush 

for his efforts to extend the Andean Trade Promotion and Drug 
Eradication Act (ATPDEA) from Bolivian President Evo Morales, 
Colombian President Alvaro Uribe, Ecuadorian President 
Alfredo Palacio and Peruvian Foreign Minister Jose Antonio 
Garcia Belaunde on 11/6. It was conveyed to Embassy by 
Secretary General of the Andean Community Alfredo Fuentes. 
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SIPDIS 
Post has pouched the original to WHA/AND Peru Desk. Text 
follows: 


THE ANDEAN COMMUNITY 
November 3, 2006 


His Excellency 

George W. Bush 

President of the United States of America 
1600 Pennsylvania Avenue NW 
Washington, DC. 20500 


Dear Mr. President: 


We want to extend our thanks for your effort in the extension 
of the Andean Trade Promotion and Drug Eradication Act 
(ATPDEA). As beneficiary countries of ATPDEA trade 
preferences, we recognize its importance as a fundamental 
tool for the promotion of economic development and the 
strengthening of commercial relations between the United 
States and our respective countries. At the same time, we 
believe that the ATPDEA expresses our shared responsibility 
in the fight against narcotics trafficking. 


With ATPDEA\'s assistance, the Andean Region has increased its 
exports and strengthened its common objectives. Key 
industries in our economies have benefited substantially from 
this legislation, which, at the same time, has generated 

positive and tangible results to our societies in the form of 
higher employment. This system of commercial preferences for 
the Andean region has been fundamental to promoting 
commercial development in our region. We want to reiterate 
that the extension of ATPDEA will contribute to the stability 

of the region, a key factor to the advancement of our 
democracies. 


We reiterate our thanks for your efforts to fight for ATPDEA 
extension in the hope that this agreement continues to 
generate the benefits that it has achieved to date. 


We take this opportunity to express to you our highest 
consideration. 


Evo Morales Ayma 
Constitutional President of Bolivia 


Alvaro Uribe Velez 
President of the Republic of Colombia 
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Alfredo Palacio Gonzalez 
Constitutional President of the Republic of Ecuador 


Jose Antonio Garcia Belaunde 
(Secretary) Minister of Foreign Affairs of the Republic of 
Peru 


End Text. 
STRUBLE 
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OO RUEHWEB 

DE RUEHQT #2732 3131926 

ZNR UUUUU ZZH 

O 091926Z NOV 06 

FM AMEMBASSY QUITO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5649 
INFO RUEHBO/AMEMBASSY BOGOTA PRIORITY 6163 
RUEHCV/AMEMBASSY CARACAS PRIORITY 2161 
RUEHLP/AMEMBASSY LA PAZ NOV 0213 
RUEHPE/AMEMBASSY LIMA PRIORITY 1143 
RUEHGL/AMCONSUL GUAYAQUIL PRIORITY 1416 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 
RHMFISS/CDR USSOUTHCOM MIAMI FL PRIORITY 


SIPDIS 
SIPDIS 


STATE FOR EB/ESC/TFS SHELIA HINDS 
STATE FOR S/CT PATTY HILL 

STATE FOR INL/C/CP STEVEN PETERSON 
STATE FOR IO/PSC JOHN SANDAGE 


E.O. 12958: N/A 
TAGS: KTFN, PTER, EFIN, ETTC, KVPR, PREL, EC 
SUBJECT: TERRORIST FINANCING COORDINATING OFFICER 


REF: STATE 181096 


1. In response to reftel, Embassy Quito\'s Terrorist Finance 
Coordination Officer (TFCO) is DCM Jefferson Brown, telephone 
number 593-2-256-2890 ext. 4420. His unclassified email 
address is brownjt2@state.gov. The Deputy TFCO is Economic 
Officer Christian Bollinger, telephone number 593-2-256-2890 
ext. 4464. His email address is bollingercj@state.gov. 
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2. Post is providing technical support through the 
Organization of American States (OAS) Inter-American Drug 
Abuse Control Commission (CICAD) and the American Bar 
Association (ABA) to implement Ecuador\'s Money Laundering Law 
passed in late October 2005. A critical aspect of making the 
new law effective will be establishing a Financial 

Intelligence Unit (FIU). While there has been good progress 
in some aspects of creating the FIU, the selection of a 
Director has been stalled due, in large part, to the 
uncertainty created by the 2006 Presidential elections. 


3. In spite of this setback, the GOE has used the new law to 
initiate a large money laundering case against members of a 
Colombian drug organization with significant assets in 
Ecuador. The Narcotics Affairs Section is also providing 
technical assistance through the ABA to help Ecuadorian 
prosecutors and judges to effectively adjudicate this and 
other money laundering cases. 


4. The Political and Public Affairs sections have used 

private and public diplomacy to increase support for 

combating money laundering, while the Economic section works 
with the Superintendent of Banks and others on the issue, 

with special attention to terrorist financing. DEA 

investigations also contribute to these mission objectives. 


5. Our key short-term priorities continue to be the 

effective implementation of the recent money laundering law 
and more effective regulation of the banking sector. Post 
would welcome any program of technical assistance that would 
help us meet those priorities. 

JEWELL 
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PP RUEHLMC 

DE RUEHMU #2484/01 3131938 

ZNR UUUUU ZZH 

P 091938Z NOV 06 

FM AMEMBASSY MANAGUA 

TO RUEHC/SECSTATE WASHDC PRIORITY 8173 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEAIIA/CIA WASHDG 

RHEFDIA/DIA WASHINGTON DC 

RHEHNSC/NSC WASHINGTON DC 
RUEHLMC/MILLENNIUM CHALLENGE CORP WASHDC","UNCLAS SECTION 01 OF 02 MANAGU 


SIPDIS 
SIPDIS 


DEPT FOR WHA/CEN, WHA/USOAS 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, PINR, KDEM, NU 

SUBJECT: IRREGULARITIES MAY INFLUENCE DISTRIBUTION OF 
ASSEMBLY SEATS 


REF: A. MANAGUA 2466 
B. MANAGUA 2459 


1. (SBU) Summary: Although the November 5 national elections 
occurred without significant outbreaks of violence or major 
systemic irregularities, mission observers nevertheless noted 
anomalies that may have been of a magnitude sufficient to 
affect the outcome of the distribution of deputy positions in 
the National Assembly. The limited training of poll watchers 
for the new parties and the Electoral Police corps, as well 

as the sporadic absences and inattentiveness of national 
observers, also contributed to an environment that PLC and 
FSLN officials were able to exploit to the advantage of their 
parties. The deputy races in several departments are very 
close, and the loss or gain of one seat in the Assembly can 
strongly influence the balance of power between parties in 
this emerging multi-party scenario. End Summary. 


Additional Anomalies Noted 


2. (SBU) Ref B detailed several irregularities reported by 
Embassy observers on election day. On November 7, our 
electoral volunteers gathered to discuss their experiences. 
The following points summarize additional observations 
regarding anomalies and the preparation of party poll 
watchers, Electoral Police, and national observers: 


- Voter Lists Difficult to Read: Observers noted that the 
voter lists posted outside of polling stations (JRVs) were 
not numbered and were often posted on doors (constantly 
opening and shutting) or high on walls, making the lists 
difficult to read. The CSE trained several officials to help 
voters identify the correct JRVs, but not enough to cover all 
voting centers. 


- Selective Voiding of Ballots: Several observers noticed an 
apparently selective voiding of ballots by JRV officials that 
appeared to be biased against the ALN and MRS. In some 
instances, officials \"signed\" ballots with initials instead 

of a full signature and then disqualified these ballots (all 
ALN and MRS) based on this \"error.\" 


- Open FSLN Influence: In at least one instance, an observer 
road from her JRV with the ballots to the Municipal Electoral 
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Council (CEM) headquarters in a Sandinista vehicle. When she 
reached the CEM, she noticed a large gathering of Sandinistas 
with FSLN propaganda throwing a party at the CEM to celebrate 
their victory. We received other reports of citizens 

soliciting (and receiving) voting documents at local FSLN 
campaign houses instead of the CEMs. 


- FSLN collusion with AC: Many contacts expressed concern 
that the \"Alternative for Change\" (AC) was just a fabrication 
to provide more FSLN supporters in the JRVs under a different 
party name. Observers noted in some instances that the AC 
failed to register any votes, even with a fiscal from that 

party present in the JRV. One AC fiscal told an observer 

that the name of the party is \"Accion Cristiana.\" 


- ALN Fiscales Inexperienced: Ref B reported how experienced 
FSLN poll watchers (fiscales) were able to dominate decision 
making in their JRVs. Conversely, observers commented that, 
while the ALN did have widespread coverage of the JRVs, ALN 
fiscales appeared young and inexperienced and often did not 
challenge clear cases of bias against their voters (Such as 
those mentioned above). 


- Inconsistencies With ET Observation: Before the election, 
national observers Etica y Transparencia (ET) planned to 
cover 100 percent of the JRVs. Our volunteers noticed that 
ET observers were absent in 25 to 30 percent of JRVs in some 
areas (though ET claims that most were in place before the 
JRV closings to record the vote totals). Additionally, the 
quality of ET observers appeared to vary considerably -- some 
were watching every step of the process while others were 
absent, ignorant of electoral laws and regulations, or 

otherwise inattentive. 


- Electoral Police: The Ministry of Government typically 
organizes a corps of special Electoral Police to assist 

during national elections. Observers reported that the 

Electoral Police were not present at all voting centers, and 
many were very young or elderly and did not seem to know what 
their role was during the elections. In Leon, the 

FSLN-affiliated Municipal Electoral Council president decided 
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to substitute up to 100 (out of 400) Electoral Police, a 
function clearly beyond his jurisdiction. PLC and ALN 
fiscales complained that many of these substitutes had police 
records and favored the FSLN. 


FSN Misinformed and Harassed 
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3. (SBU) The story of a mission FSN and her struggle to vote 
is particularly telling. Before election day, this FSN 

reported that teams of \"pollsters\" went around her 
neighborhood to identify FSLN supporters. Residents who 
indicated that they did not support Ortega were later 

informed that their JRV had been changed. The FSN later 
confirmed from the CSE web site that she had not been moved 
from her original JRV. 


4. (SBU) On election day, after first tacitly confirming with 

the FSLN fiscal that she was not an Ortega supporter, the JRV 
president told the FSN that her name was not on the voter 

list by claiming that her first name was listed as her family 
name. Although the FSN did not receive support from the 
other fiscales, she insisted that everything was in order and 
was finally allowed to vote. After casting her ballots, the 

JRV second member glared at her and covered half her hand 
with smelly indelible ink. This FSN encountered major 
difficulties even though she was wearing a t-shirt and badge 
that identified her as an ET observer. 


Comment 


5. (SBU) None of these factors appeared to be widespread 
enough to influence the outcome of the presidential race. 

The allocations of deputy seats in the National Assembly, 
however, are decided by much smaller margins and could be 
influenced by the voiding of results from one JRV, or even 

the strategic nullification of individual votes from several 

JRVs. ET is conducting a comprehensive review of the deputy 
votes (Ref A), though the absence of observers during the 
closing acts in some departments may affect ET\'s accuracy in 
some races. We will continue to closely monitor the process 
of challenges with other national and international observer 
groups to attempt to prevent a biased outcome. 

TRIVELLI 
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PP RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTM 
DE RUEHME #6424/01 3131947 

ZNR UUUUU ZZH 
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FM AMEMBASSY MEXICO 

TO RUEHC/SECSTATE WASHDC PRIORITY 4152 

INFO RUEHXC/ALL US CONSULATES IN MEXICO COLLECTIVE 
RHEHNSC/NSC WASHDC 

RHMFIUU/CDR USSOUTHCOM MIAMI FL 

RHMFIUU/CDR USNORTHCOM 
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RUEHC/DEPT OF LABOR WASHDC 

RHEBAAA/DEPT OF ENERGY WASHINGTON DC 

RUEHRC/DEPT OF AGRICULTURE WASHDC 

RUEATRS/DEPT OF TREASURY WASHDC 

RUCPDOC/DEPT OF COMMERCE WASHDC","UNCLAS SECTION 01 OF 05 MEXICO 006424 


SIPDIS 
SIPDIS 


STATE FOR A/S SHANNON 

STATE FOR WHA/MEX, WHA/EPSC, EB/ESC 

USDOC FOR 4320/ITA/MAC/WH/ONAFTA/ARUDMAN 

USDOC FOR ITS/TD/ENERGY DIVISION 

TREASURY FOR IA (ALICE FAIBISHENKO) 

DOE FOR INTERNATIONAL AFFAIRS KDEUTSCH AND SLADISLAW 
STATE PASS TO USTR (EISSENSTAT/MELLE) 

STATE PASS TO FEDERAL RESERVE (CARLOS ARTETA) 

NSC FOR DAN FISK, CYNTHIA PENDLETON 


E.O. 12958: N/A 
TAGS: ECON, EFIN, ELAB, ENRG, ETRD, PREL, MX 
SUBJECT: ECONOMIC TRANSITION NOTES, NOVEMBER 1-8, 2006 


REF: A. MEXICO 6313 


B. MEXICO 6362 
C. MEXICO 5810 
D. MEXICO 5343 
E. MEXICO 6217 


1. (U) Mexico\'s markets were unaffected by the November 6 
bombings. Market expectations are close to government 
economic predictions, including that the recent inflation 

spike is temporary and that the government will have its 

first budget surplus since 1996. The stock market boasted a 
record gain on November 1, but analysts are waiting to see 
whether it can remain at this high-level. The government 
expects to deliver its 2007 budget by December 1, while 
states are concerned over announced plans to cut their share 
of federal revenue. The Fox Administration has taken 
additional steps to improve competitiveness by further 

cutting tariffs and preparing to issue a new decree for the 
maquiladora sector. President-elect Felipe Calderon and 
others continued public calls for reform including in the 

fiscal system, pensions, infrastructure, energy, and 
increasing competition in the finance and telecommunications 
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sectors. The telecommunications regulator came under public 
criticism for its recent changes in cell phone charges and 
convergence. Declining oil production forced PEMEX to cut 
supplies to the United States. Meanwhile, PEMEX has launched 
a public tender for natural gas exploration. Speculation 
continues about who will be on Calderon\'s economic team. END 
SUMMARY. 


Markets Not Affected by Bombings 


2. (U) Markets were not notably affected by the explosion of 
three bombs in Mexico City shortly after midnight on November 

6 (Ref A). The peso lost ground in early trading on November 

6, but regained most of its losses during the day. During 

the week ending November 7, the peso depreciated by 0.88% and 
the benchmark stock index gained 2.3%. 


Quarterly Report on Inflation 


3. (U) On October 31, the Bank of Mexico (BOM) published its 
report on inflation for the third quarter of 2006. The report 
highlighted the positive performance of domestic consumption 
and investment as well as manufacturing and crude oil 
exports. Inflation -- which was 4.09% during the 12-month 
period ending in September -- has risen in recent months due 
to shortages of sugar, unfavorable climate conditions that 
affected tomato harvests, and higher tortilla prices. The 

BOM said that the price spike is temporary and forecast that 
inflation will be around 4.0% at yearend. During this 

quarter, long-term interest rates fell and the yield curve 
flattened as domestic political uncertainty lessened and 
premium risk rates in international markets declined. 


Mexico To Post First Budget Surplus since 1996 


4. (U) The Finance Secretariat has announced that President 
Fox plans to hand over an economy growing at its fastest pace 
in six years, with the first budget surplus since 1996, after 
record oil prices boosted revenue. The government\'s surplus 
is forecast to be 0.2% to 0.3% of GDP because of additional 
revenue from oil exports and greater-than-expected tax 
collection. (Note: this measure of the budget balance 
excludes significant off-budget borrowing. End Note.) 


Quarterly Report on Public Finances 


5. (U) According to the Finance Ministry\'s quarterly report 
on public finance, the Finance Ministry expects the economy 


MEXICO 00006424 002 OF 005 


Column 3 


to grow 4.3% during the third quarter. The report also says 
that 835,592 jobs were created in the formal sector during 

the first nine months of the year. Direct banking credit to 

the private sector rose at a real rate of 30% in August. 
Housing credit grew 82.3%, consumer credit rose 45.4%, and 
lending to businesses increased 11.4% in real terms. The 
budget surplus during January to September was 32.4% higher 
in real terms than in the same period in 2005. Government 
revenues increased 14% due to higher tax collection and 
revenues from petroleum. Oil-related revenues accounted for 
36.6% of total revenues during the first nine months of the 
year. Total net public debt (the BRHBPS) was 35.5% of GDP, 
with internal debt representing 24.5% of GDP and external 
debt representing 11.0% of GDP. 


Market Expectations Fairly Close to These GOM Forecasts 


6. (U) According to a market expectations survey conducted 
by the BOM in October, real GDP growth will be 4.54% in 2006 
and 3.57% in 2007, while consumer price inflation will be 
3.97% in 2006 and 3.47% in 2007. At year end, the 28-day 
CETES are expected to be 7.1%, and the exchange rate 10.99 
pesos to the dollar. The survey also showed that analysts 
expect a budget surplus of 0.4% of GDP. Foreign direct 
investment is expected to fall to USD 16.13 billion in 2006 

and USD 15.89 billion in 2007. 


Bolsa Breaks 23,000 Mark, Continues To Set New Records 

7. (U) On November 1, the Bolsa index rose 676.86, or 3%, to 
23,046.95, the biggest gain since July 19. Traders predicted 
that the market will now be looking to test whether the index 
can stay above 23,000. The Bolsa had fallen 4.4% from an 
Oct. 25 record on reports the U.S. economy grew less than 
forecast in the third quarter. The rally had the 

characteristics of a \"technical rebound,\" in which investors 
buy after shares fall below levels determined by mathematical 
models of price movements. The market also reacted to 
Calderon\'s public comment that the Mexican Stock Market will 
have an important role in the country\'s growth through 
long-term financing for infrastructure projects, including 

the energy sector. Calderon had also promised to maintain the 
economic stability and the growth of financial markets. 

Fitch Releases Post-Electoral Update on Mexico 

8. (U) On November 7, Fitch Ratings published a special 
report on Mexico that details some of the challenges 
confronting President-elect Calderon. The report says that 
Calderon will have to unite the country behind him, secure 
governability by marginalizing the civil resistance movement 
led by former presidential candidate Andres Manuel Lopez 
Obrador, and build alliances on economic reforms. Fitch is 
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moderately optimistic that Calderon will be able to mobilize 
Congress in his favor, as his party did well in the election 
and the PRI performed poorly -- giving him flexibility to 

strike deals with other political parties. Fitch says that 
Calderon\'s main economic challenges include: maintaining the 
economic recovery; dealing with the prospect of falling crude 
oil prices and possibly falling oil production during the 

next six months; and addressing fiscal challenges stemming 
from the government\'s dependence on oil revenues. 
Unease Over Cuts in Federal Transfers to States 


9. (U) On October 27, the Finance Secretariat announced it 
would cut funding to the program that allocates federal funds 
to state governments by 21%, the Program of Support for the 
Strengthening of Federal Entities (PAFEF). The Finance 
Secretariat also decided that PAFEF funds are to only be used 
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for infrastructure projects, debt relief, pensions, 

modernization of the tax system, and expansion of the 

taxpayer base. This decision caused uneasiness among several 
governors and PRI deputies. Legislators allege that the 

total cut to states will be almost USD 2.5 million. The 

Finance Ministry justified the measure by saying it will 

create a reserve for the Mexican Social Security Institute 
(IMSS), but governors say that the decision was made to give 


MEXICO 00006424 003 OF 005 


priority to programs from the Executive at the expense of 

those promoted by Congress. (Comment: Mexico\'s constitution 
leaves states with minimal sources of revenue other than 

their federal allocation. End Comment.) 


2007 Budget Will be Delivered on Time 


10. (U) The Fox administration is working closely with the 
transition team to deliver the 2007 Budget to Congress on 
time. Guillermo Bernal, Chief of the Budgetary Policies 
Unit, told the press that it was very possible the budget 

will be ready to be sent to Congress by December 1. The 
budget is expected to be similar to last year\'s. Economic 
transition team leader Agustin Carstens met in private with 
legislators of all political parties (including PRD) about 

the 2007 budget. Carstens warned about the expected fall in 
revenues due to lower energy prices, and noted pension 
problems, and the need for strengthening public finances to 
depend less on crude oil revenues. According to the 
legislators, Carstens\' priority for next year\'s budget will 

be to combat poverty. 
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Maquila Decree Aims to Increase Mexican Competitiveness 


11. (U) The new Maquila Decree, to be effective November 13, 
aims to encourage investment and increase Mexico\'s 
competitiveness in the global economy. Among other changes, 
the decree simplifies administrative procedures and lays the 
groundwork for the export of services under the Maquila 
program (See Ref B). 


More Tariff Reductions 


12. (U) Under Secretary of Industry and Commerce Rocio Ruiz 
announced that the Secretariat for the Economy had negotiated 
with the textile industry to reduce 48 tariffs on textiles, 

both for artificial and natural fibers. This reduction will 

include inputs that are still produced in Mexico. On 

average, tariffs will be reduced from 9% to zero. These 
reductions were in addition to broader tariff cuts enacted in 
September 2006 (Ref E). 


Calderon Promises to be an Ally for Competitiveness 


13. (U) During the conference \"Investment and Technology\" 
organized by the Mexican Trade Export Council (COMCE), 
Calderon told businessmen his government will be an ally for 
the Mexican export and business sectors in the effort to 
improve competitiveness and increase market share in order to 
generate more and better paid jobs. Calderon said that 
companies established in Mexico need to compete with equal 
fiscal, financial, and energy conditions as in other 

countries. He acknowledged that financial costs in Mexico 
were very high, and that businesses in Mexico need more 
access to financing at competitive prices. 


Finance Secretary Calls for Structural Reforms 


14. (U) This week, Finance Secretary Francisco Gil Diaz 
publicly warned that a slowdown in the U.S. economy and the 
decline of crude oil prices will have a negative impact on 

the Mexican economy. With this in mind, he called for 
implementation of structural reforms (fiscal, education, 

labor, energy, pension, and telecommunications) to improve 
Mexico\'s international competitiveness. He noted that 
economic stability is not enough to reduce widespread 
poverty. Gil Diaz added that the pension system puts 
significant pressure on public finances. 


Improving Pension Funds in the Long Term? 


15. (U) Adolfo Albo Chief Economist of the BBVA Bancomen\'s 
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bank announced that the bank is performing a study on the 
Mexican pensions system to be published in January 2007. 
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In order to resolve the pensions system\'s current problems, 
Albo said that there should be a National Pensions System, 
which includes all of the existing public systems (Pemex, 
CFE, universities, IMSS, ISSSTE, etc.) BBVA has elaborated 
five proposals to improve the system, including an increase 
in obligatory contributions from 6.5 to 9% of the worker\'s 
salary. 


Proposals To Improve Competitiveness in the Financial Sector 


16. (U) Experts from the IMF and the World Bank made several 
recommendations to improve the financial sector\'s 
competitiveness. Their proposals include providing more 
autonomy to the Banking and Securities National Commission, 
inspecting foreign banks more closely, constantly monitoring 
operations of development banks and sofoles (non-bank banks), 
and establishing a plan for mortgage sofoles. They also 
recommended promoting more competition in yields paid to 
customers of private pension funds. They said that 

authorities should more closely monitor risks associated with 
consumer credit and mortgages. 


Mexico\'s Public Accountants Urge Fiscal Reform 


17. (U) During the Mexican Public Accountant Institute\'s 
annual convention, Jorge Chavez Presa, a former economic 
advisor to Roberto Madrazo, said that special regimes, 
differentiated taxes, high fiscal concentration, pervasive 

tax evasion, and insufficient incentives for states to 

collect taxes are the most important challenges to address in 
a fiscal reform. He said that special regimes generate 
losses equivalent to 5% of GDP. Another significant problem 
is that the federal government collects 98.7% of taxes, while 
the states and municipalities only collect 1.3%. Chavez 
added that Mexico also needs to simplify the tax system and 
expand the taxpayer base. 


PEMEX Cancelled Shipments to the U.S. 


18. (U) As reported Ref C, as a result of the declining 
production from the Cantarell field, Mexican Gulf Coast crude 
deliveries were short 86,000 B/D during the third quarter of 
2006. Crude oil production during that period averaged 3.24 
million barrels per day, 1% less than during the same period 

of 2005. For 2007 and 2008, PEMEX estimates are even lower: 
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1.68 million barrels and 1.43 million barrels daily. 


New Contracts to Extract Natural Gas 


19. (U) According to press reports, PEMEX has launched a 
public tender to explore and exploit natural gas reserves on 

a fee-for-service basis. The expected investment is USD 1 
billion. Repsol, Petrobras, Techint, Grupo R, and Diavaz 

will participate in the tender. These companies will present 

their technical offers in January 2007, and the decision will 

be made almost immediately. The fields are located in 
Coahuila, Tamaulipas, and Nuevo Leon. PEMEX publicly claims 
that natural gas production will increase by 300 million 

cubic feet daily with this tender. 


Calderon Receives Long-Term Infrastructure Plan 


22. (U) The Mexican Construction Chamber has given Calderon 
their long-term infrastructure plan. This \"Great Vision 

Project\" is the result of a list of proposals derived from 

five regional forums organized by the Chamber. In receiving 
the document, Calderon promised his administration will be 

the \"government of infrastructure\" because he believes that 
the investment in infrastructure is the best way to achieve 
equity and social justice. 


Calderon Pledges To Increase Competition in Telecommunications 
23. (U) On November 2, Calderon publicly pledged to boost 
competition within the Telmex-dominated telecommunications 
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industry. Calderon said it was \"indispensable that Mexico be 
able to integrate its citizens into a society of information 

and knowledge.\" A 2006 OECD report says that 
telecommunication costs in Mexico are among the highest in 
the OECD. Telephone coverage is inadequate, with internet 
and fixed-line phone service still unavailable in many rural 
areas. 


Suspension to \"Calling Party Pays\" (CPP) System 


24. (U) Mexican telecommunications companies Alestra, Axtel, 
Avantel, Marcatel, and Maxcom have filed legal injunctions to 
suspend long distance CPP. All companies except for Marcatel 
obtained a temporary suspension from Mexican judges. In 
addition, Axtel and Marcatel will file a complaint with the 

Federal Telecommunication\'s Commission (Cofetel). Marcatel\'s 
CEO said that Cofetel is obliging companies to accept the 
measure rather than creating a positive environment for 
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negotiation. (Note: Despite the injunctions, CPP went into 
effect in Mexico on November 4. Telmex, which provides 95% of 
fixed line services in Mexico, implemented CPP, as did mobile 
phone companies. End Note.) 


Injunctions Denied Against Convergence in Telecommunications 


25. (U) Six cable TV companies filed injunctions against the 
Convergence Agreement (Ref D) published on October 3, but 
none of the judges decided to temporarily suspend the 
agreement, and only one of injunctions was accepted by the 
judge. 


Speculation on Carstens\' Finance Team 


26. (U) According to the press, Carstens asked Alejandro 
Werner, current Chief of the Economic Planning Unit in the 
Secretariat for Finance, to become his Under Secretary of 


SIPDIS 
Expenditures. Jose Antonio Meade from the Rural Finance 
Division would be Carstens\' coordinator of advisors. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
BASSETT 
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SUBJECT: SCENESETTER FOR NOVEMBER 13-14 VISIT OF PRESIDENT 
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URIBE TO WASHINGTON, D.C. 


Classified By: Ambassador William B. Wood 
Reason: 1.4 (b,d) 


1. (C) President Uribe arrives in Washington for November 
13-14 meetings with executive and legislative branch 

officials in the wake of a highly successful visit to 

Colombia by U/S for Political Affairs R. Nicholas Burns. 

Uribe will emphasize the importance to Colombia of 
ratification of the U.S.-Colombia Free Trade Agreement, and 
of ATPDEA extension, pending ratification of the FTA. Uribe 
is also likely to advocate ATPDEA extension for other Andean 
beneficiaries. 


2. (C) Uribe remains the country\'s dominant political 

figure, with approval ratings close to 70 percent. His 
congressional coalition controls both houses of Congress, but 
is increasingly difficult to manage. Tensions between the 
military and police have heated up. Progress on paramilitary 
demobilization has slowed; Uribe\'s success in removing over 
32,000 paramilitaries from the battlefield has not been 

matched by effective reintegration programs for former 
combatants, and some demobilized are returning to crime. The 
GOC and ELN are conducting peace talks; it is unclear whether 
the ELN is willing to agree to implement a cease-fire. Uribe 
suspended outreach to the FARC on humanitarian exchange of 
some FARC hostages for jailed FARC terrorists following an 
October 19 car bomb attack in Bogota; there is no sign the 
FARC is serious about the talks. End summary. 


3. (C) U/S Burns and Uribe agreed to strengthen the 
strategic relationship across the board during the Under 
Secretary\'s October 24-26 visit to Colombia. Burns 
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encouraged Colombia to seek stronger partnerships with 
Mexico, Peru, Chile and Brazil. Burns and Uribe discussed 
the importance of Colombia\'s efforts to help promote regional 
economic integration, intensify security relationships, and 
deepen democratic cooperation. Burns and Uribe agreed to 
prepare a Plan Colombia Consolidation Plan by January for 
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submission to the U.S. Congress. The Plan would chart 
assistance levels through 2013 and define the GOC\'s 
increasing assumption of responsibility for Plan Colombia 
costs. 


4. (C) Aerial eradication is at a new record of 145,716 
hectares, with 1.5 months left in the year. Interdictions 

and lab destructions continue at a rapid pace, and seizures 

of money and other assets are increasing. Nationalizing 
programs is our priority. This is complicated since missions 
and goals have increased in the last few years, as have the 
number of air assets that require support. The Colombians 
set up a pilot Colombian government spray package (with a lot 
of USG support). It has sprayed over 2,600 hectares. 


-- Economic: Colombia\'s economy is expanding by nearly 6 
percent annually. We expect the U.S.-Colombia Free Trade 
Agreement (FTA) to be signed on November 22, although 
necessary review by the Constitutional Court will only occur 

in 2007. We expect Colombia\'s Congress to approve it this 
year. There is no date yet for submission to our Congress. 
Colombia\'s Andean Trade Preference and Drug Eradication Act 
(ATPDEA) preferences are set to expire at the end of this 
year. Extension of ATPDEA until entry into force of the FTA 
for Colombia is a matter of urgent priority for the GOC, 

whose senior officials have also emphasized the importance of 
ATPDEA extension for Peru, Bolivia, and Ecuador. 


-- Paramilitary Demobilization/Justice: The GOC has removed 
over 32,000 former paramilitaries from the battlefield, in 
addition to 11,000 individual deserters from all terrorist 
groups, in the last four years. The GOC\'s appointment of a 
High Commissioner for Demobilization (Frank Pearl) is 
welcome, and reintegration of ex-paramilitaries is slowly 
getting off the ground. Reintegration programs have not 
materialized, and ex-paramilitaries are returning to crime. 
Implementation of the Justice and Peace law is also lagging. 


-- Extradition: Uribe has extradited over 380 Colombians to 
the U.S., including FARC terrorists \"Simon Trinidad,\" 
currently on trial in New York for abetting kidnapping of 3 
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U.S. citizens, and FARC finance expert \"Sonia,\" whose U.S. 
trial starts in January. Uribe approved, but suspended, 
extradition of 5 paramilitary leaders, subject to full 

compliance with Justice and Peace Law terms. U/S Burns and 
INL A/S Patterson emphasized it was vital that extraditions 
continue, and noted the GOC\'s increased use of suspensions 
will be viewed skeptically in Congress and elsewhere. 


-- Victims, Justice, and Reparations: The National 

Reparations and Reconciliation Commission has opened two of 
its five regional offices to register victims of paramilitary 
violence and assist them with legal issues associated with 
implementation of the Justice and Peace Law. The Commission 
will design individual and collective reparations. The 
Commission has been seized with organizational issues, and 
has launched few concrete programs. U/S Burns stressed the 
need for the Commission to start programs that recognize 
victims\' suffering and begin the reconciliation process. 


--FARC and ELN Talks: Prior to an October 19 car bomb 
attributed to the FARC at the Nueva Granada military 
university in Bogota, the GOC and FARC had traded public 
statements on a possible exchange of imprisoned FARC 
terrorists for FARC \"political\" hostages. Uribe accepted a 
FARC proposal for an \"encounter zone\" for negotiations but 
insisted it be free of armed FARC. Uribe has always insisted 
FARC prisoners do not return to criminal activities. The car 
bomb led Uribe to suspend outreach to the FARC as long as it 
conducted terrorist acts. To date, the FARC has not shown it 
is serious about the talks. The ELN is negotiating with the 
GOC but it is unclear whether it is ready to implement a 
cease-fire; the U.S. supports a process that leads to ELN 
cease-fire, disarmament, and demobilization. 


-- Human Rights: Recent GOC actions to strengthen human 
rights protections are promising. Defense Minister Santos 
appointed the first civilian, a woman, to head the Military 
Penal Justice (MPJ) system and announced the need for 
additional MPJ reforms. The Prosecutor General\'s Office is 
implementing an MOU it signed with the MOD that assigns 
civilian investigators to cases of alleged military human 
rights abuses, and permits the Office to make the initial 
decision to send a case to civilian courts. The Prosecutor 
General\'s office arrested 14 military officials since late 
August for their alleged involvement in extrajudicial 

killings, and four deputies for alleged involvement in 
paramilitary criminal activities. In October, the GOC 
published an implementing decree on the Justice and Peace Law 
that largely meets our concerns. New head of the Office of 
the UN High Commissioner for Human Rights, Juan Pablo 
Corlazzoli, has a positive relationship with the GOC, and 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, KTIA, UNGA, TD 

SUBJECT: T&T WILL REEVALUATE LONG STANDING ABSTENTION POLICY ON SOME 
\"NO ACTION\" MOTIONS; WILL CONTINUE TO ABSTAIN ON COUNTRY SPECIFIC 
RESOLUTIONS 


REF: A. STATE 184178, B. STATE 182267 


1. Polchief delivered the talking points contained in Reftels, on 
November 9, to MFA Multilateral Division Director Susan Gordon. 


2. Gordon reiterated T&T\'s long standing policy of abstaining on 
country specific resolutions. She argued that such resolutions are 

too selective and lack objectivity, adding that politically powerful 
countries tend to escape censure by the UN General Assembly while, 
on the other hand, North Korea, for example, is at the moment 
\"everybody\'s whipping boy". Gordon\'s opinion was that more general, 
thematic-type resolutions make more sense. 


3. Polchief pointed out that T&T might not be uniformly opposed to 
country specific resolutions since, in the Caricom context, specific 
action was taken against Haiti. Gordon responded that the Haiti 
action was taken within a regional context and that it might be more 
helpful, for example, if Iran\'s regional neighbors and allies were 

to dialog with Iran rather than have the entire UN membership 
publicly humiliate it. Although Polchief said that, in certain 

cases, repeated public humiliation can and does succeed, as in the 
case of apartheid South Africa, it was obvious Gordon was not about 
to change her position. 
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4. However, Gordon said that T&T\'s thinking on \"no action\" motions 
might be a different matter. She thought T&T may, in the past, have 
voted \"no\" on some \"no action\" motions, and undertook to review with 
her mission in New York T&T\'s past votes on such motions with a view 
to possibly changing them from abstentions to \"nos\" in certain 

cases. 
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STATE FOR WHA/CAR 
STATE PASS TO HHS FOR STEIGER OGHA 


E.O. 12958:N/A 

TAGS: EAID KSCA OTRA US BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO J. BROOKS TO TRAVEL TO 
BARBADOS 


REF: ATD # 3990 AND ATLANTA GA 4321 


1. Embassy Bridgetown grants country clearance to Ms. Janna Brooks, 
Public Health Advisor, COGH, HHS/CDC, to travel to Barbados from 
November 12-18, 2006, to attend a workshop with Caribbean HIV/AIDS 
training coordinators. 


2. Ms. Brooks has no access to classified material clearance. 


3. Embassy point of contact is USAID Officer James Goggin, Phone: 
1(246) 228-8070, Fax: 1(246)228-8589. 


4. Understand no Embassy assistance is required. 


5. Entry/departure requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. Visas 
are not required for short visits. Visitors are granted up to 28 
days upon entry, which can be extended through the Barbados 
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Immigration Department for up to six months. Barbados has a 
departure tax for Barbados $25.00 BDS or $13.00 USD. 


6. The following general information pertains to transportation, 
security and health considerations in the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of 

well-established tourist areas is not generally recommended 
especially at night. Be vigilant when using public telephones or 
ATM facilities near roadsides or quiet areas. As in many U.S. 
metropolitan areas, wearing expensive jewelry, carrying expensive 
objects, or carrying large amounts of cash should be avoided. 
Visitors should also safeguard valuables while at the beach. While 
hotels are generally safe, many visitors have experienced loss of 
unattended items. Hotel burglaries are not uncommon, and all 
valuables should be locked in room safes. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e., tetanus, diphtheria, and oral polio vaccine) 

are required when traveling to this region. Barbados has the best 
medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 

OURISMAN 
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DEPT PASS USAID TO LAC/RSD, LAC/SAM, G/ENV, PPC/ENV 

USDA FOR FOREST SERVICE: L MAHEW 

INTERIOR FOR DIR INT AFFAIRS: K WASHBURN 

INTERIOR FOR FWS: M RATCHFORD 

INTERIOR PASS USGS FOR INTERNATIONAL: J WEAVER 

Add National Parks Service here if possible 

JUSTICE FOR ENVIRONMENT AND NATURAL RESOURCES: J WEBB 
EPA FOR INTERNATIONAL: C HILL-MACON 

NSF FOR INTERNATIONAL: H STOLBERG 


E.O.: N/A 

TAGS: OTRA, XM, XL, BR 

SUBJECT: BRASILIA HUB HOSTS 2006 CONFERENCE OF WESTERN HEMISPHERE 
ESTH OFFICERS AT FOZ DO IGUASSU 
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Reftel BRASILIA 2048 


1. The September 13-16 Western Hemisphere Environment, Science, 
Technology and Health Officers Conference (ESTHOC) in Foz do Iguazu, 
Brazil was by all accounts a great success. Forty-six people 
representing US embassies in nineteen Latin American countries as 

well as USG entities USGS, EPA, USAID, ONR/DOD, DOJ, DOS/OES, 
DOS/Public Affairs, DOS/NAS, and DOS/INR took part in ESTHOC. The 
two-and-a-half-day event covered ESTH issues of current concern in 

the Western Hemisphere including: Energy, Climate Change, S&T 
Cooperation, Avian Influenza, General Health Issues, Trade and 
Environment, Wildlife Trafficking, Forests, Biodiversity, Fisheries, 

the White Water to Blue Water partnership, and the impact of the 
Department\'s Strategic Framework and Foreign Assistance reform 
efforts on the role of ESTH Officers and on future funding for ESTH 
programs. This was an excellent opportunity to exchange information 
between and among USG agencies, different offices in the Department 
of State, and ESTH officers at posts in the region. The conference 
generated renewed energy for actively advancing ESTH issues as a key 
contribution to the Secretary\'s vision of transformational 

diplomacy, new partnerships developed among ESTHOffs, OES and WHA 
officers, other agencies, and a percolationn of new ideas on areas 

for future cooperation. End Summary. 


2. During the first two days of the conference, experts on issues 
ranging from national parks to the Methanes to Markets partnership 
made presentations and were able to bring the assembled ESTH 
officers up to speed on these topics. These experts, from the 
Department of State and other USG agencies, used this time to 
explain the role of each agency and DOS office in handling ESTH 
issues in the region as well as outlining current programs and 
projects and areas for future cooperation. Of particular utility in 

an atmosphere of shrinking budgets were the presentations made by 
offices, bureaus, and agencies that illustrated ways to leverage 
existing funding, programs, and partnerships to increase our ESTH 
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cooperation with national governments without needing additional 
financial resources. 


3. Each ESTH officer also had an opportunity to share with the 

group the most important and germane ESTH issues for the country in 
which they are posted. This feedback was beneficial not only to the 
assembled group in showing that many of these issues such as 
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environmental law enforcement and governance are nearly universal, 
but in also illustrating to the OES bureau what the posts see as the 

top ESTH priorities in each country. This discussion was then taken 
into break-out groups to look for areas of convergence. (Note: Due 

to the nature of the countries represented, we attempted to separate 
them into subgroups based on the likelihood of having issues in 
common with each other and not strictly based on the definition of 

who is or is not part of the CAFTA-DR Free Trade Agreement for 
example. End Note.) These break-out groups were: Andean countries 
(Colombia, Ecuador, Chile, Peru, Venezuela, and Bolivia), CAFTA-DR 
countries (Costa Rica, Guatemala, Honduras, Dominican Republic, El 
Salvador, Guyana, Jamaica, and Panama), and Southern Cone countries 
(Brazil, Argentina, Uruguay, Paraguay, Bolivia) as well as a final 

group for the Washington perspective. 


3. This group highlighted the role of Public Affairs as an 

important tool for promoting ESTH issues in the region. They 
suggested a campaign on genetic piracy (and research), a Voluntary 
Visitors program on forestry/national parks, an \'American corner\' 
focused on the environment (drawing on work currently taking place 
in Chile), and a PAS FSN designated for environmental issues. They 
also agreed on the need to increase coordination with NGOs and learn 
about what other USG agencies are doing in each country. On 
Indigenous issues, the group suggested a workshop on ecotourism 
(capacity-building) and a regional event on forestry in coordination 
with the USFS. Other regional/cross-border issues of importance in 
the region are pipelines and environmental safety (with the private 
sector), disaster monitoring, and drugs and the environment. This 
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group stated that a (topical) list of websites where to get 
grants/funding would be a great tool to help them reach some of 
their goals. 


4. The CAFTA-DR group agreed that energy is currently a main issue 
in the region. The main focus of energy being on electrical 
generation, the production of ethanol, the need for information on 
what ethanol price structures are (e.g. costs to convert buses for 
biodiesel), and energy conservation programs such as the Green 
Embassies Program and Energy Star. The group stated that, in the 
region posts need to focus on small projects that work and have 
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results. As for Information Sharing, the group suggests using the 
consular waiting room, DVC programs, and learning more about what 
experts can be either brought to the region or by DVC. 

Interestingly, the group also focused on USAID Cooperation and 
stated that, \"We can do better in learning what AID is doing in each 
country and how to leverage their programs.\" 


5. For the Southern Cone group, the use of DOJ\'s Op-Dat funds to 
run small-scale (regional, national or local) environmental law 
enforcement courses was suggested. Topics for the Southern Cone 
include: illegal logging, legal reserves, and trafficking in 

animals. Also, Technical Assistance to National Parks in 
Uruguay/Paraguay was mentioned as a potentially productive area. As 
Uruguay\'s National Park System is in its fledgling stages, a group 
IV/VV to bring together the nations various implementing agencies 
would achieve excellent results. On the topic of TFCA, both 
Paraguay and Uruguay offered viable options for a 
debt-for-nature-swap and could work together to coordinate 
activities toward that end. The group agreed that Southern Cone 
countries, especially Uruguay, Argentina and Paraguay are ripe for 
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regional conferences and speakers due to their close proximity and 
the ease of travel between them. Again logging, agricultural 
expansion, natural reserves, cross-border watersheds and biofuels 
were topics common to all of the Southern Cone Countries. 


6. Biofuels in the Southern Cone was a topic of prolonged 
discussion. All of the Southern Cone Countries are potential 
epicenters for biofuels (both ethanol - cane or cellulosic - and 
biodiesel). Two competing interests that need to be guided in this 
process are socio-economic development and agribusiness via the 
production of fuel stocks and conservation of existing biomes at 

risk from monoculture/agricultural encroachment. A regional 
conference, similar in vein to the recent Sustainable Soy conference 
in Paraguay (BRASILIA 2048) could provide these countries with best 
practices, development models, potential impacts, etc. 


7. Comment. The meeting proved to be fruitful and stimulated 
discussion along with immediate actions. The South America HUB is 
currently working on a new Intranet site, which will integrate 
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information from all South America ESTH posts into one central site; 
embassy officials from several countries (i.e. Southern Cone 
countries) discussed working with their Public Affairs sections to 
bring a speaker down from the US National Parks Service to discuss 
concessions inside national parks; several other posts including 
Bolivia resolved to speak with their NAS colleagues to see about 
duplicating the success story on NAS collaboration with wildlife 
trafficking conducted in Brazil with the Science section; and all of 
the participants left energized on these issues and looking for 

other opportunities to collaborate with their host governments on 
ESTH issues. 


8. Post thanks the OES Bureau for their support of this conference 

and continued support to the Hub program and individual ESTH 

officers in the region. With the end of the OES-I program, the need 

for increased coordination and cooperation between and among all USG 
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agencies and OES bureaus involved with ESTH issues will be of 
increasing importance. The Hub team looks forward to continuing and 
building upon the entrepreneurial spirit shown at this regional 
conference in fulfilling our regional mandate, supporting the 

bilateral missions, and advocating for US ESTH foreign policy. 


9. The Brasilia Hub also stands ready to consult with other 
Environmental Hub Offices to share ideas and lessons from the 
organization of this ESTHOC to help ensure the success of similar 
ETHOGCs planned for FY 2007 in East Asia and Pacific (February), 
South Central Asia (May) and Africa (September). End Comment. 
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E.O. 12958: N/A 
TAGS: CVIS KRFD CMGT BR 
SUBJECT: EMBASSY BRASILIA R1 VALIDATION STUDY 


1. Summary: Embassy Brasilia conducted a call-back survey of all 100 
R1 visas issued in the calendar years of 2003, 2004 and 2005. 
Results showed that 73% of individuals who received R1 visas have 
either returned from or are still legally in R1 status in the United 
States; 15% are confirmed fraudulent cases; 2% never traveled; 3% 
have adjusted to Lawful Permanent Resident status and 8% are 
inconclusive. End Summary. 


Definitions 


2. Post organized results into four categories: 1) Confirmed Return 
or Current Legal Presence in the U.S. for those religious workers we 
managed to contact either directly or through the church and 
determined that they left the U.S. or are still present legally, 

i.e. work for the same church under a valid I-94. 2) Confirmed 
Fraudulent Cases for religious workers who either engaged in 
additional unauthorized employment or completely abandoned their 
churches in the U.S. and have apparently failed to leave the 
country. 3) Never Traveled for the individuals who did not utilize 
their R1 visas. 4) Lawful Permanent Residents for those missionaries 
who have adjusted their status in the U.S.; and 5) Inconclusive for 
those religious workers whose whereabouts we failed to determine. 


Data Analysis General Observations 


3. The fast-growing number of legal and illegal Brazilian immigrants 
in the U.S. evidently requires a steady supply of 
Portuguese-speaking religious workers. The results indicate that 
just as with other types of non-immigrant visas, the socio-economic 
background of the applicant for religious visas can oftentimes serve 
as an indicator of whether or not the individual is likely to abide 

by the visa terms. For instance, we confirmed a 100% return rate 
among young people traveling to the U.S. for two-year missions for 
the Church of Jesus Christ of Latter-day Saints. Be it the strong 
church support network or the fact that the majority of the 
missionaries were either students at prestigious universities or 
were planning on studying upon completion of the mission, none of 
the R1 applicants from this subgroup overstayed the two years 
indicated on the application form. 


4. On the other hand, applicants with less established livelihoods, 
often times traveling to the U.S. with their families, tended to 

stay longer than the time specified during the visa interviews. A 
few of them stated in the phone interviews that they were planning 
on living in the U.S. for an undetermined period of time if the 
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church decided to file for permanent resident status for them. 


Confirmed Fraudulent Cases Analysis 


5. 47% of the fraudulent cases were linked to a U.S. citizen pastor 
of Brazilian descent who is believed to have been smuggling aliens 
into the U.S. by means of religious visas. The applicants were 
supposed to be working at Bethel Full Gospel Baptist Church, 
Abundant Life Ministry or Abyssinia Missionary Baptist Church (all 
in Jacksonville or Miami, Florida). However, during telephone 
interviews with the church administration it became evident that 
none of the R1 visa holders were associated with the churches and 
their whereabouts in the U.S. were unknown. 


6. 40% of the detected fraudulent R1 visa holders either never 
worked at the church that petitioned for them or left the 
organization shortly after arriving in the U.S. 


7. 13% of fraudulent R1s are still associated with the church. 
However we confirmed that these religious workers are performing 
unauthorized employment in the U.S., i.e. they are most likely not 
full-time religious workers and are working illegally in other 

jobs. 


8. Although only 24% of all successful R1 applicants in 2003, 2004 
and 2005 were from the Brazilian state of Goias, residents of Goias 
comprised 80% of the fraudulent cases. 


Universal Church 


9. Over the course of 2003, 2004 and 2005, Embassy Brasilia issued 
several R1 visas to members of the Universal Church, a rapidly 
growing Brazilian religious organization, founded in 1977 and 
boasting up to 10 million members worldwide. Expanding the 
organization to countries outside of Brazil is one of the Church\'s 

top priorities. In the United States alone the organization has 135 
churches and more than 190 pastors. Most services conducted by the 
Universal Church in the U.S. are in Portuguese or Spanish and cater 
towards immigrants from Brazil and other South American countries. 
Initially, we found it impossible to locate any of the visa holders 

as the contact information provided on the application forms DS-156 
and DS-157 was incomplete or had changed. However, at the time of 
the study we happened to receive R1 visa applications from several 
church members planning on traveling to the U.S., which gave the 
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individuals who we issued visas to in 2003 and 2004. During 
subsequent telephone interviews, several interesting details 
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emerged. First, although at the time of the visa interview all 

Universal Church missionaries indicated they were only planning on 
staying in the U.S. for one year, none of them has left the country 

and all were still employed by the church in 2006. Secondly, 

although R-1 holders for Universal Church spoke very little English, 
everyone we spoke to had a correct understanding of U.S. immigration 
laws regarding religious visas, such as the allowed period of stay, 
when and how the extension needed to be filed and when the church, 
if still requiring their services, would petition for their 

permanent residence in the U.S. All of the above suggests that the 
Universal Church operations are extremely well organized and provide 
assistance to its members at all stages of the visa application 
process. 


Evangelical Churches 


10. Between 2003 and 2005 Embassy Brasilia issued 16 visas to 
religious workers going to evangelical churches in the U.S., namely 
Assembly of God, Abundant Life Evangelical Community and 
Heal-Our-Land Ministries. The survey revealed that none of the R1 
visa holders in this category returned to Brazil, 38% are still in 

the U.S. working for the churches that petitioned for them, 31% are 
confirmed fraudulent cases, 12% have applied for Lawful Permanent 
Status and 19% are inconclusive. 


11. Post discovered that there are a large number of evangelical 
churches associated with Assembly of God. However, there is no 
central database of alien pastors working for the churches. 
Frequently, it was impossible to establish the whereabouts of the 
missionaries, and church staff were reticent to provide 
information. 


Methodology 


12. Utilizing the AdHoc software reporting tool, we first generated 

a list of all R1 visa holders who were issued visas by the Embassy 

in 2003-2005. We then contacted each and every individual by phone 
or spoke to the church in the United States where the applicants 
were planning to work. 


Conclusion 


13. While we are pleased with the results of the study, we managed 

to identify several areas that need improvement. The large number of 
fraudulent cases indicated that more research on the inviting church 

in the U.S. is required. Post is advising prescreeners to improve 

data entry because incomplete data seriously slowed down the 
callback survey and was frequently associated with fraudulent cases. 
Post recommends that Conoffs request additional information from the 
applicants and/or religious organizations in the U.S., such as tax 

and financial documents and payment information to check whether the 
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host churches are actually able to take on an alien pastor or 
religious worker and whether the church exists on more than just 


paper. 


14. It is often complicated to establish the validity of an 

employment offer for religious workers. Therefore, Post would 

benefit from closer cooperation and a greater exchange of 
information with DHS in the United States. For instance, a USCIS 
representative at a recent mission-wide Fraud Prevention Conference 
in September 2006 clearly was tuned into the problems of R-1 visa 
application from Brazil; now we need to create robust mechanisms 
(perhaps a centrally-located database) to share information with 
DHS. 
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TAGS: ECON, EFIN, BL 
SUBJECT: THE PUSH FOR MONEY LAUNDERING LEGISLATION 


1. (SBU) Bolivia\'s current anti-money laundering regime fails 
to comply with international norms and is ineffective. Based 
on INL\'s recommendations, post has encouraged the GOB to 
enact a comprehensive money laundering law, including 
terrorism finance provisions, has formed an informal working 
group led by President Morales\' legal adviser Dr. Gironda 
which has met periodically for five months, and has 
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contracted a money laundering expert to push the GOB\'s draft 
anti-corruption and money laundering legislation in the right 
direction. Post has forwarded draft laws on corruption and 
money laundering, created by the working group, to DEA and to 
INL for comment by DOJ and GAFISUD (Financial Action Task 
Force of South America). GAFISUD comments have been received 
and forwarded to the GOB. However, in the last working group 
meeting on October 24, Dr. Gironda said that he planned to 
significantly condense the combined corruption and money 
laundering draft law and put the extracted details into two 
decrees to be issued by the GOB subsequent to passage of the 
law. The GOB is focused on anti-corruption; it remains to be 
seen if the Morales administration has the political will to 
implement effective, comprehensive money laundering 
legislation. End summary. 


2. (SBU) Bolivia\'s anti-money laundering regime is based on 
Law 1768 of 1997. That law modified the Penal Code and 
criminalized money laundering, but only as it relates to 
narcotics trafficking, organized criminal activities, and 
public corruption. It does not cover terrorism finance. The 
law established Bolivia\'s financial investigation unit (the 
UIF), within the Office of the Superintendent of Banks and 
Financial Institutions. Supreme Decree 24471, issued July 
31, 1997, set forth the powers and duties of the UIF. Many 
non-bank financial institutions are not obligated to report 

to the UIF, and the system has become dysfunctional. To 
date, there has been only one conviction under Law 1768. 


3. (SBU) On April 26, 2006, the GOB promulgated Supreme 
Decree 28695 (Organizational Structure for the Fight against 
Corruption and Illicit Enrichment). Among a number of other 
provisions, it referenced (in Article 18) a Financial and 
Property Intelligence Unit (UIFP) that does not currently 

exist (but is presumed to mean the UIF in some reconstituted 
form), while it repealed Supreme Decree 24771 that gave the 
current UIF its powers. After Embassy legal advisers pointed 
out to the GOB that it had effectively put the UIF out of 
business until it could assume its new mission of \"fighting 
corruption and illicit enrichment,\" on May 13, 2006, the GOB 
issued Supreme Decree 28713, restoring the UIF\'s functions 
and duties for a period of 240 days (until early January), 

but moving the unit from the Banking Superintendent to the 
Ministry of Finance. Presidential Legal Adviser Eusebio 
Gironda assured Econoff on October 24 that the GOB would 
issue another decree to extend the UIF if the Marcelo Quiroga 
Santa Cruz law and corresponding regulations to create the 
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new UIFP were not in place by year-end. 


4. (SBU) Based on Vice President Alvaro Garcia Linera\'s 
acceptance of Ambassador Anne Patterson\'s offer of USG 
assistance on corruption and money laundering during her 
visit, corruption and money laundering experts from INL, 
Diane Kohn and Gary Peters, visited Bolivia in June. Peters 
met with the presidents of the senate and chamber of 
deputies, who responded positively to Peters\' suggestions to 
draft comprehensive anti-money laundering legislation. 
Peters also met with the former director of the Financial 
Investigation Unit (UIF), Ramiro Rivas. In July, Peters 
issued an assessment report with recommendations to post. He 
recommended that NAS hire Rivas and that the GOB form a 
working group to proceed with AML legislation. 


5. (SBU) An informal working group with Presidential Legal 


Adviser Dr. Eusebio Gironda, including representatives from 
NAS, USAID, Checchi (USAID contractor), and Ecopol had begun 
meeting in May to discuss the decrees concerning the UIF 
mentioned above. The legal advisor from Checchi produced 
talking points which helped encourage the GOB to issue a 
second decree reinstating the UIF after the first decree has 
disbanded it. Because Dr. Gironda was leading the GOB\'s push 
to enact anti-corruption legislation, including anti-money 
laundering components, this group has continued to meet 
periodically from June through the present, as convened by 

Dr. Gironda. Based upon Peters\' suggestions, which were made 
by Ecopol representatives to Dr. Gironda, the meetings were 

also at times attended by Senate President Santos Ramirez\'s 
adviser, Victor Cossio; Ramiro Rivas, whose contract was 
finalized by NAS in October; representatives from the Finance 
Ministry, and DEA officials. 


6. (SBU) The working group took as its base documents various 
drafts of the Marcelo Quiroga Santa Cruz (MQSC) 
Anti-Corruption law, created by the Morales administration, 

and prior GOB draft money laundering laws from the Finance 
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Ministry and the UIF. The documents were modified by Dr. 
Gironda, with input from legal advisors from Checchi, USAID, 
Ramiro Rivas, the Finance Ministry and the UIF to create two 
draft laws -- one on anti-corruption and one on money 
laundering. Ecopol forwarded the draft laws to DEA and INL 
for comment. INL shared the drafts with DOJ and the regional 
FATF-style body, GAFISUD, for input. GAFISUD comments were 
received by Ecopol in early November and shared with Dr. 
Gironda and Senate President Santos Ramirez. Post is waiting 
to receive comments from DOJ. 


7. (SBU) Ecopol and NAS, in accordance with Peters\' 
recommendations, have attempted to convince Dr. Gironda that 
the GOB should promulgate two laws -- one on anti-corruption 
and a second on money laundering -- to ensure that Bolvia\'s 
money laundering regime is comprehensive and includes 
terrorism finance. Senator Santos Ramirez has demonstrated 
some support for a second money laundering law and sent a 
formal letter to the Embassy in September to request USG 
support on anti-corruption, illicit enrichment, legitimation 

of illicit earnings, related crimes, financing of organized 

crime and terrorism, and observing the recommendations of 
GAFISUD and UN conventions. However, Dr. Gironda, who is 
close to President Morales and represents the executive 
branch\'s view, is adamant that the MQSC anti-corruption law 
should include money laundering provisions, but not terrorism 
finance. He stated several times during September and 
October that the Ministry of Foreign Affairs would send a 
formal request to the Ambassador for USG assistance outlining 
the themes the GOB intends to cover; however, post has not 
received this request. Ecopol and NAS requested this letter 
to be assured that the administration actually intended to 
enact comprehensive money laundering legislation. The 
Embassy is concerned that the executive does not have the 
political will to back an anti-money laundering law, 

including terrorism finance provisions. Without executive 
support, it would be difficult for an AML law to be passed 

and extremely difficult for it to be implemented. 


8. (SBU) During the working group\'s last meeting on October 
24, Dr. Gironda said that some revisions had been made to the 
MQSC draft law. He said that he was working on condensing 
the law and would give group members a copy of the updated 
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version at the next meeting, which was originally scheduled 

for October 31, but was postponed by Gironda until November 
14. He explained that the details to be extracted would be 
implemented through regulations and decrees by the GOB after 
the law was passed by congress. It is unclear what this 
condensed version will include, but post will forward the 

draft to INL once it is received. Gironda explained that the 
congressional session had been extended until mid-December 
and that the GOB wanted to pass the MQSC law by that date. 
Ramiro Rivas met with Dr. Gironda the first week in November. 
He told Econoff on November 6 that Gironda planned to 
condense the MQSC law and that the GOB would issue two 
decrees after passage of the law -- one on anti-corruption 

and one on money laundering. Rivas, in collaboration with 
Checchi, planned to prepare suggestions for the condensed 
draft at the next meeting with Gironda on November 14. 


9. (SBU) Political leaders and some working group members 
have expressed concern that the anti-corruption law would be 
used by the GOB to hunt political enemies. The new UIFP, 
under the Finance Ministry, should have more teeth than the 
old UIF, under the Bank Superintendency. This could be 
positive, because the former UIF was ineffective; however, 
the UIFP could also be more politicized if it depends ona 
ministry. Post will continue to seek to positively influence 
the GOB\'s legislative process to produce money laundering 
legislation that conforms with international norms, but is 

not extremely optimistic about the ultimate outcome. End 
comment. 
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SUBJECT: LOWER HOUSE APPROVES FRAMEWORK FOR LAND REFORM 


REF: LA PAZ 2600 


1. (SBU) Summary: The framework of the Morales 
administration\'s controversial bill to modify the 1996 

agrarian reform (INRA) law (reftel) was approved by the lower 
house on November 7, after a week-long march by several 
hundred indigenous people in the eastern lowlands. The 
chamber of deputies must now approve each article of the bill 
before passing it to the senate. The conflictive bill is 
opposed by cattle ranchers in the East, who worry that the 

bill could create legal uncertainty over land title, which 

could lead to disinvestment, diminished production, and 
violent conflicts. The bill is supported by social groups 

and NGOs who believe that land reform is needed to resolve 
social conflict, produce a more equitable distribution of 
scarce resources, and rectify past injustices, such as large 
tracts of land given unfairly to political cronies. End 
summary. 


2. (SBU) The Morales administration presented a bill to 
congress in September to modify the 1996 National Agrarian 
Reform (INRA) law, in line with campaign promises to 
implement an \"agrarian revolution\", and mobilized marches in 
October to pressure congress to pass the bill (reftel). The 
GOB has already redistributed some state-held lands, but has 
taken little action thus far to revert privately-held lands 

to the state. The press reported on November 1 that around 
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300 indigenous people from the eastern lowlands had begun a 
march to La Paz, demanding congressional approval of the 
reform bill and expropriation of lands that did not fulfill 

an economic or social function. The march was projected to 
last for 45 days, but ended on November 7 in Yapacani, Santa 
Cruz after the lower house of congress approved the framework 
for land reform. Opposition leaders claim that the 

government staged the march in order to pressure congress. 


3. (SBU) According to press reports, the chamber of deputies 
approved the framework for land reform on November 7 but must 
now approve the details before passing the bill to the 

senate. Opposition Senator Walter Guiteras told the press 

that 30 of the bill's 42 articles had been agreed upon by the 
lower house. The framework agreement was approved after 
agricultural producers from the eastern lowlands abandoned 

the negotiations between the executive, legislature, and 

social groups prior to the vote, complaining that the reforms 
would not provide legal security to the productive sector. 


4. (SBU) In a meeting on October 31, members of the cattle 
ranchers association of the Beni (Fegabeni) told Econoff that 
President Morales is an enemy of the Beni, so there are no 
GOB aid projects for the region. They had come to La Paz to 
attend a meeting with Vice President Alvaro Garcia Linera and 
other organizations on land reform. According to Fegabeni, 
the meeting was a failure, with only about ten percent of the 
reform proposals agreed upon by those in attendance. They 
said that the GOB\'s land reform plan took away legal security 
from land owners, because the GOB would be able to review at 
any time, even after titling, if the land was being used in a 
socially or economically beneficial way. If the government 
determined that the land was not being used productively, the 
land would revert to the state. They are worried that the 

bill could create legal uncertainty over land title, which 

could lead to disinvestment, diminished production, and 
violent conflicts. 


5. (SBU) The General Manager of Fundacion Tierra (Land 
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Foundation), Jaime Burgoa, told Econoff on November 6 that he 
was not sure why the government was pushing the INRA reform 
bill since the law currently in place already gives the 
government the legal basis that it needs to take over land 

that is not fulfilling an \"economic and social function.\" 

Thus, the GOB is unnecessarily putting obstacles in its path, 
he said. He was also uncertain why the government had 
proposed a reform bill to congress, when it had initially 

said the matter would be settled by the Constituent Assembly. 
He speculated that the government had decided to confront 
its political rivals in the east -- landholders in Santa 

Cruz, Beni, and Pando -- sooner rather than later because it 
felt strong enough to win the fight and also wanted to 

maintain its popularity with its bases. Burgoa doubted that 
even if the land reform bill was passed, the government would 
have the institutional capacity to enforce it. He said that 

lack of enforcement and institutional capacity were the main 
problems with the current law. Because of a lack of 
resources, the National Agrarian Reform Institute, which was 
supposed to have completed the land titling process 
nationwide within ten years (by October 2006), failed in its 
mission. Its mandate was extended for another seven years in 
October. 


6. (SBU) Although Burgoa admitted that some of the opposition 
worries were justified, he said that his NGO supported the 
government\'s intentions regarding land reform, which was 
needed to resolve social conflict, produce a more equitable 
distribution of scarce resources, and rectify past 

injustices, such as large tracts of land given unfairly to 

political cronies. However, he thought that some of the 
articles of the reform bill should be modified to improve 

their effectiveness. For example, he said, if the government 
were to compensate land owners for expropriated land, it 
should calculate the amount of compensation based on the land 
value used to calculate tax payments, which is low, rather 

than the higher market value. He also suggested that the 

size of cattle estates be limited to 10,000 hectares rather 

than 50,000, that currently minimal land taxes be increased, 
and that the government create a new form of title that 
recognizes both the community and individual property rights 
of indigenous people rather than just one or the other, in 
accordance with the reality of indigenous areas. The NGO has 
also proposed that land owners regularly file land plans to 

be reviewed by the government to determine if land is 

fulfilling a social and economic function as required by the 

law. 
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7. (SBU) The passage of the land reform framework by the 
lower house, although the devilish details remain to be 
resolved and the law is likely to be blocked by the 
opposition-controlled senate, will further boost President 
Morales\' popularity with the masses. However, the INRA law 
reform debate and reversion of privately-held lands to the 
state are likely to engender explosive conflicts and increase 
regional hostilities during the next several months. Post 

will continue to monitor the issue closely. End comment. 
GOLDBERG 
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SOUTHCOM FOR POLAD 


E.O. 12958: N/A 

TAGS: PHUM, PREL, PGOV, PA, VE, UR, AR, BR, BO, JA, SP 

SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE, NOVEMBER 4 
- 9, 2006 

REF: ASUNCION 1089 

1. (U) SUMMARY: 


-- Journalists March for Enrique Galeano 
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-- Paraguay Ranked 5th Worst in Latin America 

-- U.N. Tells Paraguay Ratify Arms Trafficking Protocol 
-- The Royals, Evo and Paraguay 


JOURNALISTS MARCH FOR ENRIQUE GALEANO 


2. (U) The Paraguayan Journalist Union (SPP) organized a 
\"March for Life\" November 3 to call attention to the 
disappearance of journalist Enrique Galeano. More than 100 
people attended the protest in the Plaza of the Disappeared, 
located adjacent to the Government Palace in Asuncion. Nine 
months ago, Galeano was declared missing after he did not 
return home from work. Galeano had issued numerous critical 
statements about individuals, including local Congressman 
Magdaleno Silva of the Colorado Party, on his radio station 
tying them to drug trafficking and corruption. The SPP has 
remained very outspoken in its quest to have the government 
continue its search for Galeano and hold those responsible 

for his disappearance accountable. The case is still under 
investigation by the Attorney General\'s Office. (NOTE: The 
SPP has sought the assistance of the InterAmerican Court on 
Human Rights (IACHR) at the OAS to push the GOP to continue 
in searching for Galeano and those responsible for his 
disappearance. In October, the IACHR sent a letter to the 
GOP requesting information about the case. The GOP is in the 
process of responding. END NOTE). 


PARAGUAY RANKED 5TH WORST IN LATIN AMERICA 


3. (U) Paraguay ranked 116 of 163 countries and remains one 
of the most corrupt countries in the world, according to 
Transparency International\'s Perceptions Index released 
November 6. Paraguay\'s score ranked it as the 5th-most 
corrupt country in Latin America, an improvement over the 
previous year when it ranked second only to Haiti. 

Paraguay\'s score of 2.6 represented a 0.5 point improvement 
over last year\'s score on a 10-point scale and marked the 
third straight year Paraguay has improved its score. But it 

still falls comfortably into the \"rampant corruption\" 

category. 


U.N. TELLS PARAGUAY RATIFY ARMS TRAFFICKING PROTOCOL 


4. (U) The U.N. held a conference in June to review progress 
made on its program to address the illicit trade in small 

arms and light weapons. As a result, the U.N. called on 
Paraguay to ratify the \"Protocol Against the Illicit 
Manufacturing of and Trafficking in Firearms, their Parts and 
Components and Ammunition,\" which came into force in July 
2005. In 2001, U.N. Member States unanimously adopted the 
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protocol, committing themselves to collecting and destroying 
illegal weapons, adopting and/or improving national 

legislation to help criminalize the illicit trade of weapons, 
regulating the activities of brokers, setting strict import 

and export controls, taking action against violators of such 

laws, and better coordinating international efforts to that 

end. (NOTE: Paraguay\'s War Materials Directorate (DIMABEL) is 
responsible for controlling and registering weapons. 

However, DIMABEL does not have an operational unit capable of 
investigating illegal arms transactions and thus has not been 
active in making seizures. On a positive note, Paraguay\'s 
Anti-Drug Secretariat (SENAD) is allowed to make weapons 
seizures when it can tie weapons to information acquired from 
drug traffickers. On that basis, SENAD has seized over 1,200 
weapons in three major raids over the last three months. END 
NOTE). 


5. (SBU) In its June 2006 report the U.N. Review Conference 
on Small Arms identified Paraguay as 1 of 60 countries that 
has collected and destroyed large amounts of illegal small 


arms. However, it also noted that Paraguay, along with 
Uruguay, had not ratified the Protocol. Other Mercosur 
countries, Brazil and Argentina, have already adopted the 
Protocol and strengthened their national legislation to 

control the illegal trade in small arms. SENAD Minister Hugo 
Ibarra told POLOFF October 25 that the weapons are legally 
purchased by distributors and gun dealerships. However, 
these companies, which do not do background checks on 
purchasers, resell legal and illegal weapons to criminal 
organizations, which then traffic them across Paraguay\'s 
porous borders with impunity. lbarra acknowledged Paraguay\'s 
control over the importation and sale of weapons is extremely 
limited (reftel). The UN just hosted a two-day conference 
here, with MFA support, to encourage Mercosur states to pull 
up their socks and clamp down on gun-running. 


THE ROYALS, EVO AND PARAGUAY 


6. (U) In recent weeks, the King and Queen of Spain, Juan 
Carlos Borbon and Sofia Frederika; Japanese Prince Akishino 
Fumihito; and Bolivian President Evo Morales have all made 
state visits with President Nicanor Duarte. The Royals met 
with Duarte to discuss migration issues as well as economic 
development and debt suspension. King Juan Carlos offered a 
loan of USD 10 million for small businesses and offered to 
exchange USD 11 million of the Paraguayan debt of USD 37 
million for education projects. Prince Akishino expressed 

his father\'s hope for further development in relations and 
commemorated the 70th anniversary of Japanese immigration to 
Paraguay. While Evo Morales met with Duarte to continue 
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dialogue to quash the concerns over the Bolivian/Venezuelan 
military agreement. The two presidents are scheduled to meet 
again December 8 in Cochabamba during the Summit of South 
American Presidents. 

CASON 
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E.O. 12958: N/A 
TAGS: UNGA, PREL, EC, LE, IS, PHUM, PTER 
SUBJECT: ECUADOR: ANTI-ISRAEL BIAS DEMARCHES 


REF: A. STATE 178061 
B. STATE 176793 


1. (SBU) PolOff delivered reftel demarches on anti-Israel 
bias in resolutions dealing with Lebanon and resolutions 
extending the mandate of three anti-Israel entities to MFA 
Director General for Multilateral Affairs Lourdes Puma on 
October 31. Puma said Ecuador had always supported the 
entities listed in Ref A and would continue to vote in favor 

of extending their mandate. Instructions had been sent to 
Ecuador\'s NY PermRep Diego Cordova in this regard. Puma 
thanked us for USG views, saying the GOE was always willing 
to review its position and would take our views into account. 


1. (SBU) With respect to the resolutions on Lebanon 
introduced by Cuba (Ref B), Puma professed that she had no 
knowledge of them and would review the text provided by 
PolOff. In a follow-up meeting on November 8, Puma said that 
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Ecuador was hopeful that negotiations with the European Union 
would insert some \"equilibrium\" into the resolutions. When 
pressed as to whether Ecuador would support the resolutions 
as written, Puma said that certainly Ecuador could not vote 
against the Lebanese children and added that Ecuador supports 
the activities of the Non-Aligned Movement. She again 
reiterated, however, that she was hopeful the negotiations 

over the language would balance the resolutions. 

JEWELL 
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E.O. 12958: DECL: 09/05/2016 

TAGS: UNGA, PREL, EC, LE, IS, PHUM, PTER 

SUBJECT: ECUADOR: UN COUNTERTERRORISM COMMITTEE VISIT 
DEMARCHE 


REF: STATE 172245 
Classified By: PolOff Erik Martini for reasons 1.4 (B&D) 


1. (SBU) PolOff delivered reftel demarche on a possible 
visit by the UN Counterterrorism Committee to MFA Director 
General for Multilateral Affairs Lourdes Puma on October 31. 
Puma had no substantive response at that time, but ina 
follow-up meeting on November 8, Puma said that the GOE 
considered such a visit to be \"unnecessary.\" Ecuador is a 
country free of terrorism and terrorists, she asserted. The 
Counterterrorism Committee should visit countries where 
terror exists. Puma pointedly concluded that the GOE would 
certainly not invite such a visit \"this year.\" 
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2. (C) Comment: Puma\'s response coincides with recent 
official statements condemning and denying Colombian 
President Uribe\'s claim that elements of the FARC, which the 
GOE does not officially recognize as a terrorist group, 

operate in Ecuador. Given this very public difference of 

opinion with the GOC, it would be politically difficult for 

the GOE to accept such a visit. Depending who wins the 
upcoming November 26 presidential election, however, the next 
GOE may have a different view. End Comment. 

JEWELL 
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STATE FOR IO/UNP BETTS 


E.O. 12958: N/A 
TAGS: UNGA, UN, EC, CU, PHUM, PREL 
SUBJECT: ECUADOR: CUBA EMBARGO UN RESOLUTION DEMARCHE 


REF: A. STATE 182099 
B. STATE 184156 


(SBU) PolOff delivered the points in reftels on the UN Cuba 
Embargo Resolution to MFA Director General for Multilateral 
Affairs Lourdes Puma at 9 am on November 8. Puma told us the 
GOE would follow its long-standing policy of voting in favor 

of the Cuba embargo resolution. She declined to comment on 
the GOE position on the Australia amendment. 

JEWELL 
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E.O. 12958: N/A 
TAGS: ODIP, ILC, UNGA, EC 
SUBJECT: ECUADOR: INTERNATIONAL LAW COMMISSION DEMARCHE 


REF: STATE 180503 


(SBU) PolOff delivered the diplomatic note, resume and points 
in reftel on the candidacy of Michael Matheson for the ILC to 
MFA Director General for Multilateral Affairs Lourdes Puma on 
November 8. Puma said that Ecuador had its own candidate for 
the ILC, Marcelo Vasquez, and asked whether it would be 
possible to exchange votes. PolOff noted USG policy not to 
reveal or trade USG candidate votes. Puma responded that 
Matheson\'s candidacy would be given full consideration by the 
GOE. 

JEWELL 
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STATE FOR H,WHA/CAR 


E.O. 12958: N/A 

TAGS: PGOV, PREL, MARR, KDEM, OREP, GY 

SUBJECT: STAFFDEL MEACHAM AND TOON VISIT: DISCUSS MLO 
SECURITY ASSISTANCE PROGRAMS 


1. (SBU) SUMMARY: Carl Meacham and Bernard Toon, Senior 
Professional Staff Members of the Senate Committee on Foreign 
Relations, traveled to Guyana November 2-4. The primary 
focus of their visit was to understand the process and 
procedures whereby the State Department oversees security 
assistance programs and U.S. Military activities in 

non-combat countries. Staffdel met with members of the 
Military Liason Office (MLO), who discussed the Humanitarian 
Assistance Program (HAP) currently being administered in 
Guyana. In a country team meeting, Embassy officers and 
section heads briefed the Staffdel on various topics of 
importance to the U.S. mission in Guyana. 


2. (SBU) Staffdel\'s Embassy briefings included presentations 
from the Political Office, Economics Office, Military Liason 
Office, Counselor Section, Regional Security Office, USAID, 
Peace Corp, and Centers for Disease Control (CDC). 

Staffdel next met with MLO personnel to discuss the U.S. 
mission\'s HAP project. After a short presentation at Post, 
the MLO personnel, Deputy Chief of Mission, and Staffdel made 
a site visit to various HAP project areas located in the 

interior of the country. Staffdel was able to inspect the 

sites and were shown the pieces of military hardware being 
utilized for the program. 


3. (SBU) COMMENT: Although short in nature, the Embassy 
officers and MLO personnel appreciate Staffdel Meacham and 
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Toon\'s visit to Guyana. Post views the visit as a success as 

it allowed us to highlight the generally cooperative 

relationship between the military and other mission 

components. We look forward to future visits from Mr. 
Meacham and Mr. Toon, as well as other Congressional visitors. 


4. (U) Carl Meacham and Bernard Toon did not have the 
opportunity to review this cable before it was transmitted. 
ROBINSON 
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E.O. 12958: N/A 
TAGS: UNSC, PARM, EC 
SUBJECT: ECUADOR: UNSCR 1718 DEMARCHE DELIVERED 


REF: STATE 180512 


(SBU) PolOff delivered reftel demarche on arms dealings with 
North Korea to MFA Director General for Multilateral Affairs 
Lourdes Puma on October 31. Puma thanked us for the 
information and had no other substantive response than to say 
that the named entities did not operate or have dealings in 
Ecuador or with the GOE. She reaffirmed GOE support for 
non-proliferation. 

JEWELL 
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E.O. 12958: N/A 

TAGS: EAIR, OTRA, PREL, AC 

SUBJECT: COUNTRY CLEARANCE GRANTED TO RODRIGUEZ AND OCHOA 
FOR TRAVEL TO ANTIGUA AND BARBUDA 


REF: FAA 3668 


1. Embassy Bridgetown welcomes and grants clearance to Javier 
Rodriguez and Joaquin Ochoa to travel to Antigua and Barbuda 
from January 3-5, 2007, for the purpose of performing an IASA 
management evaluation of the British Virgin Islands. 


2. Per reftel, Embassy understands assistance is not 
required. Travelers will be staying at the Beachcomber 
hotel, telephone 268/462-3100. 


3. Embassy Bridgetown requests an outbrief be provided to the 
Political/Economic Section relating to activities while in 

the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 X2230, 
or by fax at 246/431-0384. 


4. Entry requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. 
Visas are not required for short visits. There is a 
departure tax of 50 xcd (Eastern Caribbean) dollars or 19 
U.S. dollars. 


5. The exchange rate in Antigua and Barbuda is 2.70 xcd 
(Eastern Caribbean) dollars for one U.S. dollar. U.S. 
currency, traveler\'s checks, and credit cards are routinely 
and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 
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In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
OURISMAN 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR WHA/CEN 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: DECL: 11/08/2016 

TAGS: PGOV, PREL, PHUM, ETRD, KCOR, PM 

SUBJECT: FM LEWIS ON UNSC, CORRUPTION, FTA, REGIONAL 
POLITICS 


REF: STATE 182267 
Classified By: AMBASSADOR WILLIAM EATON FOR REASONS 1.4 (B) AND (D). 


SUMMARY 


1. (C) Panama will be a voice for all of Latin America on 

the UN Security Council and is willing to help the USG spread 
its message, Vice President and Foreign Minister Samuel Lewis 
Navarro told the Ambassador November 8. He also addressed 
corruption, saying the court system is the crux of Panamal's 
corruption problem and the GOP plans to increase the size of 
the Supreme Court in an attempt to change the balance of 
power within the court and battle increasing public 

perceptions of corruption. Lewis also voiced his concerns 
about the negative impact of Daniel Ortega\'s presidential 
election in Nicaragua on that country\'s democratic 

institutions. He also discussed a range of issues including 

the planned Panamanian Coast Guard and the Free Trade 
Agreement (FTA) with the United States. The Ambassador 
delivered reftel talking points on UN country-specific human 
rights resolutions. Lewis agreed to pass the USG message to 
the Panamanian UN delegation. END SUMMARY. 


PANAMA AS UNSC MEMBER 


2. (SBU) Panama will take an active role in representing 

Latin America on the UN Security Council, said Lewis. He 

added that he plans to travel extensively throughout the 

region to make sure Panama represents the GRULAC members\' 
opinions and concerns. \"It is important for us to know what 

the U.S. position is as well, so that we can help carry the 

water for you,\" said Lewis. He said that the GOP will invite 

the new UN Secretary General to Panama in June 2007 when 
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Panama hosts the OAS General Assembly. He hoped that 
Secretary Rice could attend as well \"to send a signal to the 


SIPDIS 
region\" of the importance the United States places on 
hemispheric relations. 


3. (SBU) Lewis also said that Torrijos traveled to Guatemala 
on November 8 to thank them for their support of Panama\'s 
candidacy. Lewis is working with Venezuelan authorities to 
schedule a similarly brief trip to Venezuela. The timing of 

the Venezuela trip is sensitive, he said, since Panama wishes 
to avoid internal Venezuelan electoral politics; Torrijos\'s 

visit to Venezuela will be strictly to thank them for their 
support. 


THREE MORE SUPREME COURT JUSTICES? 


4. (C) Lewis brought up the corruption issue on his own, 

noting a recent Transparency International survey that 

indicated the public believes corruption in Panama was not 

only high but getting worse. The GOP\'s tack, Lewis said, was 

to reduce the perception problem while improving transparency 

in government. The bottom line, he said, was that the court 
system was the \"rotten center" of Panama\'s corruption problem. 


5. (C) Lewis revealed that the GOP\'s close-hold plan was to 
add three new slots to the current nine-member Supreme Court. 
\"If President Torrijos appoints three respected jurists, 

that would change the balance of power on the Court,\" said 
Lewis. He agreed with the Ambassador\'s observation that such 
a move could be seen as the GOP stacking the Court in favor 
of the PRD (Revolutionary Democratic Party), and said the GOP 
would have to roll out the change very carefully. Lewis said 

the GOP\'s justification of the move would be the current high 
backlog of Supreme Court cases. The public would understand 
if the GOP could frame the move as a way to reduce backlog, 
explained Lewis. The Ambassador noted that an even stronger 
move to reform the Court would be if notoriously corrupt 
justices would resign and/or face prosecution. Lewis agreed 
but stated that this would never happen. 


6. (C) Ina related court issue, Lewis said that former 
Presidents Perez Balladares and Mireya Moscoso were 
conspiring to ensure that the Electoral Tribunal delegate 


appointed by the court system would be loyal to them. This 

is a big concern to the GOP, said Lewis, and Torrijos is 

trying hard to prevent this move. (Comment: Emboffs have 
also heard this reported by others. The person rumored to be 
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Perez Balladares and Moscoso\'s choice is Gerardo Solis, 
currently an electoral prosecutor (fiscal). End Comment.) 


\"PANAMA IS NOT NICARAGUA\" 


7. (C) Panama is concerned about Nicaragua\'s future 
following the election of Daniel Ortega. \"It is almost a 
given that Ortega will try to subvert all democratic 
institutions in the country to bring them under Sandinista 
control,\" said Lewis. He agreed with the Ambassador\'s 
suggestion that Panama can help encourage Nicaragua to 
maintain its free market and democratic orientation and said 
that Panama will watch the situation in Nicaragua closely. 
(Comment: Given the PRD\'s past ties with the Sandinistas, it 
is interesting to see Lewis distancing the GOP from the 
Sandinista government. End Comment.) 


8. (SBU) Lewis was also concerned that the Nicaraguan 

election would have negative consequences for Panama. In 
particular, he feared that some people in the United States 

may equate Panama with Nicaragua and that Panama \"would be 
tarred with the same brush.\" He emphasized to the Ambassador 
that it was important for Panama that the USG see Panama in a 
different light from Nicaragua. \"Panama is a friend of the 

United States and welcomes foreign investors,\" he said. 


COAST GUARD AND FTA 


9. (C) Lewis emphasized that the plan to form a Panamanian 
Coast Guard was still going forward. The Ambassador 
expressed two concerns: 1) that incoming Enduring Friendship 
funds and equipment supplement rather than substitute for 
Panama\'s own investment in its maritime and air services, and 
2) that USG support for the Coast Guard be seen as an 
investment in the institution, not individuals. Lewis 

answered simply, \"message received.\" (Comment: The 
Ambassador\'s subtle message, clearly understood by Lewis, was 
that we continue to have concerns regarding potential illegal 
activity by National Maritime Service Director Traad. End 
Comment.) 


10. (SBU) Lewis reiterated Panama\'s support for the FTA as a 
key anchor for a strong Panamanian economy, job creation, and 
increased transparency. Panama is trying to figure out what 
impact the U.S. midterm elections will have on FTA progress. 
He thought the new U.S. political environment may be less 
favorable to free trade, but thought with Panama\'s trade 

deficit with the United States the FTA could be seen as a 
market or investment opportunity for the United States. 
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GOP CONCERN WITH PUBLISHER 


11. (C) Lewis stated that Torrijos is increasingly concerned 
about Abdul Waked, owner of the dailies La Estrella and El 
Siglo. (Note: Since Waked\'s El Siglo group bought La 

Estrella, both papers have been showing surprising 
independence, which might be a matter of GOP concern. End 
Note.) Waked is allegedly bribing National Assembly members 
and Supreme Court justices to get the duty-free concession at 
Tocumen Airport and other commercial favors, said Lewis. 
Torrijos doesn\'t understand \"why Waked had regular contact 
with the Embassy when the USG pulled his visa,\" he said. The 
Ambassador said the Embassy was interested in maintaining 
contact with the press as well as the Muslim community in 
Panama. (Comment: It is unclear whether Torrijos\'s \"concern\" 
is rooted more in an attempt to muzzle the anti-GOP 

editorials in Waked\'s papers, or if there is a legitimate 
concern. Coincidentally, former Vice Minister of Commerce 
Romel Adames told Econ Chief separately on November 2 that 
the GOP pressured the daily La Prensa about two months ago to 
drop his regular economic columns, allegedly because he was 
critical of the Torrijos administration\'s economic policies. 

He since began writing for La Estrella. End Comment.) 


POLITICAL AMBITIONS 


12. (C) Lewis said Panama\'s UNSC seat \"threw a monkey 
wrench\" into his own plans to begin \"campaigning\" 
aggressively in the countryside in the run-up to the 2009 
presidential elections. He had planned to spend more time in 
the interior of Panama to raise his profile among 
Panamanians, but, because of Panama\'s UNSC seat, will now 
have to focus on more regional travel and other duties. 

Lewis refuted the rumor, however, that he would step down as 
Foreign Minister. He said he hoped to get involved with 
Panama\'s national development plan as a way to leverage his 
political profile among the country\'s poor population. 
Balancing his Foreign Minister duties and his political 
ambitions will require a lot of time management, said Lewis. 


COMMENT 


13. (C) The GOP\'s plan to add more Supreme Court justices 
seems to be a superficial remedy that does not address the 
core of the problem: that Panama cannot rid itself of the 
corrupt justices already on the Court. Judicial reform is 

clearly a key component of improving transparency in Panama, 
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but the GOP\'s plan merely sidesteps the real issue. 
Furthermore, with widespread rumors of corruption within all 
sectors of the GOP, it is unclear how much traction any of 
the GOP\'s anti-corruption measures can get. 


14. (C) Itis a hopeful sign that Panama offered to be a 

voice for the United States in its UNSC role. But given 

Panama\'s desire to be friends with everyone, it remains to be 
seen whether Panama can indeed make the tough decisions when 
the time comes to choose sides. END COMMENT. 


EATON 
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E.O. 12958: DECL: 11/09/2011 

TAGS: PREL, KPAL, MARR, PGOV, PHUM, EUN, UN, BK, CG, CU, IR, 

IS, LE, SR, SU, UZ, YI, NL 

SUBJECT: NETHERLANDS/GAERC: DUTCH POSITIONS AHEAD OF THE 
NOVEMBER GAERC 


REF: A. STATE 183545 


B. EUR/ERA NOV 9 E-MAIL (OTALLAH) 
C. THE HAGUE 2430 

D. THE HAGUE 2426 

E. BRUSSELS 3672 


Classified By: Political Officer Ted Burkhalter; reasons 1.4 (b, d). 


1. (C) Summary: The Dutch expect the GAERC to focus largely 
on Turkey and enlargement, with limited discussion on a range 
of other issues. They do not expect the Turks to fulfill 

their Ankara protocol commitments, but seem unlikely to press 
for wholesale suspension of negotiations. The Dutch expect 
Sudan to be a subject of conversation among Ministers of 
Defense, and believe that the route forward now is to beef up 
AMIS with UN elements and to find alternate sources of 
financing. On the Balkans, the Middle East, and Russia, the 
Dutch offered few surprises. The GONL supports ESDP for 
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Afghanistan. End summary. 


2. (C) Poloff delivered ref A demarche November 7 to Deputy 
European Political Correspondent Jeroen Boender. On November 
9, Boender and Head of the EU Enlargement Division Alle 
Dorhout briefed foreign diplomats on Dutch views going into 

the GAERC. Poloff dropped the revised Cuba points (ref B) 

with Boender at that time. 


Turkish accession will muddle on, maybe 


3. (C) The GONL is happy with the European Commission\'s 
report on enlargement and thinks it contains all the elements 
necessary to spur a productive debate on enlargement. The 
Dutch believe the Council should endorse the report in 
December. Dorhout noted positively ongoing efforts by the 
Turkish parliament to address political reform. On 
implementation of the Ankara protocol, however, he said that 
the Turks have a mere few weeks to meet their obligations. 
Failing full implementation of the protocol, a suspension of 
negotiations on a number of chapters of the aquis would be 
unavoidable. He would not say how many, but indicated he 
would advise for more than the minimum three suggested by 
some member states. In the meantime, said Dorhout, the GONL 
would continue to fully support Finnish Presidency efforts to 
reach a solution. 


4. (C) Dorhout underlined the role the upcoming November 22 
Dutch national elections play in this debate. While the GONL 
is in favor of Turkish accession and would like to find a 
solution, much of the public opposes accession. Echoing 
Foreign Minister Bot, he distanced the government from the 
remarks of Mark Rutte, leader of the Liberal Party (VVD), a 
junior partner in the governing coalition. Following the 

release of the Commission\'s report, Rutte called for a two 
year deadline for full Turkish compliance. 


Darfur: Beefing up AMIS is the only option 


5. (C) Boender said that the GONL now believes that the only 
practical way forward in Darfur is to beef up AMIS with UN 
elements - \"turn it into a UN force, without calling it 

that,\" he explained. Dutch Development Minister van Ardenne, 
who works closely with FM Bot and takes the lead on Sudan, 
travelled to Khartoum last week. She came away frustrated, 
particularly by Sudanese intransigence on UN Special 
Representative Jan Pronk, himself a former Dutch Development 
Minister. The Dutch understand that financing a strengthened 
AMIS will be difficult, and they intend to lobby other EU 


Column 3 

member states to contribute heavily. They are hoping for 
strong UK support in the lobbying effort. Boender pointed 
out that the Dutch and Brits have taken the lead, 
financially, within the EU, on Darfur. (The Netherlands has 
contributed well over $400 million US.) 


Dutch support ESDP mission for Afghanistan 


6. (C) Boender expected FM Bot to call for a larger EU 
presence in Afghanistan, but he did not expect much 
discussion on this. The Dutch strongly support a European 
Security and Defense Policy (ESDP) mission to Afghanistan, 
along the lines described in ref E, and hope it can be on the 
ground in early 2007. The EU, Boender added, has particular 
expertise in civil-military affairs and law enforcement. 


Balkans: Follow Ahtisaari\'s lead on Kosovo 


7. (C) On Kosovo, the Dutch feel that EU unity is critical, 
and Bot may call for this at the GAERC. The GONL agrees with 
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us that Ahtisaari should provide the tactical lead on timing. 
They are not, however, willing right now to set time limits. 

On Serbia, they \"feel that no compromise is possible on 
conditionalities.\" Boender acknowledged, however, that some 
member states would like more flexibility and that The 
Netherlands may not get its way entirely. 


Middle East - It\'s been a bad week 


8. (C) Boender reiterated Dutch demands that Palestinians 
meet the Quartet\'s conditions. He also voiced support for 
the Siniora government in Lebanon, saying that it was under 
pressure and that Siniora\'s continuing in office was 
important. On Solana\'s visit to the region, he was 
non-committal, saying only that Dutch hopes that the 
Palestininas might come around have been dashed badly this 
past week. 


Other business 


9. (C) On Iran, the DRC, and Russia, there were no surprises. 
The UN remains the primary forum for Iran. The GONL has 
watched recent developments - missile tests, reports of a 
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second cascade and the \"poor progress\" in New York and is 
\"not in an optimistic mood.\" On the DRC, they share our 
assessment and hope that, if all goes well, the EU election 
monitoring force can be home by Christmas. On Russia, 
Boender repeated the Dutch position that Russia and the EU 
are interdependent but that the EU can still confront Russia 
on their \"international legal obligations\". Cuba was not 
mentioned. Uzbekistan was discussed privately and reported 
in reftels C and D. 

SOLBERG 
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REF: QUITO 2617 
Classified By: Ambassador Linda Jewell for reasons 1.4 (b&d) 


1. (C) Summary: Presidential front-runner Alvaro Noboa 

called the Ambassador on November 8 to discuss his campaign 
and clear up any misunderstandings about his decision not to 
meet with foreign officials until after the election on 

November 26. He believed Venezuelan President Chavez\' public 
remarks about him have helped reveal the \"true colors\" of his 
opponent. Noboa requested that the conversation remain 

private, and offered a discreet channel of communication 

should we need to contact him. End Summary. 


2. (C) The call came at our request, conveyed through 
intermediaries, and followed Noboa\'s public rejection of 
contact before the election with foreign and national 
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government officials and Catholic Church leaders, in favor of 
the electorate. In doing so, Noboa was setting himself apart 
from his opponent\'s publicized meetings with the Ambassador, 
Guayaquil Mayor Jaime Nebot, and the Catholic Church 
hierarchy. 


3. (C) The tone of the call was cordial, with Noboa 

explicitly setting aside his initially being somewhat miffed 

over the Ambassador\'s October 26 meeting with Correa. The 
Ambassador thanked Noboa for calling and overcoming any 
misunderstandings. She expressed the view that USG interests 
coincide with Noboa\'s on many important issues, congratulated 
him on his successful campaign to date, and praised his 
energetic commitment to grassroots voter outreach all the way 
to November 26. 


4. (C) Noboa\'s said he was \"working hard for the country,\" 
currently focusing on making inroads in the central highlands 
region. Thanking God, he claimed Sierra residents were 
responding well to his presence, diminishing Correa\'s prior 
advantage there. He said he felt very secure in his large 

vote advantage over Correa in the populous coastal region, 
his own electoral base. Deriding Correa\'s recent swing 
through the Amazon region as \"a waste of time,\" Noboa noted 
that the entire Amazon region had fewer votes than any single 
highland province. He said Venezuelan president Chavez\' 
remarks had helped him and hurt Correa by \"showing his true 
communist colors.\" 


5. (C) Asked whether he believed contact with members of his 
team responsible for handling FTA issues would be useful, 
Noboa responded that these contacts were best deferred until 
after the election on November 26. He also preferred that we 

not make the fact of this conversation public. Until the 

election he suggested the Ambassador contact him as necessary 
by means of his trusted confidant and head of the PRIAN 
congressional delegation, Sylka Sanchez. 


Comment 


6. (C) Noboa is an odd character, and very sensitive to 
perceived slights. This call, which we understand he was 
eager to make, showed he is also intelligent enough to 
sometimes set aside perceived slights to his large but 

fragile ego and act in his own interest. In tactical 

electoral terms, Noboa is pursuing a wise strategy in 

avoiding public encounters with outsiders and perceived power 
brokers, including us. We will respect his request that we 

not publicize the call. We are confident of maintaining a 

close and fluid relationship with Noboa should he win, 
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although his quirks will always be a factor. As president, 
Noboa\'s ability to separate personal feelings from politics 
will increasingly be tested. 

JEWELL 
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E.O. 12958: N/A 
TAGS: PTER, PGOV, PREL, MARR, CO 
SUBJECT: FARC PUBLISHES OPEN LETTER TO PROMINENT AMERICANS 


REF: BOGOTA 10337 


1. On November 9, the Revolutionary Armed Forces of Colombia 
(FARC) posted a letter to prominent Americans on its website 
(www.farcep.org). The letter, entitled, \"Open Letter to the 
People of the United States,\" was addressed to academics 
James Petras and Noam Chomsky, political figures Jesse 
Jackson and Angela Davis, and media personalities Michel 

(sic) Moore, Oliver Stone, and Denzel Washington. 


2. Begin informal Embassy translation of FARC letter: 
Open Letter to the People of the United States 


Mr. James Petras 
Mr. Noam Chomsky 
Mr. Jesse Jackson 
Ms. Angela Davis 
Mr. Michel Moore 
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Mr. Oliver Stone 
Mr. Denzel Washington 


We turn to you, as representative intellectuals and symbols 
of respected thought of the country of George Washington, 
Abraham Lincoln and Martin Luther King, to address, through 
you, the people of the United States calling upon you to 
influence your rulers for the future of peace, justice and 
fraternity of all the people in the world. 


On February 2003, the combat intelligence airplane manned by 
U.S. citizens Thomas Howes, Keith Stansell and Mark 
Gonsalves, was shot down by FARC guerrillas on Colombian 
soil, on the folds of the eastern Mountain range that extends 
towards Caqueta. The three were legitimately taken prisoner, 
while engaged in an act of war amidst an armed conflict in 

which the FARC-the People,s Army-and the Colombian State are 
fighting for power. 


Howes, Stansell and Gonsalves are alive in our custody, 
treated with respect and dignity in the jungle. They are the 
only North American prisoners of war alive in the world. 


Washington has invested billions of dollars in the framework 
of the South Command (sic) Patriot Plan, attempting a 
dangerous and senseless military rescue. That same attitude 
from President Uribe caused the recent and regrettable death 
of a former defense minister, a governor and 8 soldiers. In 
fact, during these three long years the American prisoners 
have been subjected to unnecessary risks due to military 
operations seeking to free them through blood and fire. For 
this reason we cannot include in this letter evidence of 

their survival that could bring, at least, a little peace of 

mind to their relatives, but we promise to do so in due time. 


To the people of the United States, we ask for your always 
generous solidarity, to pressure President Bush and his 
Government to change their attitude in favor of an exchange 
of prisoners of war in Colombia, or a humanitarian exchange 
as the Narino Palace prefers to call it. We must win this 
battle of humanity that can also open paths for peace with 
social justice in this country. 


Unfortunately, the hot-headed way in which President Uribe 
has handled the situation has sown the road with obstacles. 
Today, when great expectations have arisen over the swap of 
prisoners in Colombia, Uribe has rushed to say that an 
eventual exchange could not include the guerrillas \"Simon 
Trinidad\" and \"Sonia\" because they are in the hands of 
American justice. 
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Simon Trinidad, the FARC,s political sookesman during peace 
talks with the Pastrana Government in the Caguan, was 
extradited to the United States under false charges and dirty 
lies from Colombian military intelligence and the Fiscalia 
(Prosecutor General\'s Office) that can never hide the 
retaliatory nature of that decision. 


On Sonia,s national ID card, noble country guerrilla, was 
stamped the fingerprint of a drug trafficker and they even 
changed her name in order to extradite her. 


When she arrived in the United States she was confined for 

six months in a dark punishment hole. Simon has remained 
constantly chained and isolated and has been denied the right 
of legal defense before a foreign court that neither speaks 

his language nor has the right to try him. Even though he\'s 

not a member of the Supreme FARC Secretariat, the authorities 
treacherously present him as such in order to link him to an 
invented criminal conspiracy among which above all is 
terrorism. 


These actions intend to weaken the FARC\'s resistance to the 
policy of neo-liberal re-colonization and the dominance of 

the empire in Our America, that of the South. Simon and 
Sonia were extradited to the United States in violation of 

the Constitional guarantee which prohibits permanently the 
extradition of Colombian citizens for political reasons. 


It is our heartfelt wish that this exchange can put an end to 
the long captivity of the prisoners under the control of the 
contending parties, including Simon, Sonia, Howes, Stansell 
and Gonsalves. Unless the governments of Colombia and the 
United States have another reasonable option regarding these 
prisoners to which the FARC agrees. What is important is 
that all of them regain their freedom. 


To Noam Chomsky, to James Petras and to the people of the 
United States and Colombia, we invite you to raise this just 
banner of exchange and peace, that at the same time supports 
a political and diplomatic solution of the conflict. As we 

have said in a recent public communication addressed to the 
Colombian military, \"social programs, structural changes, 
peace agreements are more effective and powerful than bullets 
and operations." 


We would like to see a change of attitude in Washington,s 
government. Instead of characterizing the FARC as a terrorist 
organization, with the slimy purpose of delegitimizing a 
political organization and at the same time justifying its 
intervention in an internal conflict, think about the 

universal right of the people to rise up against unjust and 
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oppressive regimes. Simon Bolivar the Liberator has taught us 
that \"social individuals can conspire against any 

proscriptive law that has been twisted\" and \"when power is 
oppressive, virtue has the right to annihilate it\". \"The 

virtuous man rises against oppressive and unbearable 
authority in order to replace it with respected and kind 
authority" 


We have confidence in the actions of the thoughtful people 
who love peace that live beyond the Rio Bravo, who are 
seeking to resolve in a civilized way the conflicts of the 
world and the hemisphere taking into account the dignity of 
the people. 


Receive our best regards, 
Sincerely yours, 


FARC-EP, International Commission 
Raul Reyes, member of the Secretariat 
The Colombian Mountains, October 2006 


End informal Embassy translation of FARC letter. 
WOOD 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, MNUC, PARM, KNNP, KZ 
SUBJECT: DEMARCHE REQUEST: BN350 BILATERAL TALKS 


REF: EMAILS COONEY-O\'MARA-CURRY 


1. (U) This is an Action Request: Chief of Mission (or 
highest appropriate official at post\'s discretion) is 
requested to approach the highest ranking Government of 
Kazakhstan (GOK) official available, as soon as possible, 
to convey U.S. request to establish ongoing senior and 
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technical level discussions about permanent disposition 
for the BN-350 nuclear plant,s fast 

breeder reactor spent fuel (after long-term storage at the 
Baikal-1 site). Department suggests demarche to both 
Ministry of Energy and Mineral Resources and Ministry of 
Foreign Affairs on this topic. 


2. (SBU) BACKGROUND: This action request follows GOK 
President Nursultan Nazarbayev\'s September 28, 2006 
meeting in Washington, D.C. with Secretary of Energy 
Samuel Bodman. Secretary Bodman asked to open discussions 
about permanent disposition of the spent fuel and 

President Nazarbayev agreed. The USG has a long 

and successful history of cooperation on nuclear 
nonproliferation with the GOK. DOE would like to build on 
the Bodman-Nazarbayev good will as quickly as possible. A 
separate cable will follow containing text of letter to 
Minister 

of Energy and Mineral Resources Izmukhambetov from 
Ambassador Linton Brooks, Department of Energy 
Administrator, National Nuclear Security Administration 
(DOE/NNSA). Ambassador Brooks suggests Deputy 
Administrator William H. Tobey as head of delegation for 
the policy level group. The initial discussions will take 

place at senior policy levels to ensure political will and 

to better understand how the GOK intends to use the spent 
fuel. 

Washington believes a follow-on meeting of a Technical 
Level Working Group (TLWG) should take place very soon after 
the 

policy level discussion; this group would report to the 

policy level 

group. Ideally, the TLWG would begin discussion of 
options, including feasibility, cost and timelines for 
permanent disposition of BN-350 spent fuel with 
Kazakhstani counterparts in January-February 2007. 

These options would inform policy discussions and help the 
U.S. assess the potential for bilateral cooperation on 
permanent disposition. END BACKGROUND. 


3. (SBU) As a way forward, the Department and DOE have 
agreed to 

the following steps: 

-- Open the discussion with the GOK about permanent 
disposition of BN-350 spent fuel materials (after 
long-term storage at Baikal-1) by senior level demarche. 
-- Request GOK concurrence with the visit of a Senior 
level policy delegation, led by senior officials from the 
Department of Energy\'s National Nuclear Security 
Administration (DOE/NNSA) and joined by 

officials from various agencies, including the State 
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Department and participation by Embassy Astana. 

-- Senior Policy Delegation will visit as soon as possible 

after GOK concurrence, preferably in December 2006. 

-- With GOK concurrence the Technical Level Working Group 
will meet with appropriate GOK counterparts to begin 
discussion of available technical options for permanent 
disposition of BN-350 spent fuel. 


A copy of the points in para 4 may be left as a non-paper, 
at posts\' discretion, to be shared with appropriate 
Ministry of Foreign Affairs and Ministry of Energy and 
Mineral Resources officials. 


4. (SBU) BEGIN TEXT: 


-- President Nazarbayev and Secretary Bodman agreed to 
begin discussion of permanent disposition of the BN-350 
reactor spent fuel during their meeting in Washington 

in September 2006. 


-- The ongoing U.S.-Kazakhstan cooperation over BN-350 
has met significant project goals during the past year. 
We would like to build on the current successes. 


-- The U.S. remains committed to long-term storage of 
spent fuel at the Baikal-1 facility. However, in order to 
plan effectively for the permanent disposition of the 
spent fuel material after Baikal-1 we must begin to 
discuss opportunities for joint cooperation now. 


-- The U.S. proposes a joint, senior level policy group 
to establish a framework for future bilateral technical 
cooperation and terms of reference for permanent 
disposition of BN-350 spent fuel. 


-- The senior level policy group would also establish a 
joint bilateral technical working group to discuss our 
options at the expert level, reporting to the senior level 


policy group. 


-- We look forward to your response to this proposal and 
hope to be able to schedule the first discussions of the 
senior level policy group before the end of the year. 

END TEXT. 


5. (U) MINIMIZE CONSIDERED. 
RICE 
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STATE FOR EAP/ANP, S/CT, S/l, NEA AND SA 


E.O. 12958: DECL: 11/07/2016 

TAGS: PREL, MARR, MOPS, PGOV, PINR, AS 

SUBJECT: PM ASSISTANT SECRETARY HILLEN\'S CONSULTATIONS IN 
AUSTRALIA: ARTICLE 98, IRAQ, AFGHANISTAN, IRAN, DPRK, 
COUNTERTERRORISM, PACIFIC ISLANDS, AUSMIN, TSD, JOINT 
STRIKE FIGHTER, GPO! 


REF: A. SYDNEY 1432 
B. CANBERRA 1765 
C. SYDNEY 1451 


Classified By: POLCOUNS James F. Cole, for reasons 1.4 (b) and (d). 


SUMMARY 

1. (C/NF) A/S Hillen held productive talks with a wide range 
of Australian Government officials in Canberra November 2-5. 
He secured GOA consent to meet again bilaterally to consider 
an Article 98 agreement before the December 12 
Australia-United States Ministerial (AUSMIN) consultations. 
Australia reconfirmed its commitment to keep its troops in 
Iraq without deadline, and agreed to help persuade the UK to 
support poppy eradication in Afghanistan. The two sides 
discussed Iran, counterterrorism, MANPADS, and security 
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issues in North Asia and the Pacific, as well as possible 
increased U.S. engagement with New Zealand. The GOA proposed 
several new agenda items for AUSMIN and urged an early 
rescheduling of the Trilateral Strategic Dialogue (TSD) 
Ministerial, originally proposed for January 2007. Defense 
officials voiced continued concern about the ultimate cost 

and production schedule of the Joint Strike Fighter, and 
discussed contingencies in the event of a gap in Australia\'s 
air capability. A/S Hillen signed a Memorandum of 
Understanding on the Global Peace Operations Initiative 
(GPOI) that will advance cooperation and assign an Australian 
officer to the PM Bureau by December 2006. End Summary. 


2. (SBU) Following is an index of topics covered in this 
message: 


Article 98...................... para 3 
Nackte para 5 
Afghanistan....................- para 7 
(Mision doit para 9 
Counterterrorism................ para 11 
MANPADS.......................- para 14 
North Korea, China, Japan....... para 16 
Pacific Islands................. para 17 

East TIMOL sesiis para 18 
AUSMIN........ innisin para 19 


Trilateral Strategic Dialogue...para 21 
Australian Defense Capability...para 22 


New Zealand....................- para 23 
Joint Strike Fighter............ para 24 
GP Olinin para 25 
ARTICLE 98 


3. (SBU) During a November 3 roundtable at the Department of 
Foreign Affairs and Trade (DFAT), Assistant Secretary Hillen 
pressed Australian legal representatives from DFAT and the 
Office of the Attorney General (AG) for a resolution of the 
Article 98 issue in advance of the December 12 

U.S.-Australian Ministerial (AUSMIN) consultations, noting 
continued strong U.S. interest, especially from Defense 
Secretary Rumsfeld. He cited successful U.S. negotiation of 
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101 Article 98 agreements to date, noting that most countries 
were able to reach policy decisions that obviated the need 
for protracted negotiations to arrive at customized 
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agreements. He stressed that a firm decision by the GOA was 
preferable to a \"polite slow roll." Hillen suggested that 

lawyers from both countries meet for one more \"muscular\" 
exchange on the issue before the AUSMIN with a view to making 
a final determination on the prospect of achieving agreement, 
observing that the issue would be raised by the American side 
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at AUSMIN whether or not it was explicitly included on the 
agenda. 


4. (SBU) DFAT Senior Legal Adviser Penny Richards responded 
that several obstacles prevented the Government of Australia 
from agreeing to the latest U.S. proposal, including the 

overly broad scope of the agreement; U.S. engagement with 
persons already surrendered to third countries; the 

non-treaty status of the state-level Australia-New Zealand 
extradition arrangement; the lack of reference in the 
agreement to the U.S.-Australia Status of Forces Agreement; 
re-extradition of persons to third countries that might be in 
conflict with obligations not to surrender American citizens 

to the International Criminal Court; and the need to 
accommodate confidentiality requirements under the Rome 
Statute. The Australian side agreed with A/S Hillen\'s 
suggestion for lawyers to meet for a final attempt to resolve 
differences before December 12, adding the caveat that the 
Minister for Foreign Affairs, the Minister for Defence and 

the Attorney General would need to approve any agreement. 
Participants did not discuss a date for the next meeting of 
the lawyers. 


IRAQ: GOA Reaffirms Commitment to Stay \"For the Long Haul\" 
5. (C) Senior officials, including Defence Minister Brendan 
Nelson, Chief of the Defence Force (CDF) Angus Houston and 
DFAT Deputy Secretary David J. Ritchie, reaffirmed to A/S 
Hillen on several occasions Australia\'s commitment to Iraq, 
including provision of military forces without a timetable 

for withdrawal. DFAT Deputy Secretary David J. Ritchie, 

during a November 3 roundtable, told Hillen that there was 

\"no daylight\" between U.S. and Australian views of Iraq and 
stated flatly that there was \"no current thinking of pulling 

out,\" although Australia may make some adjustment to its 
tasks, as needed. CDF reassured A/S Hillen that Australia 

was in lraq for \"the long haul,\" but expressed concerns about 
the commitments of other Coalition members. ADOD Secretary 
Ric Smith added that the issues had become \"highly 
politicized\" and that there was pressure to show progress 
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before the next election. Ritchie reaffirmed that any 
withdrawal of Australian forces would depend on circumstances 
on the ground; Australia would not set a timetable, despite 
strongly negative domestic views about the deteriorating 
situation in Iraq and the continued involvement of Australian 
troops. He said polls showed Australians wanted Australian 
troops to be withdrawn from Iraq \"but not precipitously.\" 
Public opinion was partly driven by U.S. views, but also by 
public perceptions that Iraq was in chaos, the Coalition was 
bogged down, and the war was \"unwinnable.\" Ritchie urged 
close, advance consultation on any planned changes in U.S. 
tactics, establishment of benchmarks or milestones for the 
Iraqi Government, or plans for withdrawal of U.S./Coalition 
forces, asserting that \"We want to make sure we aren\'t 
surprised.\" 


6. (S/NF) A/S Hillen underlined the need for Coalition 

partners to remain engaged in Iraq to prevent the greater 
chaos that would attend a precipitous withdrawal. He assured 
his Australian hosts that domestic political shifts in the 

United States would not affect the President\'s overall 
strategy in Iraq over the next two years, predicting that 
Congress would continue to support U.S. troops there 
regardless of the results of the mid-term elections. He took 
on board the GOA wish for continued close consultations on 
any planned changes in Iraq. CDF Houston expressed \"grave 
concern\" about the Maliki Government\'s inability, and 
unwillingness, to reign in the ShiVite militias. Maliki\'s 
blatantly partisan tactics of dealing with the militias 

threatened the legitimacy of the unity government, Houston 
said, and patience within the international community was 
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wearing thin. He asked if the U.S. had any plans to deal 

with the militia problem itself. A/S Hillen stated that U.S. 
intervention was among the range of possible options, but the 
expectation was that the Iraqis would address the militia 
issue themselves, with Coalition assistance. 


7. (C/NF) A/S Hillen outlined coalition objectives in 

Afghanistan, noting the importance of putting in place 

programs and systems of sustainable governance in areas where 
the insurgency was being effectively tamped down. Overall, 
there was no reason for pessimism about Afghanistan\'s future. 
The United States took the long view, cognizant that 

assisting the new democracy would be a 10-20 year project. 


Column 3 

He disclosed that the United States was planning to announce 
a large reconstruction program, focused mainly on 
infrastructure, ¡.e., roads and the electricity grid. It was 
important to help President Karzai shift his focus to needs 
outside Kabul. While the resurgence of the Taliban in some 
areas was discouraging, on the positive side, the Taliban was 
not attempting to establish alternative government 

structures. Hillen assessed that NATO was doing well overall 
but lacked capacity to integrate military and civil aspects 

of their operation. A/S Hillen noted that the opium trade 
remained the greatest threat to security, as drug smuggling 
provided the Taliban with a continual source of income. He 
said that the key to stopping the drug trade was finding 

viable livelihood alternatives; a difficult task when the 

best case scenario projected that eight years from now, 
former poppy farmers would only be making 35% of what they 
currently earn growing poppies. A/S Hillen expressed 
frustration that the British were slow to acknowledge the 

link between the opium trade and Taliban resurgence. A/S 
Hillen asked the Australians to weigh in with the British to 
convince them to aggressively pursue eradication. 


8. (C/NF) The GOA welcomed A/S HillenYs announcement of plans 
for an infrastructure package. Deputy Secretary Ritchie, 

Defence Secretary Smith, and DFAT Secretary LVEstrange agreed 
to help persuade the UK about the nexus between terrorism and 
narcotics. Smith and Ritchie noted they would have an 

opportunity to raise the issue with the British at their 

annual Pol-Mil talks with the UK the following week. 

Secretary Smith suggested that the best solution to opium 
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cultivation might be to mirror farmer subsidy programs, 
whereby the Coalition forces would purchase the poppy crops. 
The Australians agreed with A/S Hillen\'s overall assessment 
of the situation in Afghanistan, including the need for 
President Karzai to extend his writ beyond the capital. The 
Afghan people were frustrated over the lack of services and 
the governmentVs failure to provide them, Ritchie told him; 
thus the focus should remain on reconstruction. Ritchie gave 
an upbeat readout of Australia\'s cooperation with the Dutch 
in Oruzgan Province, adding that the new Australian Embassy 
would be collocated with that of the Dutch in Kabul. He 
agreed with A/S Hillen\'s negative assessment of President 
Musharraf\'s peace deal with Waziristan\'s tribal elders, 
adding that Pakistan needed to do more against the Taliban. 
Ritchie commented that Afghanistan enjoyed wide bipartisan 
support in Australia, and the Australian Government was also 
somewhat optimistic about its future. Australian troops 
deployed there were committed for two years but the GOA 
expected to have forces beyond that time frame. 
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IRAN: Australia \"Deeply Worried\" 

9. (C/NF) Diverging from the prepared agenda at Australia\'s 
request, A/S Hillen outlined the four-pronged U.S. strategy 
towards Iran, including pressure to end its nuclear program. 
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Iran, whose success would encourage other states with nuclear 
ambitions, was more problematic than North Korea, he 
observed. Unlike the latter, Iran was not surrounded by 
strong states with the will and ability to apply pressure on 

it to denuclearize. The United States remained concerned 
also over Iran\'s continued belief in the efficacy of 
supporting sub-national or non-state actors. On Iran\'s 
relationship to Iraq, the United States wanted Iraq to be 
strong enough to resist Iran but not so strong that it could 
threaten its neighbors. A/S Hillen concluded by noting U.S. 
efforts to restrain Israel from reacting rashly to Iranian 
behavior. 


10. (S/NF) David Ritchie said Australia was deeply worried 
about Iran. Iran saw itself as part of the Persian Empire, 
rather than of the Arab world, and aspired for dominance 
among the Shia and pre-eminence in the region. Iran had 
calculated that it was prepared to live with some level of 
sanctions over its nuclear program, Ritchie commented, adding 
that the GOA and the U.S. needed more intelligence on Iran\'s 
clandestine weapons and nuclear program. Financial 
intelligence showed the varying ways in which Iran was using 
the banking system. Ritchie underlined the need for the 
international community to confront President Anmadinejad\'s 
\"fake argument\" that Iran\'s nuclear program was designed to 
meet its energy needs. He worried that mild sanctions 
against Iran would only reinforce the notion that there was 
little cost in proceeding with nuclearization. First 

Assistant Secretary for the Americas Division Les Luck 
interjected that like-minded states should involve China, 

along with Russia and the Europeans, more deeply in 
confronting Iran. Ritchie countered that the Europeans were 
weak on Iran. Vice Chief of the Australian Defence Forces 
(VCDF) Ken Gillespie stated that Iran wanted to cause the 
U.S. as much \"grief\" in Iraq as possible, but that the 

Iranians didn\'t actually want Iraq to collapse. A/S Hillen 
agreed, noting that Iran preferred the \"status quo\" of an 

Iraq simmering with insurgency, but not imploding into 
full-scale civil war. A/S Hillen stated that the Arab 

nations remained extremely worried about Iranian regional 
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hegemony and needed continued assurances that the U.S. was 
not going to abandon them. 


11. (C/NF) DFAT Assistant Secretary for Counterterrorism 
Perry Head summarized recent Australian initiatives in 
countering terrorism, which he termed the GOA\'s highest 
priority. The GOA had enhanced its CT presence in Southeast 
Asia and provided new resources for DFAT, enabling it to 
create new offices for coordination and policy. Surveying 
Australia\'s most significant CT challenges in the region, 

Head listed terrorism in the Philippines as a major concern, 
along with the difficulty of achieving effective CT 

coordination with the GRP. While the terrorism threat from 

Jl in Indonesia remained high, Australia was pleased with the 
level and pace of its CT cooperation with the Government of 
Indonesia, which Head characterized as proceeding as well as 
could be hoped. Ritchie interjected that Australia expected 

to sign the Framework Agreement for Security Cooperation with 
Indonesia on November 13. Malaysia was \"still doing a good 
job\" on CT, with bilateral cooperation proceeding 
satisfactorily. In Thailand, unrest in the South appeared to 

be more the result of local grievances rather than agitation 

by international jihadists. Ritchie noted that prospects for 
addressing terrorism in southern Thailand appeared to be 
better with the post-coup leadership of the Thai Government. 
In addition to promoting regional CT cooperation, Australia 
was engaging extremist ideology in the \"Battle of Ideas.\" 
Head cited several examples of cooperation with Indonesia on 
this front, including collaborating with the GOI on a film 
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featuring victims of terrorism. Head drew attention to 

Foreign Minister Downer\'s November 1 speech \"Terrorism: 
Winning the Battle of Ideas\" (Ref C), which outlined the GOA 
strategy to retake the high ground in this area. First 
Assistant Secretary for International Security David Stuart 
commented that resolution of the Israeli-Palestinian conflict 
would remove a rallying point for extremists. David Ritchie 
observed that Australia had had little success engaging India 
on CT cooperation, adding that Australia was worried also 
about Bangladesh. 


12. (C/NF) Referring to the recently concluded Trilateral 
Counterterrorism meeting in Tokyo, Perry Head said the GOA 
remained concerned that Japan lacked effective internal 
coordination, which did not auger well for progress in 
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cooperating on CT. It was important to try to make progress 
with Japan in this area. Ritchie suggested that the 

Trilateral Strategic Dialogue (TSD) table the issue of 
Japanese coordination at the TSD Ministerial in early 2007. 


13. (C/NF) Referring to countering extremist ideology, A/S 
Hillen foreshadowed renewed energy on the part of the United 
States in addressing the Israeli-Palestinian problem. He 
concurred that the United States and others needed to be more 
effective in the battle of ideas. Hillen praised Indonesian 
cooperation on counterterrorism, pointing to the large number 
of arrests of terrorist suspects, and hinted that the 

President likely would visit Indonesia on the margins of 

APEC. He agreed with the GOA\'s view of the difficulties in 
eliciting cooperation from the Philippines, ruefully 

observing that, while there had been little return on the 

U.S. investment in the RP, the opportunity costs were too 

high for the U.S. not to be engaged. A/S Hillen agreed with 
the concerns Australia expressed about Japan, underscoring 
the importance of getting trilateral cooperation \"out of the 
gate.\" 


14. (C) A/S Hillen, referring to the USG Deputies Committee 
decision to make MANPADS a global priority, noted that, of 

the estimated 50,000 loose MANPADS, about 19,000 had been 
destroyed or secured with another 5,000 targeted for 
destruction. Key target countries were Yemen, Afghanistan 
and Iraq. He mentioned that the United States had quadrupled 
spending on the manpads issue, and planned to appoint a 
special representative on manpads. Hillen added that he 
headed a task force to coordinate efforts from the 

intelligence community, Customs, State Department, and other 
agencies. The U.S. planned to conclude agreements with 
producers and would look at buying out some state producers, 
such as Bulgaria. 


15. (C) David Stuart said the recent MANPADS conference in 
Washington, D.C. had been useful. The Australia Government 
wanted to be able to announce progress on airport security 
and stockpile security, and hoped to make a solid 
announcement at APEC. 


16. (C) ADOD Deputy Secretary Mike Pezzullo stated that 
Australia would interdict North Korean vessels traveling 
within its jurisdiction, and were exploring options for 
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interdictions outside of Australian jurisdiction. He said 

that pressure needed to be placed now on the \"like-minded\" 
community to take action against the DPRK, before the 
momentum created by UNSCR 1718 begins to dissipate. Pezzullo 
added that this crisis was the \"perfect alignment\" needed to 

get the Japanese to push past their Constitutional reluctance 
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and to take a more active role on the world stage. North 

Asia First Assistant Secretary Peter Baxter welcomed the 
successful U.S.-China collaboration in getting North Korea to 
agree to return to the Six Party Talks (6PT). \"When the cost 
went up, China finally used the muscle it had always had,\" he 
observed. Australia was pleased with Japan\'s overture toward 
China. Baxter characterized Prime Minister Abe\'s recent 

visit to Beijing as more useful than his visit to Seoul. 

South Korea was the \"weak link,\" he added; it already was 
looking at resumption of the 6PT as an excuse to review its 
commitment to implementing UNSCR 1718. GOA relations with 
Japan were moving quickly; Australia wanted to position 

itself as Japan\'s natural partner, after the United States, 

he said. Australia was negotiating a framework agreement on 
security cooperation with Japan, and had provided the text to 
Tokyo. This would build on the 1996 Joint Declaration 

between the two countries. In a subsequent meeting, DFAT 
Secretary L\'Estrange also commented favorably on the changing 
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mood between Japan and China, and Japan\'s willingness to take 
a hard line on the DPRK. He marveled that his Japanese 
interlocutors were prepared to give their personal views 

along with the GOJ policy line during his most recent trip to 
Japan, which had never happened previously. 


17. (C/NF) Deputy Secretary David J. Ritchie and First 
Assistant Secretary of the Pacific Division David A. Ritchie 
(different middle initial) briefed A/S Hillen on key issues 

and trouble spots in the Pacific. In broad strategic terms, 
the situation in the Pacific was in a trough. Governance was 
an issue throughout Melanesia. It was important for Pacific 
countries to understand that it was not just Australia but 

the international community that was concerned about good 
governance. The Deputy Secretary echoed DFAT Secretary 
L\'Estrange\'s and Deputy Defence Secretary Pezullo\'s separate 
appeals for support for Australia\'s message in this regard, 
including a request that the United States weigh in with 
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Taiwan, and to a lesser extent China, on the need to avoid 
using assistance in ways that undercut good governance and 
sustainable development. Taiwan\'s motivation in conducting 
checkbook diplomacy was political recognition. FM Downer\'s 
focus was on Taiwan, rather than China for which the GOA had 
less evidence of outright funding of politicians. 


-- SOLOMON ISLANDS: The GOA noted Taiwan was blatantly 
bankrolling Solomon Islands (SI) politicians, and there were 
signs Taiwan was preparing to fund an alternative to RAMSI\'s 
police function. The SI had invited Taiwan to provide forces 
for the police or army. PM Sogavare was anti-Australia and 
trying to do away with RAMSI. Anti-Australian sentiment was 
growing in the Solomon Islands. Sogavare had physically 
threatened Deputy Secretary Ritchie when the latter had 
called on him to protest the expulsion of Australia\'s High 
Commissioner. The Pacific Island Forum had been useful in 
getting a consensus that protected RAMSI, at least 
temporarily. Australia\'s strategy was to work below the 

radar in maintaining RAMSI until Sogavare was voted out of 
office. Sogavare\'s chief worry was that Australia would 
expose corruption and begin arrests of SI politicians, up to 
and including the Prime Minister. 


-- FIJI: CDF Houston stated that, at this time, Australian 

military planning for Fiji was limited to evacuation of 

Australian citizens. In the event of a coup, he said, 

Australia would seek to work through means other than 

military intervention to stabilize the country. Houston 

added that, with 4,000 good Fijian soldiers on the ground, 

any intervention by an outside force would be \"a tough nut to 
crack.\" Other interlocutors noted GOA intelligence showed 
that Fiji Defense Chief Frank Bainimarama had been planning a 
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coup for some time. He was expected to transit Los Angeles 
on/about November 4 en route to Suva. Australia hoped the 
United States would be able to give him a strong warning 

against mounting a coup during his U.S. transit. To Brig. 
General Toolan\'s question about the legal or financial 
consequences of a coup, the GOA confirmed that there would be 
consequences, but, unlike the United States, there was no 
mechanism for an automatic cutoff of funding. The Australian 
side suggested there might be some leverage over Fiji through 
its extensive involvement in peacekeeping operations. 


-- PAPUA NEW GUINEA: (C/NF) Defence Intelligence 
Organisation Director Major General Maurie McNarn described 
the looming AIDS crisis in PNG, which threatens to 
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destabilize the nation. He said that the rate of AIDS 

amongst the population could reach 2.5 percent, which would 
cause hospitals to collapse. MG McNarn also predicted that 
the food supply could experience significant disruptions, as 

the bulk of subsistence agriculture in PNG was done by women, 
and women were being infected with AIDS at a greater rate 
than men. McNarn added that Australia could be the first 
Western nation to have a major AIDS crisis directly on its 
border. He said that Australia was providing aid to PNG, but 
given the rampant corruption of the PNG government, there was 
a limit to how much the GOA could do. 


18. (C/NF) During a November 3 meeting, Secretary of the 
Department of Foreign Affairs and Trade Michael L\'Estrange 
thanked the United States for its assistance to Australian 
forces during their intervention in East Timor. He termed 

the situation in East Timor \"depressing,\" pointing to 
continued political infighting. FRETELIN seemed more 
determined than ever to run its own course, and had been 
provoking unrest as a means of discrediting Australian forces 
in favor of a blue-helmet UN force. Separately, Deputy 
Secretary of Defense for Strategy Pezzullo reaffirmed the 
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GOA\'s deep appreciation for U.S. and British support for 
maintaining the Australian green-helmet mission in East 
Timor. He described working with the UN Department of 
Peacekeeping Operations (DPKO) as a \"horror,\" and said that 
the UN had done everything possible to denigrate the 
Australian green-helmets in favor of promoting the 
blue-helmets. He expressed disbelief that the UN refused to 
acknowledge that Australia was a competent military force 
able to take the East Timor issue \"off the hands\" of the 
overstretched DPKO. 


AUSTRALIA-UNITED STATES MINISTERIAL CONSULTATIONS (AUSMIN): 
Agenda Suggestions and Format 

19. (C/NF) Over a November 3 working lunch hosted by First 

Assistant Secretary for the Americans Division Les Luck, the 

Australian side made several proposals for the 2006 AUSMIN 

agenda. Deputy Secretary for Strategy Michael Pezullo 

suggested adding updates and plans for defense 

interoperability, Joint Combined Training Capability (JCTC), 

Global Peace Operations Initiative (GPOI), and Missile 

Defense (MD), all of which had been agreed at the 2004 
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AUSMIN. Luck proposed combining A/S Hillen\'s suggestion that 
the Alliance refocus on regional capacity-building, made 

during his November 2 address to the Kokoda Dinner, with the 
latest U.S. global initiative to combat nuclear terrorism to 

identify new measures and outcomes that might build regional 
capacity to address nuclear terrorism threats, e.g., from 

North Korea. The Australian side also proposed adding 
Intelligence, Surveillance and Reconnaissance (ISR); 
nation-to-nation training capability; space; International 
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Traffic in Arms (ITAR) regulations; regional capacity 
building; increased use of Australia territory for training; 
U.S. Global Defense Posture; intelligence-sharing and 
National Disclosure Policy; Trilateral Strategic Dialogue 
process and challenges; and Asian architecture, including 
APEC and EAS. Expanding on the topic of East Asian 
architecture, the Australian side noted that Prime Minister 
Howard favored including India in APEC and reaffirmed the 
GOA\'s view of the importance of maintaining the primacy of 
APEC as the only vehicle that brings together all of the 
heads of government -- including the U.S. President. 
Assistant Secretary for the United States Branch, Allaster 
Cox, defined the GOA\'s strategic interest in regional 
architecture in terms of ensuring that the United States 
remained engaged. 


20. (C/NF) A/S Hillen, who had opened the discussion by 
inviting suggestions for agenda items in addition to export 
controls and Article 98, noted that the PM and EAP bureaus 
had been working on the agenda and plans for AUSMIN. He 
opined that some items might be incorporated into the joint 
communique, for example, reaffirming the ongoing commitment 
to Iraq and Afghanistan. Hillen agreed that AUSMIN 
represented a way to challenge both parties to move forward, 
for example, with the JCTC. He concurred that it would be 
important to announce the important progress that had been 
achieved in implementing the National Disclosure Policy. DCM 
Quinlan interjected that some issues remained regarding 
intelligence sharing with some members of the IC. Regarding 
the discussion of regional architecture, Hillen reminded the 
Australians that any agenda item would need to be tightly 
focused, and asked the GOA to provide a preview of what 
Australia hoped to accomplish. On process, he said he and 
EAP A/S Hill would together agree on the AUSMIN agenda for 
the State Department. He took on board the Australia\'s 
strong preference to keep the sides small -- 4 plus 4, if 
possible. The Australian side likely would comprise Foreign 
Minister Downer, Defence Minister Nelson, Secretary of the 
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Department of Foreign Affairs and Trade L\'Estrange, Secretary 
of the Department of Defence Warner, Chief of the Defence 
Force Angus Houston, Ambassador Richardson, Secretary of the 
Department of Prime Minister and Cabinet Peter Shergold, and 
one other. A/S Hillen agreed on the desirability of 

discussing at AUSMIN the allies\' expectations for Japan, with 

a view to considering imposition of deadlines on Japan to 

spur it to accomplish specific objectives. This would be 
especially important, as Japan planned to create a ministry 

of defense and to stand up a new intelligence agency. 


TRILATERAL STRATEGIC DIALOGUE (TSD): GOA Seeks an Early 
Ministerial in 2007 

21. (C/NF) Secretary L\'Estrange observed that the TSD in New 
York had made practical progress on counterterrorism, 

maritime security and disaster relief. The proposed TSD on 

the margins of APEC in Hanoi would be too short to allow for 
much discussion beyond APEC and North Korea. He expressed 
disappointment that the Secretary\'s proposed January TSD on 
the West Coast would slip, adding it would be a pity if it 

drifted to the April-May timeframe. (Foreign Minister Downer 
said the same thing to us separately.) L\'Estrange appealed 

for the U.S. side to set a new date for the TSD as early as 
possible in 2007, with enough time to cover a longer agenda. 

He restated Australia\'s interest in engaging India in 

multilateral discussions -- not in the TSD but perhaps on the 
margins of other meetings. 


22. (C) Pezzullo mentioned that the GOA would likely come out 
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with a new strategic update in the first quarter of 2007. 

The update would acknowledge that Australia has two major 
strategic missions. The first, and primary mission, of the 
Australian Defence Force (ADF) would be to take the leading 
role to quell conflicts in the immediate region, an area 
Pezzullo defined as covering more than 10 percent of the 
world\'s surface. The ADF\'s secondary mission would be to 
make meaningful contributions in global missions outside of 
Australia\'s immediate region. In these conflicts, Australia 
would not be a \"framework leader." 


NEW ZEALAND: No Free Pass 
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23. (C) According to Pezzullo, Australia supports efforts to 
ramp up U.S.-New Zealand dialogue and move past the nuclear 
debate. He added, however, that New Zealand should have to 
pay a \"negative premium\" for its continued stance on 
nuclear-powered ship visits. \"New Zealand can\'t opt out of 

the nuclear issue,\" he said, \"and still be full players in 

the Alliance.\" A/S Hillen agreed, and noted that New Zealand 
would have to be willing to be a larger player in other 

issues, in order to move the nuclear issue \"off the center.\" 


24. (C) Defence Materiel Organisation CEO Stephen Gumley 
thanked A/S Hillen for his efforts to address Australian 
concerns regarding the technology transfer process, including 
the question of dual nationals. Gumley stated that A/S 
Hillen\'s advocacy had gone a long way towards reassuring the 
GOA that its companies would not be left at an insurmountable 
competitive disadvantage in the Joint Strike Fighter (JSF) 
project. Gumley stated, however, that the Australian 
government could not agree to buy the JSF until it knows how 
much it will cost. Since the ultimate price of the JSF will 

be dependent on how many countries agree to buy it, he added, 
there will need to be a \"hard conversation!" in the near 

future. Gumley also reiterated that Australia was truly in 

the \"hot seat\" with its \"strategic bet\" on JSF, because if 

JSF fell through, Australia would be left without any air 
capability by early in the next decade. If the JSF project 

were to be significantly delayed, Chief Capability 

Development Group Lt. Gen Hurley said, and if Australia\'s 
ageing fleet of F-111 could not be further maintained, 

Australia might need to ask the U.S. for access to its 
airplanes, including taking U.S. production slots. Hurley 
described this as a \"crisis scenario only\" fall-back 

position, but one for which the U.S. should be prepared. 


25. (C) A/S Hillen and ADOD Secretary Ric Smith signed a 
Memorandum of Understanding on joint activities under the 
Global Peace Operations Initiative (GPOI) umbrella. As part 
of the GPOI MOU, an ADF officer will be assigned to the PM 
bureau at State, beginning in December 2006. 
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SUBJECT: (S) HONDURAN FUEL BID COULD SUPPORT FMLN, LEAD TO 
EXPROPRIATIONS, AND PIT U.S. FIRMS AGAINST EACH OTHER 


REF: TEGU 2048 AND PREVIOUS 
Classified By: DCM James Williard for reasons 1.4 (b) and (d) 


1. (S/NF) Summary: This cable presents Post\'s best 
assessment of the current state of play and the political 

intent behind recent and upcoming steps in the bid 

solicitation process for fuel imports into Honduras. Among 
potential pitfalls are: (a) the threatened expropriation of 
millions of dollars of U.S. investor assets and the possible 
stranding of millions of dollars of additional assets; (b) 

the possibility that the winning firm could, wittingly or 

not, become an instrument for influencing upcoming Salvadoran 
elections; (c) the possibility that if a U.S. firm makes the 

short list and requests advocacy support, the USG could find 
competing U.S. firms both being prejudiced by the bid process 
and potentially benefiting from it; and (d) if the bid 

solicitation process is vacated by the GOH for any reason, 

the door could be opened to explicit or veiled deals with 
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Venezuela\'s PDVSA. There is a relative calm on this issue at 
the moment, as the GOH plots its next move. The USG should 
take advantage of this pause to do likewise. As this cable 
makes clear, there are several possible evolutions to this 
process, many of which would present the USG with difficult 
challenges. End Summary. 


2. (S/NF) As reported septel, On November 1 the GOH 
accepted faxed expressions of interest from 15 companies 
interested in supplying fuel to Honduras under the fuel bid 
solicitation. Post has reported (ref A) on this bid process 
extensively. Two of the companies were subsequently excluded 
from the process for incomplete bid submissions, leaving 13 
known participants. Technical review of those bids is 
ongoing, and few details are publicly available. From 
publicly available accounts, it appears that four U.S. firms 
have submitted bids. These firms include Conoco Phillips, 
West Port Petroleum, Atlantic Trading, and Luis Dreyfus 
Petroleum. The GOH has ten working days to complete its 
technical review of potential bidders, and create a short 

list of bidders who will be invited to improve their offers. 


3. (S/NF) It is vital that the USG use this short window of 
time to better understand and prepare for the possible 
implications and complications posed by this process moving 
forward. This cable presents Post\'s best assessment of the 
current state of play and the political intent behind recent 
and upcoming steps in the bid solicitation process. Among 
potential pitfalls are: (a) the threatened expropriation of 
millions of dollars of U.S. investor assets and the possible 
stranding of millions of dollars of additional assets; (b) 

the possibility that the winning firm in the bid solicitation 
could be Dutch firm Trafigura, which has existing ties to 
left-leaning officials in both Nicaragua and El Salvador and 
could therefore wittingly or not become an instrument for 
influencing upcoming Salvadoran elections; (c) the 
possibility that if a U.S. firm makes the short list and 
requests advocacy support, the USG could find competing U.S. 
firms both being prejudiced by the bid process and 
potentially benefiting from it; and (d) if the bid 

solicitation process is vacated by the GOH for any reason, 
the door could be opened to explicit or veiled deals with 
Venezuela\'s PDVSA. Let\'s examine each of these issues 
briefly. 


4. (S/NF) A longstanding and still unresolved problem faced 
by the GOH involves storage and offloading facilities. For 
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the GOH plan to nationalize and monopolize fuel imports to 
work, the GOH must have sufficient infrastructure available. 
At present they do not. They have therefore pressed several 
times for U.S. firms Esso and Texaco (the owners of a 
significant percentage of Honduran fuel storage capacity) to 
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agree to allow the winner of the bid solicitation to use 

those facilities. Esso and Texaco each declined to 
participate in the bid solicitation, and each has declined to 
allow third parties to use its storage facilities, citing 

legal and safety concerns and noting that they intend to 
continue using those facilities themselves for their own 
imports. The GOH has recently again hardened its rhetoric, 
emphasizing both that the U.S. firms will not be permitted to 
continue importing, and that if necessary the GOH could 
compel use of the facilities. 


5. (S/NF) This raises at least three potential property 

rights issues of which Post is aware: First, these firms 
currently enjoy import access to the Honduran market, and 
have spent decades establishing multi-million dollar 
enterprises here. The GOH threatens to close that market, 
monopolize imports, and rescind these firms\' right to import 
fuels. This clearly violates the spirit of CAFTA, in that it 
closes the market and decreases competition. It also might 
constitute a taking by force by the GOH of an existing 
commercial right, with the effect of causing harm to U.S. 
investors. 


6. (S/NF) Second, while the GOH has denied any intent to 
expropriate U.S. firms\' storage facilities, they have 
continually threatened to compel their use if and when a bid 
winner is identified. A seizure or compelled use of these 
facilities would raise the question of expropriation, and 
could easily lead to international lawsuits or invocation of 
existing bilateral investment treaties. Even if the GOH does 
not use these facilities, merely rescinding the firms\' right 

to import has the effect of stranding the assets, potentially 
another ground for legal action by the firms. 


7. (S/NF) Third, these companies have invested tens of 
millions of dollars in downstream infrastructure (gasoline 
stations, for example), an investment that is predicated on 
repayment via long-term contracts to market their brand of 
gasoline. The GOH threatens to allow service stations to 
abrogate these contracts, again potentially causing 
significant financial harm to U.S. investors. Similarly, 
denying the firms the right to import would cause breech of 
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contract with suppliers, and could force the firms to breech 
their own contracts with their clients. In other words, if 

they are prohibited from importing, they cannot supply their 
stations, and would therefore be in breech. Worse, they 
would then be publicly pilloried by the GOH for leaving 
Honduras \"unsupplied\" with a vital economic commodity, thus 
\"proving\" that the U.S. firms were never really reliable 
partners. (Note that in 80 years, even during the worst 
times after Hurricane Mitch, these U.S. firms never once 
failed to supply Honduras with fuel. Dangerously low supply 
situations have always been handled by swapping with other 
importers, a situation that would be almost impossible once 
the firms are forced to give up their supply networks under 
the new system the GOH seeks to establish. End note.) 


8. (S/NF) There are credible reports of Dutch firm Trafigura 
negotiating contracts with left-leaning mayors in Nicaragua 
and El Salvador. Trafigura is believed to maintain good 
relations with Venezuela, and it is Post assessment that 
these actions are likely motivated more by profits than by 
politics on the part of Trafigura. Nevertheless, to the 

extent Venezuela is party to any preferential deals with 
Trafigura, such support for FMLN and FSLN mayors fits the 
Chavez agenda of expanding leftist populism in the region. 
Glencore (former employer of the founders of Trafigura) is 
also the largest supplier of bunker fuel for electricity 
generation in Honduras, and manages fuel imports for the 
Nicaraguan petroleum company. It is unclear if Glencore and 
Trafigura maintain any business ties (though both have spotty 
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records that include accusations of embargo busting, bribery, 
and causing environmental damages.) 


9. (S/NF) It was clear in the run-up to the recent Nicaraguan 
elections that Venezuelan President Hugo Chavez intended to 
use his petrodiplomacy to support FMLN candidates in 
Nicaragua. It is unclear to what extent he succeeded, in 

part due to a lack of delivery infrastructure. (For example, 

a 250,000 gallon delivery faltered in October, when only 
60,000 gallons could be delivered, leading Nicaraguan bus 
companies to reject the delivery and embarrassing Venezuela.) 
Similar reported deals with Salvadoran FSLN mayors suggest 
Chavez is following the same strategy in preparation for the 
upcoming Salvadoran elections. To succeed, Chavez would need 
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to overcome the infrastructural obstacles that hampered his 
Nicaraguan efforts. 


10. (S/NF) Once again, Trafigura enters the picture. 

Credible reports indicate that Trafigura has agreed to 
purchase 50 percent of Honduran gasoline marketer DIPPSA. In 
addition to 108 gas stations, DIPPSA also owns offloading and 
storage facilities in Tela (on the Atlantic coast) and in San 
Lorenzo (on the Pacific coast, within an easy drive of both 
Nicaragua and Salvador). If Trafigura were to win, it could 
supply the storage, distribution and marketing (through its 
regional chain of PUMA gas stations) for Venezuelan product. 
Trafigura would be enticed by such a deal, since it would 
dramatically expand its footprint in the region and better 
position it to dominate the market, whether the market were 
liberalized in the future or not. For its own political 

reasons, PDVSA and the GOV could use Trafigura/PUMA/DIPPSA as 
its agent to deliver the products intended perhaps to sway 

the elections. (Note: Trafigura, through its Copensa 
subsidiary, also has over 600 thousand barrels of storage 
capacity in Puerto Barrios, Guatemala, but it,s on the wrong 
coast and industry experts assess that it would be cost 
prohibitive to transport from there to El Salvador. End 

Note). 


11. (S/NF) For its part, the GOH would support such an 
outcome for several reasons: the leftist ideologues 
surrounding President Zelaya (Patricia Rodas, Milton Jimenez, 
Enrique Flores Lanza, and others) would support the deal 
because it propels a shift leftward in regional politics. 

Others in the administration might support the plan as a 
popular domestic political move that improves the Liberal 
party\'s chances for victory in 2009. Others (including 
activist Juliette Handal) would support the deal because they 
continue to hold the misguided belief that nationalized 
markets are more efficient and deliver cheaper prices than 
competitive ones, and would see success in this bid 
solicitation as vindication (and possible fodder for their 

own political aspirations). Finally, some in and out of the 
Honduran government are almost certainly angling for an 
illicit percentage of what could be a nearly USD 1 billion 
contract. 


12. (S/NF) Such an outcome damages USG interests in at least 
two significant ways; first, it potentially shifts the 

balance of regional power towards Chavez and to the left more 
generally, especially if he is successful in influencing the 
Salvadoran election. Second, by appearing to lend legitimacy 

to a deeply flawed concept, anything that could be portrayed 

as success in this fuel solicitation undermines support for 
competitive markets and free trade. That in turn potentially 
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threatens U.S. investments elsewhere in the hemisphere, and 
also diminishes already waning support for regional trade 
liberalization treaties. In its worst manifestations, such 

an outcome could be used to buttress attacks on 
\"neoliberalism\" and democratic reforms more broadly, further 
contributing to the growing public disaffection for 

democratic institutions already being seen throughout Latin 
America. 
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Why Winning Could Be Worse Than Losing 


13. (S/NF) Let us imagine an entirely different scenario for 

a moment: What if a U.S. firm wins the bid solicitation? 

Conoco in particular has made what appears on the surface to 
be a very attractive offer. If they are short-listed (or win 
outright), their new contract will come directly into 

conflict with the rights of existing investors Esso and 

Texaco. This could expose Conoco to lawsuits from these 

firms on the one side, or failure to comply with the terms of 

its bid on the other. Post is convinced the bid solicitation 

is illegitimate and ill-advised. But could the USG come out 
against the process if a U.S. firm wins? That would be 
tantamount to vetoing a one billion dollar contract. On the 

other hand, how could the USG possibly support, say, Conoco 

if the process itself could lead to the significant financial 
damages outlined above for Esso and Texaco? (Comment: The low 
Conoco offer is puzzling, given the potential conflicts with 

Esso and Texaco. That said, Conoco works closely with Texaco 
in a number of joint ventures and Post doesn,t rule out the 
possibility that they are working together in some fashion. 

End Comment). 


14. (S/NF) Generally, the USG takes a neutral stance in 
advocacy cases where U.S. interests are arrayed on both 
sides. In this instance, however, such a comfortably neutral 
stance is not tenable, because it would amount to an 
endorsement of an otherwise illegitimate process. Worse, it 
might be read (correctly) by the GOH and others as the USG 
tying its own hands, rendering itself unable to influence the 
flow of events that might by then be trending in a direction 
that favors Chavez and a resurgent left in the region. 


15. (S/NF) For the time being, Post favors a two-pronged 
message: First, the rights of existing investors must be 
respected. We support liberalization, not monopolization; 
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opening of markets rather than closing them off; and 
increasing competition rather than reducing it. Any de facto 
or de jure expropriation of existing rights or capital 
investments would have dire consequences, to include hefty 
demands for compensation. Second, we continue to press for a 
fully transparent solicitation process, carried out according 

to accepted international standards and under market 
conditions. This message will work well enough in the short 
term, as we doubt the GOH is prepared to meet each of these 
conditions. Then, once a short list comes out, if there are 

no U.S. firms on it, we can continue to vigorously defend 
existing investment. But, what to do if a U.S. firm wins the 
bid? 


16. (S/NF) There is yet another scenario, equally disturbing 
in its way: what if the GOH follows the process to its 

finale, only to see it end in complete chaos? Based on his 
performance in other political conflicts he has engaged in 
(the taxi strike, the teacher\'s strike, to name two) it would 
certainly be in keeping with President Zelaya\'s style to 
allow events to force a crisis rather than for him to 
intervene and demonstrate political leadership. If that were 
to happen in this case, what is our Plan B? What is his? 


17. (S/NF) In an ideal world, Zelaya would allow the failure 
of this process to emasculate his opponents, proving to the 
Honduran public in the only way remaining to him that the 
plan cannot work: by letting it fail, publicly and 

dramatically. A stronger leader could use such an occasion 
to thoroughly discredit his political opponents, rid himself 

of many of the ideologues still stuck in a rose-colored past, 
and open a political space for genuine reform leading to 
market liberalization. Post assesses that there is almost no 
likelihood Zelaya has such a strategy in mind. Given several 
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opportunities to marginalize opponents like Juliette Handal 
he has not done so, and in fact in his recent remarks he has 
returned to a restrained but still notably antagonistic 

stance towards the international oil companies (IOCs). For 
example, Zelaya took time to phone-in an interview from 
Mexico during his visit there in late October, during which 

he accused the IOCs of boycotting and sabotaging the 
solicitation effort. (At that time the GOH concern was that 
no one would bid. Zelaya was clearly preparing to blame the 
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IOCs if that were to happen. In the event, there were 
several bidders, including U.S. firms. This inoculates us 
against the charge of boycotting the process, but his 
leveling the charge nonetheless illustrates Zelaya\'s 
continuing populist stance.) 


18. (S/NF) Post is quietly working with several actors, 
notably including the World Bank, to formulate a viable Plan 
B that would set the stage for market liberalization. Early 
indications are that the private sector and the donor 
community would support such a dialogue. Work has been 
started on this effort already by the World Bank, and the GOH 
has on several occasions paid at least lip-service to the 
goal of market liberalization. We are not overly optimistic 
about the chances such a plan will be warmly embraced by 
Zelaya, but we intend to have a viable fall-back on hand in 
the event the bid solicitation self-destructs. It is our 

hope that if reasoning cannot convince Zelaya to liberalize, 
perhaps circumstance will do so. 


19. (S/NF) Does the GOH have a Plan B of its own? A series 
of GOH missteps (such as failing to check the bid document 

for CAFTA compliance until prodded to do so, and failing to 
ensure the bid process meets applicable Honduran law) lead us 
to suspect the GOH has not thought this process through that 
thoroughly. A very few powerful actors are each pursuing 

this plan for their own reasons, but none appears to have 
carefully analyzed the economic and legal ramifications of 

what they are proposing, much less outlined alternatives. 

That said, several officials, particularly Minister Enrique 

Flores Lanza, have hinted several times that the GOH is 
prepared if necessary to declare the entire process a 

failure. In recent meetings with Zelaya and Flores Lanza, 
Ambassador and DCM noted a distinct lightening of mood, and a 
surprisingly casual acceptance of the possibility that this 
year-long saga could end in failure. Which prompts us to 

ask: what do they have up their sleeves? 


20. (S/NF) Flores Lanza is both a lawyer and an ideologue, 
and combines the worst traits of each. He is intelligent and 
devious, but at times apparently invulnerable to reason. He 
is believed by Post to have been one of the architects of the 
original move to use a PetroCaribe facility to supply 
Honduras with fuel, both because it would bring Honduras into 
a Chavista orbit, and because it could potentially provide 
hundreds of millions of dollars per year to ensure Liberal 
party dominance for years to come. Post assesses that its 
efforts were instrumental in impeding that deal. The most 
likely explanation for Flores Lanza\'s acceptance of a bid 
failure is that he sees that as another bite at the 
PetroCaribe apple. If a bid solicitation mechanism were to 
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fail -- particularly if that failure could be blamed on the 

IOCs and/or the USG -- the GOH could potentially use that as 
justification for simply dropping the pretence and 

approaching Venezuela directly. A more subtle method might 
make use of Trafigura, veiling any Venezuela connection 
behind a veneer of market respectability. 


21. (S/NF) Comment: There is a relative calm on this issue at 
the moment, as the GOH plots its next move. The USG should 
take advantage of this pause to do likewise. As this cable 
makes clear, there are several possible evolutions to this 
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process, many of which would present the USG with difficult 
challenges. How can the USG protect existing investors and 
champion free markets, while impeding any efforts by 
Venezuela or its sympathizers to interfere with the upcoming 
Salvadoran elections or the regional political context in 
general? For tactical reasons, Post has kept a low profile 

for the last few weeks, letting the process unspool. But 

once the short list is announced, whether the process 
succeeds or fails, the USG could be called upon to maneuver 
with speed and agility in some very treacherous waters. 


22. (S/NF) Comment continued: Post is still attempting to 
ascertain the motivations for and seriousness of Conoco\'s 

bid. Post has been in contact with EB/ESC to request their 
support in contacting Conoco representatives in Washington 
for any additional information they might be willing to 

provide. Several possible explanations for thier bid appear 
possible: 1) Conoco was talked into making a bid by someone 
involved in the process, but isn\'t really serious; 2) Conoco 
could be working quietly with Texaco and might have made 
separate arrangements for fuel storage, similar to the kind 

of arrangement Post suspects Trafigura has made with DIPPSA; 
or 3) Conoco could be making a strong move into the market -- 
perhaps based on placing higher sulfur content fuel that can 
not be sold in the U.S., or perhaps based on other strategic 
considerations. Post will continue to watch this issue 

closely, and would welcome any insights Washington-based 
agencies could provide. End Comment. 
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1. (C) Summary: With PLC candidate Jose Rizo finally 
conceding defeat to FSLN candidate Daniel Ortega, the 
attention of the political parties and observers has now 
turned to the National Assembly race. Rizo continues to 
insist that the PLC has enough uncounted rural votes to 
overcome ALN candidate Eduardo Montealegre for a second place 
finish in the Presidential vote (and an extra seat in the 
Assembly). The latest results from the ET quick count 
indicate that the PLC has closed in on the ALN, but still 
remains more than two points behind with 95 percent of the 
sample set reporting. End Summary. 


PLC Closes Gap, but Remains in Third Place 


2. (C) Local NDI Director Deborah Ullmer shared the results 
of Etica y Transparencia\'s updated quick count with emboffs. 
ET and NDI do not plan to release the results publicly due to 
the discrepancy with the PLC vote totals -- please protect. 
(Comment: We may negotiate a release if further 
irregularities arise. End Comment.) With 95 percent of the 
sample set reporting (total 1,200 JRVs), the results are as 
follows: 
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FSLN: 37.35% 
ALN: 28.72% 
PLC: 26.14% 
MRS: 7.01% 
AC: 0.38% 


3. (C) For the most part, the results track closely with the 

CSE vote totals and the earlier sample set. The PLC, 

however, gained 1.99 points, beyond the projected 1.7% margin 
of error from the last sample set. NDI could not explain the 
discrepancy -- they claim that rural areas (generally 

considered PLC strongholds) were not/not undercounted in the 
previous sample set. 


4. (U) Despite widely reported late JRV openings, Ullmer 
explained that the November 5 outcome was a significant 
improvement over the last national elections in 2001. 
According to Ullmer, 70 percent of JRVs began opening 
organizational procedures on time, versus 30 percent in 2001. 
Moreover, 17 percent of JRVs opened for voting by 7:00 a.m., 
versus only six percent in 2001. Formally trained CSE poll 
workers staffed 95 percent of JRVs (this is the first time 

that JRV-level officials received formal training). 


5. (C) NDI and ET have shifted attention to the National 
Assembly race. NDI expects to have a preliminary report on 
the deputy races and vote result challenges (impugnaciones) 
by Friday. 


Balance of Power in the National Assembly 


6. (C) Zenalia Madrigal, the ALN official responsible for 

vote tabulation, told polcouns on November 8 that the ALN has 
tabulated 94 percent of JRV results (10,500 out of 11,274). 
According to ALN results, the margin between the ALN and PLC 
in the Presidential race is 4.12 percent. (Comment: In 

addition to the psychological benefit of coming out ahead in 
the presidential race, the second runner up also receives a 
seat as a deputy in the National Assembly. End Comment.) 
Madrigal believes that the ALN will win 24 to 27 seats in the 
Assembly (5 to 6 from the national list, and 19 to 21 
departmental deputies) in addition to 5 to 6 Parlacen seats. 


7. (U) On November 9, \"El Nuevo Diario\" published predicted 
National Assembly results, with 15 seats still undecided. 
The following is a summary of the paper\'s predictions: 


- FSLN: 31 seats total. National deputies: Myriam Arguello, 
Tomas Borge, Rene Nunez, Alba Palacios, Brooklyn Rivera, 
Walmaro Gutierrez, Gustavo Porras. Departmental: Nery 


Column 3 

Sanchez (Madriz); Francisco Valenzuela, Martha Maria Gonzalez 
(Esteli); Nasser Silwany (Masaya); Jose Martinez (Carazo); 
Maria Lidia Mejia (Granada); Venancia Ibarra (Rivas); Ramon 
Villagra (Jinotega); Jose Thompson (RAAN); Marcelino Garcia, 
Hipolito Torres, Doris Garcia (Chinandega); Juan Gabriel 
Hernandez, Gladys Baez, Ramon Sarria (Leon); Pedro Haslam, 
Sadrach Zeledon (Matagalpa); Augustin Jarquin, Evertz 
Carcamo, Iris Montenegro, Jasser Martinez, Edwin Castro, 
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Xochilt Ocampo, Jose Figeroa (Managua). 


- ALN: 23 seats total. National deputies: Maria Eugenia 
Sequeira, Jamileth Bonilla, Salvador Talavera, Alejandro 
Bolanos Davis, Indalecio Rodriguez. Departmental: Eliseo 
Nunez (Masaya); Wilber Lopez (Carazo); Edgar Vallejos 
(Granada); Alejandro Ruiz, Norman Guevara (Rivas); Elman 
Urbina (Chontales); Carlos Lagrand (Leon); Roberto Callejas, 
Eduardo Gomez, Cesar Augusto Zamora (Chinandega); Pedro 
Joaquin Chamorro, Jorge Matamoros, Ramiro Silva, Carlos 
Garcia, Adolfo Martinez (Managua). (Note: Salvador Talavera 
left the ALN in September to sign a governability agreement 
with the FSLN, though he refused to resign his candidacy. He 
has since pledged to form his own caucus from former 
Resistance members -- see septel. In addition, outgoing 
President Bolanos and second runner up Presidential candidate 
Eduardo Montealegre will receive seats in the Assembly in the 
ALN caucus. End Note.) 


- PLC: 19 seats total. National deputies: Jorge Castillo 

Quant, Francisco Aguirre Sacasa, Enrique Quinonez, Maria 
Dolores Aleman, Guillermo Osorno. Departmental: Rodolfo 
Alfaro (Madriz); Ramon Gonzalez, Marina Vargas (Chontales); 
Luis Ortega Urbina (Boaco); Alan Rivera (Jinotega); Carlos 
Olivas (Rio San Juan); Victor Manuel Duarte (RAAN); Francisco 
Jose Sacasa (RAAS); Maximino Rodriguez, Freddy Torres, 
Porfirio Castro (Matagalpa); Wilfredo Navarro, Leopoldo 
Navarro, Miguel Melendez (Managua). 


- MRS: 4-5 seats total. National deputies: Victor Hugo 
Tinoco, Dora Maria Tellez. Departmental: Monica Baltodano, 
Mario Valle, Enrique Saenz (Managua). 


8. (U) MRS Presidential candidate Edmundo Jarquin called on 
the opposition parties (ALN, PLC and MRS) to join forces and 
destroy the PLC-FSLN pacto, defend democracy, fight 
corruption, and seek development for the population. MRS 
president and Assembly candidate Dora Maria Tellez claimed to 
have evidence that the FSLN will attempt to steal two 
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Assembly seats from the MRS through electoral irregularities. 


9. (U) On November 9, Eduardo Montealegre published a letter 
to the Nicaraguan people pledging to work with the Ortega 
government for the benefit of the country. The letter tracks 
with the speech he delivered publicly on November 7. 
Montealegre called for his \"Liberal brothers\" in the PLC to 

join forces with the ALN and offered to forgive and asked 
forgiveness for the offenses committed by both sides during 
the campaign. 


PLC Unrepentant 


10. (U) PLC leaders continued to insist through November 8 
that they had enough votes to force the FSLN into a second 
round of voting. CSE president Roberto Rivas consequently 
criticized the PLC for failing to recognize Ortega as the 

victor and accused PLC leaders of \"stirring up trouble.\" On 
the morning of November 9, PLC Presidential candidate Jose 
Rizo finally conceded that Ortega will be the first round 
winner. He continued to insist, however, that the PLC will 
gain enough support from the uncounted rural votes to beat 
out the ALN for second place. (Comment: CSE, ET, ALN and 
other sources indicate that this outcome is extremely 

unlikely, although the gap will narrow somewhat. End 
Comment.) On a morning talk show, PLC finance manager 
Gilberto Wong ignored Montealegre\'s call for reconciliation 
and blamed the U.S. Embassy and the Nicaraguan private sector 
for the PLC\'s defeat. 


Comment 


11. (C) We are closely monitoring the CSE\'s final tabulation 

of the vote results for the presidential and the legislative 

races, specifically how they will influence which 

presidential candidate places second and the allocation of 
Assembly seats for the ALN and MRS. The PLC is in all 
certainty \"pressuring\" pact mate FSLN to make determinations 
in its favor to the detriment of the ALN, while the FSLN 

would prefer to limit the number of MRS seats in the 

Assembly. Observer missions and NGOs share our concerns. In 
the event these manipulations occur, we must be prepared to 
confront them. 

TRIVELLI 
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DEPT FOR WHA/CEN 


E.O. 12958: DECL: 11/09/2016 

TAGS: PGOV, KDEM, SOCI, NU 

SUBJECT: ONCE UPON A NICARAGUAN ELECTION: TALES OF A U.S. 
OBSERVER MISSION 


REF: A. MANAGUA 2466 


B. MANAGUA 2459 
C. MANAGUA 2484 


Classified By: Ambassador Paul Trivelli for reasons 1.4 (b and d) 


1. (U) SUMMARY: The U.S. Embassy community contributed 46 
observers to the international force on November 5th. 
Traveling to each of Nicaragua\'s 17 departments, observer 
teams left by plane and automobile early on Saturday the 4th. 
Their collective experiences paint a colorful picture of 
Nicaragua\'s 2006 presidential and legislative election which 
brought Daniel Ortega to power after three previous 
unsuccessful attempts. A collection of their stories from 
observing in the barrios of Managua to the mountains of 
Chontales follows. Some highlight electoral anomalies 
tracked by trends in Ref C; others are touching stories of 
democracy in action. END SUMMARY 


INTENTION OF THE VOTER 

2. (SBU) The widespread control and ability of the Sandinista 
National Liberation Front (FSLN) to mobilize its supporters 

to action was strongly represented in the experience of one 
observer in the department of Rio San Juan, one of 
Nicaragua\'s southern departments. During the closure process 
and vote tabulation, the Supreme Electoral Council (CSE) 
president of the voting table (JRV) who was a Liberal 
Constitutional Party (PLC) representative, attempted to annul 
votes cast for the FSLN with the excuse that the mark had 
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been made outside of the circle but inside the party box. 
According to Nicaraguan electoral regulations, however, these 
votes should have been valid. The fiscal argued with her, to 
which she responded that she would not be intimidated. 


3. (SBU) The FSLN fiscal spoke to someone outside the window 
and within 15 minutes there was a fairly large crowd of FSLN 
supporters standing outside the JRV shouting, \"intention of 

the voter!\" They continued their chanting until the 

president conceded that indeed, the ballots were valid and 
would count. In a rural JRV in Chontales, a voter had 

written the word \"mentiroso\" (liar) in the circle below 

Daniel Ortega. The FSLN fiscal insisted that the vote was 

valid, and the CSE officials agreed. 


MARRIAGE PROPOSALS AND COUNTRY HOMES 

4. (C) Pol Intern observed in a semi-rural JRV in the region 

of Chontales, a mountainous region known for its meat and 
dairy industry, and once high Contra presence. According to 
most reports, Chontales was a particularly tranquil region 
during the election, with an expected number of anomalies. 
This trend was confirmed by Pol Intern who observed in the 
towns of Juigalpa and the rural Santo Thomas. In the JRV 
where she spent the majority of her time, she was greeted by 
a friendly and amicable FSLN fiscal who found time as he was 
overseeing the voting process to offer her a place in his 
country home in the mountains of Chontales. \"I\'m single,\" he 
assured her from under the brim of his U.S.A. baseball cap. 
She was also lucky enough to receive a marriage proposal from 
the electoral police on guard, enthusiastic about the 

prospect of acquiring American citizenship. 


5. (SBU) Also in Chontales, the observer team visited the 
campaign headquarters for each of the five parties. At each 
they were greeted amicably. Atthe PLC headquarters they 
observed the slogan V Arnoldo, the liberals are with you\" 
painted profusely on the walls of the small office, referring 
to former president Arnoldo Aleman. Onlookers cautioned the 
team that if they visited the FSLN headquarters they would 
find them distributing cedulas. Once there, they didn\'t find 
cedulas, only paintings of \"Che\" Guevara. The team was 
filmed by party functionaries as they were leaving the 
headquarters. 


MAKING YOUR VOTE COUNT 

6. (SBU) For many, last Sunday was an important event, an 
opportunity to have a say in a process that is relatively new 
to the Nicaraguan political experience. Many extremely 
humble citizens took time on Sunday to stand in long lines, 
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some for 5 1/2 hours, endure rain, heat, and confusion in 
order to cast their ballot. One observer in the northern 
department of Madriz saw an elderly lady slowly and 
meticulously cast her ballot and then painstakingly search 
for the correct deposit boxes. Having succeeded and after 
her thumb was stained with the black-brown ink, she did a 


hop-skip and clapped her hands together in celebration. 


7. (C) Less humble Nicaraguans voted as well, including 

Daniel Ortega, who voted at the same JRV as one FSN who was 
observing for the civil society group Etica y Transparencia. 

He arrived with an entourage of press and supporters who 
strong-armed their way into the JRV to photograph the event. 
The FSN observed from her position plastered against the wall 
of the tiny room as Ortega voted with his wife Rosario 

Murillo. The room was so small that it was possible to see 

into the voting booths. He left with both thumbs in the air, 
celebrating. Hours later, Alternative for Change (AC) 

candidate Eden Pastora voted in the same JRV followed by only 
two reporters. 


CRIMINALS AS ELECTORAL POLICE, IN THE RANKS OF THE CSE 
8. (C) Observers in the departments of Boaco and Leon 
reported that the CSE had some difficulty finding JRV 

officials without criminal records. In Leon, the Municipal 
Electoral Council (CEM) president confirmed to observers that 
100 of the 416 electoral police in his municipality had been 
replaced at the last minute because they were \"found to have 
police records.\" The CEM president informed the observer 
that the Ministry of Government selects, trains, and pays the 
electoral police, but the CEM can determine where to place 
them. (Note: Electoral law article 182 explains that the 
Ministry of Government shall ensure the constitution of the 
electoral police but that they will function under the orders 

of the CSE from the beginning of the campaign until the 
inauguration. Even the instructions issued by the CSE do not 
clearly indicate which body has the ultimate authority to 

place and control the police force.) 


9. (C) The experience of an FSN observing in Boaco serves as 
a clear representation of the FSLN-PLC pact at its most basic 
level. At the JRV where he observed, the first member of the 
JRV was challenged because she held a criminal record. She 
was a representative of the PLC and the president of the JRV 
belonged to the FSLN. Despite their party differences, the 
FSLN president defended her. In the end she was allowed to 
stay and assume the position of first member. 


INTO THE WEE HOURS OF THE NIGHT 
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10. (U) JRV\'s were scheduled to close at 6:00 PM and most 
reported having done so. Nevertheless, the majority of JRV\'s 
did not finish the voting tabulation and transport the votes 

to the computation centers until 11:00. Some closed as late 
as 4:30 in the morning and CSE officials, fiscales, and 
observers remained with the ballots until that time. One 
observer reported seeing an Etica y Transparencia observer 
sleeping next to a bag of tallies and packaged votes while 
they waited for the CSE trucks to pick them up. Caravans of 
CSE officials, fiscales, and observers made their way to the 
Enitel (phone company) transmission centers and then to the 
computation centers, often passing through massive 
celebrations of FSLN supports who had heard the 12:50 
announcement that put the FSLN ahead. 


11. (U) COMMENT: The U.S. observer mission shared in the 
collective experience of the Nicaraguan people from dawn on 
Sunday to dawn on Monday and most observers reported having a 
very positive experience. A nominal level of chaos and 
inefficiency seems to have been the norm, and certainly there 
were notable anomalies (Ref C). 

TRIVELLI 
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RUCNSAD/SOUTHERN AFRICAN DEVELOPMENT COMMUNITY PRIORITY","UNCLAS SECTION 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: AORC, UNGA/C-5, KUNR 

SUBJECT: UN BUDGET: SUBREGIONAL OFFICES OF THE ECONOMIC 
COMMISSION FOR AFRICA 


REF: A. 2005 USUN 2189 
B. USUN 0050 


1. SUMMARY: In reponse to General Assembly (GA) resolution 
60/235, the Secretary-General has presented a comprehensive 
action plan with regard to the subregional offices of the 
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Economic Commission for Africa (A/61/471). The report 
explains how the Secretary-General is implementing the 
recommendations made by the Office of Internal Oversight 
Services (A/60/120 and reftels), as well as the results of 
the Commission\'s own review of its work. The 
Secretary-General proposes to increase the staffing of the 


SIPDIS 

subregional offices by 16 posts, seven to be redeployed 
through existing resources and an additional 9 to be 
requested in the context of the 2008-2009 budget The reports 
are currently under discussion in the Fifth Committee. END 
SUMMARY. 


2. The OIOS review of the management of the subregional 
offices (SROs) at the Economic Commission for Africa (ECA) 
led to 14 recommendations, including the need to clarify the 
mandates and roles of the SROs, enhance the impact of the 
SROs, align staff expertise and skills with subregional 
priorities, and ensure reliable mechanisms of coordination 
between SROs and ECA headquarters. In addition, the new 
Executive Secretary of the Commission, also conducted a 
review of ECA, with a view to repositioning the organization 
to better respond to the challenges facing Africa. The 
current action plan presented to the GA reflects the findings 
of both reviews. 


3. The report states the Secretariat\'s intent to refocus the 
mission for the SROs. The new mission will include: taking 

the lead in shaping the Commission\'s agenda and implementing 
it at the subregional level; promoting and supporting 

specific subregional priorities and programs; operating as 
subregional nodes for knowledge management and networking; 
and coordinating United Nations system activities for 
subregional integration. In addition, there will be 

increased clarity with regard to services provided and the 

SROs will now play a more active role in: advisory services 

and technical cooperation; knowledge-sharing and networking; 
and advocacy and consensus-building. 


4. The ECA has also changed its planning and programming 
framework, whereby planning will begin at the subregional 
office level and then build up. As requested by the GA in 
resolution 60/235, the strategic framework for this program 
includes indicators at the subregional level. The report 

also states that the subregional offices will work to improve 
partnerships with other subregional actors by: acting as 
privileged partners of the regional economic communities; 
partnering with subregional intergovernmental organizations, 
including regional and subregional technical cooperation 
institutions; engaging Member States through UN country 
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teams; participating in a joint African Union/African 

Development Bank/Economic Commission for Africa program on 
regional integration; strategic use of regional advisory 

services; and other key partnerships. The partnership with 

the regional economic communities will include the signing of 
partnership agreements with those entities. 


5. In order to implement these changes, the ECA proposes to 
redeploy 5 professional and 2 local level posts to SROs. The 
plan is to ultimately deploy up to 30 percent of ECA staff to 
the SROs; currently the percentage is 22.2%. ECA will also 
request 9 additional P-4 posts in the 2008-2009 budget. 

Eight posts will be at SROs, with one post at headquarters to 
coordinate subregional office activity. The 

Secretary-General requests the GA to take note of the 
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measures mentioned in this report. 


6. The report (A/61/544) of the Advisory Committee on 
Administrative and Budgetary Questions (ACABQ) notes that the 
changes being proposed in the Secretary-General\'s report 

raise fundamental questions about the respective roles of the 
ECA headquarters and subregional offices, as well as their 
relationship with other UN entitities in the subregion. 

ACABQ urges ECA to \"continue to review and define the role of 
the SROs with a view to achieving synergies and optimizing 

the use of existing resources, with a greater balance between 
ECA headquarters and SROs.\" ACABQ also asks that the number 
and level of posts for ECA (including the subregional 

offices) be justified in the proposed program budget for the 
biennium 2008-2009, including an indication of how existing 
capacity is being utilized and the impact of extrabudgetary 
funds. The ACABQ notes that the GA may wish to take note of 
steps taken to implement OIOS recommendations, without 
prejudice to recommendations that ACABQ may make on future 
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proposals for resources and reorganization. 


7. On November 6, the reports of the Secretary-General and 
ACABQ were introduced in the Fifth Committee. During opening 
statements, Nigeria (on behalf of the African Group) said the 

ECA could only promote economic and social development 
throughout the Africa continent if it had well-equipped, 

effective and functioning subregional offices to deliver on 

GA expectations and mandates. She said the responsibility 
conferred on ECA was not matched with corresponding resources 
and expressed concern that, in spite of the interim measures 
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taken, actual measures to address the very serious issues 
faced by ECA were being deferred to 2008-2009, contrary to 
the wishes of the GA. 


8. South Africa (on behalf of the Group of 77 and China) 

also stressed the need to provide adequate resources for 
critical areas. The G77, like the African Group, was not 

clear on the rationale for postponing critical decisions on 
resource allocation to the ECA in the 2008-2009 proposed 
budget. She said that was not the approach previously taken 
with other critical reforms resulting from the World Summit. 
The G77 said mandated activities should be financed from 
assessed contributions and the ECA should not be expected to 
increase its reliance on voluntary financing for the 
implementation of reform measures and other core activities. 
The G77 believed it was imperative to ensure that the 
development of Africa -- one of the eight main priorities of 

the UN -- received not only political support, but also more 
concrete and visible action from the Secretariat and GA. 

Also supporting the African Group and G77 were Brazil and the 
United Republic of Tanzania. 


9. Finland (on behalf of the European Union) noted the ECA 
had achieved practical results from the OIOS recommendations. 
The EU acknowledged the need for continuous review and 
follow-up to restructure the work of the ECA and its 

subregional offices. She concluded by saying the ECA needed 
to continue to define the role of the subregional offices, 

and expected some of the issues to be considered next year in 
the context of the budget for 2008-2009. 


10. COMMENT: The OIOS report considered in the 60th session 
commented on a wide range of management problems, most of 
which could be implemented without additional resources. 
Although the OIOS report stated that there was a lack of 
adequate resources for subregional offices, it did not 

specify that additional regular budget resources for ECA were 
the solution. During negotiations on resolution 60/235, the 

U.S. and other like-minded delegations fought to bring 

attention to the other issues identified by OIOS and the need 

to address these issues before issues of resources are 
discussed. The current discussions will likely pick up where 

last year\'s discussions left off, with Western delegations 
continuing to seek to understand how OIOS recommendations are 
being implemented and how existing resources are being 
utilized. In light of the comments made by the G77 and the 
African Group during the introduction of the reports, it is 

clear that they will be pushing for additional resources for 

ECA for this biennium. Unless otherwise instructed, USUN 

will seek an endorsement of the ACABQ recommendations. END 
COMMENT. 
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SIPDIS 


E.O. 12958: N/A 

TAGS: UNGA, EFIN 

SUBJECT: INSTRUCTIONS FOR UNGA 2C RESOLUTION ON FINANCING 
FOR DEVELOPMENT 


1. (U) Mission is authorized to join consensus on Second 
Committee resolution titled \"Follow-up to and implementation 
of the International Conference on Financing for Development.\" 
RICE 
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SENSITIVE 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, UNHCR-1, UN, VM 

SUBJECT: DEMARCHES ON COUNTRY-SPECIFIC HUMAN RIGHTS RESOLUTIONS 
DELIVERED 


REF: A) State 182267 B) State 184178 
(SBU) On November 9, Poloff met with MFA International Organizations 


Department Assistant to the Director Pham Vinh Quang and Desk 
Officer Nguyen Thi Thu Trang to discuss reftel points on 
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country-specific human rights resolutions. Poloff also delivered a 
letter from the Ambassador to Deputy Prime Minister and Foreign 
Minister Pham Gia Khiem urging the GVN to support the 
country-specific resolutions listed in Ref A. Quang replied that 

they are familiar with the country-specific resolutions, both from 

the experience of previous years and from approaches made by the 
Canadians and the Iranians. The GVN position is that individual 
states have the competence and should be the primary source to 
address internal human rights issues. The international community 
should support respect for human rights through active engagement 
and cooperative dialogue. The GVN does not want to see countries 
bring \"bilateral issues\" to the Third Committee in the form of 
resolutions in a \"tit for tat\" manner. According to Quang, 
country-specific resolutions are not a good way to address human 
rights issues and, therefore, the GVN opposes them in general. 


MARINE 
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E.O. 12958: N/A 
TAGS: EFIN, EAID, ETRD, EMIN, PGOV, CG, CH, IN, KU 
SUBJECT: LOANS TO DRC FROM CHINA, INDIA, KUWAIT 


REF: A. SECSTATE 106631 
B. KINSHASA 1621 


1. (SBU) Post submits the following in response to reftel A\'s 
request for information on new lending from emerging 
bilateral creditors. The GDRC\'s bilateral lending agreements 
include China, India and Kuwait, although detailed 
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information about the loans is difficult to obtain. (Note: 

Even the IMF mission in Kinshasa has been unsuccessful in 
determining the overall levels of Chinese, Indian and other 
non-permanent Paris Club country loans, grants and other 
investments. End note.) 


2. (U) A state-owned Chinese company, COVEC (China National 
Overseas Engineering Company), has loaned Gecamines, the 
DRC\'s copper/cobalt mining parastatal, USD 60 million as part 
of a transaction to reopen Luisha, a Katanga copper mine 

(reftel B). COVEC has a 72 percent share in the joint 

venture with Gecamines. 


3. (U) Purusant to a framework agreement Minister of Finance 
Marco Banguli signed September 7, the Government of China 
agreed to loan the GDRC USD 32 million to fund the 
development of a GSM network that will support the nationwide 
growth of Congo China Telecom, a Chinese company. The 
15-year loan has a two percent annual interest rate and an 
initial five-year repayment grace period. 


4. (U) Pursuant to an August 2005 bilateral agreement, the 
Government of India extended to the GDRC USD 33.5 million in 
export financing credit, and according to a Ministry of 

Finance contact, the interest rate is less than 1.5 percent. 

The agreement earmarks USD 12.5 million for the purchase of 
buses from Tata Motors (an Indian company that is part of the 
conglomerate Tata Group), USD 13 million to construct a 
cement plant in Orientale province, USD 6 million for 
rehabilitation of a manganese mine, USD 2 million for the 
purchase of equipment for MIBA (the DRC\'s diamond mining 
parastatal) and other infrastructure and agriculture 

projects, such as the rehabilitation of a sugar plant in 
Kisangani, Orientale province. 


KUWAIT 


5. (U) The Government of Kuwait, through the Kuwait Fund of 
Arab Economic Development, has signed a loan agreement with 
the GDRC for approximately USD 14.9 million, for the 

financing of a road project. 

MEECE 
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E.O. 12958: DECL: 11/07/2016 
TAGS: PREL, PGOV, SN, TH 
SUBJECT: LEE KUAN YEW DISCUSSES THAILAND\'S FUTURE 


Classified By: Ambassador Patricia L. Herbold; reasons 1.4(b) and (d) 


1.(C) SUMMARY: Singapore Minister Mentor (MM) Lee Kuan Yew 
told visiting Ambassador Boyce November 6 of his concern that 
the Thai King\'s deteriorating health might undermine 
Thailand\'s political stability. The Crown Prince was a 
\"disaster\" and not ready to lead, he added. Former PM 
Thaksin should have been more patient and heeded the 
monarchy\'s prestige before attempting to consolidate power. 
Fearing a Thaksin political revival, the Bangkok elite and 
military might now promote a return to the pre-1997 
Constitution with its weak political parties. Ambassador 

Boyce responded that democratic institutions were now too 
well-established for Thailand to revert completely. He and 

MM Lee agreed that the international community should remain 
engaged with Thailand and help it back to democracy. END 
SUMMARY. 


2.(U) During his November 6 visit to Singapore, U.S. 
Ambassador to Thailand, Ralph L.\"Skip\" Boyce, accompanied by 


Ambassador Patricia L. Herbold and poloff (notetaker), met 
privately with Minister Mentor Lee Kuan Yew. 


3. (C) MM Lee said he understood King Bhumiphol\'s health to 
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be poor, despite the Palace\'s public statements that he was 
well and would reign for many more years. If the King\'s 

health deteriorated further, he would not be able to 

stabilize the political situation, MM Lee said. The King had 

not \"eased the mantle of succession\" onto Crown Prince Maha 
Vajiralongkorn because the Crown Prince was \"a disaster\" and 
not capable of leading Thai society. 


4. (C) MM Lee argued that the King\'s popularity undermined 
the ability of Thais to adopt \"culturally and mentally\" the 
democratic principle of \"one man one vote\"; the obeisance 
paid to the Royal Family by elite civil servants, 

politicians, and the military fostered an attitude of \"first 

among equals\" and allowed the elite to feel justified in 
marginalizing the common Thai. According to MM Lee, former 
PM Thaksin was a threat to the monarchy and, by extension, to 
the Bangkok elite because he sought to concentrate power in 
his own hands. Thaksin\'s downfall was a result of a \"lack of 
patience\"; he should have just \"waited the King out\" and 
allowed the monarchy to fade away. The Crown Price would not 
have had the moral authority to counter Thaksin. 


5. (C) The Bangkok elite should have found a different way to 
disqualify Thaksin from office, MM Lee said. While Prime 
Minister Surayud and the military council may not intend to 
hold on to political power, Thaksin\'s continued presence in 
the region and his popularity in Northern Thailand made his 
political return a real possibility after civilian government 

was reinstated. MM Lee observed that a fear of Thaksin\'s 
return might prompt the Bangkok elite to scrap the 1997 
constitution in order to prevent Thaksin\'s return to power. 
Lee believed that, given the chance, Thaksin could still 
reassemble his political machine, because \"money talks\" in 
Thailand, and the main opposition Democrat Party had failed 
to capitalize on Thaksin\'s downfall. 


6. (C) MM Lee asked about rumors that Thaksin was behind 
underground movements in the North, where his strongest 
supporters were. Ambassador Boyce said the USG had little 
information to support that. He suspected the junta was 
imagining stronger pro-Thaksin undercurrents in the North 
than what might really exist. The Ambassador noted that 
corruption investigations into Thaksin\'s activities while he 
was still PM had as yet revealed little. 


Engagement, Not Alienation 
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7. (C) MM Lee believed it was important for the 
international community, especially the United States, to 
engage with rather than alienate PM Surayud and the Thai 
junta. \"Black-ball\" tactics with Surayud would not bring 


SINGAPORE 00003591 002 OF 002 


democracy back to Thailand. He supported the EU boycott of 
the installation of the interim assembly as a strong message 
to neighboring countries that such coups would not be met 
with complacency. He expressed concern that some in 
Indonesia would use Thailand as an excuse to subvert that 
country\'s democratic institutions just when it had a real 
chance to establish a lasting democracy. 


8. (C) MM Lee lamented that Thailand was now \"back to square 
one.\" While Thaksin was corrupt, he was \"competent,\" and 
major projects were completed under his leadership. The new 
Bangkok International Airport \"would never have gotten off 
ground without Thaksin. Pointing to Exxon-Mobil\'s decision 
to invest USD6 billion in Singapore rather then Thailand, MM 
Lee said Singapore had a competitive advantage because of 
corruption in neighboring countries. MM Lee believed the 
Thai political elite would choose to go back to the pre-1997 
constitution with its numerous small parties, rather than 
\"submerging\" their personal interests to the greater good. 


9.(C) Ambassador Boyce expressed optimism that Thailand 
would return to \"business as usual\" because it was a stable 
society. The junta and Surayud did not have larger 
ambitions, and the economy was doing fine. He believed that 
a return to the pre-1997 constitution could potentially spark 
demonstrations; democratic institutions had progressed too 
far for Thailand to revert to the previous regime. 


10. (C) Lee observed that Thailand had instituted enough 
market economy reforms that it would not return to a 
\"sufficiency\" economy (an economic model promoted by the 
King). As an experienced businessman, Thaksin had brought 
economic growth to Thailand, and the average Thai in Bangkok 
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(i.e. urbanites) would not want to go back to a \"sufficiency\" 
economy. Unlike other coup-prone countries, Thailand had 
cultivated a large educated middle class, Lee added. Many 
among the middle class had studied in the United States and 
thus helped promote an economy based on American practices. 
HERBOLD 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PGOV, KDEM, CG, ELECTIONS 

SUBJECT: DRC ELECTIONS: BEMBA ALLEGES DISCREPANCIES IN VOTE 
COUNT 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (U) Vice President Jean-Pierre Bemba has charged that the 
vote counts for the October 29 election being released by the 
Independent Electoral Commission (CEI) differ significantly 

from those provided by his MLC party\'s witnesses. Ina 

November 8 letter to CEI President Apollinaire Malu Malu, 

Bemba said results in his possession show him winning more 
votes than officially reported in several districts in 

Katanga, Bas-Congo and Western Kasai provinces. Bemba claims 
he has \"lost\" some 4,800 votes after comparing the two sets 

of figures. 


2. (U) Bemba\'s letter alleged that witnesses for his Union 

for the Nation (UN) alliance were prevented from entering, or 
were chased away from, polling stations in the eastern 
provinces of North and South Kivu, Maniema and Katanga. It 
implied that votes in his favor were discarded, claiming that 
the number of invalidated ballots in these provinces was very 
high. It stated that the reported level of voter turnout in 
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eastern DRC was apparently much higher than initially 
estimated by national and international observers. 


3. (U) Bemba did not provide proof of these allegations other 
than the numbers allegedly tallied by his alliance\'s 
observers. 


4. (U) Eve Bazaiba, a spokeswoman for Bemba\'s alliance, 
charged in a November 8 press conference that the October 29 
vote was marred by certain \"irregularities.\" She alleged a 
difference of more than 63,000 votes between the CEI figures 
and those of her party\'s witnesses. Bazaiba claimed Bemba\'s 
witnesses have not been allowed to observe the compilation 
process at centers in Kisangani and Goma. 


5. (U) Bazaiba claimed that some 18,000 of over 138,000 
registered voters in Goma, North Kivu voted by special 
dispensation without authorization. (Note: Only designated 
classes of voters, such as CEI officials, party witnesses and 
government officials are allowed to vote outside the 
electoral district where they are registered, and only with 
written authorization. End note.) 


6. (U) CEI officials said they are aware of Bemba\'s 
allegations and plan to examine the cases in question. CEI 
spokesman Dieudonne Mirimo expressed concern that such 
charges could increase tension among the population in 
advance of the announcement of provisional results. 


7.(C) The MLC complaints and the Bazaiba press conference 
were major topics of discussion November 9 during the daily 
Mixed Commission session chaired by the CEI and involving 
representatives from both candidates\' camps. Reportedly CEI 
President Apollinaire Malu Malu provided reasoned responses 
to many of the MLC allegations, pledging further 

investigation into others. Kabila representatives at the 

session complained that the Bazaiba press conference violated 
the spirit if not the letter of prior agreements, airing 

numerous allegations in a public and provocative manner, 

rather than through established channels. MLC Secretary 
General Francois Muamba reportedly appeared embarrassed by 
the Bazaiba performance. Despite the contentious topics, the 
session apparently concluded with a positive tone, and both 
Muamba and Kabila representative Samba Kaputo appeared before 
the press, urging calm. Both also denounced tracts that have 
begun appearing in town, calling for example for Kinshasa 
residents to honk horns and generally make noise each evening 
to protest alleged efforts to steal an election victory from 

Bemba. 


8. (C) Comment: Many if not most of the allegations are 
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specious. Several Bemba supporters have told us reports from 
witnesses representing Bemba\'s alliance are often discarded 
for being biased and inaccurate. Analysis of results 
announced to date indicates the number of ballots declared 
invalid in eastern provinces is actually lower than in 

western regions. Turnout in the east is somewhat higher than 
indicated by initial reports from international observer 

groups, but the initial reports were largely anecdotal. The 
CEI is correct to be concerned that the claims will fuel 

public discontent with the electoral process. 


9. (C) Comment, continued: There are however concerns among 
international observers and others about the apparently large 
number of votes cast by special dispensation (derogation) 
allowing designated groups to vote in a polling station other 
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than their normally-assigned center. The total number of 
these votes could reach close to one million, and the CEI is 
studying the issue both to ensure accurate vote counts, as 
well as to manage informational announcements about the 
matter to the public. End comment. 
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USUN FOR PHEE 


E.O. 12958: DECL: 11/10/2016 

TAGS: PGOV, PTER, UN, NP 

SUBJECT: GETTING A SECURITY COUNCIL MANDATE FOR NEPAL\'S 
PEACE PROCESS 


REF: KATHMANDU 3014 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d) 
1. (U) THIS IS AN ACTION REQUEST -- see paras. 7-9. 


Summary 


2. (C) In discussions November 9 with lan Martin, the UN 
Secretary General\'s Personal Representative to Nepal, the 
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Ambassador stressed the need for a strong UN Security Council 
mandate to enforce the November 8 peace deal between the 
Government of Nepal (GON) and Maoists (reftel). Without the 
Security Council\'s authority behind it, the Ambassador said, 

the peace deal\'s broad-stroke commitments alone would not 
diminish fear of the Maoists or pave the way for free and 

fair constituent assembly elections in June 2007. Martin 
described his preference for a \"two-phase\" process to gaining 
Security Council approval. Recognizing the urgent need for 
arms management monitors to meet the ambitious November 21 
deadline for Maoist fighters and arms to go into camps, 

Martin thought the Security Council should be approached 

first to mobilize Department of Peacekeeping Operations 
(DPKO) military experts for arms monitoring. A broader 
request, and second potential Security Council resolution, 
detailing an expanded UN mission to assist in the lead-up and 
conduct of constituent assembly elections next June could 
follow later. 


Status of UN Role in Arms Management 


3. (C) On November 9, the Secretary General\'s Personal 
Representative in Nepal lan Martin told the Ambassador his 
team recognized the November 8 agreement between the GON and 
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Maoists addressed the arms management process only in 
generalities. However, Martin believed this gave room to his 
team, including technical experts on arms management, to 
shape necessary details. He mentioned separate consultations 
his team had conducted with Maoist Supremo Prachanda and 
People\'s Liberation Army (PLA) Divisional Commanders, the 
Ministry of Defense and the Seven-Party Alliance (SPA) 
negotiating team. He planned to hold the first \"tripartite 
discussion\" between the UN and the two sides to hammer out 
the details of the UN\'s role on November 10. Martin 
emphasized that his team had stressed the importance of 
having \"satellite\" cantonments (three surrounding each of 
the seven primary sites) near primary sites so monitors would 
have easy access. He had heard some early discussion of 
gathering the PLA initially in the seven primary sites and 

then setting up the surrounding satellite sites. Martin 

added that he intended to use the GON\'s notional inventory of 
Maoists arms as a baseline to estimate the percentages of 
arms that the Maoists were storing - and what they might be 
holding back. 


Towards a Security Council Mandate in Two Phases 


4. (C) Martin stated that discussions at UN Headquarters 
were moving quickly toward an enhanced UN mandate to help 
implement the November 8 peace deal. Martin favored a 
two-phase process to obtain Security Council approval. 
Because of the need to move urgently on arms monitoring to 
meet an ambitious November 21 deadline for putting Maoist 
combatants in camps and their weapons under lock, he felt the 
Council should first be approached to approve the arms 
monitoring aspect. Council approval would be needed, he 
said, to mobilize the UN Department of Peacekeeping 
Operations (DPKO) to deploy military monitors. The question 


of a Security Council resolution detailing the necessary 
aspects of a wider UN mission, including broader UN 
assistance for the lead-up and conduct of planned Constituent 
Assembly elections next June, Martin said, could be deferred 
as a second-phase issue. He felt a wider UN mission might 
require another assessment mission, further bilateral 
discussion in New York, and further political groundwork in 
Nepal, all of which could be mentioned in the Security 
Council\'s initial action authorizing monitors for arms 
management. Martin was vague on the exact timing for the 
two-phase process but thought the arms management UNSC action 
could come immediately with the development of a second, 
broader resolution taking an additional month. 


Phase Two: What Could a Broader UN Mission Include? 
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5. (C) In terms of a broader UN mandate, the Ambassador 
raised the notion of counting back from the planned 
Constituent Assembly elections in June to determine what 
would be needed to ensure the people of Nepal felt safe 
enough to vote their consciences. Martin stressed the 
importance, as he did in his last meeting with the Ambassador 
on November 6, of getting as many international monitors on 
the ground as soon as possible, including arms monitors, 
cease-fire monitors, election monitors, and even advisory 
support for the police and other security institutions. What 
was required was a strong international presence in the 
countryside. 


Ideas on Electoral Assistance 


6. (C) Martin recalled how the August 2006 five-point 
GON-Maoist letters to the Secretary General had requested UN 
election monitoring as opposed to electoral assistance. He 
mentioned that the UN did not typically conduct election 
monitoring missions because a range of bilateral partners and 
NGOs such as the National Democratic Institute, the Carter 
Center, and the European Union often took this on. Martin 

said he felt more comfortable with the UN in a coordinating, 
advisory role serving as an umbrella body or information hub 
for the range of deployed monitors. He also mentioned a 
model that was used in East Timor for election verification 
called a \"certification body.\" It had included, he said, a 
three-member committee of recognized, neutral, foreign 
electoral experts that had passed judgment on the legitimacy 

of each step of the election process. Martin was unclear, 
however, whether such an arrangement would be acceptable to 
the GON and the Maoists. 


Comment And Action Request 


7.(C) Itis vital for the U.S. to push to upgrade Martin\'s 

small Secretary General-authorized mission to one with a full 
blown UN Security Council mandate. The strong and explicit 
backing of the Security Council will be imperative to ensure 
that the Maoists adhere to the provisions of arms management 
and other peace agreements and to begin draining the fear of 
the Maoists from the people of Nepal. The tight timeframe 
stipulated in the November 8 agreement demands a near-term 
fix on arms monitoring. For this reason, we strongly urge an 
immediate U.S. request to the Security Council to mobilize 
DPKO monitors. 
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8. (C) Martin has overly narrowed UN support in the arms 
management process to monitoring compliance by the two sides. 
Questions, such as who will set up the camps, who will 

manage the camps, and who will provide food for combatants 
have gone unanswered. Other donors, especially the EU, 


Norway and Japan, will have to be mobilized quickly to fill 
in these holes. Following the initial arms monitors request 
to the Security Council, we believe the U.S. should work 
closely with our key bilateral partners, in Nepal and New 
York, European capitals and New Delhi to craft a Security 
Council resolution that will delineate a broader and deeper 
role for the UN in the lead-up and conduct of Constituent 
Assembly elections. 


9. (C) We assume that, at a minimum, Security Council action 
should: 

- Congratulate the people of Nepal on the November 8 
agreement. 

- Note the August letters to the Secretary General by the 
Prime Minister of Nepal and Maoist Supremo Prachanda calling 
for UN assistance. 

- Authorize immediate deployment of monitors to observe the 
arms management process. 

- Note that attempts to access the arms would be a matter of 
grave concern to the Security Council. 

- Authorize the Secretary General to dispatch a team to Nepal 
to report back within a month on all aspects of cease-fire 

and election monitoring, with a view to helping Nepal prepare 
for its mid-June elections. 

MORIARTY 
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E.O. 12958: DECL: 11/10/2016 
TAGS: PGOV, PREL, PTER, NP 
SUBJECT: PM KOIRALA OPTIMISTIC ABOUT PROSPECTS FOR PEACE 


REF: A. KATHMANDU 3014 


B. KATHMANDU 3002 
C. KATHMANDU 3023 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C/NF) In a November 10 meeting with the Ambassador, Prime 
Minister GP Koirala shared his optimism on the future of the 
Government of Nepal\'s (GON) peace process with the Maoists, 
but underscored the need for a large presence of foreign 
observers on the ground in Nepal. The Ambassador pressed the 
PM on the need for a UN mandate at a high level, possibly a 
Security Council resolution, in order to give \"teeth\" to a 

peace agreement and help to hold the Maoists accountable for 
their actions. Koirala agreed on the need for UN observers, 
and said that any monitoring mission would be guided and 
controlled by the UN. Koirala also agreed on the importance 

of an UN Security Council resolution, but would only support 

it if the Indians were on board. Koirala told the Ambassador 
that they sent a draft peace accord to the UN for 

suggestions, and had incorporated all the suggestions from 

the UN team into the latest draft. On the issue of enforcing 

law and order, Dr. Suresh Chalise, the PM\'s foreign policy 
advisor, told the Ambassador that the GON would be increasing 
the number of police in order to maintain law and order in 

the country in the run-up to elections. The Ambassador 
stressed the need for an election commission with broad and 
strong powers to punish anyone who breached the code of 
conduct. The Ambassador passed a message to Prachanda 
through the PM telling the Maoists to cease extorting 

American citizens. 


Optimism For the Future 
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2. (C) In a November 10 meeting with Prime Minister GP 
Koirala and Dr. Suresh Chalise, the PM\'s foreign policy 
advisor, the Ambassador congratulated Koirala on the peace 
agreement the GON and the Maoists signed November 8 (ref A) 
and promised the continuing support of the U.S. as the peace 
process moved forward. Koirala told the Ambassador that he 
was satisfied with the progress of the talks thus far, but 

that there were \"so many things left to be done now.\" 

Chalise said it would be a challenging task for the GON to 
transform a force that had been \"indulging in criminal and 
terrorist activities for so long.\" Koirala stressed that the 
international community had to give the peace process a 
chance to succeed. The Ambassador told Koirala that the 
international community, through international monitors, 
needed to help the GON hold the Maoists accountable for their 
actions, and the PM agreed. 


United Nations Must Have Strong Mandate 


3. (C) The Ambassador told Koirala that there were two 
important tasks to make Maoist arms management effective. 
First, the GON needed to make it clear that arms management 
was a UN exercise, not just a bilateral agreement between the 
GON and the Maoists. Second, a UN Security Council (UNSC) 
resolution was necessary, in essence blessing the arms 
management agreement and making it clear that if the Maoists 
took their weapons out of storage, they were not just taking 

on Nepal, but the entire international community. The Prime 
Minister said that Ambassador Acharya, the Nepali Permrep in 
New York, had told him that there was support in the UN for a 
letter of understanding between the Secretary General\'s 

office and the Security Council. Koirala favored that idea; 

he was worried about a UNSC resolution. 


Risks of a Letter of Understanding 


4. (C/NF) The Ambassador warned Koirala that a letter of 
understanding was risky for two reasons. First, it was 

unlikely that international donors would come up with the 

money necessary for an effective monitoring mechanism without 
a UNSC resolution. Second, a simple exchange of letters 

would likely be perceived as weak and would not bind the 
Maoists to an agreement the way a UNSC resolution would. 
Chalise immediately agreed with the Ambassador and began to 
attempt to convince the PM. 


What About the Indians? 
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5. (C/NF) Koirala was concerned first and foremost whether 
India would support a UNSC resolution. If India was not 
supportive, he said, the GON would not support one. The 
Ambassador told the Prime Minister that he believed the 
Indians could be persuaded to agree to a resolution, and 
already appeared to be moving in that direction. Koirala 
worried a Security Council resolution would take too long and 
create too long a mandate. The Ambassador responded that the 
U.S. could likely help move a resolution relatively quickly, 

and that any such resolution would likely have a short 

mandate -- perhaps only through the elections to a 

constituent assembly. Koirala shared a final concern ina 
private conversation in Nepali with Chalise that a UNSC 
resolution might offend the Maoists. He added that so long 

as the Indians were supportive of a resolution, the GON would 
be too. However, the PM stressed that when the U.S. spoke to 
India about a resolution, we should make it clear that the 

idea came from the USG, and not from the GON. 


Chalise Pro-UN 


6. (C/NF) Chalise told his boss that the more the UN was 
involved in the peace process, the better off the GON would 
be. As he told the Ambassador, the greater the UN\'s 
involvement the stronger \"teeth\" any GON-Maoist agreements 
would have. That would require, however, that the UN remain 
vigilant in monitoring and enforcing those agreements. 


Accord Is Forthcoming 


7. (C/NF) Koirala said that the GON had prepared a draft of a 
comprehensive peace accord and had passed it to lan Martin\'s 
UN team for comments. He said that the UN team had returned 
the document to the GON with numerous suggestions and that 
the GON had incorporated all of them. The Ambassador asked 
what mechanisms there would be for compliance or enforcement 
of the peace accord and how the Maoists would be held 
accountable if they broke the agreement. Chalise assured the 
Ambassador that the final peace accord would allay all his 
fears. Any agreement, the advisor said, would ensure Maoists 
were punished for any violations. 


Enforcing Law And Order Is Vital 


8. (C) Koirala identified law enforcement as a challenge to 

the GON, and stated that the GON would begin to enforce law 
and order once the Maoist combatants are in cantonments. 
Chalise said that the \"law would take its course\" against the 
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Maoists if they continued to engage in criminal activities. 

The Ambassador asked how this would work, since there were 
over 4,000 villages in the country and only 180 police posts. 
Chalise responded that, to answer this challenge, the GON 
planned to enhance the size and capabilities of the Nepal 
Police, and to create local councils to \"put a check on 

deviant behavior.\" Koirala conceded that Maoist militia 

would still be active in parts of the country, and said that 

the GON would have to face this problem in the coming days. 


Election Commissioner Could Have Broad Powers 


9. (C) The Ambassador asked about the powers of the Election 
Commission and whether the Chief Election Commissioner (CEC) 
would be given broad authority to enforce compliance with the 
election law. The Ambassador asked, for example, whether the 
CEC would have the power to remove Maoist candidates from the 
ballot in districts where there were continuing, serious 

Maoist atrocities. Chalise agreed that the Election 

Commission would have to be vigilant regarding such issues, 

but was unsure which powers the CEC should have in the new 
election law that would be drafted. Chalise requested that 

the U.S. present a non-paper to the PM spelling out 
recommended powers. He also requested that such a paper 
include specific ideas for elections and election monitoring, 

and for ways to make the upcoming peace accord more 

effective. (Note: Post has already begun gathering 

information for a non-paper on these issues and will produce 

one before the comprehensive peace agreement is signed on 
November 16. End Note.) 


Monitoring Will Be Important 


10. (C) The Ambassador told the PM that, in order to reassure 
the people of Nepal, it was important that there be many 
foreign monitors for elections and other aspects of the peace 
accord. He stressed that a large number of foreign monitors 
would help strengthen the effectiveness of local monitors as 
well, taking away the fear they might have of reporting 
against the Maoists. Chalise said the GON agreed, and had 
already invited the Carter Center to monitor the elections. 
Koirala said that the more foreigners they had monitoring in 
Nepal, the better. Koirala also said there would be a 
powerful UN chief election monitor who would coordinate all 
the monitoring efforts. 


National Human Rights Commissioners Coming Soon 
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11. (C) Koirala responded to a question from the Ambassador 
about the National Human Rights Commission (NHRC) that 
Commissioners would be appointed to the NHRC soon. Koirala 
said that it has been difficult to find people that all the 

parties could agree on. The Ambassador emphasized that the 
previously reported number of eleven new Commissioners was a 
bad idea, and suggested that the GON appoint fewer. Koirala 
acted as if he had never heard the number eleven and said 
there would be fewer Commissioners, although he did not 
specify a number. 


Ambassador To the U.S. Imminent 


12. (C) Koirala told the Ambassador that the GON would 
appoint an Ambassador to the U.S. \"very soon.\" The PM 
acknowledged that Chalise was a leading candidate. Koirala 
said that he would meet today with MK Nepal, General 
Secretary of the Communist Party of Nepal-United Marxist 
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Leninist, and Foreign Minister and Deputy Prime Minister KP 
Oli and that he hoped a decision on vacant Ambassadorial 
posts would be finalized. 


Message To Prachanda 


13. (C) Koirala told the Ambassador that he would be meeting 
with Maoist Supremo Prachanda later in the morning and asked 
if there were any message he could convey. The Ambassador 
asked him to pass the message that threatening or hurting 
American citizens was unacceptable and that the Ambassador 
was deeply offended and angry with the actions of the past 
week when Maoists pressured American citizens and Embassy 
employees to provide them with food and lodging (ref B). The 
Ambassador also asked him to tell Prachanda that the Maoists 
should stop breaking the law and end their policy of violence 
and intimidation. 


Comment 


14. (C/NF) The November 8 peace agreement is a flawed 
document, which has left many contentious issues still open. 
That makes it all the more urgent that we work with the GON 
and other concerned parties to make the ongoing peace process 
as effective as possible. UN Security Council action is 
necessary right away to help bind the Maoists into a peace 

from which there will be no easy way out. Such action would 
reduce the fear in the countryside and help pave the way for 
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free and fair elections to a Constituent Assembly. By 

holding the Maoists accountable and helping the GON provide 
an effective mechanism for enforcing that accountability, the 
international community can help end a decade of insurgency 
and bring about a bright future for the people of Nepal. We 
will have to work closely with India on such UNSC action, but 
we believe their support is within sight. 


15. (C/NF) The Prime Minister is optimistic about the outcome 
of the talks, but he too is persuaded that without the 

support of the international community, and especially the 

UN, the peace process will fail. Effective domestic and 
international monitoring will help. Other countries have 
indicated to us that the UN has already approached them about 
sending arms management monitors to Nepal -- the Thai 
Ambassador told the Ambassador at a dinner that Thailand had 
been asked to provide six, for example. But Nepal will need 

far more than six monitors if the UN is going to be expected 

to monitor the 35,000 Maoist combatants who are supposed to 
go into camps. Only a UNSC resolution will ensure that the 

UN has the resources and mandate it needs to help Nepal move 
toward a genuine peace. 

MORIARTY 
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CENTCOM FOR CFC-A, CG CJTF-76, POLAD 


E.O. 12958: DECL: 08/03/2016 
TAGS: PGOV, SNAR, PREL, PTER, AF 
SUBJECT: KARZAI ASKS QUESTIONS ABOUT ANP RANK REFORM 


Classified By: Ambassador Ronald Neumann, for reasons 1.4 b, d. 


1. (C) In a November 3 meeting with senior GOA 
security officials and the international community, 
President Karzai asked detailed questions about the 
progress of Afghan National Police (ANP) rank 
reform. Noting that Tier Il assignments have been 
completed (though some require review), he said that 
Tier Ill is particularly important because it will 
comprise the selection of District Police Chiefs, 

who work very closely with the people. Emphasizing 
the need to assign officers who have the right 
education and credentials, he asked whether all 
parties are satisfied with the Selection Board 
process. Both Ministry of Interior leadership and 
German Police Ambassador Frick assured him that they 
had full confidence in the Board. 


2. (C) Among other discussion points, the issue of 

ethnic balance and recruiting was raised. Interior 
Minister Zarar Moqpbil noted that most ANP recruits, 
particularly for the police academy, come from a few 
provinces near Kabul. Karzai described this as an 
\"extremely serious\" situation that needed to be 
remedied. CSTC-A Commander MG Durbin noted steps 
are being taken to improve recruiting efforts, but 

that more effort from MOI is needed in this regard. 


3. (C) Although Karzai asked for an update on the 
auxiliary police ANAP (status of ANAP will be 
reported septel), his focus was on the national 

police structure. He discussed the status of the 
Probation Board cases (nine names, out of a total of 
14, have been recommended for dismissal but only 
three have been dismissed so far), saying that he 
recognized that this is an important step in 
professionalizing the police force. He did not, 
however, make any commitment to following through 
with the pending cases. (Note: In an aside to 
Ambassador Neumann after the meeting, Karzai said 
that Kabul Police Chief Amanullah Guzar was \"willing 
to be sent elsewhere.\") 


4. (C) Karzai asked when he would be given the names 
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of the Tier Ill candidates. The MOI representative 
said that the first group of names, the Colonel- 

level candidates, should be on his desk \"within ten 
days,\" and that the entire Tier III down to the 

level of Majors should be completed by the end of 
November. (Note: The names of 355 Colonels were 
sent to the Department for Leahy vetting on October 
22; we are expecting a response by November 16. The 
names of 400 Lieutenant Colonels will be sent 
shortly, and we would hope for a rapid reply. The 
date of transmission of the 400 names of Majors will 
depend on post staffing levels. Given this 

workload, the timeline offered to President Karzai 
appears unrealistic. CSTC-A and the German Police 
Program Office, who participate with MOI on the 
Selection Board, are aware of post and Department 
constraints and have conveyed that information to 
the GOA.) 


5. (SBU) Representation at the meeting included the 
Minister of Defense, Minister of Interior, National 

Security Advisor, GOA Selection Board officials, 

Police Regional Commanders, UNAMA, EU, Germany, US, 
UK, The Netherlands, ISAF, and CSTC-A. 

NEUMANN 
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E.O. 12958: DECL: 10/24/2016 
TAGS: MCAP, MOPS, PGOV, PREL, PTER, AF 
SUBJECT: PRT TARIN KOWT - GOVERNOR MONIB\'S MILITIA 


Classified By: A/DCM ASIMMONS, for Reasons 1.4 (B) AND (D) 


1. (C) Summary: Uruzgan\'s Governor Monib formed a 
militia to make up for a severe shortage of Afghan 
security forces and open challenges to his authority. 
He created a militia force of approximately 1300 by 
reaching out to tribal leaders, many of whom were 
marginalized by his predecessor. He has sent this 
force into action on a number of occasions in recent 
months but it has proven to be ill-trained, 
undisciplined and outgunned by the enemy. Despite 
their recent failures, Afghans continue to be willing 
to join forces across tribal lines to protect their 
villages, and militia members constitute a large 
recruiting pool for the Afghan National Auxiliary 
Police (ANAP). Although the Auxiliary Police are 
being quickly and simultaneously recruited, trained 
and deployed in provinces in the south and east to 
address the concerns of the provincial leadership as 
well as the leadership in the central government, the 
ANAP is not a self-sufficient force and will need 
support from the better trained and more heavily 
equipped Afghan National Army. End Summary. 


2. (SBU) Uruzgan Governor Abdul Hakim Monib assumed 
office in March 2006. He was an outsider with no local 
support base within the province and with few friends 

upon whom he could depend to secure the province or 
guarantee his personal security. Former Governor Jan 
Mohammed Khan openly sought to undermine Monib\'s power 
which resulted in a further destabilization of this 

province. The Afghan National Police (ANP) and 

Afghan Highway Police (AHP) were thinly disguised 
militias with primary loyalty to their former 

mujahadeen commanders. ANP Chief Rozie Khan was 
relieved of his command in May, after which most of 

his men left the force taking their weapons with them. 
What remained were less than 90 officially trained ANP 
who lacked weapons, ammunition and vehicles. Monib 
could not rely on the protection of the AHP Commander 
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Col. Matiollah, who is an effective anti-Taliban 
leader and fighter, but also has family ties to the 
previous governor that cast doubt on his willingness 
to provide adequate protection to Monib. 


3. (C) Some temporary relief was provided by a new 
provincial police commander, General Mohammed Qasim, 
and the arrival of 100 Afghan Standby Police (ASP) in 
June, but the ASP mission was confined to the 

protection of the governor and Tarin Kowt city and 

ended the first week of September. General Qasim 
remains but is assessed by Dutch and police mentors as 
a weak leader. Governor Monib recently told the Dutch 
PRT Commander that he agrees with this assessment and 
is considering replacing him. (Note: Officially, 

Governor Monib does not have the authority to replace 
police chiefs; that decision should be made by the 

Minister of Interior. End note.) 


4. (SBU) Uruzgan also lacks sufficient numbers of 
ANA. There are two kandaks (battalions) assigned to 
Uruzgan. Each is supposed to consist of approx. 612 
people, but in practice, actual troop levels have 

stood, on average, at 400-500 total. In August most 
members of the kandaks began a long deserved leave, 
after being deployed and engaged with the enemy for up 
to 18 months. This resulted in a drop to less than 

100 ANA combat troops in the entire province. These 
troops\' leave should end in November, but the 
contracts of most of the ANA are also scheduled to 
expire at the same time. This has prompted concerns 
that if many do not re-enlist, ANA troop levels may 
remain very low for the foreseeable future. 
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5. (SBU) Governor Monib moved to help solve this 
shortage of Afghan security forces by forming a 

militia. Over the summer, he asked tribal leaders - 
many marginalized by the Populzai tribe provincial 
leadership under Governor Jan Mohammed - to recruit 
security forces for their local areas. According to 

Gov. Monib, he currently is paying up to 1270 militia 
members or \"police\" as he calls them. They are 
distributed among the provincial districts as follows: 
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Tarin Kowt 500 
Deh Rawood 220 
Chora 40-150 
Chenartu 100 
Cahar Cineh 150 
Khas Uruzgan 150 


6. (SBU) The actual numbers and disposition of this 
militia have yet to be confirmed as Monib and Gen. 
Qasim have only shared partial information on actual 
district deployments. Efforts to map the deployment 
of these forces continue. So far, the Dutch were able 
to confirm the presence of the 220 militiamen in Deh 
Rawood. 


7. (C) Governor Monib pays his militia salaries 
substantially higher than those of the ANP. Funds for 
the salaries come partially from the Governor\'s 
reported $150,000 a month discretionary fund. Using 
this and other available funds, the Governor pays each 
militia and policeman $150 per month vice the 
officially sanctioned $70 per month. His 

justification is that police salaries are too low and 
that he cannot recruit candidates willing to work as 
police or ANAP for the official salary. (Note: Dutch 
and US forces pay Afghan Security Guards $300 per 
month in Uruzgan.) 


8. (SBU) An exact deployment date for the governor\'s 
militia is unclear, but Dutch and US forces began 
observing these forces in action mid-August. 


9. (C) On August 18, Governor Monib directed local 
police together with this militia to raid the Tarin 

Kowt bazaar and seize contraband including poppy, 
opium, and alcoholic beverages. The raid quickly got 

out of hand and many ANP withdrew their participation. 
Shop keepers were harassed, money and goods stolen and 
property destroyed. Reports of the amount of opium 
seized varied from a few hundred to 6000 pounds. When 
the Dutch PRT police team inspected the local police 
evidence locker shortly after the raid, only a small 
amount of opium was in storage. When asked about the 
missing contraband, Gov. Monib said he ordered it 
destroyed but this claim remains unsubstantiated. 
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10. (C) On September 5, ANA and a US Special Forces 
unit were attacked as they approached a checkpoint in 
eastern Tarin Kowt district on the road to Deh Rawood. 
ANA and US forces assumed it was an ambush by hostile 
forces but later discovered their attackers were 
\"police\" sent by the Governor to reinforce a newly 
established checkpoint that he had heard would be 
attacked by the Taliban. Fortunately, casualties were 
limited to three ANA and militia wounded in action 
(WIA). US forces involved in the incident, which 
occurred on a bright, moonlit night, have doubts about 
Monib\'s account that the incident was accidental. 
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11. (C) On September 21, a militia convoy under the 
command of Nabi Khan, a Ghilzai leader from Surkh 
Morghab, came under attack in Abas Ali, south of Chora 
and Kala Kala, in the Baluchi Valley. Later, militia 
under the command of Chora district Police Chief and 
Populzai tribal leader Farouk were also drawn into the 
fight. The attack lasted several hours and ended 

only with nightfall. Seven militia members were WIA 
(2 later died), and several police vehicles were 
heavily damaged. The next day, Gov. Monib confided 
to the PRT Commander that he had sent the militia in 
on the basis of a tip that there were a few Taliban in 
the area. However, when his men arrived in the 
village, they discovered that the village inhabitants 
had left and the Taliban had staged an ambush. 


12. (C) The nearby Kala Kala checkpoint came under 
repeated anti-Coalition militia (ACM) attack during 
recent weeks. In these attacks, the militia, armed 

only with AK-47\'s, were seriously outgunned by ACM 
using mortars, rocket-propelled-grenades and PKM 
machine guns. Dutch Special Operations Forces have 
provided support and called in close air support on 
several occasions. Provincial Police Chief Gen. 
Qasim says that ANP and militia forces are running low 
on ammunition and asked Dutch and US forces to 
replenish supplies. 


13. (C) Most recently, on September 18, provincial NDS 
Chief Adbul Rauf raided and seized weapons from 
compounds controlled by the militia. Acting on 

orders from the Governor, the militia surrounded 

Rauf\'s compound, and after several hours, succeeded in 
recovering the weapons. A Dutch print journalist in 
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Tarin Kowt at the time published a sensational account 
of the standoff which portrayed the incident as a 

siege ordered by Governor Monib. 


14. (C) Rauf accuses Governor Monib of using this 
militia to settle scores with local leaders and to 

attack ISAF and Coalition forces. He notes that some 
militia members are suspected ACM. These accusations 
may be part of an escalating feud between Rauf and 
Monib, a theory for which some corroborating 
information exists. Monib counters these claims 
saying that he is using the militia as a means to 

effect tribal reconciliation, reaching out to leaders 

of ethnic groups that had been disenfranchised and 
even actively persecuted by the Populzai-dominated 
former leadership of the province. According to 
Monib, some of these leaders have in the past been 
falsely accused of ACM affiliation by members of rival 
groups. (Note: At Monib\'s insistence, MOI fired Rauf 
in early October. End Note.) 


15. (SBU) The Governor\'s militia is ill-trained, 
undisciplined, poorly equipped and not under the 
command and control of Ministry of Interior 
authorities. Out-gunned by the ACM, it is further 
hampered by poor communications and logistical 
support. In the future, their movements and use must 
be coordinated with those of the ANA, ANP, and 
international forces operating in the province to 

avoid future friendly-fire incidents. Nonetheless, 
these militia have demonstrated their willingness to 
work with GoA authorities to protect their villages. 
Provincial leaders and international forces therefore 
view them, along with the soon-to-be disbanded AHP, as 
a recruiting pool for the Afghan National Auxiliary 
Police (ANAP). 


16. (C) Dutch and US forces in Uruzgan have decided 
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that efforts to train, equip and deploy the new ANAP 
must be initiated immediately given the critical 
shortage of ANA and ANP currently in the province and 
the fact that the Governor\'s militia already exists. 

In addition, they plan to call on this new force to 
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secure territory and man checkpoints in upcoming 
operations that must take place to reduce increasing 
ACM strength before winter. 


17. (SBU) Therefore, the Dutch, with support from US 
forces and the Ministry of Interior, initiated 

ANAP training on October 28. The training will last 
two weeks and consist of basic police and counter- 
insurgency courses. In addition, militia deployed at 
key checkpoints will receive basic training at their 
current locations. 


18. (C) Monib\'s militia may have occasionally 
contributed to the province\'s security but have more 
likely acted as a net detractor. Their disbandment 
and reformation as trained ANAP, commanded and paid 
from Kabul, should increase their effectiveness as an 
anti-Taliban force. Unfortunately, as the ANAP is 

still in the beginning stages of training, equipping 

and deployment, it is not yet capable of independent 
action and remains reliant on the ANP. In Uruzgan\'s 
counter-insurgency environment, it will need the 
support of the Afghan National Security Forces (ANA 
and ANP). 

NEUMANN 
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Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Abdulaziz al-Hakim, Chairman of the Supreme 
Council for Islamic Revolution in Iraq (SCIRI), and Vice 
President Adel Abdel Mehdi (also from SCIRI) told National 
Security Advisor Stephen Hadley and Ambassador Khalilzad that 
the Sunnis were the weak link in Iraq\'s national unity 
government. Efforts to bring the Sunnis into the political 
process, they argued, had not stopped the violence, and Sunni 
political leaders did not appear to have the support of the 

street. Hadley assured al-Hakim and Abdel Mehdi that efforts 

to build Sunni support for the national unity government did 

not come at the expense of the ShiVa and Kurds and argued 
that Iraq needs moderate ShiVa and Sunnis to stand together 

in opposing those who undermine the political process. END 
SUMMARY. 


2. (C) NSA Hadley opened the October 30 meeting by 
reaffirming President Bush\'s support for Iraq\'s unity 
government and the Iraqi people\'s struggle to establish a 
stable democracy. Al-Hakim thanked Hadley and agreed that 
the lraqi people had made great strides by building a 
government based on popular support and a constitution, a 
novelty in the region. Yet, he acknowledged, Iraq faced a 
variety of problems, and to resolve them it is imperative to 
realize that the true enemies are Saddamists and Takfiris. 
\"They are the enemy." he continued. \"Everything else is a 
challenge.\" Hadley noted that President Bush paid close 
attention to this debate and recognized that part of 
al-Qaida\'s strategy was to cause sectarian violence by 
perpetrating damaging attacks on the ShiVa. 


3. (C) Al-Hakim then turned to the participation of Sunni 
Arabs in lraq\'s government, which he characterized as one of 
the most important challenges. He noted that the ShiVa \"from 
day one\" insisted in Sunni participation in all branches of 

the government and tried to work with the Sunnis using the 
principal of consensus. \"But we are giving without 
receiving,\" he continued, pointing to the regions formation 

bill as an example of Sunni politicians withdrawing from 
agreements they had made with their ShiVa colleagues. This 
lack of steadfastness weakened the government, al-Hakim 
argued, and the fact that some Sunni participants in 
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government thought of ShiVa as infidels made for even greater 
distrust. 


4. (C) Abdel Mehdi continued in the same vein, noting that 
Sunni participation was important but claiming that the 
process of bringing Sunnis into the government had led to an 
increase in violence. \"Once a Sunni politician enters the 
government,\" he opined, \"he loses his support in the street.\" 
Abdel Mehdi noted that a number of current priorities of 

U.S. diplomacy in Iraq, such as achieving a fair distribution 

of resources and revising the de-Baathification process, were 
also Sunni priorities. He cautioned that other Iraqis might 
perceive that the US was trying to achieve Sunni 

participation at their expense. Hadley reiterated that 
President Bush supported the Iraqi government precisely 
because it resulted from a process in which over 12 million 
Iraqis voted. As the majority, the ShiVa have a central role 

to play, Hadley continued, and the US wants to strengthen its 
relationship with SCIRI and other ShiVa groups. Yet he 
cautioned that democracy does not end with majority rule, but 
must allow representa 

tion of all political groups and protect minority and human 
rights. Hadley argued that moderate Sunni and Shi\'a needed 
to join forces to oppose extremists, be they Sunni or ShiVa, 
who undermine the political process. Abdel Mehdi said that 
the ShiVa were trying this strategy, but that Sunni 

politicians still saw attacks on Sunni terrorists as a 

\"personal vendetta\" against Sunnis. 


5. (C) Al-Hakim touched on several other challenges, 

including the interference of neighboring countries, the 
difficulties of reconstruction and service provision even in 
stable areas, and the militias (many of which could have been 
dealt with by implementation of CPA Order 91, he argued). He 
also pointed to lack of clarity in roles and authorities as 


BAGHDAD 00004205 002 OF 002 


an important problem. \"Who has the authority to make 
decisions?\" he asked. \"The Prime Minister says he does not, 
that it is the Council of Ministers. They say no, it is the 

Policy Council for National Security or the Embassy.\" Hadley 
replied that the US sought to empower Iraqis to take more 
responsibility and, based on a discussion between President 
Bush and Prime Minister Maliki, would participate in a joint 
committee to determine how to accelerate training of Iraqi 
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security forces to make sure that they were capable of 
succeeding. 


6. (C) Hadley noted that President Bush was looking forward 
to receiving al-Hakim on December 4. Al-Hakim replied that 
he was honored by the invitation and looked forward to 
meeting the President on that day, God willing. 

KHALILZAD 
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SUBJECT: FREEDOM AGENDA: RUMBLINGS OF ANOTHER PARLIAMENT 
DISSOLUTION 


REF: A. KUWAIT 4418 
B. KUWAIT 4289 
C. KUWAIT 4206 
D. KUWAIT 2871 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C/NF) Summary: Kuwait has been buzzing with rumors over 
the last two weeks that the Amir may dissolve Parliament 

again, this time unconstitutionally for a period of up to 

three years. Many Kuwaitis have come out strongly against 
such a move, arguing that it would exacerbate existing 

political tensions and \"plunge the country into the vortex of 

the unknown.\" While not ruling it out as a possibility, 

most, though not all, of our contacts suggest that an 
unconstitutional dissolution is unlikely and the rumors may 
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be intended as a warning to opposition parliamentarians to 
tone down their criticism of the Government. The Amir and 
the Prime Minister have commented to visitors recently that 
the Parliament is difficult to work with, but that they are 

not surprised by the criticism leveled by legislators and 

will work with them. On the other hand, the Amir has also 
noted in recent conversations the necessity for the United 
States to recognize that democracy cannot be imposed in the 
region. Our contacts outside the Government largely blame 
the current political tensions on the Government\'s weakness 
and poor choice of Cabinet ministers. They argue that the 
best solution would be to replace the Cabinet with one more 
competent and with closer connections to the political blocs 
in Parliament. If Parliament is dissolved 

unconstitutionally, some predict the Kuwaiti people and 
political groups would \"react strongly\" and \"take to the 
streets.\" Others, however, note that this so-called \"reform\" 
National Assembly is so far focused on narrow self-serving 
objectives and some personal vendettas against ministers. End 
summary. 


Strong Reaction to Rumors of Possible Dissolution 


2. (C/NF) Local press have been buzzing over the past couple 
of weeks about rumors the Amir might dissolve Parliament 
again. While the Amir is constitutionally required to call 

new elections within two months of a dissolution, some 
observers speculate he could delay elections for up to three 
years. (Note: Parliament has been dissolved 
unconstitutionally twice before, the last time in 1986. End 
note.) A front-page article in the November 5 Arab Times 
(local English daily) reported that the Government was 
currently studying the possibility of \"suspending 

(Parliament) for three years and amending Article 4 of the 
Constitution,\" which deals with succession. The article 
quoted \"a highly placed source\" as saying \"the political 
atmosphere in the country has become unbearable and the 
continuous threats of MPs to \grill\’ ministers are preventing 
the Government from doing its duty and implementing 
development projects.\" The source continued: \"MPs should 
know Kuwait is passing through a dangerous phase and 
decision-makers won\'t hesitate to take tough decisions." 
Separate reports have cited leading opposition MP Ahmed 
Saadoun\'s repeated threats to \"grill\" the Prime Minister as a 
\"red line\" the Government will not tolerate crossing. In 
conversations with visitors lately, the Amir has joked about 
the difficulty of dealing with parliament but has not hinted 

at dissolution, although he has noted the need for the U.S. 

to recognize that it cannot impose democracy on Middle 
Eastern countries. The Prime Minister has evinced no 
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particular concern about the difficulties with the 

Parliament, noting to the Ambassador that he has long-time 
ties to some of the leading oppositionists and knows how to 
deal with them. 


3. (SBU) Many Kuwaitis have come out strongly against such a 
move, arguing that an unconstitutional dissolution would only 
exacerbate existing political tensions. One editorial warned 
that an unconstitutional dissolution would \"plunge the 

country into the vortex of the unknown." It went on to say 
that \"the crucial issue before the Government now is battling 
corruption and personal aggrandizement....An unconstitutional 
dissolution will increase corruption and the pillaging of 

public funds will grow worse.\" The Kuwait Journalists\' 
Syndicate issued a statement November 8, stressing that an 
unconstitutional dissolution would trigger \"sedition\" and 
\"destabilize Kuwait.\" Other columnists called on MPs to 
moderate their criticism of the Government and give Ministers 
more time to address their concerns. A few have argued in 
favor of an unconstitutional dissolution as the only way to 
resolve political deadlock and move forward on key 
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development projects. 


A Warning to Parliament? 


4. (C/NF) According to several contacts, the Amir openly 
discussed an unconstitutional dissolution of Parliament in 
recent meetings with the Kuwait Chamber of Commerce, the 
Higher Council for the Application of Islamic ShariVa 

(HCAIS), and Speaker of Parliament Jassem Al-Khorafi. Ahmed 
Deyain, the former Secretary General of the Kuwait Democratic 
Forum, told Poloff November 4 that the Amir had also talked 
about the possibility of creating a second chamber of 
Parliament and revoking recently-passed electoral reform 
legislation (ref D). Deyain said he \"(did) not rule out the 
possibility of an unconstitutional dissolution,\" but that 

such a move was unlikely. He claimed the leadership lacked 
the \"political will\" to dissolve Parliament 

unconstitutionally, particularly given regional tensions. An 
unconstitutional dissolution could inflame tensions rather 

than resolve them, he explained. Deyain suggested the Amir 
might have \"floated\" the possibility as a warning to 

Parliament to be more cooperative and tone down their 
criticism of the Government. Deyain claimed the Amir\'s son, 
Shaykh Nasser Sabah Al-Ahmed, told him the Amir had wanted to 
\"frighten\" MPs. 
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5. (C/NF) Deyain blamed the Government for the current 
tensions with Parliament. He said the Government is \"weak 
and does not take initiative, and argued that the \"easiest 

and most reasonable solution\" was to replace the current 
Cabinet with one \"capable of reconciling with the political 
blocs in Parliament.\" Deyain claimed \"80 percent of MPs\" 
want to work with the Government and have nothing to gain 
from a dissolution, but pressure the Government because of 
its \'ineptness and poor leadership.\" \"If Government change 
is introduced, things will change,\" he predicted. If 

Parliament is dissolved unconstitutionally, Kuwait\'s 

political groups \"have enough experience to rally around each 
other and demand the re-instatement of the Parliament,\" 
Deyain said. He suggested they could also demand \"a more 
democratic constitution.\" 


Parliamentarians Disagree on Probability of Dissolution 


6. (C/NF) In a November 8 meeting, Ahmed Bager, the 
Coordinator of the 17-member Islamic Bloc and a former 
Minister of Justice, downplayed the likelihood of an 
unconstitutional dissolution, which he said would have \"very 
negative ramifications.\" He blamed the current political 
tensions on the Government\'s weakness and poorly chosen 
ministers, who did not have \"connections\" to the political 
blocs in Parliament. Bager predicted the Cabinet would be 
reshuffled and, if that failed to resolve tensions, the 

entire Cabinet would be replaced before the Amir resorted to 
dissolving Parliament. Even then, Bager believed it would be 
a constitutional dissolution. He claimed the Kuwaiti people 
and political groups would react \"strongly\" to an 
unconstitutional dissolution, \"even more than in 1986,\" and 
predicted they would \"take to the streets,\" which could lead 
to \"clashes.\" 


7. (C/NF) Liberal MP Mishari Al-Anjari, the Coordinator of 

the 8-member National Action Bloc, told Poloff in a separate 
meeting November 8 he believed an unconstitutional 
dissolution was \"likely.\" \"The Government cannot confront 
the current Parliament nor those responsible for corruption,\" 
he explained. Al-Anjari added that some MPs had also made 
\"mistakes\" by pressuring the Government to forgive loans and 
offer more benefits to Kuwaitis. Al-Anjari claimed the Amir 

had told the Chamber of Commerce, the HCAIS, and the Speaker 
that he wanted to \"see Kuwaiti society stable and secure, but 
due to the current uncooperative political climate, (he) may 
have no other option than to dissolve Parliament.\" According 
to Al-Anjari, the Amir said, \"If | am forced to do this, | 

will do it unconstitutionally.\" 
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8. (C/NF) Al-Anjari predicted an unconstitutional 

dissolution would be a \"jump in the dark\" and could lead to 
\"conflicts.\" He said the Government would be forced to use 
state money to \"appease the street,\" contributing to further 
corruption. Like Bager, Al-Anjari criticized the weakness of 
the Government and the composition of the Cabinet. The 
current ministers \"do not have contacts with the (political) 
blocs\" in Parliament, he complained. \"The choice of good 
ministers would ease tensions between Parliament and the 
Government," Al-Anjari said. He concluded by predicting that 
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\"either the Government or Parliament will be short-lived.\" 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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DEPARTMENT FOR NEA/MAG, AF 


E.O. 12958: DECL: 11/10/2016 
TAGS: ECIN, ETRD, PREL, AU, KECF, LY 
SUBJECT: LIBYAN DEMARCHE ON CHINA SUMMIT WITH AFRICAN NATIONS 


REF: a) TRIPOLI 84, b) TRIPOLI 568 


CLASSIFIED BY: Ethan Goldrich, CDA, Embassy Tripoli, State. 
REASON: 1.4 (b), (d) 


1. (C) Ibrahim Dridi, Director of the Americas Office at the 
General People\'s Committee for Foreign Liaison and International 
Cooperation (MFA equivalent) requested a meeting on November 7 
to convey a demarche regarding Libyan views on the China Summit 
with African nations. \"| was instructed to raise our concern 

over China,\" said Dridi. Reiterating points made by Secretary 

for African Affairs Ali Treki reported reftel (b), Dridi said 

that Libya believed it was inappropriate for a single country, 

even one as large as China, to hold a summit with all African 
countries. As a reflection of the Libyan view, the GPCFLIC 
decided to send the relatively low-level Secretary for Asian 

Affairs, rather than considering participation by Qadhafi or 

the General Secretary of the GPCFLIC (Foreign Minister 
equivalent), AbdulRahman Shalgam. 


2. (C) Dridi explained that Libya suspected China of ulterior 
motives in its economic assistance programs to African 

countries, saying, \"Chinese hegemony over the continent may be 
behind all of the financial offers.\" He asked Charge for our 

views on the Chinese Summit. Dridi also said, \"Libya wants to 
coordinate on Africa policy and asks what joint projects you 
suggest for development cooperation.\" He asked that we convey 
the message quietly since Libya didn\'t want its fears to be 
reported openly. 


3. (C) Charge detailed for Dridi our continuing demarches on 
the need for international peacekeeping troops in Darfur and on 
facilitating international assistance. We also reminded Dridi 
that we had offered to set up a bilateral meeting between a 
senior U.S. trade representative and a Libyan official on the 
margins of a planned AU trade meeting (cancelled due to a 
schedule conflict with the Beijing event). Charge also noted 
the value of dialogue between the U.S. and Libya on African 
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issues and our understanding that Libya was interested in a 

visit by Special Sudan Representative Andrew Natsios to Tripoli. 
Charge and Dridi recapped many of the points raised during 
Assistant Secretary Frazer\'s visit (reftel a). Dridi said that 

Libya was ready to receive Natsios or Assistant Secretary Frazer 
to discuss Africa policy at any time. 


4. (U) We subsequently provided Dridi with public statements 
about Undersecretary Burn\'s recent travel to China, as well as 
Assistant Secretary Frazer\'s public remarks on African 
cooperation and background material on the AGOA program. 


5. (C) Comment. Libyan interlocutors have continually pushed 
back on our demarches asking for their help convincing the 
Sudanese to allow international peacekeepers in the Darfur 
region, claiming that any outside influence would only act as a 
catalyst for terrorist activity in the region. Libya\'s stance 

is that Africa should take care of its own, with of course, 

Libya in a primary leadership role. Qadhafi promotes himself 
as the \"Father\" of the African Union, and sees the continent as 
his backyard. Now he must add China to the UN and the 
historical colonizers of Africa as potential rivals and 

interlopers. (Interestingly, the British Embassy here was not 
called in for demarche we received.) We find it fascinating 

that the Libyans have identified a fear of Chinese hegemony as a 
potential source of common interest with us. Inviting Secretary 
of African Affairs Ali Treki for consultations in Washington 

with Assistant Secretary Frazer and/or including Tripoli in 

future travel by Ambassador NatsiosY might present an 
opportunity to exchange views on Libyan concerns over Chinese 
influence, and more importantly to press for a more helpful 
Libyan stance on Sudan.. End Comment. 
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E.O. 12958: N/A 
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TAGS: MO, MASS, MARR, MOPS, PHUM 

SUBJECT: REQUEST FOR VETTING UNDER LEAHY AMENDMENT OF 
MOROCCAN MILITARY PERSONNEL 


REF: ODC 80 


1. This is an action request. This cable requests the 
Department of State to initiate a Departmental review of the 
following Moroccan national: 


Name: BENMOUSSA, Brahim 

DOB: November 14, 1976 

POB: Rabat, Morocco 

CIN#: BK 150820 

Rank: Civilian 

Unit: Ministry of Foreign Affairs - Rabat 

Purpose: To attend the NESA Executive Seminar in Washington, 
DC from November 26 - December 16, 2006. 


ODC Request #80 


2. The Political Section has completed an internal vetting 
of Moroccan national listed above for human rights violations 
and has found no derogatory information. 


3. The Department\'s prompt consideration and reply to this 
request is greatly appreciated. Embassy Rabat POC is 
Political Officer Marcel Martinez, commercial phone (212) 37 
762265. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: N/A 

TAGS: MO, MASS, MARR, MOPS, PHUM 

SUBJECT: REQUEST FOR VETTING UNDER LEAHY AMENDMENT OF 
MOROCCAN MILITARY PERSONNEL 


REF: ODC 79 


1. This is an action request. This cable requests the 
Department of State to initiate a Departmental review of the 
following Moroccan national: 


Name: FIZAZI, Ahmed 

DOB: July 22, 1963 

POB: Oujda, Morocco 

CIN#: D 179002 

Rank: O-4 

Unit: Army HQ - Rabat 

Purpose: To attend the Infantry Officer Course at Ft Benning, 
GA from December 12, 2006 - July 26, 2007. 


ODC Request #79 


2. The Political Section has completed an internal vetting 
of Moroccan national listed above for human rights violations 
and has found no derogatory information. 


3. The Department\'s prompt consideration and reply to this 
request is greatly appreciated. Embassy Rabat POC is 
Political Officer Marcel Martinez, commercial phone (212) 37 
762265. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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STATE FOR P AND SCA/INS, USPACOM FOR FPA 


E.O. 12958: DECL: 11/08/2016 

TAGS: PREL, MOPS, PTER, CE 

SUBJECT: DEFENSE SECRETARY EXPRESSES CONCERN ABOUT POSSIBLE 
MAJOR LTTE ATTACK 


REF: A. COLOMBO 1828 


B. COLOMBO 1863 
C. COLOMBO 1884 


Classified By: Ambassador Robert O. Blake, Jr. for reasons 
1.4 (b) and (d). 


1. (C) In a November 10 meeting with Defense Secretary 
Rajapakse, Ambassador expressed concern about growing 
indications the Sri Lankan military was taking 

disproportionate military action against the LTTE that 
jeopardized prospects for a return to peace negotiations. 
Peace Secretariat Director Kohona and Rajapakse expressed 
regret for the civilian deaths in the bombings at 

Killinochchi and Vakarai, but said public perceptions that 

the LTTE is weak were misplaced. The LTTE mobilized 20 naval 
vessels and sank two GSL naval craft in a November 9 
engagement south of Point Pedro off the coast of Jaffna, 
killing 15 and capturing 4 Sri Lankan sailors. On November 6 
the LTTE flew a light plane that Rajapakse worried might be a 
training run for an aerial suicide attack to show the LTTE\'s 
strength prior to Prabhakaran\'s November 27 Heroes Day 
Speech. Rajapakse and Peace Secretariat Director Kohona 
explained that the GSL objective was to deny the LTTE the 
impression they can gain militarily so they will have an 


Column 3 
incentive to engage seriously at the peace talks. End Summary. 


Why Such Heavy and Disproportionate Military Action? 


2. (C) Ambassador requested to meet alone with Rajapakse to 
detail the USG\'s concern about the scope and 
disproportionality of recent GSL military actions. 

Anticipating the Ambassador\'s message, Rajapakse invited 
acting Foreign Secretary Geeta DeSilva, Director General of 
Naval Operations Samarasinghe and Peace Secretariat Director 
Kohona to join. Ambassador explained the USG\'s concern that 
the GSL appeared to be taking military actions that 

increasingly seemed to be more offensive than defensive (such 
as the bombing in Kilinochchi (ref a), often seemed 
disproportionate to the minor LTTE movements or actions that 
precipitated the GSL actions, and suggested a lack of concern 
for the safety of civilians (such as the Vakarai bombing - 

ref c). These actions collectively blurred the GSL\'s own 

pledge it would only engage in defensive action, and might 
easily lead to LTTE reprisals, which in turn would diminish 

the chances for a reurn to negotiations. What, the 

Ambassador asked was the GOI\'s intention with its recent 
actions? 


LTTE Stronger Than Perceived 


3. (C) Rajapakse explained that the LTTE is far stronger 

than is commonly believed. He cited a November 9 attack by 
20 LTTE boats on a seven vessel GSL naval convoy south of 
Point Pedro off the east coast of Jaffna. The LTTE boats 
engaged in a pincer action during which they managed to 
separate two GSL vessels, which LTTE suicide boats then 
rammed and sank. Admiral Samarasinghe said 5 sailors had 
been killed, fifteen were missing and presumed dead, and four 
had been captured by the LTTE. He explained that the action 
came at a time when the Navy is already stretched thin 
because it is escorting humanitarian convoys from Colombo to 
help re-supply Jaffna (ref b). The Ambassador noted that in 
initial briefings he had received from the Sri Lankan 

military when he arrived in September, the GSL had believed 
they had inflicted heavy losses on the LTTE. How had the 
LTTE been able to reconstitute capabilities so fast? 
Rajapakse explained the LTTE had been able to re-supply the 
parts and other equipment lost, which was why they could now 
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increase their operational tempo. He reiterated the urgent 
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need for Bushmaster weapons so that the LTTE could not outgun 
the Sri Lankan navy. The Ambassador noted that Army Chief 
General Fonseka would be able to get the status of the 
Bushmasters during his visit to Washington later this month. 
The Ambassador also urged the GSL to receive at a high level 
a team from Raytheon coming the week of November 13 to 
discuss Raytheon\'s offer of aerial radars on Beechcraft. 

Such radars would greatly increase GSL capacity to detect 
LTTE re-supply efforts several hundred miles offshore. 
Rajapakse said this was an important visit. 


LTTE Preparing Suicide Air Attack? 


4. (C) Rajapakse also expressed great concern about a 
training flight that an LTTE light aircraft had taken the 
evening of November 6. He said that while there had been 
previous sightings of the plane flying, this was the first 

time that military radar had detected and tracked the plane. 
He speculated that the plane might be preparing to undertake 
a suicide bombing of a target that could not be targeted by a 
car or suicide bomber on the ground. Rajapakse predicted 
LTTE supremo Prabhakaran would need a military or other 
victory to show his strength before his November 27 Heroes 
Day speech. He said the GSL was particularly concerned a 
suicide plane might target the Ratmalana military airport 
outside Colombo, the military side of the air base at 
Colombo\'s international airport where the Air Force\'s Kfirs 
are stationed, the base at Anuradhapura where a helicopter 
squadron is stationed, or possibly the President\'s residence 
in Colombo. The Ambassador asked how long it would take to 
scramble the Kfirs to intercept such a mission. Rajapakse 
thought at least 30 minutes, which would be too long to stop 
an attack on Anuradhapura. He also expressed concern that 
the plane might fly at night since the LTTE knows the Kfirs 
do not have night vision. Asked about GSL plans to acquire 
night capability, Rajapakse said the next generation of Kfirs 
would likely have such capability and the Indians would 
provide the requisite training. 


Restraint Still Needed 


5. (C) Ambassador thanked Rajapkse for his briefing, noted 
that any nation must of course defend itself, but stressed 

the need to take the utmost care to avoid civilian casualties 
and noted that the U.S. looked to the GSL to exercise 
restraint to help prepare the ground for what we hoped would 
a resumption of peace negotiations in early January. Kohona 
said the GSL regretted the civilian deaths at Killinochi and 
Vakarai He and Rajapakse explained that the GSL objective 
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was to deny the LTTE the impression they can gain militarily 
so they will have an incentive to engage seriously at the 
peace talks. 


Comment 


6. (C) Rajapakse and Kohona took a much more conciliatory 
line with the Ambassador than in an earlier briefing on the 
Vakarai incident to a wider audience (ref c). It is 

difficult to know whether the LTTE has been able to rearm as 
much as the GSL claims. Whatever the case, the Ambassador 
laid down an important marker for the GSL to exercise more 
restraint and be much more careful to avoid civilian 

casualties. 

BLAKE 
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DEPARTMENT FOR NEA/MAG; COMMERCE FOR NATE MASON 


Column 3 

E.O. 12958: DECL: 11/10/2016 

TAGS: ECON, EFIN, PGOV, LY 

SUBJECT: WAGE AND PENSION REFORM UNFOLDING IN LIBYA\'S OWN STYLE 


CLASSIFIED BY: Elizabeth Fritschle, Pol/Econ Chief, United 
States Embassy, DOS. 

REASON: 1.4 (b), (d) 

1.(C) Summary: The GOL sent mixed signals in recent months on 
wage and pension reform, raising expectations for a thaw in a 
long-standing freeze on government salaries and a substantial 
augmentation to state-provided pensions. These are hot-button 
issues in Libya, where the minimum monthly government salary has 
been fixed at 150 Libyan Dinars (L.D.) for twenty-five years 

under the terms of Law No. 15 of 1981 (Note: 150 L.D. is the 
equivalent of 115 USD at current exchange rates. End note). 
Wage stagnation affects a large number of Libyan families, since 
roughly a quarter of Libya\'s workforce is employed by the state. 
However, recent GOL moves have raised as many questions as 
incomes. End Summary. 


2. (C) During the course of his much-ballyhooed August 20 
speech before the First Forum of the National Organization of 
Libyan Youth (popularly known as the \"From tomorrow\" speech), 
Seif al-Islam al-Qadafi addressed the issue of a minimum salary 
for all employees, as well as a government pension. In his 
remarks, Seif al-Islam said that: \"From tomorrow, it is supposed 
to have a minimal rate for the people who work in the government 
and the private sector. It is prohibited to have less than 200 

L.D. per month. This means that the salary of 200 L.D. will be a 
history from tomorrow...The amount of 200 L.D. is the minimal 
rate of any salary.\" Regarding the possibility of a pension, he 
said: \"It is clear that one wants the continuity of the 

contribution of the state concerning his retirement. He wants 

the state to give him that pension in cash and he will make his 
own insurance. Thus, there will be funds for a special kind of 
insurance. The employee will have his salaries for 13 months, 

not only 12 months...Everyone, who does not want the state to 
contribute in his pension, will not have the contribution of the 
state. But he will have the salaries of 13 months instead of 12 
months.\" 


In the State of the Masses (Libyan Jamahiriya) You Can Never 
Have Too Many Committees 


3.(C) Post has been monitoring developments since Seif 
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al-Islam\'s speech to see if there has been any GOL 
follow-through on his statements (Note: Although Seif does not 
have any formal role in the government structure, his statements 
are often viewed as having at least the tacit blessing of his 

father, and tangible results have sometimes resulted from his 
policy pronouncements. (End Note). GOL follow-up to the speech 
thus far has been a study in Libyan 
consensus-building/decision-making. In early September, the 
Secretariat of the General People\'s Committee announced the 
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formation of three special committees, which would: 


-- Revise the legislation related to remuneration against 
work, prepare a legal paper on the issue and propose necessary 
amendments to relevant legislation; 


-- Study the economic affects of the amendment and movement 
of salaries; 


-- Prepare a paper on the accompanying procedures for 
amendment of minimum remuneration for work. 


Membership on the three committees was set at a high-level, to 
include the Secretaries of the General People\'s Committees for 
Justice, Planning, Economy, Finance, Tourism and Manpower, and 
the Governor of the Central Bank. All these committees were to 
submit a weekly progress reports to the Secretariat of the 

General People\'s Committee. 


4. (C) To date, post has not seen any tangible outcomes stem 
from the formation of these committees, and there has been no 
official mention of addressing the issue of a government 

pension. However, the government did announce a bonus of 
between 200 and 280 L.D. for all government employees upon the 
occasion of Eid al-Fitr last month. Rumor has it that this 

one-time bonus represents the \"13th month\" of salary referred to 
in Seif al-lslam\'s speech, and is being touted in some circles 

as the fulfillment of his pledge to augment the national pension 
system. 


5. (C) Adding to the confusion is a September 24 official 

letter from the Secretary of the GPC for Finance to the Central 
Bank Governor which requests that 300 million L.D. be made 
immediately available for \"financial renumeration.\" These funds 
were to be allocated to various GOL entities (e.g., Social 
Security Fund, Armed Forces) for the distribution of lump sum 
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gratutities to individuals on their payrolls. A subsequent 

edict from the GPC Secretariat stated that payments were to 
range from 150-230 L.D., with the larger sums accruing to 
workers at the bottom of the salary pool. Stipends were also 
due to families \"deprived of wealth,\" although these recipients 
would only be determined following the completion of a \"social 
survey.\" Workers in \"productive projects\" and \"national 
companies\" were also due a bonus, a stipulation that caused 
great consternation among foreign companies, particularly in the 
energy sector. Local legal interpreation differed on the GPC 
ruling, resulting in some companies paying the gratuity and 
others refusing. In the end, the GPC appears to have quietly 
pulled-back from this initative, and GOL payments were never 
made. The rationale behind this reversal remains unclear, as 
does the intent of the initiative. 


6. (U) In asign that this issue will keep evolving in the 

near term, the Secretariat of GPC approved a resolution on 
November 4 on the salaries of national employees in public 
companies and establishments. The resolution provides for a 
review of the salaries of those employees without reference to 
the provisions of law (15) for 1981, authorizing general 
assemblies of different public companies, contracting and 
insurance companies to set their own salaries for these 
employees in accordance with their activities and financial 
positions. Post will continue to monitor these developments to 
gauge their applicability and impact on U.S. companies in 
particular. 

GOLDRICH 
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TREASURY FOR DAN HARRIS, DEPARTMENT FOR NEA/MAG, NEA/PI 


E.O. 12958: DECL: 11/10/2016 
TAGS: ECON, ECIN, EFIN, LY 
SUBJECT: LIBYAN CENTRAL BANK ESTABLISHING NEW TRAINING INSTITUTE 


REF: TRIPOLI 561 


CLASSIFIED BY: Elizabeth Fritschle, Pol/Econ Chief, United 
States Embassy, DOS. 

REASON: 1.4 (b), (d) 

1. (U) See action request, Para. 7. 


2. (U) The Libyan Central Bank is launching a new training 
center to improve employee skills throughout the banking sector, 
and its director is open to U.S. offers of assistance. Pol/Econ 
Chief and Econoff met with the Libyan Central Bank on the 
afternoon of November 6 to discuss the scope and direction of 
Central Bank training initiatives and offer appropriate U.S. 
assistance. Dr. Omar Bushallah, General Manager of the nascent 
Institute of Banking and Financial Studies was joined by Saleh 
Keshlaf, Director of the Central Bank Governor\'s Office (chief 

of staff equivalent) for the discussion. Also present were two 
representatives from the McKinsey Group, which is currently 
engaged in a cooperative study with the Central Bank to upgrade 
and privatize the Libyan banking system (see Reftel). 


3. (U) The Libyan Central Bank has just begun the process of 
standing up the Institute of Banking and Financial Studies, 

which was established by a decree from the General People\'s 
Committee Secretariat in late October. Although its bylaws are 
still being drafted, it has been decided that the Institute will 
replace the existing Central Bank Training Center. Dr. 

Bushallah is leading this effort at the Central Bank, and is 
developing a two-year training program encompassing three main 
skill areas: English language, computer science and 
industry-specific technical training. This comprehensive course 
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of instruction is intended to be a mandatory certification 

program for all new employees of Libyan banks. Training 

programs for existing employees will also be developed in time. 

Dr. Bushallah declared that his Institute will be totally run by 

the Central Bank, in tandem with similar programs being 

developed by the General People\'s Committee for Finance or the 
General People\'s Committed for Manpower, Training and Employment. 


4.(U) Dr. Bushallah allowed that the current Central Bank 
training center was modest and functional, but he looked forward 
to being able to guide visitors through a brand-new facility 

that was \"something matching our ambitions.\" He rejected a 
suggestion that Libyans could take advantage of excellent 
training programs already available in other Arabic-speaking 
countries. The current plan calls for the establishment of a 
training campus, complete with residence halls, sports 

facilities, auditoriums and housing for visiting trainers. 

Until that facility becomes reality, the Central Bank will begin 
the transition using existing infrastructure. In theory, all of 
Libya\'s state banks will be obligated to provide operational 
funding for the new Institute, their required share being 
determined based on the number of employees on staff. The 
Central Bank will also incorporate the national banks at a 
senior level, as their general managers will be required to 
serve on the Institute\'s advisory council. Dr. Bushallah noted 
that the Central Bank is already providing English language 
training to 500 banking sector employees, and hoped to expand 
this program. The Bank is currently employing six English 
language trainers contracted through Berlitz in Manchester, UK, 
placing them at its Tripoli, Benghazi and Sebha branch offices. 
Other part-time instructors have been culled from the Libyan 
university system. 


Welcomes U.S. Government Cooperation and Other Training 
Opportunities 


5. (C) Dr. Bushallah noted that he intends to generally model 

the Institute on the efforts of the GCC states, developing a 

highly institutionalized, vice outsourced, national training 

model. He stressed that the Central Bank is open to the best 
ideas from around the world, and is not wedded to a single 
training model. However, while the Central Bank was open to new 
ideas, his intention is that all banking sector employees will 

be required to complete the Libyan course before being eligible 
for training overseas. Pol/Econ Chief described numerous U.S. 
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training opportunities that were available to the Bank, 

highlighting the financial sector service reform programs 

available through MEPI and the December 11-13 conference at the 
Federal Reserve Bank of New York under the U.S.-Middle 
East/North Africa Private Sector Dialogue (U.S.-MENA PSD). Dr. 
Bushallah indicated that he was aware of the conference and 
agreed that it would be a good opportunity to explore new 
avenues of engagement and training (Note: While on the subject 
of conferences, Bushallah stated that the planned November 20-21 
\"Banking and Finance Libya\" conference in Tripoli (hosted by 
Aisha Qaddafi\'s Waatasimo Foundation) had been canceled. End 
Note). He also said that he would consider any USG proposals 
for closer cooperation on sector reform. He mentioned that 
several other countries had extended offers for training 
assistance and that the Libyans would determine which proposals 
were most advantageous (Embassy note: the souk is open. End 
note). Asked if the Central Bank Institute could provide 
assistance in setting-up appropriate meetings, as well as the 
facilitation of visa issuance for a future financial sector 

service reform team visit, Dr. Bushallah said that he would 
welcome a team with training proposals. 


6. (U) Following up on this positive discussion, post\'s PAO 

section is engaging with Dr. Bushallah to provide information on 

the full range of U.S. educational training and exchange 

programs available to the Central Bank over the coming year. 

Post has also reminded the Central Bank about the Federal 

Reserve Bank conference in New York, and has encouraged a quick 
decision Libyan participation. 


7. (C) COMMENT AND ACTION REQUEST: This may be another one 
in a continuing series of grandiose Libyan projects that are 

announced, but then falter during implementation due to the 

complex bureaucracy inherent in a \"state of the masses\" 

governing system. While Embassy has been pressing continually 

for an official government reception of a MEPI delegation, we 

are most likely to achieve our MEPI objectives if we help the 

Libyans achieve some basic comfort level with the scope of 
programming. This may be an opportunity to bring in a focused 

team of financial sector service reform experts to initiate 

programming as a good \"foot in the door\" project, that could 

also be combined with additional work through the Qadhafi 
Development Foundation\'s National Economic Strategy for maximum 
impact. Please advise if a financial reform specific visit 

might be possible in January or February 2007. END COMMENT AND 
ACTION REQUEST. 

GOLDRICH 
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E.O. 12958: DECL: 11/10/2016 
TAGS: PREL, UNSC, IS 
SUBJECT: UNSC: REQUEST FOR INSTRUCTIONS -- GAZA RESOLUTION 


REF: STATE 185573 


Classified By: Classified by Amb. John R. Bolton. E.O 12958. Reasons 1. 
4 (B&D). 


1. (C) The Qatari sponsors of a resolution on the recent 
events in Gaza have put its draft into Blue for a vote now 
scheduled for November 11 at 12:00 noon. Though the original 
draft text has undergone two revisions in as many days, the 
current text remains unacceptable. Notwithstanding experts\' 
suggestions, the text remains unbalanced, retains 
emotionally-charged language, and prescribes the 
establishment of an unnecessary \"fact-finding mission\" and 
\"an international mechanism for the protection of the 
(Palestinian) civilian populations\" the details of which are 

not well thought out. Retention of preambular language 
characterizing Israeli actions as \"disproportionate\" 
constitutes an allegation that those Israeli actions were 
illegal. USUN recommends that the U.S. veto this draft 
resolution. 


2. (C) USUN believes that the current text has at least nine 
supporters: Qatar, France, Greece, Russia, China, Congo, 
Ghana, Tanzania, and Argentina. Two countries -- Denmark and 
UK -- will abstain. Three countries -- Peru, Slovakia and 

Japan -- are uninstructed, though Slovakia and Japan seem to 
be leaning toward abstention. With nine votes in favor, the 
resolution will pass unless the U.S. exercises a veto. 


3. (C) USUN requests voting instructions and an Explanation 
of Vote (EOV) text for the November 11 Security Council 
meeting. 


4. (U) Text of Qatari Draft Resolution follows: 


The Security Council, 
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Reaffirming its previous resolutions 242 (1967), 338 (1973), 
446 (1979), 1322 (2000), 1397 (2002), 1402 (2002), 1403 
(2002), 1405 (2002), 1435 (2002), 1515 (2003), and 1544 
(2004), 


Reaffirming the applicable rules and principles of 
international law, including humanitarian and human rights 
laws, in particular the Geneva Convention relative to the 
Protection of Civilian Persons in Time of War of 12 August 
1949, 


Expressing its grave concern at the continued deterioration 
of the situation on the ground in the Palestinian Territory 
occupied by Israel since 1967, during the recent period, 
particularly as a result of the excessive and 

disproportionate use of force by Israel, the occupying Power, 
which has caused extensive loss of civilian Palestinian life 
and injuries, including among women and children, 


Condemning the military operations being carried out by 

Israel, the occupying Power, in the Gaza Strip, in particular 

the attack that took place in Beit Hanoun on 8 November 2006, 
which have caused loss of civilian life and extensive 
destruction of Palestinian property and vital infrastructure, 


Condemning also the firing of rockets from Gaza into Israel, 


1. Calls upon Israel, the occupying Power, to immediately 
cease its military operations that endangers the Palestinian 
civilian population in the Occupied Palestinian Territory, 
including East Jerusalem, and to immediately withdraw its 
forces from within the Gaza Strip to positions prior to 28 
June 2006; 


2. Calls for an immediate halt of all acts of violence and 
military activities between the Israeli and Palestinian side 
as s agreed in the Sharm El-Sheikh understandings of 8 
February 2005; 


3. Requests the Secretary-General to establish a 
fact-finding mission on the attack that took place in Beit 
Hanoun on 8 November 2006 within thirty days; 


4. Calls upon Israel, the occupying Power, to scrupulously 
abide by its obligations and responsibilities under the 
Geneva Convention relative to the Protection of Civilian 
Persons in Time of War of 12 August 1949; 


5. Calls upon the Palestinian Authority to take immediate 
and sustained action to bring an end to violence, including 
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the firing of rockets on Israeli territory; 


6. Emphasizes the need to preserve the Palestinian 
institutions, infrastructure and properties; 


7. Expresses grave concern about the dire humanitarian 


situation of the Palestinian people and calls for the 
provision of emergency assistance to them; 


8. Calls upon the international community, including the 
Quartet, to take immediate steps, to stabilize the situation 
and restart the peace process, including through the possible 
establishment of an international mechanism for protection of 
the civilian populations; 


9. Calls upon the parties supported by the international 
community to take immediate steps including 
confidence-building measures, with the objective of resuming 
peace negotiations; 


10. Stresses the importance of, and the need to achieve, a 
just, comprehensive, and lasting peace in the Middle East, 
based on all its relevant resolutions including its 

revolutions 242 (1967), 338 (1973), 1397 (2002) and 1515 
(2003), the Madrid terms of reference, the principle of land 

for peace, the Arab Peace Initiative adopted by the League of 
Arab States Summit in March 2002 in Beirut, and the Roadmap. 


11. Requests the Secretary-General of the United Nations to 
report back to the Security Council on the implementation of 
this resolution in a timely manner; 


12. Decides to remain seized of the matter. 
BOLTON 
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DEPARTMENT PLEASE PASS TO EAP: A/S HILL, T: U/S JOSEPH AND 
ISN PDAS MCNERNEY. 


E.O. 12958: DECL: 11/10/2016 
TAGS: PARM, PREL, MNUC, KNNP, CH, KN, KS, JA 
SUBJECT: ROK TO ANNOUNCE POSITION ON PSI NOVEMBER 13, 2006 


Classified By: CDA BILL STANTON. REASONS: 1.4 (b/d) 


1. (S) On Saturday, November 11, Deputy Foreign Minister for 
Policy Planning and International Organizations, Park 

In-kook, met with the Charge and POL-MIL Chief to preview the 
following ROK announcement -- planned for release at 15:00 
(Seoul Time) on November 13 -- on South Korea\'s participation 
in the Proliferation Security Initiative (PSI). 


BEGIN TEXT OF DRAFT STATEMENT 


The Republic of Korea supports the purpose and principles of 
PSI and will adjust the scope of its participation in 

accordance with its own judgment. Taking into account the 
unique circumstances on the Korean Peninsula, the ROKG will 
decide on activities to be taken in waters surrounding the 
Korean Peninsula in accordance with relevant domestic and 
international laws. 


END TEXT OF DRAFT STATEMENT 


2. (S) DFM Park requested on behalf of his government that 
the USG welcome the announcement. Despite falling short of 
\"endorsing\" the PSI Statement of Interdiction Principles, 
Park argued that it will in fact result in expanded 

participation by the ROK in PSI activities. He explained the 
statement was the product of an intense high-level domestic 
political debate resulting in internal compromise within the 
ROK government. According to Park, PSI had initially, and 
mistakenly, been portrayed to the Korean public as equating 
to a Cuban Missile Crisis-style blockade of North Korea. As 

a result, the ruling Uri Party was vehemently opposed to 
unconditional endorsement of PSI. Park assured the Charge 
that the Ministry of Foreign Affairs and Trade had argued in 
favor of endorsement, and that former Foreign Minister (now 
UN Secretary General-designate) Ban Ki-moon and new Foreign 
Minister-designate Song Min-soon had both expended 
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significant amounts of political capital in a failed attempt 
to persuade party leaders to ease their opposition. 


3. (S) Park informed the Charge that he planned to deliver 

the statement to the public on November 13. At the same 

time, he would also announce the content of the ROKG\'s report 
to the UN Security Council on implementation of UNSCR 1718, 
Park said, while the Ministry of Unification would publicly 

outline unilateral actions it would take in response to the 

DPRK July 4 missile launches and October 9 nuclear test. 

Park revealed that all three announcements were to be 
formalized at a lunch hosted by the Prime Minister for key 
National Assembly figures later in the day. 


4. (S) Park stressed the following points concerning the PSI 
announcement: 


-- The ROK leadership believes the statement is a \"great 
concession. \" 

-- Ban Ki-moon and Song Min-soon both understood the USG 
would likely not be satisfied. 

-- MOFAT wished to coordinate with the USG to downplay 
publicly the gap in our respective positions. 

-- MOFAT requested the USG welcome the statement as 
\"progress\" but also \"encourage fuller ROK participation\" in 
PSI. MOFAT would be able to use this to continue to build 
support for PSI, Park said. 

-- Park strongly urged that Washington make no official 
statements claiming the ROK has \"endorsed\" PSI. That would 
make Song Min-soon vulnerable to accusations he had made a 
secret deal under-the-table with Washington, Park explained. 


SIPDIS 

-- When asked by reporters why the ROK was not \"endorsing\" 
PSI, Park said he planned to stress that the ROKG position 
reflected its \"special status\" on the Korean Peninsula. 


5. (S) Overall, Park claimed the ROK position would put 

South Korea \"on the right track\" toward eventual endorsement 
of PSI. \"If the November 13 announcement is handled well by 
both capitals, President Roh can be further persuaded to move 
down that track,\" he said. Furthermore, the USG could fully 
trust Song Min-soon and MOFAT to ensure full ROK 
participation in PSI, Park asserted. 


6. (S) COMMENT: Led by the Ambassador, Embassy has 
continued to press for full ROK participation in PSI, as did 
U/S Joseph during his November 7 visit to Seoul. The ROKG 
has clearly gotten the message, but the proposed statement 
appears to be the best they believe they can do for now. END 
COMMENT. 
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MILLENNIUM CHALLENGE FOR JIM HALLMARK 
STATE FOR EAP/EX/CM ROBERTO G. BRADY 


E.O. 12958: N/A 

TAGS: OTRA, EAID, KMCA, ECON, MG 

SUBJECT: Country Clearance for MCA\'s Roche International 
Consultants 


REF: (A) CHEN-GOLDBECK EMAIL: 11/08/06, (B) 

CHALLENGE 00000295, (C) ULAANBAATAR 793 

1. We welcome and grant country clearance to Roche International 
consultants Christian Berube, David Burns, Asil Gezen, Dennis 
Lindberg, Lawrence Phipps, and Deana Silverston for their travels to 
Mongolia during the month of November. The purpose of the visit is 
to work with MCC\'s Burak Inanc and Marycel Tuazon (refs) on the 
continuation of due diligence of the rail project. 

2. POC: Your point of contact is Oyuna Boldbaatar, MCC Staff 
Assistant. Contact numbers are as follows: 


--Office Telephone Number: N/A 
--Cellular Number: (976) 9919-3959; 
--Fax Number is N/A; 

--Home Number: (976-11) 361-751; 
--Email Address: oyuka80@yahoo.com 
--Duty Officer Number: (976) 9911-4168. 


3. VOUCHERS: Post has limited staff and resources. TDY travelers 
visiting post for less than 30 days should pay all travel bills and 
then voucher the expense when they return to their duty station. 


4. HOTEL: Hotel bookings for the consultants are made at Ulaanbaatar 
hotel. The hotel\'s telephone number is (976-11) 320-237, and its fax 
number is (976-11) 324-485. Please provide the hotel administration 
with your credit card information upon arrival to allow them enough 
time to process the charges. 
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5. VISA: A visa is not required for Mongolia. If you will travel 

via Beijing, you must have a valid Chinese visa for each time you 
land in China. This means a double-entry visa if your itinerary is 
Beijing-Ulaanbaatar-Beijing. The Chinese require a visa even to 
transit between two international flights. If you don\'t have a 
valid (unused) visa, the airline will not let you on board, and your 
travel will be delayed. 


6. DOMESTIC AIR TRAVEL RESTRICTION: \"The U.S. Embassy prohibits U.S. 
government personnel use of MIAT domestic service for official 

travel because of uncertainties regarding MIAT\'s service schedule, 

aircraft certification and insurance status. This prohibition does 

not extend to MIAT\'s international flights. \" 


7. EXPORT LIMITS: Mongolia limits the export of art, antiques, and 
icons. Reputable art and antique dealers can give you documents 
that will let you export what you buy. Customs duties, however, may 
apply, and you must be ready to pay in cash (not credit card). We 
can give you more information. 


8. SECURITY SITUATION: Mongolia and Ulaanbaatar are generally safe 
places to visit. Mongolians accept foreigners readily and are 
congenial hosts. There is no known specific threat to Americans. 
However, the poor economic situation and obviousness of foreigners 
makes us easy targets for petty crime. We strongly recommend that 
you carry only the money you expect to need and leave your passport, 
wallet, and other valuables in the hotel\'s safekeeping. We 
recommend that you be especially cautious at night and in crowded 
public places, such as the \"black market,\" within and in front of 

the State Department shopping store, and anywhere foreigners 
frequent. Pick pocketing is an increasing problem. 


9. HEALTH CARE: Health care for Embassy personnel and visitors is 
provided by the Embassy\'s Health Unit and the SOS International 
Clinic in Ulaanbaatar. 


The Embassy\'s Health Unit\'s telephone number is (976-11) 313-133. 
The hours of operation are Monday through Friday 1:00pm - 5:00pm. 
For appointments outside of scheduled office hours please call Eric 
Wood at 9911-4730. 


The SOS International Clinic\'s telephone/fax number is (976-11) 
342-550. The clinic is expensive and requires payment upon receipt 
of services. It is important that your health insurance is up to 

date. Filling an insurance claim is the responsibility of the 

visitor. SOS International takes MasterCard, Visa, or cash as 
payment. 


10. GENERAL MEDICAL INFORMATION: We suggest that you talk with your 
medical office about recommended inoculations. Over-the-counter 
drugs such as cold, fever, and painkiller medications are not 
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readily available. Plan to bring enough over-the-counter and 
prescription medicines to last your entire time in Mongolia. You 
should take health precautions in Mongolia: drink only bottled or 
boiled drinks, and eat only hot, freshly prepared food. Also, we 
recommend that you wear sturdy shoes with good traction. 


11. WEATHER: Ulaanbaatar has an extreme continental climate. The 
weather is unpredictable. It can be cold anytime September through 
May, and is extremely cold November through February. Summertime 
temperatures can approach 100 degrees Fahrenheit. Spring is an 
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uncertain time of year, with occasional high winds and snow. We 
recommend you be prepared with layers of clothing and warm, sturdy 
footwear. Several internet sites, including Yahoo! Weather, give 
forecasts for Ulaanbaatar. 


12. DOLLARS AND TUGRUGS: Mongolia\'s financial infrastructure is 
still limited. Traveler\'s checks are rarely accepted. Mongolia is a 
predominantly cash based economy. Western-oriented businesses and 
hotels accept credit cards - Visa, MasterCard, and American Express. 
Hotels provide official currency exchange. 


13. WEBSITE: Please visit our Embassy website at 
http://ulaanbaatar.usembassy.gov. It provides interesting and useful 
information. Mongolia is a beautiful and fascinating country; we 
hope you will have a chance to see a bit of it after work hours. 


14. We look forward to your arrival. Regards. 
MINTON 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, IZ 


Column 3 
SUBJECT: SEPTEMBER INFLATION DATA 


REF: BAGHDAD 3460 


1. (SBU) Iraq\'s consumer price index (CPI) decreased 12.8% in 
September, and the year-on-year increase dropped to 51.6%. 
The decrease is largely driven by price decreases in the 
categories of Fuel/electricity (41.2%) and 
Transport/communication (32.6%). GOI\'s Central Office of 
Statistics and Information Technology (COSIT) lists 
disaggregated percentage increases (month-on-month) as 
follows: 


Food 2.0% 
Tobacco/liquor 2.3% 
Clothing/shoes 6.3% 
Furniture 3.0% 


Fuel/electricity -41.2% 
Transport/communications -32.6% 
Medical services/medicine 0.2% 
Misc. goods/services 2.6% 
Rent 1.3% 


Compared to the data from September 2005, prices grew at the 
following rates: 


Food 33.3% 
Tobacco/liquor 19.4% 
Clothing/shoes 29.1% 
Furniture 18.2% 


Fuel/electricity 165.3% 
Transport/communications 152.2% 
Medical services/medicine 21.6% 
Misc. goods/services 36.4% 
Rent 34.7% 


2. (SBU) This data compares to the August month-on-month 
increase in COSIT\'s weighted aggregate CPI of 15.1% and 76.6% 
for the year-on-year. The month-on-month increases for the 
previous six months are as follows: 


July 8.3% 
June 0.7% 
May 1.2% 
April -1.1% 
March 1.7% 


February 13.1% 


3. (SBU) Despite the decrease in the CPI for the month, it 
remains unclear that real inflation has entered a slowing 
trend. The method by which COSIT measures inflation remains 
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inaccurate (see reftel) and the data may reflect seasonal 
variation due to the Ramadan holiday, during which fuel 
consumption (which factors more heavily in the weighting 
system COSIT uses) typically decreases. Real inflation is 
likely to be sigificantly higher than indicated in the COSIT 
data. The apparent drop in prices also follows the 
relatively high rate of inflation in August. Additional data 
is needed before a clear trend toward deceleration emerges, 
and engaging with the GOI on the importance of inflation 
remains a high priority. 

KHALILZAD 
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DEPT FOR PRM, DRL, INL, AND EUR/SCE, NSC FOR BRAUN, USUN 
FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: DECL: 10/12/2016 
TAGS: PREF, PGOV, EAID, PREL, UNMIK, YI 
SUBJECT: KOSOVO: UNMIK GETTING OUT OF THE RETURNS BUSINESS 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Unlike the rest of UNMIK, which is planning 
its departure without undue haste, the Office for 

Communities, Returns and Minorities (OCRM) hopes to transfer 
all of its competencies except for responsibility for forced 
returns by the end of the year, a very positive development 
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in our view. OCRM has been working diligently and with 
forethought over the past several months to transfer its 

returns competencies to local governments, ministries within 
Kosovo\'s Provisional Institutions of Self-Government (PISG), 
UNHCR and UNDP. The Amcit outgoing head of OCRM has refused 
to transfer any responsibilities to the Ministry for 

Communities and Returns (MCR) as long as Slavisa Petkovic, 

the only ethnic Serb in the Kosovo government and reportedly 
knee deep in financial impropriety, remains as minister. 

Recent reports from UNMIK indicate that Petkovic may shortly 

be removed and possibly indicted for corruption. END SUMMARY. 


UNMIK\'s Refugee Office Hands Over Responsibilities 


2. (C) UNMIK\'s Office of Communities, Returns and Minorities 
(OCRM) will be down from 40 employees to a staff of 26 by the 
end of 2006, at which time it will have transferred most of 

its responsibilities for returns. The remaining 26 employees 
will perform OCRM\'s continuing duties regulating forced 
returns. OCRM began the process of transferring its returns 
competencies with the completion in June 2006 of the revised 
Manual for Sustainable Returns. The manual removes UNMIK and 
OCRM from the central role on returns, puts municipalities in 
the forefront and also gives more responsibility to the PISG. 

In a Memorandum of Understanding dated August 31, 2006, OCRM 
successfully shed its onerous duties as manager of the 
humanitarian transport system by transferring this 
responsibility to the Ministry of Transport and 
Communications. (NOTE: The humanitarian transport system 
consists mainly of the Freedom of Movement train from Fushe 
Kosovo north to the majority Serb municipality of Zubin 
Potok, and various private bus routes connecting Serb 
enclaves in southern Kosovo with each other and the north. 

To its credit, over the summer OCRM kept up pressure on the 
Ministry to devise a procedure to involve the affected 
minorities who use the humanitarian transport system in 
determining routes. Unfortunately, OCRM staff tell us that 
the OSCE Mission in Kosovo has not taken an active enough 
role in monitoring the human rights aspects of the Ministry\'s 
management of humanitarian transport. END NOTE.) 


UNDP gets the nod on returns funding 


3. (SBU) OCRM has held joint meetings with UNDP and UNHCR 
over the past several months to transfer some of its 

remaining responsibilities to those agencies. The major 
international organizations dealing with returns in Kosovo 
(OCRM, UNDP and UNHCR) agree that the Ministry for 
Communities and Returns (MCR) is fatally weak and needs a 
great deal of capacity building. The European Agency for 
Reconstruction has given 1 million euros to support capacity 
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building at the MCR, including training MCR and municipal 
returns staff on the new Sustainable Returns manual. UNDP 
has also started a pioneering program to build capacity in 

the MCR through the embedding of five employees from the 
Ministry in the UNDP office in Pristina. UNDP is further set 

to take the leading role in the returns process when it takes 
over returns projects and managing Kosovo government funding 
for returns. It already coordinates the Central Review 
Mechanism that reviews returns concept papers submitted by 
NGOs for funding by the Kosovo government and international 
donors. 


UNHCR to take on returns interventions and monitoring 


4. (SBU) OCRM will transfer to UNHCR the mandate to handle 
returns interventions and conduct returns monitoring, the 

latter in conjunction with the OSCE Mission in Kosovo. UNHCR 
is currently developing its 2007 plan for Kosovo operations, 
which supports returns to places of origin and also lays out 
processes to review, evaluate and support return to places 
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other than that of origin. The new UNHCR Representative in 
Pristina told us that in this work, UNHCR recognizes people 
have the right to choose their place of residence, and UNHCR 
will look at this primarily from a protection perspective. 
Beginning in 2007, UNHCR will implement a \"localization plan\" 
to move from costly international NGOs to the Kosovo 
government (primarily municipalities and the Ministry of 

Local Government Administration) and local NGOs to support 
spontaneous returns and contingency preparedness. UNHCR has 
developed a detailed program to do this, including a handover 
of daily activities to local returns actors and mainstreaming 
primary responsibility for assistance and activities to 

public service providers. Training of local returns actors 

(the PISG, municipalities and local NGOs) started in 
September 2006 and will continue through July 2007, after 
which UNHCR hopes to assume only a monitoring role. 


Ministries of Local Government Administration and Internal 
Affairs are preferred government institutions for returns 
responsibilities 


5. (C) None of the international returns players in Kosovo 

have much faith in the competence of Minister for Communities 
and Returns Slavisa Petkovic, and local authorities as well 

as UNMIK civpol have initiated investigations of corruption 

and financial misfeasance in the ministry during his tenure 
there. UNMIK CIVPOL\'s Economic Crimes and Corruption 
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Investigations Section has begun an investigation of MCR\'s 
expenditures of 1.1 million euros between June and October 
2006, money that the MCR should have transferred to UNDP and 
others to support returns projects and reconstruction of 
commercial and residential property damaged during March 2004 
ethnic riots. Already one contractor has admitted to paying 

a 6,000 euro bribe to obtain an 8,400 euro contract for a 
construction project for which he never intended to do the 

work. 


6. (C) OCRM and UNHCR agree that while Petkovic is Returns 
Minister, the Ministry of Local Government Administration 
(MLGA) should take over the returns responsibilities from the 
MCR. The outgoing head of OCRM wants to see the PISG do more 
than pay lip service to returns and believes the best thing 

to do is to fire Petkovic. In this, she may soon get her 

wish; PDSRSG Steve Schook recently told COM that Petkovic 
would likely be fired by Prime Minister Ceku at UNMIK urging, 
and possibly face indictment on corruption charges. The 
likeliest option for Petkovic\'s replacement is the current 

Serb permanent secretary of the Ministry, whom all agree has 
been cooperative and proactive in approach. 


Forced Returns of Kosovars Living in Western Europe 


7. (C) In December 2005, UNMIK created the Ministry of 
Internal Affairs (MIA), which has now been given the 
responsibility for migration and asylum matters, although 
foreign affairs and external relations (including migration 
management) remain a competency reserved by UNMIK. Migration 
management will stay the competency of the SRSG until a 
decision on Kosovo\'s final status, and most of the 26 
employees remaining at OCRM during 2007 will be engaged in 
dealing with forced returns of Kosovars living abroad, mainly 

in Western Europe. The Repatriation Unit in OCRM is now 
responsible for forced return (also referred to as 

involuntary repatriation), but the transition process to the 

MIA is ongoing. With this in mind, several months ago OCRM 
established a returns working group co-chaired by OCRM and 
MLGA and attended by representatives of several European 
liaison offices whose countries have the largest number of 
asylum seekers and illegal immigrants from Kosovo, to discuss 
and support the transition and capacity building process. 
OCRM hopes to transfer its responsibility for forced returns 

to the newly established directorate for Borders, Refugees 

and Asylum at the Ministry of Internal Affairs. Under UNMIK 
regulation 2005/16, this directorate has responsibility for 
issues of borders and asylum, but OCRM has pressed it to deal 
with refugees as well. 


8. (SBU) Approximately 3,000-4,000 Kosovars are repatriated 
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annually to Kosovo from European countries. That number 
could be higher, except that pursuant to policies based on 
UNHCR position papers, OCRM currently prevents the forced 
return of Roma, Kosovo Serbs and Kosovo Albanians to northern 
municipalities due to a lack of shelter capacity and 

continued security concerns for these groups. With regard to 
the repatriation of the Ashkali and Egyptians, OCRM receives 
requests from third countries, and its staff conducts 

individual screenings to determine the shelter needs and 
security of these minorities. Based on these field reviews, 
OCRM rejects approximately 70 percent of these requests. 
OCRM will cease screening Ashkali and Egyptians once UNMIK 
leaves, and there is general concern that the MIA will not be 
trained and capable to handle this caseload in the short 
timeframe UNMIK has in mind for transferring this competency. 
UNHCR continues to oppose the forced return of failed asylum 
seekers to Kosovo on the grounds of political uncertainty, 
deficient status determination procedures in some deporting 
countries, and lack of capacity of Kosovo to absorb, shelter 

and protect these individuals. 


Comment 


9. (C) In a much more directed and purposeful fashion than 
the rest of UNMIK, OCRM has worked diligently to hand over 
its responsibilities in a way that will minimize gaps 
post-status. It faces a real challenge in the lack of 

capacity and outright corruption endemic to the Kosovo 
Ministry of Returns, and thus OCRM has chosen to marginalize 
the MCR by assigning its funding and responsibilities to 
international organizations and other Kosovo institutions. 

All that remains is handling forced returns, which will be 
transferred as soon as the Kosovo government can negotiate 
bilateral returns agreements with European countries to 
replace the ad-hoc agreements UNMIK has with some of these 
countries. The Ministry of Interior must also stand up and 
properly train an office to do the screening work currently 
handled by the remaining OCRM staff. The difficulties 
encountered by OCRM, which started its transition planning 
long before the rest of UNMIK and pursued it with forethought 
and determination, point to the many likely obstacles that 

lay before us on the transition road, and underscore the 
urgency of jump starting the transition process now on the 
range of other handover issues. END COMMENT. 


10. (SBU) U.S. Office Pristina clears this cable in its 
entirety for release to U.N. Special Envoy Martti Ahtisaari. 
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OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHPS #0948/01 3151324 

ZNY CCCCC ZZH 

O 111324Z NOV 06 

FM USOFFICE PRISTINA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6676 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 
RUCNDT/USMISSION USUN NEW YORK 0908 

RHMFISS/CDR USEUCOM VAIHINGEN GE 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK 
RHFMISS/AFSOUTH NAPLES IT 

RHMFISS/CDR TF FALCON 

RHEFDIA/DIA WASHDC 

RUEKJCS/SECDEF WASHINGTON DC 
RUEPGEA/CDR650THMIGP SHAPE BE 

RHEHNSC/NSC WASHDC 

RUEAWJA/DEPT OF JUSTICE WASHDC 

RUFOANA/USNIC PRISTINA SR","C ONFIDENTIAL SECTION 01 OF 03 PRISTINA 000948 


SIPDIS 
SIPDIS 


DEPT FOR DRL, INL, AND EUR/SCE, NSC FOR BRAUN, USUN FOR 
DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: DECL: 11/08/2016 

TAGS: PREF, EAID, PREL, UNMIK, YI 

SUBJECT: KOSOVO: PLANNING FOR POSSIBLE SERB REFUGEE 
MOVEMENTS POST-STATUS SHOWS GAPS IN ABILITY TO HANDLE LARGE 
MIGRATIONS 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Since the leak to Serbian media in May 2006 
of UNHCR\'s draft contingency planning on possible population 
movements after a decision on Kosovo\'s final status, UNHCR 
has continued to refine its thinking. Planning assumptions 

vary wildly, with estimates ranging from 10,000 to 112,000 
additionally displaced people (i.e., above and beyond those 
already displaced after the Kosovo conflict and March 2004 
riots), depending on whether the decision is accompanied by 
violence as in March 2004. UNHCR has pre-positioned small 
amounts of humanitarian assistance in Kosovo, but warns that 
funding will be needed and additional aid providers like the 
World Food Program will have to get involved depending on the 
scale of population movements. Some of these gaps could 
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potentially be filled now if donors and outside agencies were 
quietly approached in advance for support. END SUMMARY. 


UNHCR Planning Assumptions 


2. (C) UNHCR began contingency planning in earnest in the 
spring of 2006 for possible population movements after a 
decision on final status, although planning on how to handle 
population displacements had begun provisionally even 
earlier, after the March 2004 riots. UNHCR\'s Pristina latest 
plan (we have been allowed only to review the document, not 
carry away a copy, since UNHCR is worried it will leak to the 
Serbian media as did a previous document) is dated August 13, 
2006 and presents three political scenarios that could emerge 
from the status decision: independence, independence with 
partition, and territorial autonomy under Serbian 

sovereignty. (Comment: The delineation of these scenarios 
is purely UNHCR\'s and does not appear to be tied to any 
particular UN or UNMIK analysis that might afford greater 
prescriptive ability and consequently more refined planning. 
The first two scenarios appear to us to differ little in 

terms of numbers of southern Serbs who might potentially exit 
their enclaves, though a \"soft\" partition could encourage 
more Serbs to remain in northern Kosovo versus travelling on 
to Serbia, and the third scenario is unlikely in the extreme. 
End comment.) 


3. (C) Within the scope of these three scenarios, UNHCR 
additionally contends for planning purposes that: 


-- internationals are overstating potential problems north of 

the Ibar and understating them in Kosovo\'s southern ethnic 
Serb enclaves; 

-- the size and direction of population movements will depend 
on whether there is violence and the kinds of assurances 
given to minority populations by the Kosovo government and 
the international community; 

-- no matter which of the three scenarios occurs, there will 

be some population movements as minority areas consolidate, 
especially in any new majority Serb municipalities created by 
the final status document. UNHCR also believes that whatever 
the outcome, some Serbs will not leave at all and others 

could delay their ultimate departure. At the present time, 
UNHCR has staff monitoring all Serb enclaves to report 
trigger events like property listings and school enrollment 
figures to assess whether people are preparing to move. 
These reports are not indicating any potential movements at 
the present time. 


3. (C) In the event that independence is the outcome of the 
final status process, UNHCRVs planning assumptions encompass 
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anywhere from 41,000 to 112,000 refugees or displaced 
persons. Of these, UNHCR calculates 17,000 could be 
displaced within Kosovo (either to enclaves in the south or 

the majority Serb areas north of the Ibar River) in a low 
displacement scenario and 31,000 within Kosovo in a high 
displacement situation. Previously UNHCR representatives had 
told us they estimated only 10,000 Kosovo Serbs would choose 
to leave Kosovo after final status. The reason for the 

recent rise in estimate is unclear, but it makes obvious the 
gaps UNHCR could face with a large population outflow (see 
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para 6 below). 


Contingency Planning Coordinated with Other Agencies, But 
Still Problematic 


4. (C) According to UNHCR representatives in Pristina, every 
UNHCR office (Pristina, Belgrade, Skopje and Podgorica) that 
could be affected by possible population movements and 
displacement because of a decision on Kosovo\'s final status 
has undertaken contingency planning in coordination with 
relevant local organizations and agencies. In Kosovo, UNHCR 
has used a three-tiered approach to develop its contingency 
plan. In initial stages of planning, a limited number of 
agencies (UNMIK, ICRC, KFOR and the Danish Relief Council, 
UNHCR\'s long-standing logistics partner in Kosovo) formed an 
operational core team. Later, UNHCR expanded this group to 
include other key international NGOs (particularly UNHCR\'s 
lead partners throughout different areas of Kosovo -- 
Norwegian Church Aid in Mitrovica, International Catholic 
Migration Commission in Peja and Prizren, and Mercy Corps in 
Gjilan and Pristina). Lastly, the UNHCR brought in the 

broader community, most significantly Kosovar and Serbian 
government officials, to focus on a public information 
campaign and on preventing de-stabilization. 


5. (C) Even with the seemingly coordinated effort, however, 

the multi-agency approach has had its difficulties. UNHCR 
Pristina representative Francesca Friz-Priguda (protect) told 

us that the various UN agencies involved often had different 
agendas; as an example, she claimed, UNDP was too focused on 
the effect of population outflows on its own returns projects 

and not enough on the emergency recovery aspects of a 

possible UN-led crisis response. 


Pre-positioned Supplies for Large-Scale Movement Inadequate, 
Outside Support Will Be Needed 
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6. (C) Friz-Priguda said bluntly that UNHCR will be hard 
pressed to deal with any massive outflow from Kosovo because 
its programs in the Balkans are only 80 percent funded. She 
added that collective centers UNHCR has identified in 

southern Serbia could accommodate only 3,000 persons and 
UNHCR would have to reopen those collective centers that have 
not been privatized or otherwise currently used for other 
purposes. UNHCR has stored a small amount of contingency 
stocks of non-food items like blankets, stoves, hygiene kits 

and mattresses in a warehouse outside of Pristina; however, 
depending on the scale of displacement these stocks would not 
be nearly enough. Food could also be a problem. UNHCR has 
only stored emergency food rations for 5,000 people for three 
days. It expects it could quickly expand its stocks to cover 

one month or involve the World Food Program (WFP), despite 
the fact that WFP is no longer operating in the region. 


COMMENT 


7. (C) UNHCR\'s own planning assumptions, recently raised to 
include the possibility of tens of thousands of IDPs, 
demonstrate that resources to deal with a large population 
outflow could quickly be exhausted. Early and swift response 
from donors and other international agencies might be 
required to avert a humanitarian crisis. In this respect, 
UNHCR appears to have done little to marshal support in 
advance, and seems -- unrealistically -- to be relying on the 
impetus of the moment to bring aid to the table should the 
worst happen. 


8. (C) Nor is it apparent that there are long-term solutions 

to the very real problems posed by a population migration out 
of Kosovo. We see no special provision for the possibility 

that a significant number of southern Serbs might choose to 
remain in northern Kosovo, where the political climate might 
be more congenial to them but where the supply of housing is 
already strained to capacity. Embassy Belgrade can comment 
further, but upwards of 40,000 refugees or more streaming 
into Serbia would likely also find an inhospitable atmosphere 
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and social welfare systems unable to cope with the additional 
burden. 


9. (C) In the end, of course, much depends on the 
assumptions made about refugee outflow and the impact of an 
independence decision on Kosovo Serb calculations. We can 
hope for the best, but prudent planning demands that we deal 
more effectively with the potential for large-scale 
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population movements, especially given the political 

implications of a major humanitarian event in the immediate 
post-status period. Department may wish to engage with UNHCR 
at a higher level on the potential for encouraging advance 
commitments by donors and other agencies, including WFP, 
should a crisis build. USOP will continue to work with UNHCR 

on the ground and help shape their planning assumptions in 

line with the evolving political dynamic. END COMMENT. 


10. (SBU) U.S. Office Pristina does not clear this cable for 
release to U.N. Special Envoy Martti Ahtisaari. 
YAZDGERDI 


85264 

OO RUEHAO RUEHCD RUEHGA RUEHGD RUEHGR RUEHHA RUEHHO RUEHMC RUEHNG 
RUEHNL RUEHQU RUEHRD RUEHRG RUEHRS RUEHTM RUEHVC 

DE RUEHAC #1131 3151914 

ZNR UUUUU ZZH 

O 111914Z NOV 06 

FM AMEMBASSY ASUNCION 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5007 

INFO RUEHWH/WESTERN HEMISPHERIC AFFAIRS DIPL POSTS","UNCLAS ASUNCION 001131 


SIPDIS 
SIPDIS 
IO/UNP - RAYMOND HOTZ 


E.O. 12958: N/A 

TAGS: IS, PREL, UNGA, PY 

SUBJECT: DEMARCHE DELIVERED: ISRAEL AT UNGA - OPPOSING 
ANTI-ISRAEL BIAS 


REF: STATE 178061 


PolCouns stressed with Terami Matsuo, the MFA\'s Director of 
International Organizations, U.S. concern about the 
anti-Israel bias in the UN and our request Paraguay join 
other States in either rejecting the extension of the 
mandates of the three entities identified in reftel. Matsuo, 
having recently returned from five years with Paraguay\'s 
mission to the UN, was well familiar with the plethora of 
resolutions relating to the Middle East. She said that she 
would consult with her superiors and representatives in New 
York about Paraguay\'s position on this issue. 

CASON 


85265 
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ZNY CCCCC ZZH 

R 120129Z NOV 06 

FM AMEMBASSY KABUL 

TO RUEHC/SECSTATE WASHDC 4029 

RUEATRS/DEPT OF TREASURY WASHDC 

INFO RUCNAFG/AFGHANISTAN COLLECTIVE 

RUEHXP/ALL NATO POST COLLECTIVE 

RUCNIRA/IRAN COLLECTIVE 

RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEKJCS/SECDEF WASHINGTON DC 

RUEKJCS/OSD WASHINGTON DC 

RUEKJCS/JOINT STAFF WASHINGTON DC 

RUCPDC/USDOC WASHDC 

RHMFISS/HQ USCENTCOM MACDILL AFB FL 

RUEAIIA/CIA WASHINGTON DC 

RHEFDIA/DIA WASHINGTON DC","C ONFIDENTIALSECTION 01 OF 02 KABUL 005427 


SIPDIS 
SIPDIS 


DEPT FOR SCA FRONT OFFICE (DAS EB FOR A/S SULLIVAN, 
PDAS/DIBBLE, EB/IFD/OMA DCLUNE) 

DEPT FOR ISN/ECC:JCOLLINS 

DEPT PASS AID/ANE, USTR, AND OMB/PCLABOS 
TREASURY FOR LMCDONALD, JCIORCIARI, AND ABAUKOL 
NSC FOR AHARRIMAN 


E.O. 12958: DECL: 11/07/2016 

TAGS: EFIN, ECON, PGOV, AF 

SUBJECT: DEPUTY FINANCE MINISTER SHAHRANI - CORRUPTION IS 
UNDERMINING BUDGET SUSTAINABILITY 
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Classified By: AMB RONALD NEUMANN for reasons 1.4(b) and (d). 


1.(C) SUMMARY: Deputy Finance Minister Wahidallah Shahrani 
told ECON Counselor that corruption in Customs, the Interior 
Ministry, and among local governors is a limiting factor to 
revenue collection, threatening Afghanistan\'s effort to 

achieve budget sustainability. In some cases, private tolls 
charged by MOI border police commanders and provincial 
governors are threatening customs revenue collections. The 
lack of transparency and accountability in governors\' private 
operating budgets is a corrupting influence. Shahrani, a 
member of the GOA\'s anti-corruption committee, asserted that 
the Finance Ministry\'s internal audit division would be 

actively deployed to fight corruption by reviewing government 
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agencies\' records. END SUMMARY. 


2.(C) DFM Shahrani opened his October 30 meeting with ECON 
Counselor with an apology for his late arrival because the 
meeting of the GOA\'s anti-corruption committee, chaired by 

the Chief Justice, had run long. He explained that the 
committee is working on a report due to President Karzai in 
early November. The committee, he said, has identified five 
sources of corruption: 


a) Nepotism; 

b) Top GOA officials involving themselves in day-to-day 
government activities; 

c) Low government salaries; 

d) Too many government offices; 

e) Powerful private individuals wielding undue influence over 
government officials. 


3.(C) Shahrani highlighted corruption among Customs 
officials, throughout the Interior Ministry, and local 

officials as causing serious problems for the Finance 

Ministry and the GOA in general. Nepotism is rampant in the 
Herat and Islam Qalah Customs offices. He claimed that 70% 
of the staff is from the same lineage group, and asserted 

that this may be a factor in a recent case in which 700 
vehicles crossed the border from Iran without stopping at the 
border customs post. Shahrani prescribed establishing a 
transparent hiring process as the solution to the problem. 

In response to ECON Counselor\'s suggestion that following 
through with the establishment of the Border Management 
Initiative interministerial committee could provide effective 
leadership, Shahrani agreed, but lamented that a breakdown in 
communication between Customs and the interior Ministry has 
prevented consensus on the basic question - which ministry 
will chair the committee. 


4.(C) At the root of the problem, Shahrani asserted, is the 
corrupt behavior of interior ministry officials. He stated 
plainly that the internal financial management of the 

interior ministry is a complete mess. It is \"rife\" with 
irregularities, he added. Border Police commanders in some 
provinces are stopping commercial traffic and assessing $10 
per truck private tolls. (Reftel noted that the Border 

Police in Kunduz province are allegedly diverting traffic 

away from the official border customs post by charging fee 
rates lower than official tariffs.) According to Shahrani, 
governors in Jalalabad, Ghazni, and Kandahar have followed 
suit. He added that the Finance Ministry is not receiving 
expenditure reports on the special operating budgets provided 
to the governors of these three southern and eastern 
provinces. Shahrani noted that since these special 
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allocations began, the security situation in the south has 
worsened. He has also heard that ambitious individuals have 
resorted to \"unethical behavior\" as they sought gubernatorial 
appointments in the south. (COMMENT: Whether individuals 
subsequently received appointment is unclear. END COMMENT.) 


5.(C) In closing, Shahrani emphasized that the MOF\'s Internal 
Audit division, which is responsible for reviewing the 
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accounting records of government ministries and agencies, 
would soon be aggressively deployed in the anti-corruption 
campaign. He noted that a young, western-educated Afghan 
with the family name of Sabit (a nephew of the Attorney 
General) heads the office. 


6.(C) COMMENT: Shahrani, a crisp, precise speaker, surprised 
us by opening the meeting with a well-prepared, tightly-woven 
presentation on the GOA\'s anti-corruption efforts, including 
accusations against several government officials. Shahrani 

is well aware of USG interest in this subject and that future 
USG assistance could be endangered if there isn\'t progress on 
anti-corruption. He may want to divert attention from the 

MOF since squabbling with the MOI has laid ample blame on 
each side. Clearly, the Finance Ministry is worried that 
corruption will undermine revenue collection and the GOA\'s 
ability to achieve budget sustainability. The fact that the 
MOF\'s primary anti-corruption unit, the Internal Audit 

division, is led by a nephew of Attorney General Sabit 

suggests the Finance Ministry will support the Attorney 
General\'s and GOA\'s effort to fight corruption. END COMMENT. 
NEUMANN 
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OO RUEHDE RUEHDIR 

DE RUEHRH #881 1/01 3160438 

ZNY SSSSS ZZH 

O 120438Z NOV 06 

FM AMEMBASSY RIYADH 

TO RUEHTV/AMEMBASSY TEL AVIV IMMEDIATE 4747 
RHEHNSC/NSC WASHDC IMMEDIATE 
RUEHC/SECSTATE WASHDC IMMEDIATE 3298 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE IMMEDIATE 
RUEHHH/OPEC COLLECTIVE IMMEDIATE 
RHRMAKS/COMUSNAVCENT IMMEDIATE 
RUEABOA/AFOSI WASHDC IMMEDIATE 

RHMFISS/HQ USCENTCOM MACDILL AFB FL IMMEDIATE 
RUEKDIA/DIA WASHINGTON DC IMMEDIATE 
RUCPDOC/DEPT OF COMMERCE WASHDC IMMEDIATE 
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RUEAIIA/CIA WASHDC IMMEDIATE 

RHEBAAA/DEPT OF ENERGY WASHINGTON DC IMMEDIATE 

RUEKJCS/SECDEF WASHDC IMMEDIATE","S E C R E T SECTION 01 OF 03 RIYADH 008811 


SIPDIS 


NOFORN 
SIPDIS 


TEL AVIV - PLEASE PASS TO APHSCT DELEGATION 


E.O. 12958: DECL: 11/11/2016 

TAGS: ASEC, EPET, PTER, ENERG, SA 

SUBJECT: UNPRECEDENTED MEETING BETWEEN USG AND SAG ON 
PETROLEUM INFRASTRUCTURE PROTECTION 


Classified By: AMBASSADOR JAMES OBERWETTER FOR 
REASONS 12958 1.4 B, D, AND E 


1. (S/NF) In light of recent threats to petroleum 

infrastructure in Saudi Arabia, on 31 October Vice Admiral 

Walsh, Commander U.S. Naval Forces Central Command/Commander, 
U.S. Fifth Fleet, and Dhahran Consul General Kincannon met 
Saudi Arabian representatives from the Royal Saudi Naval 

Forces (RSNF), Ministry of Interior (the Mabahith, Coast 

Guard, and the Facilities Security Forces) and Saudi Aramco 

for the first time at the King Abudulazziz Naval Base, in 

Jubail City. Vice Admiral (VADM) Walsh offered U.S. military 
support in thwarting potential attacks on critical Saudi 

infrastructure, and his staff briefed the Saudi Arabian 
representatives on Fifth Fleet capabilities. Rear Admiral 

(RADM) Fahad Ahmed Al Kayyal, Commander of the Eastern Fleet, 
led the Saudi delegation, welcomed assistance, and 

highlighted the need for technical information sharing. 


Saudi Participation Included Key Agencies, Including 
Newly-Established Facility Security Force (FSF) 


2. (S) In addition to RADM Al Kayyal, most major Saudi 
Arabian security agencies were present at the meeting, 
including the Ministry of Interior,s newly-established 
Facility Security Force (FSF) formed to protect critical 
petroleum infrastructure. Key Saudi Arabian meeting 
participants included: 
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-- HRH Commander Sultan bin Khalid Al Faisal Al Saud, RSNF 
Special Forces, Commander Task Force 88; 

-- Brigadier General Khalid Ali Al Humidan, Mabahith, 
\"International Relations and Cooperation;\" 

-- Brigadier General Dr. Saad bin Khalid Al Jabri, Special 
Advisor to the Assistant Minister of the Interior for 

Security Affairs; 

-- Brigadier General Abdul Rahman Ibrahim Ibrahim, 
Commander of the Border Forces (including the Coast Guard) 
in the Eastern Province; 

-- Major General Saad bin Mohammed Al Majid, Commander, 
FSF; 

-- General Abdullah Bin Y. al-Zahrani, Coast Guard 
Commander, Jubail; 

-- Mr. Samir Raslan, Saudi Aramco, General Manager 
Industrial Security Operations; 

-- Major General Ahmed bin Mohammad Al Rubayan, Eastern 
Area Commander; and 

-- Captain Mohammed al Amri, RSN Eastern Fleet Operations 
Officer. 


U.S. Mission participants included Dhahran Consul General 
Kincannon, Acting Defense Attache Hobbes, and Energy Attache 
Ross. 


VADM Walsh Upbeat on Cooperation to Protect 
Critical Petroleum Infrastructure 


3. (S/NF) VADM Walsh stressed the U.S. Navy\'s willingness 
to be of assistance in protecting critical Saudi petroleum 
maritime infrastructure, and underscored his openness to 
hearing all feedback on the usefulness of NAVCENT and 
Coalition operations and the manner in which they are 
conducted. His staff delivered a briefing on the Fifth 

Fleet,s maritime and aerial reconnaissance capabilities for 
the Saudi interlocutors. VADM Walsh,s staff offered 
consequence management assistance in the event of a major oil 
spill. Saudi Aramco,s Samir Raslan noted Aramco was 
generally well-prepared for even a major oil spill, but 
welcomed assistance as needed. 
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4. (S/NF) RADM Al Kayyal thanked VADM Walsh and NAVCENT for 
offering support and cooperation. Brigadier General Al 
Humidan noted on-going threats to Saudi Arabian petroleum 
infrastructure from Saudi Arabian extremists and Iraqi 

national Abdul Hadi al-Iragi, whom he characterized as \"the 

Al Qaida leader for Iraq, Syria, and the Arabian Peninsula.\" 
RADM Al Kayyal noted the importance of information sharing 
and coordination, and specifically requested technical 
information exchange focused on threat tactics. He suggested 
a data link via the Eastern Fleet as a mechanism for doing 

so. He remarked positively on a previously-planned office 

call for 1 November in Bahrain at the NAVCENT Headquarters. 


RADM Al Kayyal Laments Difficulty of 
Ascertaining Small Vessels\' Intent 


5. (S/NF) RADM Al Kayyal stressed the difficulties 
confronting the RSNF in policing an Arabian 

Gulf populated with many thousands of small fishing boats. 
He regretted the difficulty of ascertaining the intent of 

small vessels when they approach critical petroleum 
installations, noting fishermen in the region predominantly 

use small dhows and skiffs. He lamented problems with 
evaluating the credibility of intelligence derived from the 
Internet, such as recent threats against Ras Tanura petroleum 
complex. He highlighted Ras Tanura,s vulnerabilities, 

stating the Sea Islands, North Pier, and South Pier are this 
vast complex,s most critical infrastructure. He remarked 
coordinates from the latest threat intelligence could 

indicate Al Qaida was using satellite imagery, not only 

Global Positioning System (GPS) equipment on the ground. 
RADM Al Kayyal underscored that terrorist groups only needed 
to cause minor damage to a crude oil facility to shake up 
international oil markets through media publicity. 


Mabahith: We Need Original Text 
for Intelligence Sharing 


6. (S/NF) Brigadier General Al Humidan remarked on the need 
for the U.S. to share intelligence in original Arabic, rather 

than in translated form. He indicated the USG passed the SAG 
intelligence about an impending attack on the Iraqi al Basra 

Oil Terminal in translated form in 2004. He noted a critical 
word was mis-translated, leading the RSNF to look out for 
attacks on oil tankers, rather than for vessels launched by a 
specific tribal group in Yemen. In April 2004, U.S. Navy 
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action thwarted a large attack on the oil terminal. However, 
3 U.S. servicemen were killed when they approached and 
intercepted a traditional dhow, which then exploded. The 
speaker indicated that the mis-translation would have been 
obvious to a native Arabic speaker who had seen the original 
text, implying the RSNF would have been in a position to 
better understand and possibly prevent the attack. 


Saudi Aramco Weighs In: Production Facilities not a 
Critical Risk; Seaside Facilities Difficult to Protect 


7. (C) Saudi Aramco,s Samir Raslan downplayed the firm,s 
vulnerabilities to terrorism against its production 
infrastructure. He stated the company operates 3500 oil 
fields, and Aramco can turn off pumping from any field from a 
central control center if needed. (Note: Raslan likely meant 
oil wells; Aramco operates approximately 80 oil fields, but 
more than a thousand wells. While Raslan is generally 
correct that Saudi Aramco,s production facilities are likely 
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some of the least vulnerable parts of its infrastructure, his 
spin on Aramco,s large number of fields is a bit 
over-optimistic. While Saudi Aramco has many oil fields, 
production is heavily centralized in a small number. The 
Ghawar and Safaniya fields account for total production about 
6 million barrels per day (mbpd) of the 9.1 mbpd Saudi Arabia 
typically produces. End note.) He noted Saudi Aramco 
considers Abqaiq, Ras Tanura, and the gas facilities as 

likely major targets. He remarked on the difficulty of 
protecting seaside facilities, as it was very easy to use a 
small dhow to carry out an attack. He noted Aramco had 
designated restricted zones around its seafront facilities 
marked by buoys, and used helicopters ferrying crews and 
catering to conduct routine aerial surveillance. 


8. (C) Saudi Aramco,s Samir Raslan stressed the need for 
strong coordination when U.S forces are operating near Saudi 
Aramco facilities. He recounted one incident (Note: we 
believe this is an older incident) in which the U.S. Navy 
mistakenly boarded a Saudi vessel, setting off rumors in the 
\"oil patch\" of renewed hostilities in the Arabian Gulf. He 
complained such incidents damage Saudi Aramco financially, 
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stating the incident cost the company $50 million USD, but 

did not specify the nature of the costs. VADM Walsh 
acknowledged the incident, and RADM Al Kayyal noted the U.S. 
Navy had apologized for it. VADM Walsh agreed with Raslan on 
the need for strong coordination. 


Commander Notes Concern with Possible 
Attacks on Oil and Gas Tankers 


9. (S) HRH Commander Sultan provided his ground-level 
assessment of working day to day to protect Saudi Aramco 
facilities. He stated security patrols on most Saudi Aramco 
facilities are routinely monitored, presumably by those with 
intentions to attack the facilities. He believes most Saudi 
Aramco facilities present a sufficiently hard target to 
dissuade terrorists from attacking by sea. He instead argued 
tankers at major terminals were significantly more at threat 
than fixed facilities. He noted tankers often moor several 
miles away from major terminals, especially if they are too 
large for the berthing facilities. He noted these tankers 
enjoyed relatively little security while taking on their 

cargo, and it is relatively easy to penetrate the hull of an 
empty ship. He also expressed his concern with an attack on 
a gas tanker. (Note: Whether liquid petroleum gas (LPG) or 
liquefied natural gas (LNG), he could not say. End note.) 

He indicated the Saudi military had carried out simulations 
showing that, in the case of an attack on a gas vessel in Ras 
Tanura Channel, people as far away as Riyadh would die from 
secondary explosions. 


10. (S) This meeting was a first in bringing the U.S. Navy 
together at a senior level with appropriate Saudi Arabian 
interlocutors at senior levels from across the RSNF and 
security agencies. VADM Walsh and RADM al Kayyal set a 
friendly tone for open cooperation and communication. VADM 
Walsh,s visit to Jubail was followed by RADM al Kayyal,s 
office call to NAVCENT,s Bahrain headquarters on the 
following day. We anticipate the meeting will prove to have 
appropriately set the stage to move forward with action items 
and a significant U.S. contribution to safeguarding critical 
Saudi Arabian petroleum infrastructure in the coming months. 


OBERWETTER 
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REASONS 12958 1.4 B, D, AND E 


1. (S/NF) In light of recent threats to petroleum 
infrastructure in Saudi Arabia, on 31 October Vice Admiral 
Walsh, Commander U.S. Naval Forces Central Command/Commander, 
U.S. Fifth Fleet, and Dhahran Consul General Kincannon met 
Saudi Arabian representatives from the Royal Saudi Naval 
Forces (RSNF), Ministry of Interior (the Mabahith, Coast 
Guard, and the Facilities Security Forces) and Saudi Aramco 
for the first time at the King Abudulazziz Naval Base, in 

Jubail City. Vice Admiral (VADM) Walsh offered U.S. military 
support in thwarting potential attacks on critical Saudi 
infrastructure, and his staff briefed the Saudi Arabian 
representatives on Fifth Fleet capabilities. Rear Admiral 
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(RADM) Fahad Ahmed Al Kayyal, Commander of the Eastern Fleet, 
led the Saudi delegation, welcomed assistance, and 

highlighted the need for technical information sharing. 


Saudi Participation Included Key Agencies, 
Including Newly-Established Facility Security Force (FSF) 


2. (S) In addition to RADM Al Kayyal, most major Saudi 
Arabian security agencies were present at the meeting, 
including the Ministry of Interior,s newly-established 
Facility Security Force (FSF) formed to protect critical 
petroleum infrastructure. Key Saudi Arabian meeting 
participants included: 


-- HRH Commander Sultan bin Khalid Al Faisal Al Saud, RSNF 
Special Forces, Commander Task Force 88; 

-- Brigadier General Khalid Ali Al Humidan, Mabahith, 
\"International Relations and Cooperation;\" 

-- Brigadier General Dr. Saad bin Khalid Al Jabri, Special 
Advisor to the Assistant Minister of the Interior for 

Security Affairs; 

-- Brigadier General Abdul Rahman Ibrahim Ibrahim, 
Commander of the Border Forces (including the Coast Guard) 
in the Eastern Province; 

-- Major General Saad bin Mohammed Al Majid, Commander, 
FSF; 

-- General Abdullah Bin Y. al-Zahrani, Coast Guard 
Commander, Jubail; 

-- Mr. Samir Raslan, Saudi Aramco, General Manager 
Industrial Security Operations; 

-- Major General Ahmed bin Mohammad Al Rubayan, Eastern 
Area Commander; and 

-- Captain Mohammed al Amri, RSN Eastern Fleet Operations 
Officer. 


U.S. Mission participants included Dhahran Consul General 
Kincannon, Acting Defense Attache Hobbes, and Energy Attache 
Ross. 


VADM Walsh Upbeat on Cooperation to Protect 
Critical Petroleum Infrastructure 


3. (S/NF) VADM Walsh stressed the U.S. Navy\'s willingness 
to be of assistance in protecting critical Saudi petroleum 
maritime infrastructure, and underscored his openness to 
hearing all feedback on the usefulness of NAVCENT and 
Coalition operations and the manner in which they are 
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conducted. His staff delivered a briefing on the Fifth 

Fleet,s maritime and aerial reconnaissance capabilities for 

the Saudi interlocutors. VADM Walsh,s staff offered 
consequence management assistance in the event of a major oil 
spill. Saudi Aramco,s Samir Raslan noted Aramco was 
generally well-prepared for even a major oil spill, but 

welcomed assistance as needed. 
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RADM Al Kayyal Stresses Need for Technical 
Information Sharing and Coordination 


4. (S/NF) RADM Al Kayyal thanked VADM Walsh and NAVCENT for 
offering support and cooperation. Brigadier General Al 
Humidan noted on-going threats to Saudi Arabian petroleum 
infrastructure from Saudi Arabian extremists and Iraqi 

national Abdul Hadi al-Iragi, whom he characterized as \"the 

Al Qaida leader for Iraq, Syria, and the Arabian Peninsula.\" 
RADM Al Kayyal noted the importance of information sharing 
and coordination, and specifically requested technical 
information exchange focused on threat tactics. He suggested 
a data link via the Eastern Fleet as a mechanism for doing 

so. He remarked positively on a previously-planned office 

call for 1 November in Bahrain at the NAVCENT Headquarters. 


RADM Al Kayyal Laments Difficulty of 
Ascertaining Small Vessels\' Intent 


5. (S/NF) RADM Al Kayyal stressed the difficulties 
confronting the RSNF in policing an Arabian 

Gulf populated with many thousands of small fishing boats. 

He regretted the difficulty of ascertaining the intent of 

small vessels when they approach critical petroleum 
installations, noting fishermen in the region predominantly 

use small dhows and skiffs. He lamented problems with 
evaluating the credibility of intelligence derived from the 
Internet, such as recent threats against Ras Tanura petroleum 
complex. He highlighted Ras Tanura,s vulnerabilities, 

stating the Sea Islands, North Pier, and South Pier are this 
vast complex,s most critical infrastructure. He remarked 
coordinates from the latest threat intelligence could 

indicate Al Qaida was using satellite imagery, not only 

Global Positioning System (GPS) equipment on the ground. 
RADM Al Kayyal underscored that terrorist groups only needed 
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to cause minor damage to a crude oil facility to shake up 
international oil markets through media publicity. 


Mabahith: We Need Original Text 
for Intelligence Sharing 


6. (S/NF) Brigadier General Al Humidan remarked on the need 
for the U.S. to share intelligence in original Arabic, rather 

than in translated form. He indicated the USG passed the SAG 
intelligence about an impending attack on the Iraqi al Basra 

Oil Terminal in translated form in 2004. He noted a critical 
word was mis-translated, leading the RSNF to look out for 
attacks on oil tankers, rather than for vessels launched by a 
specific tribal group in Yemen. In April 2004, U.S. Navy 

action thwarted a large attack on the oil terminal. However, 

3 U.S. servicemen were killed when they approached and 
intercepted a traditional dhow, which then exploded. The 
speaker indicated that the mis-translation would have been 
obvious to a native Arabic speaker who had seen the original 
text, implying the RSNF would have been in a position to 

better understand and possibly prevent the attack. 


Saudi Aramco Weighs In: Production Facilities not a 
Critical Risk; Seaside Facilities Difficult to Protect 


7. (C) Saudi Aramco,s Samir Raslan downplayed the firm,s 
vulnerabilities to terrorism against its production 
infrastructure. He stated the company operates 3500 oil 
fields, and Aramco can turn off pumping from any field from a 
central control center if needed. (Note: Raslan likely meant 
oil wells; Aramco operates approximately 80 oil fields, but 
more than a thousand wells. While Raslan is generally 
correct that Saudi Aramco,s production facilities are likely 
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some of the least vulnerable parts of its infrastructure, his 
spin on Aramco,s large number of fields is a bit 
over-optimistic. While Saudi Aramco has many oil fields, 
production is heavily centralized in a small number. The 
Ghawar and Safaniya fields account for total production about 
6 million barrels per day (mbpd) of the 9.1 mbpd Saudi Arabia 
typically produces. End note.) He noted Saudi Aramco 
considers Abqaiq, Ras Tanura, and the gas facilities as 

likely major targets. He remarked on the difficulty of 
protecting seaside facilities, as it was very easy to use a 
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small dhow to carry out an attack. He noted Aramco had 
designated restricted zones around its seafront facilities 
marked by buoys, and used helicopters ferrying crews and 
catering to conduct routine aerial surveillance. 


8. (C) Saudi Aramco,s Samir Raslan stressed the need for 
strong coordination when U.S forces are operating near Saudi 
Aramco facilities. He recounted one incident (Note: we 

believe this is an older incident) in which the U.S. Navy 
mistakenly boarded a Saudi vessel, setting off rumors in the 
\"oil patch\" of renewed hostilities in the Arabian Gulf. He 
complained such incidents damage Saudi Aramco financially, 
stating the incident cost the company $50 million USD, but 

did not specify the nature of the costs. VADM Walsh 
acknowledged the incident, and RADM Al Kayyal noted the U.S. 
Navy had apologized for it. VADM Walsh agreed with Raslan on 
the need for strong coordination. 


Commander Notes Concern with Possible 
Attacks on Oil and Gas Tankers 


9. (S) HRH Commander Sultan provided his ground-level 
assessment of working day to day to protect Saudi Aramco 
facilities. He stated security patrols on most Saudi Aramco 
facilities are routinely monitored, presumably by those with 
intentions to attack the facilities. He believes most Saudi 
Aramco facilities present a sufficiently hard target to 
dissuade terrorists from attacking by sea. He instead argued 
tankers at major terminals were significantly more at threat 
than fixed facilities. He noted tankers often moor several 
miles away from major terminals, especially if they are too 
large for the berthing facilities. He noted these tankers 
enjoyed relatively little security while taking on their 

cargo, and it is relatively easy to penetrate the hull of an 
empty ship. He also expressed his concern with an attack on 
a gas tanker. (Note: Whether liquid petroleum gas (LPG) or 
liquefied natural gas (LNG), he could not say. End note.) 

He indicated the Saudi military had carried out simulations 
showing that, in the case of an attack on a gas vessel in Ras 
Tanura Channel, people as far away as Riyadh would die from 
secondary explosions. 
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10. (S) This meeting was a first in bringing the U.S. Navy 
together at a senior level with appropriate Saudi Arabian 
interlocutors at senior levels from across the RSNF and 
security agencies. VADM Walsh and RADM al Kayyal set a 
friendly tone for open cooperation and communication. VADM 
Walsh,s visit to Jubail was followed by RADM al Kayyal,s 
office call to NAVCENT,s Bahrain headquarters on the 
following day. We anticipate the meeting will prove to have 
appropriately set the stage to move forward with action items 
and a significant U.S. contribution to safeguarding critical 
Saudi Arabian petroleum infrastructure in the coming months. 
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Classified By: DCM Thomas F. Daughton; reasons 1.4 (b) and (d). 


1. (C) SUMMARY: The Skikda industrial zone, some 300 
kilometers east of Algiers, boasts Africa\'s largest oil 

refinery and what was the country\'s second most important LNG 
terminal until half of it was destroyed in an industrial 

accident in 2004. Officials of the Algerian pertroleum 
parastatal Sontrach told us that they are on track to 

increase by 20 to 25 percent the refinery\'s capacity by 2009. 
This increase in production is geared for European market 
and environmental demands, as well as to compensate for the 
doubling in the last five years of Algerian domestic 
consumption of Skikda\'s refined products. Plans for 
Halliburton\'s KBR to replace Skikda\'s three destroyed LNG 
trains by 2010 with one \"megatrain\" appear to have lagged 
following President Bouteflika\'s demand for a corruption 
investigation into a separate Algerian Halliburton 

subsidiary. Skikda\'s petrochemical infrastructure, in 
comparison to refining and LNG, has witnessed virtually no 
expansion since the 1970s. End summary. 


INDUSTRIAL ZONE OVERSHADOWS CITY 


2. (U) In mid-October Econoff and Embassy commercial 
specialist visited the Skikda industrial zone in eastern 

Algeria. First opened in 1970, the state-owned and -managed 
compound encloses some 1270 hectares, of which 40 percent is 
currently occupied. Skikda\'s wali, the 

presidentially-appointed equivalent of a governor, told us 

that the industrial zone covers an area larger than the 
surrounding city of 150,000 residents. The zone employs an 
estimated 12,000 workers, two-thirds of whom work directly 

for Sonatrach or its subsidiaries. 


3. (U) Three pipelines furnish the zone. Two gas pipelines, 
spanning 575 kilometers, carry gas from Algeria\'s primary gas 
producing zone at Hassi R\'Mel. Sonatrach built the first gas 
pipeline in 1972 with a capacity of 13.5 billion cubic meters 
per year. In 1998, it put into service a parallel pipeline 

with a maximum capacity of 13.7 billion cubic meters per 
year. Each gas pipeline contains five pumping stations along 
the route. A separate 645-kilometer oil pipeline with a 
capacity of 30 million metric tons per year traces a more 
southeastern path from Haoud el-Hamra and the oil producing 
epicenter of Hassi Messaoud. 


Column 3 
AFRICA\'S LARGEST OIL REFINERY TO GROW 20-25 PERCENT 


4. (U) According to Sonatrach officials, the Skikda refinery 
is the largest in Africa, with a capacity of 15 million tons 

of crude oil per year. Skikda accounts for approximately 
three-quarters of Algeria\'s refining capacity, with the 
remainder in Arzew (2 million tons per year), Algiers (2 
million tons per year), and Hassi Messaoud (less than 1 
million tons per year). Chinese contractors plan to finish 
another refinery later this year in the southern town of 
Adrar, with an anticipated capacity of 600,000 tons per year. 
Built by an Italian firm starting in 1974, the Skikda 

refinery started production in 1980. Nearly all of the oil 
processed at the refinery arrives by pipeline from southern 
Algeria. The Skikda industrial zone also imports 277,000 
tons per year of heavy-grade crude from Gulf countries and 
Venezuela to produce asphalt. 


5. (U) The Skikda refinery has processed some 280 million 
tons of oil since coming online in 1980, of which 226 million 
tons (or four-fifths) has been exported. This ratio, as well 

as the refinery\'s total output of 15 million tons per year, 
remained constant from 1985 until 2001. Since then, while 
output remained unchanged, the share of refined products 
going to the Algerian market has doubled, now accounting for 
40 percent of production. Sonatrach officials attribute this 
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increase to Algeria\'s economic growth and infrastructure 
development under President Bouteflika. Of its refined 

exports, Sonatrach told us that 44 percent go to North 

America, 37 percent to Europe, and 19 percent to other 
markets. A small fire sparked during electrical repairs in 
October 2005 damaged some of the refinery\'s storage tanks but 
did not have any impact on output (ref A). 


6. (U) Sonatrach officials described their ambitious plans to 
rehabilitate and expand the Skikda refinery in the coming 
years. Noting that the quality of the refinery\'s production 

had diminished in recent years due to the age of its 
infrastructure, they said Sonatrach intended to increase 
capacity between 20 to 25 percent by 2009. Other projects to 
be completed by 2011, for which Sonatrach has begun to 
solicit foreign bidders, include electrical upgrades, 
modernization of the refinery\'s instrumentation, and 
improvements to the refining process. The officials told us 
that Skikda\'s gasoline output would have higher octane by 
2009 to better meet the demands of European customers, while 
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a USD 1.5 billion upgrade would bring the sulfur content of 
diesel down to approximately 10 parts per million -- well 
within international standards. In addition to improvements 
of the existing refinery, in 2005 Sonatrach selected a 
Chinese firm to build a USD 390 million condensate refinery 
with a projected output of 5 million tons per year in the 
Skikda industrial zone. The plant, when it is completed in 
July 2008, will produce European-grade diesel, butane, 
naphtha (an industrial solvent used to make paint and dry 
cleaning fluid), and jet fuel. 


LNG OUTPUT STILL DOWN SINCE 2004 EXPLOSION 


7. (U) Sonatrach established the Skikda liquefaction plan in 
1971 as part of a joint venture with the French firm ERAP. 

It completed three LNG trains by 1973, and three more between 
1978 and 1981. Around this time, Sonatrach built a GPL 

train, with a capacity of 350,000 tons per year, to create 
propane and butane for domestic consumption. Skikda\'s LNG, 
in comparison, goes entirely to foreign markets, including 
France, Italy and Turkey. Sonatrach officials told us that 

the LNG bound for U.S. markets originates in the western 
Algerian city of Arzew. 


8. (U) A 2004 explosion at the LNG facility caused by an 
industrial accident completely destroyed three of the LNG 
trains. As a result, output fell by more than half, from 

13.35 to 6.5 million cubic meters per year. Sonatrach 
officials explained that prior to the explosion, Skikda 
provided one third of Algeria\'s LNG exports. This fell to 

one sixth following the explosion, although Arzew ramped up 
production shortly thereafter to ensure that the country\'s 
total output remained steady. (Note: As of 2004, LNG 
accounted for 42 percent of Algeria\'s total gas exports. 
Pipeline exports made up the remaining 58 percent. End 
note.) We toured the charred remains of the trains, which 
give new meaning to Skikda\'s ancient Phoenician name, 
Rusicade, meaning \"promontory of fire.\" Following the 
explosion, the U.S. firm KBR repaired the remaining three LNG 
trains. Sonatrach officials told us they remain in 

\"exclusive discussions\" with KBR to build by 2010 a USD 3 
billion \"megatrain\" to replace those lost in the accident. 
While KBR would take the lead, other companies would 
contribute, including Honeywell for instrumentation. 
Sonatrach officials opined that following the completion of 
the \"megatrain,\" Skikda would once again account for a third 
of the country\'s LNG output. 


9. (C) An embassy contact in the oil and gas sector was much 
less optimistic about the timeframe for the \"megatrain\" 
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project due to an anti-corruption inquiry recently launched 
by President Bouteflika into a separate KBR subsidiary in 
Algeria. Our contact told us that all projects by Brown Root 
& Condor (BRC) -- a joint venture between Sonatrach (51 
percent) and KBR/Halliburton (49 percent) -- were recently 
frozen until a forensic financial investigation could be 
completed. Some 100 civil servants, including Sonatrach 
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board members, have been questioned as part of the inquiry. 
Oil industry sources tell us that the BRC chairman, Ould 
Kaddour, who hails from Tlemcen, is close to President 
Bouteflika and Energy Minister Khelil. Although BRC is an 
independent entity, Embassy contacts suggest it may be 
tainting other KBR work in Algeria, including the Skikda deal. 


WALI WANTS MORE PETROCHEMICALS 


10. (U) Skikda\'s wali stressed to us his desire to see more 
petrochemical investment and development in Skikda. Most of 
the petrochemical infrastructure in the zone dates to the 
1970s. This includes a polyethylene plant that creates 
130,000 tons of products per year, ranging from high-density 
plastic pipes and cosmetic cases to low-density products such 
as cellophane. Algeria has historically consumed 30 percent 
and exported 70 percent of these products. While 
petrochemicals remain underdeveloped, officials proudly 
enumerated a list of other recent expansions. Sonatrach 
completed in May the construction of a 6 million cubic foot 

per year helium plant with Germany\'s Linde; an 800-megawatt 
power plant with Canada\'s SNC Lavalin; and upgrades to its 
crude and condensate loading infrastructure. Sonatrach is 
also building a 100,000 cubic-meter-per-day desalination 

plant. 


STRONG SECURITY POSTURE 


11. (SBU) Sonatrach recently installed a video surveillance 
system that covers the entire industrial zone. The head of 

the petrochemical division gave Econoff a virtual tour of the 
compound from his desktop, Zooming in with a mouse click on 
our armored vehicle parked outside and rewinding the digital 
footage to show our entry onto the compound. Sonatrach 
officials stressed to us that they experienced hardly any 
security incidents throughout the 1990s due to the compound\'s 
safe distance from the surrounding mountains; double-layer 
walls topped with concertina wire; powerful lighting; and 
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plentiful observation posts (ref B). Sonatrach officials 

told us that all of the pipelines that furnish the Skikda 
industrial zone are completely buried with the exception of 
their pumping stations, which are ensconced in briar patches 
of barbed wire and flood lights that mimic the industrial 

zone. Officials added that Sonatrach regularly surveys its 
pipeline networks by helicopter. 


COMMENT 


12. (U) After running the Skikda refinery and LNG terminal on 
auto-pilot since the 1970s, the LNG train explosion in 2004 
and the 2005 refinery fire appear to have kicked Sonatrach 
into gear to upgrade its facilities. This is all the more 
important given the future stresses on processing and loading 
infrastructure that we expect as a result of Algeria\'s 

current and future upstream development (ref C). While 
Sonatrach officials voiced their interest in American 
investment, the expansion underway -- from LNG bound for 
France and Italy to EU-grade automotive fuels -- suggests 
Sonatrach has a clear eye on expansion in European markets. 


13. (U) Tripoli minimize considered. 
FORD 
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1. (SBU) Per ref A, Econoff attempted to conduct a 

pre-license check on the College of Higher Technology, 
Ministry of Manpower. Econoff was unable to contact the 
Director General of Technology and Education at the Ministry 
of Manpower on three separate attempts (August 26, August 27, 
and September 6) to discuss the purchase of the firewall 
security components for the college\'s computer networks. 
During the same time period, Econoff contacted the Director 

of Public Relations, who referred the inquiry to the Director 
General of Finance at the Ministry of Manpower. Telephone 
calls were never returned. Per ref B, Econoff contacted 
Rehama Amar, the IT Director of the Muscat Region, regarding 
the purchase of the system. Ms. Amar was well-aware of the 
purchase and agreed to an on-site visit with Econoff on 
September 13. Ms. Amar called back to cancel the 
appointment, however, and said that the organization\'s 
protocol required a meeting with the college dean instead. 
After repeated calls to the dean\'s office, Ms. Amar informed 
Econoff that the dean had transferred to another position, 

and referred Econoff to his replacement, Dr. Abdal-Hakim 
al-IsmaVili. After unsuccessful attempts to contact the new 
dean, Econoff then followed with a letter on October 28, 
requesting an immediate appointment to discuss the purchase. 
On October 28, the dean called Econoff and stated that he was 
unclear of the request, noting that the College of Higher 
Technology was a sponsor of an Embassy-sponsored American 
Corner. Econoff replied that the purpose of the mandatory 

site visit was simply to confirm the recipient\'s suitability 

for receiving purchases of this nature as per U.S. 

regulations. While displeased, Dr. al-Isma\'ili understood, 

and endeavored to get back to the Embassy. 


2. (SBU) Comment. The Ministry of Manpower and the College 
of Higher Technology are institutions well-known to the 
Embassy. Given this relationship and the responses provided 
by Ms. Amar during several telephone conversations with 
Econoff, the recipient appears suitable and the purpose of 

the purchase appears valid. Embassy will attempt to conduct 
the mandatory site visit at the earliest opportunity. 

GRAPPO 
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NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 


E.O. 12958: DECL: 11/11/2026 

TAGS: PREL, PGOV, KCRM, UNSC, PTER, LE, SY, IS 
SUBJECT: UN OFFICIALS ON COORDINATION, TRIBUNAL, 
OVERFLIGHTS, HIZBALLAH 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d) 


SUMMARY 


1. (S/NF) Over lunch with the Ambassador on 11/10, UN 
officials Geir Pedersen, Michael Williams, and Salman Shaikh 
claimed that Israeli officials, wnom they had met earlier 

that week, had hinted at stopping overflights if the USG 

could provide equivalent intelligence. Rejecting the 
Ambassador\'s skepticism, Pedersen argued reports of Hizballah 
moving weapons from the south was actually good news, as it 
indicated progress toward establishing a weapons-free zone 
south of the Litani. The UN officials acknowledged that 
UNDP-led donor coordination in Lebanon was a disaster, but 
they despaired of any quick fix unless UNDP was made 
subservient to a higher UN official (e.g., Pedersen), an 
outcome they hoped the U.S. would push. Regarding the Hariri 
assassination, they had, on Kofi Annan\'s behalf, delivered 

the tribunal documents to Prime Minister Siniora earlier in 

the day. They worried that Serge Brammertz would leave the 
UNIIIC as scheduled in December unless given guarantees (UN 
employment, return to the ICC) for his post-UNIIIC career. 
Brammertz, they thought, had more information than he would 
let on in his December report that they expected, again, 

would be largely procedural. End summary. 


\"EXCELLENT\" MEETINGS IN ISRAEL 


2. (S/NF) UN Secretary General\'s Personal Representative to 
Lebanon Geir Pedersen hosted the Ambassador to a lunch on 
11/10 that also included UN DPA officials Michael Williams 

(in his temporary capacity as special advisor to Annan on the 
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Middle East) and Salman Shaikh. Having returned from three 
days in Israel the previous evening, they summarized their 
meetings with Israeli officials. In general, they said, the 
discussions were \"excellent,\" with the Israelis eager to talk 
creatively and constructively about what to do to strengthen 
1701 implementation. For the first time, Pedersen said, \"we 
talked like partners, not adversaries.\" Williams said that 

the UN and Israeli analysis about the challenges ahead and 
the options available were strikingly similar. 


HOPING USG WILL PROVIDE INTELLIGENCE 
TO ISRAEL TO SOLVE OVERFLIGHT ISSUE 


3. (S/NF) The UN officials claimed to have raised the issue 
of Israeli overflights of Lebanese territory in each 

meeeting, arguing that the overflights were not in Israel\'s 
interest and made 1701 implementation more difficult. 
Williams expressed pleasant surprise by the willingness of 
the Israelis to talk about the issue, with some reportedly 
admitting that there were political dimensions in addition to 
intelligence benefits of the overflights. The UN officials 
were most encouraged by their talks with Israeli military 
intelligence, where they reportedly heard that overflights 
could cease if the USG would provide needed intelligence 
through other channels. Williams and Pedersen expressed hope 
that the U.S. and Israel would be able to develop 
arrangements through which Israeli overlights of Lebanese 
territory would cease. 


HIZBALLAH ARMS SMUGGLING 


4. (S/NF) Pedersen and Williams expressed some frustration 
that the Israelis, while claiming that arms smuggling from 
Syria to Hizballah was continuing, were unwilling to provide 
the kind of details that they could use to confront Syria, 
Hizballah, and even the GOL. The UN has no independent 
information one way or another regarding smuggling across the 
Syrian border. The Ambassador suggested that, instead of 
seeking examples of specific smuggling incidents, the UN 
should, in the context of UNSCR 1701, push the GOL to 
establish the kind of border regime that would make any kind 
of smuggling more difficult. Williams disagreed, saying that 

a high-profile UN campaign would backfire, as the pro-Syrians 
build a case that Siniora is once again trading away Lebanese 
sovereignty. Williams said that he would be talking to the 
Germans and other EU states about quiet bilateral help to the 
GOL on border security. 


5. (S/NF) The Ambassador asked whether the UN had specific 
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reports about Hizballah moving weapons within Lebanon. 
Nodding that he had heard \"quite a few stories,\" Pedersen 
said that he actually found such reports \"encouraging\" in a 
couple of aspects. First, Hizballah seems to be taking 
seriously the implications of UNSCR 1701 that the area south 
of the Litani should be free of any weapons except those 
belonging to UNIFIL and the LAF. Second, Hizballah is 
feeling \"squeezed,\" or its leaders wouldn\'t feel the need to 
move its weapons. Third, Hizballah is implicitly 
acknowledging the primacy of the LAF and, more broadly, the 
GOL, by being forced to coordinate the movement north of its 
weapons with Lebanese officials. \"Can you imagine Hizballah 
in June asking the Government of Lebanon for permission to 
move its rockets?\" Pedersen asked. 


6. (S/NF) The Ambassador noted that he disagreed sharply 
with Pedersen\'s analysis: if, as the UN argues, Hizballah is 
moving weapons north and in coordination with the LAF and 
GOL, that is contrary to the spirit of 1701 and the letter of 
1559. It is also contrary to Siniora\'s \"seven points,\" in 
which the state should acquire the monopoly over arms. 
Pedersen should use the examples he has to raise strong 
objections to the GOL, the Ambassador urged. Pedersen stuck 
to his more optimistic analysis, saying that it was important 
to concentrate first on stabilizing the south and encouraging 
the weapons-free zone south of the Litani. 


NEGATIVE PRESS ON UNIFIL 


7. (S/NF) The Ambassador asked the UN officials of their 
interpretation of the recent flurry of negative press, 

particularly in pro-Syrian media, about UNIFIL: soldiers 
shoplifting, soldiers destroying agricultural crops while on 
patrol, soldiers showing disrespect for young women of the 
south, and so forth. The Ambassador wondered whether the 
pro-Syrian press had initiated a propaganda campaign to turn 
the Lebanese population against UNIFIL and whether there were 
security implications for the UNIFIL troops or contributors. 
While refusing to draw conclusions about any linkages between 
the flurry of press reports, Williams and Pedersen said that 
they were monitoring the situation very closely. They asked 
that the USG keep in close touch with the UN on any threat 
information. 


UNSCO PROPOSAL FOR LEBANON \"FROZEN!" 


Column 3 


8. (C/NF) The Ambassador asked about the UN\'s organization 
in Lebanon on the civilian side. Exchanging glances with 
Pedersen, Williams said the idea of elevating Pedersen to UN 
Special Coordinator for Lebanon, overseeing all civilian 

aspects of the UN\'s work in Lebanon, was now blocked. While 
UN officials expressed reluctance to force a change in 

structures so close to the transition in UN headquarters, 
Williams acknowledged that Lebanon needs special 
consideration, given the upcoming donor conference in early 
2007. The UN officials agreed that UNDP head of mission Mona 
Hammam is (to quote Pedersen) \"a disaster\" who has alienated 
donors and has proven repeatedly to be incapable of managing 
complicated donor efforts. But, unless \"someone powerful\" 
tells UN headquarters to do something to sideline Hammam, 
such as by making Pedersen senior to her, there\'s \"no hope of 
improvement,\" as Williams said. 


HARIRI ASSASSINATION: 
UNIIIC AND TRIBUNAL 


9. (S/NF) Regarding the Hariri assassination, the UN 
officials reported that they had, earlier that morning, 

delivered to Siniora the official tribunal documents from 
UN/OLA, with a cover letter from Kofi Annan. (We have faxed 
the package to NEA/ELA for distribution.) Siniora, they 
reported, vowed to table the documents before the cabinet on 
Monday. They expressed satisfaction with the texts and 
gratitude that the Russians had softened their position. 


10. (S/NF) Asked by the Ambassador for their prediction of 

the next Brammertz report, they reponded that they expected 
another largely procedural report. This, they said, is 

linked to UNIIIC Commissioner Serge Brammertz\' character and 
history as a prosecutor: he doesn\'t want to give away 

secrets prematurely. And he is keen to avoid the mistakes of 
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a political sledge hammer,\" as Pedersen said. The Ambassador 
argued that, by downplaying his analysis too much, Brammertz, 
whether he admits it or not, is also making political 

contributions, but ones that help the wrong side. Also, he 

is contributing to what could be a credibility problem once 

the details do start coming out, as people may question the 
revelations since Brammertz (who is consideredly broadly 
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credible) had not included them. While sharing the 
Ambassador\'s concerns, Pedersen said that he had the strong 
impression that Brammertz indeed now had some solid leads but 
would not disclose them in his report. 

REPLACING BRAMMERTZ 


11. (S/NF) Expressing his view that Brammertz\'s vow to 
leave the UNIIIC when his term expires at the end of the year 
is serious, Williams urged that the international community 
focus now on identifying a replacement for Brammertz. The UN 
has done no work on this question, he said. Given the 

politics, it would be impossible to invite Mehlis back, yet 

having a third commissioner also \"does not look serious.\" 

The Ambassador asked if anything could be done to retain 
Brammertz, such as promising to make him the prosecutor once 
a tribunal is up and running. Williams responded that 
Brammertz, meeting recently with Annan, had been clear in 
rejecting the possibility of becoming the prosecutor. If 

there is any hope of keeping Brmmertz in 2007, Williams 
mused, it would have to be linked to a commitment to a good 
onward job for Brammertz -- either something in the UN system 
or something back at the International Criminal Court. 

Williams said that, based on preliminary consulations, he 
thought the Germans and Dutch in particular were opposed to 
extending Brammertz\' leave of absence from the ICC any 
longer, and that even Brammertz\' direct supervisors at the 

ICC would dismiss rather than extend him again. While 
expressing his belief that retaining Brammertz is best for 

the investigation, Williams said that he had no idea how to 
achieve that. 

FELTMAN 
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E.O. 12958: DECL: 11/11/2016 

TAGS: PGOV, PREL, PINR, PKISL, SA 

SUBJECT: PETITION SUPPORTS MINISTRY OF CULTURE AND 
INFORMATION AGAINST ISLAMIC CONSERVATIVE INTERNET CAMPAIGN 
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REF: A. A) RIYADH 8723 
B. B) RIYADH 5136 
C. C) RIYADH 7191 


Classified By: Deputy Chief of Mission Michael Gfoeller for reasons 1.4 
(b) and (d). 


1. (C) SUMMARY: The Ministry of Culture and Information 
received a petition signed by 160 reform-minded scholars 
supporting Minister of Information lyad bin Amin Madany. The 
signatories constituted a broad cross-section of Saudi 

society, including men and women, Sunni and ShiVa. The 
statement responded to a recent Internet campaign by Islamic 
conservatives criticizing the Ministry and calling for the 
Minister\'s dismissal. It supported the Minister\'s efforts to 
open Saudi society and bridge the gap with the \"West.\" The 
statement called for the prosecution of the religious 
conservatives behind the campaign in order to end the 
exploitation of religion and preserve the development of 

Saudi Arabia. END SUMMARY. 


2. (U) During the Eid holiday, the Ministry of Culture and 
Information received a petition signed by 160 reform-minded 
scholars supporting Minister of Information lyad bin Amin 
Madany. The petition was also posted on a liberal 

Saudi-based website \"Al-Hurreyah.\" The signatories included 
ShiVa and Sunni men and women from all major provinces in the 
Kingdom (Ref A). 


3. (U) The petition responded to a recent Internet campaign 
by Islamic conservatives criticizing the Ministry\'s programs 
and demanding the dismissal of the Minister and several other 
officials. A campaign supporter publicly stated that the 
Ministry tends to \"exclude Islamic thoughts\" from its liberal 
and secular programming. The petition rejected this 
campaign, calling it \"blackmail\" and \"intellectual 

terrorism.\" 


4. (U) The statement supported the Minister and highlighted 
the successes achieved during his tenure, specifically noting 
increased openness in the media, as well as greater cultural 
awareness in Saudi society. The statement pointed to 
increased publication and marketing of books and newspapers 
as key to enhancing overall cultural awareness in Saudi 
Arabia. The statement also commended the Minister for his 
efforts in aligning Saudi Arabia\'s cultural norms with those 

of the \"free world (the West).\" 


5. (U) While stressing that there is a need for public 
criticism, the statement\'s authors accused Islamic 
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conservatives of criticizing the Government as a means to 
preserve their radical ideologies, as opposed to serving the 
national interest or common good. It noted, \"the discourse 
of denial, which hides behind patriotism and public interest 
while the vocabulary of the speech aims at preserving the 
private sectarian and ideological interests in accordance 

with the sentiments and backgrounds of the groups aiming at 
social power and guardianship, is totally rejected.\" 


6. (S) The statement advocated for the prosecution of those 
behind the campaign, claiming that such efforts hinder the 
development of Saudi Arabia and falsely exploit religion. It 
said that the campaign inaccurately accused government 
agencies, including the Ministry of Labor, the Ministry of 
Culture and Information, and the Saudi Arabia General 
Investment Authority, of conducting acts of \"treason\" and 
unfairly called them a \"westernization gang\" due to their 
innovative reforms and activities. The statement\'s authors 
wrote, \"We strongly call for prosecuting those who talk about 
intentions, those who hinder the path of economic and human 
development, especially as they emanate from false religious 
backgrounds." The statement added that by prosecuting these 
groups, \"we not only remove an obstacle in the way of the 
country\'s development, but we also free religion from those 
who claim to represent it and religious radicals who use it 

to serve their narrow, personal aims.\" (NOTE: The criticism 
of the groups in this statement is reminiscent of claims made 
by 61 religious conservatives in the May counterreformation 
manifesto (Ref B), as well as the controversial lecture given 
at the summer youth camp by Sheikh al-Break in August (Ref 
C). END NOTE.) 


7. (C) A Ministry of Foreign Affairs interlocutor told 

PolOff on November 7 that the increase in media outlets and 
media debates over the past few years -- a result of reforms 
implemented by the Ministry of Culture and Information -- has 
shaped the increasing openness of Saudi society. He 
indicated that the public benefits from the Ministry of 

Culture and Information\'s programming. He also commented 
that the opinions in Saudi newspapers are not accurate 
reflections of the Saudi public, and that newspaper 
readership is low overall. However, when the Ministry\'s 


messages reach mosque sermons, as is often the case, then the 
issues are robustly debated. He concluded that this Internet 
campaign against the Ministry most likely occurred as a 

result of mosque sermons about some of the Ministry\'s 
activities. 


8. (C) COMMENT: That the petition was posted on-line and the 
issue hotly debated in the mainstream media is a clear 
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example of the progress that the Ministry of Information has 
made with its reform efforts. Although Islamic conservatives 
are likely to continue in their opposition to many of the 
Ministry\'s programs, public support for the Ministry in this 
case is a a good indicator that some sectors of Saudi society 
are open to such reform. END COMMENT. 

OBERWETTER 


85272 

PP RUEHBI RUEHCI RUEHCN 

DE RUEHCI #0516 3161124 

ZNR UUUUU ZZH 

PR 121124Z NOV 06 

FM AMCONSUL CALCUTTA 

TO RUEHC/SECSTATE WASHDC PRIORITY 1267 
INFO RUEHNE/AMEMBASSY NEW DELHI 1130 
RUEHCG/AMCONSUL CHENNAI 0444 
RUEHBI/AMCONSUL MUMBAI 0446 
RUEHKA/AMEMBASSY DHAKA 0277 
RUEHKT/AMEMBASSY KATHMANDU 0277 
RUEHCN/AMCONSUL CHENGDU 0037 
RUEHGO/AMEMBASSY RANGOON 0188 
RHEFDIA/DIA WASHINGTON DC 

RUEAIIA/CIA WASHINGTON DC 

RUEIDN/DNI WASHINGTON DC 
RHHMUNA/HQ USPACOM HONOLULU HI 
RUEHIL/AMEMBASSY ISLAMABAD 0213 
RUEHLM/AMEMBASSY COLOMBO 0107 
RUEHCI/AMCONSUL CALCUTTA 1554","UNCLAS CALCUTTA 000516 


SIPDIS 


SENSITIVE 
SIPDIS 


PACOM FOR POL/AD 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PTER, IN, BM 
SUBJECT: NO PROGRESS DURING LATEST ROUND OF TALKS ON NAGALAND 


1. (U) Summary. October 17-19 in Amsterdam, another round of 
talks between the Northeast Indian insurgent group National 
Socialist Council of Nagalim - Isak Muivah (NSCN-IM) and the GOI 
ended without progress. The Indian delegation met the rebel 
leadership to discuss \"substantive issues\" as a follow-up to a 

list of demands the NSCN-IM presented in July 2006. The 
NSCN-IM\'s key demand for unification of Naga-inhabited areas 
into a \"Greater Nagaland\" -- which would include 1.2 million 
Nagas living in the states of Assam, Manipur and Arunachal 


Column 3 

Pradesh as well -- has been opposed by the GOI. Other NSCN-IM 
demands included unification of all Naga-inhabited areas in 
Northeast India, separate representation at the United Nations, 

and greater control over local natural resources, finance, 

defense and police. GOI and the NSCN-IM have held more than 50 
rounds of peace talks since their 1997 ceasefire agreement, 

which expires in July 2007. A resolution to one of India\'s 

oldest internal conflicts remains unlikely. End Summary. 


2. (U) From October 17-19 a GOI delegation, including Union 
Ministers Oscar Fernandes, S. Raghupathy, P. Chavan and chief 
interlocutor K. Padmanabhaiah, met with NSCN-IM leaders in 
Amsterdam. Earlier this year, at the July talks in Bangkok 

(when the ceasefire between GOI and NSCN-IM was extended for one 
year), both sides had discussed the limits of flexibility within 

the Indian constitution and whether a \"sub-national 

constitution\" was possible. The NSCN-IM at that time proposed 
negotiating a federal relationship with India, through a 

mutually agreed settlement and a separate \"Naga Constitution.\" 
The GOI held that the Indian constitution is flexible enough to 
accommodate regional diversities, similar to the way in which it 
incorporates a constitution for Jammu and Kashmir. 


3. (U) However, the parties remained at an impasse. Speaking 
for the NCSN-IM\'s \'shadow government,\' Deputy \"Kilonser\" 
(minister) for the \"Kilo\" (Home) Ministry V. Horam told the 
press that the Nagas proposed a \"Federation of India and 
Nagalim\" on the basis of a special relationship between the two 
parties. This would mean having two separate constitutions. 
The NSCN-IM is unwilling to accept a solution within the 
parameters of the Indian constitution. However, NSCN-IM 
spokesman K. Chawang said that in the Amsterdam talks, the GOI 
failed to express a clear stand on the NSCM-IM\'s demand for a 
special federal arrangement that allows self-governance to 
Nagas. Chawang felt that this could jeopardize future peace 
initiatives. General Secretary of the Naga Hoho (an apex body 
representing all Naga tribes) N. Krome told post that the 
NSCN-IM rejected the GONs proposal for a solution within the 
Indian constitution and that the Amsterdam talks were 
inconclusive. 


4. (SBU) Complicating discussion with the Nagas is persistent 
internecine conflict between the NSCN-IM and its main rival, 
NSCN-Khaplang. The GOI also has a ceasefire with NSCN-Khaplang 
but has not engaged in discussions with that faction. On 

October 26, soon after the Amsterdam talks, fierce clashes 

between the two NSCN factions broke out in the Zunheboto 

district of Nagaland, reportedly resulting in three deaths. 

Some residents of the area had to vacate their homes to escape 

the violence. The fighting was a clear violation of ceasefire 
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rules that forbid NSCN members to carry arms outside their 
designated camps. Observers have alleged that the Khaplang 
faction is tacitly backed by the Congress Party, whereas the 
NSCN-IM is supported by the Bharatiya Janata Party (BUP) and its 
allies in the current Nagaland government. 


5. (SBU) Comment: A resolution of the ongoing conflict is 

unlikely because the NSCN-IM appears unwilling to give ground on 
its demand for a separate and independent Nagaland. There is no 
real incentive for either the GOI or the Nagas to seek a 
substantive accord - the Naga leadership is content to enjoy the 
benefits of rebel political leadership (foreign travel, titular 

prestige) and the GOI appears unwilling to expend the resources 
to take on the Nagas head-on through military operations. Like 
India\'s other internal conflicts, the GOI seems to prefer 

letting insurgency drag on indefinitely instead of looking for a 

final resolution. 

JARDINE 


85273 

RR RUEHDE RUEHDIR 

DE RUEHKU #4435 3161247 

ZNY CCCCC ZZH 

R 121247Z NOV 06 

FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC 7577 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE","C ONFIDENTIAL KUWAIT 


SIPDIS 


NOFORN 
SIPDIS 


FOR NEA/ARP 


E.O. 12958: DECL: 11/06/2016 
TAGS: PARM, PREL, KU 
SUBJECT: PROGRESS ON RATIFICATION OF ARTICLE 98 AGREEMENT 


REF: A. KUWAIT 4109 
B. 05 KUWAIT 5046 
Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. As reported on October 15 (ref A), the Article 98 
agreement has been approved by the Foreign Affairs 
Committee in Parliament and been referred to the full 
Assembly for ratification (ref A and B). Post raised 

the issue with the Chairman of the Foreign Affairs Committee 
of the National Assembly (ref A) on October 15 


Column 3 
and will continue to raise the issue with appropriate GOK 
officials and National Assembly contacts. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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STATE FOR SCA/FO DAS GASTRIGHT, SCA/A, S/CRS, SA/PB, S/CT, 
EUR/RPM 

STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 

NSC FOR HARRIMAN 

OSD FOR KIMMET 

CENTCOM FOR CFC-A, CG CJTF-76, POLAD, JICCENT 


E.O. 12958: DECL: 10/25/2016 

TAGS: PREL, PGOV, PTER, ASEC, MARR, AF 

SUBJECT: PRT KHOST: NEW ABP COMMANDER OPTIMISTIC DESPITE 
DECIMATED/DEMORALIZED FORCE 

REF: KABUL 3822 


Classified By: Political Counselor Sara Rosenberry for reasons 1.4 (B) 


Column 3 
and (D). 


1. (C) Summary: Despite inheriting a demoralized force on the 
heels of a 200- to 250-man walkout (a fifth of the force), 
incoming acting Afghan Border Police (ABP) Commander Kasim 
Khil is optimistic he can bring back and improve troop 
strength and effectiveness. In what appears to be a model 
approach, in his first week, Khil visited checkpoints and 
ensured they were manned (using locals), met with local 
elders, and identified and advanced solutions to security and 
morale concerns. Although Khil said it is still unclear who 

the permanent ABP Commander will be, he speculated it will 
not/not be the old commander or deputy commander, whose 
acrimonious relationship was a factor in the ABP walkout. 

End Summary. 


New Commander Surprisingly Optimistic 


2. (C) Kasim Khil does not act like a commander that is 

trying to lure back a fifth of his workforce. Khost,s new 

acting Afghan Border Police (ABP) Chief was affable, 
light-hearted, and optimistic when PolOff met him November 4. 
The 50-year-old Khil brings 27 years of border policing 
experience with him. During the early 80s, he was chief of 
Khost,s border police. Since then he has served previous 
incarnations of the ABP in a variety of border provinces. 

His previous job was head of the ABP\'s Quick Reaction Force 
(QRF) in Kabul. 


3. (C) Khil arrived in Khost October 23 to take over a 
decimated and dispirited ABP force. About 250 of the 
1,300-man force abandoned their posts the last two weeks of 
October prior to the Islamic holiday of EID. When Khil 
arrived at Khost ABP Headquarters, about 20 officers were on 
hand and he had to personally conduct night patrol his first 
night in town. Khil said about 169 of those troops have 
returned following the end of the holiday. Khil was 

optimistic the force could be reconstituted in the coming 
weeks, particularly following recent authorization from Kabul 
he claimed will increase the force to 1,600 and rumors it 

will increase again to 2,000 in the near future. 


ABP Family Feud and Leadership Issues 


4. (C) According to Khil, DynCorp police mentors, and 

Governor Arsala Jamal, lack of effective leadership and the 

highly tense standoff between former ABP Commander General 
Muhammad Khalil Amin Zada and former ABP Deputy Commander 
Colonel Almar Gul Mangal was a factor in the walkout (ref). 
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Following his bleak assessment of ABP needs and manpower, 
Governor Arsala Jamal complained that the old leadership 
ignored ABP problems and just &told me things were great.8 


5. (C) Khalil had complained bitterly to the PRT that Gul was 
undermining his authority and trying to have Khalil killed 

for meddling in his smuggling operations. After Gul was 
summoned to Kabul for an investigation in early October, he 
encouraged his ABP supporters and fellow Mangal tribesmen to 
abandon their posts to show ABP leadership his strength. Gul 
initiated similar muscle flexing in July in an attempt to 

make Khalil look inept. ABP and DynCorp officials estimate 
the &Mangal mafia8 element of Khost,s ABP force to be 
about 25 percent. Khil said despite Gul,s best efforts, he 

will not be coming back to Khost and will, at a minimum, get 
reassigned because he &has problems with Americans.8 He 
added that loyalty to Gul was only a contributing factor in 

the walkout for some of the troops and will be a nonfactor in 
whether troops return since the Khalil versus Gul dynamic no 
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longer exists. 


6. (C) According to DynCorp mentors, Khalil was increasingly 
negatively perceived by the rank and file as a commander who 
spends too much time in Kabul. Instead of rallying his 

troops following an October 15 attack on BCP 7 that resulted 
in four ABP deaths, General Khalil immediately left for 

Kabul. Khil said Khalil told him he is in Kabul for health 
problems, but suggested Khalil is more depressed and afraid 
of Gul than physically ill after visiting him. Khil said 

there was about a 40 percent chance Khalil will return to 
Khost if Gul is transferred or fired. Khil said he was the 

top contender for the permanent job now, but that the 
situation was far from settled. 


Priority 1: Manning Checkpoints; Rallying Locals 


7. (C) Khil has made his first priority to show an ABP 

presence in the districts and his second to address the 

concerns that prompted the massive walkout. He immediately 
called down about 100 of his QRF troops and Afghanistan,s 
Deputy Commander of ABP from Kabul to conduct a sweeping tour 
of the province,s border areas October 25 and 26. Khil said 

the purpose of the 10-truck convoy was to show ABP presence 

to the population to counter enemy propaganda that Afghan 

forces were retreating to Khost City. The trip was also an 
opportunity for his &crack troops8 from Kabul to show their 
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provincial colleagues how to conduct searches and patrols and 
to visit the families of fallen ABP. 


8. (C) During the tour Khil talked to elders throughout the 

province and persuaded Kuchi tribesman to man the Babrak Tana 
checkpoint in Tere Zayi (Border Check Point 7) and locals to 

man the Lesur checkpoint in Gurbuz (BCP 4). The walkout hit 
BCP 7 and 4 the hardest, where ABP strength plummeted from 35 
to two and from 25 to 0, respectively, during EID. In the 

next couple of weeks Khil hopes to return to near-normal ABP 
complements at both checkpoints. 


Grass Roots Offensive Targets Hearts and Minds 


9. (C) His grass-roots strategy is to recreate the close 
ABP-local cooperation that exists in Jaji Maidan District 
province-wide, where he claimed locals rally to protect the 
border checkpoint when attacked. He emphasized that without 
the support of locals, including tribal cousins on the 

Pakistani side of the border, the ABP would die &like a fish 
out of water.8 As a local from Jai Maidan, Khil claimed he 

is uniquely qualified to deal with locals and planned to use 
tribal leaders to help bring back deserting ABP and recruit 
new ABP. According to Khil, he has received about 150 calls 
from tribal elders eager to work with him (our conversation 
was interrupted by two such calls). He conceded cutting down 
on corruption would be key to rallying public support, a 

difficult task, but said leading by example would be a good 
place to start ) in contrast to corrupt Deputy Col. Gul. 


10. (C) Khil maintained that BCP 7 had not been attacked 
since the Kuchis moved in the last week of October, tacit 
proof of their connections to anti-GOA elements. The Kuchis 
need special attention, according to Khil, because they have 
received &nothing8 from the GOA, making them ripe for 
cooperation with ACM. He suggested building a school or a 
well as a goodwill gesture for Kuchis in Tere Zayi and has 
already organized volunteer ABP officers to teach. 


Priority 2: Address Morale Issues 


11. (C) Khil said unless the problems leading to the walkout 
are addressed, &we can,t force the police to come back.8 
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Those problems, in order of importance, according to Khil: 
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--Treatment: In the last two months about 10 ABP have been 
killed and 52 wounded. According to Khil there, has been no 
support for the injured or families, devastating ABP morale. 
Although ABP has a medical budget, &not one tablet8 is 
accounted for as supplies disappear on the way from Kabul. 
He also complained that Khost Hospital staff required payment 
to wash bodies of fallen ABP. 


--Security: Khil asked for resources such as barriers, 

concertina wire, and lighting to improve &insecure8 

checkpoint security at the November 4 Provincial Security 
Meeting. He also asked for body armor and helmets, which the 
maneuver commander said he was working on. Khil said 30 ABP 
a month would be rotated from Khost to ABP regional command 
in Gardez for training from Blackwater. He claimed similar 
training improved his troops\' performance in Kabul 

exponentially. 


--Leadership (see above) 


--Pay: Governor Jamal provided a 1,000 Afghani bonus to 
Afghan National Police (ANP) for the EID holiday, but nothing 
for the ABP. ABP has not been paid for two months because 
ABP leadership was afraid troops would leave anyway and take 
their last paychecks with them. Khil sent a finance officer 

from Kabul to pay soldiers at checkpoints and assure them pay 
would be more consistent in the future. 


--Corruption. Everything from shoes to beds to ammunition is 
pilfered. 


12. (C) COMMENT: Although still very early in his tenure, 

Khil appears to be everything the last two commanders were 
not: understanding of Khost,s tribal and Kuchi issues, 
enthusiastic, ethical, hard-working, and genuinely concerned 
about his troops. Starting fresh with new leadership is a 
positive step. Bringing either Khalil or Gul back would 

allow divisions in the ABP to fester. Embassy will make it 
clear to the government that we would oppose old, failed 
leaders being recycled after appeals with cash are made in 
Kabul. This occurred earlier this year when Gul was able to 
buy his way back into the deputy position after being fired 

as the commander. Embassy and CSTC-A will continue to engage 
with GOA officials to ensure the right solution. End Comment. 
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E.O. 12958: DECL: 11/12/2011 
TAGS: EAID, ECON, EFIN, IZ, KU 
SUBJECT: IRAQ DEBT FORGIVENESS: \"A BLOODY, UPHILL BATTLE\" 


REF: A. KUWAIT 4311 
B. KUWAIT 4119 


Classified By: Economic Counselor Timothy Lenderking for Reasons 1.4 (b 
) and (d) 


1. (C) Summary: The Director General of the Arab Fund 
expressed pessimism November 12 about the prospects for Iraq 
debt forgiveness on the part of the GOK. He said there was 
virtually no public support for the measure in Kuwait, and he 
did not believe the senior Kuwaiti leadership, especially the 
Prime Minister and Foreign Minister, were willing to expend 

the political capital necessary to ride the issue through a 
resistant and highly politicized National Assembly. The only 
glimmer of hope, he said, was for Kuwait to make a \"goodwill\" 
gesture to Iraq, but this would be more modest than writing 

off Iraqi debt. In terms of ending Iraq\'s suspension from 

the Arab Fund due to arrears, Al-Hamad said the GOI owed the 
Fund an answer on the terms of repayment negotiated with the 
GOI Planning Minister on the margins of the October 31 Iraq 
Compact meeting, but in the meantime Al-Hamad was taking 
steps to gain approval from the Fund\'s governing board should 
the GOI follow through. Al-Hamad commented briefly on aid to 
the Palestinians, saying Abu Mazen was one of the few bright 
lights on the Palestinian political scene and needed 
international support, but Al- Hamad expressed disgust with 
Hamas and the remaining Palestinian leadership for 
squandering opportunities to improve the lives of the 
Palestinian people. He said the U.S. missed a major 
opportunity to send a positive signal to the Arab world in 
vetoing the latest UNSCR condemning violence in Gaza; steps 
like these come back to haunt the U.S., he argued, when the 
U.S. seeks support in the Arab world on other issues, such as 
Iraqi debt. Al-Hamad said he would travel to London this 
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week to attend the donors Conference on Yemen. End Summary. 


Forgiving lraqi Debt 


2. (C) During a November 12 meeting to follow up on issues 
discussed with Treasury Deputy Secretary Kimmitt on the 
margins of the Iraq Compact (Ref A), Abdelatif Al-Hamad, 
Director General of the Arab Fund, told Econcouns that the 
chance of Kuwait forgiving Iraqi debt any time in the near 
future was extremely low. (Note: Kuwait claims $17 billion 
in debt owed from loans made to Iraq during the Iran-Iraq 
War, the largest of any country. The exact amount is not 
known, and the claims come from various government ministries 
and agencies, with no single ministry taking responsibility 

for all debt claims. End Note). He said there were several 
reasons for this: first, Kuwaitis have not forgotten Iraq\'s 
occupation of Kuwait. Not only did Iraq invade Kuwait in 
1990, but even during the Iran-Iraq War when Kuwait was 
making huge loans to support Iraq (note: Al-Hamad was 
Kuwait\'s Finance Minister from 1981-1983), the Iraqis\' 
attitude toward Kuwait was, \"Where\'s the money?\" The Iraqis 
had no understanding of the need for laws, parliamentary 
action, and transparent institutions, he said. Second, 
Kuwaiti citizens want to see the GOK reduce their own debt 
prior to that of the Iraqis. When the Kuwait Investment 
Authority drew down its Future Reserves Fund to finance 
Kuwait reconstruction after the first Gulf War, a debt was 
incurred, and \"that debt must be repaid\" to maintain the 
credibility and transparency of Kuwaiti financial 

institutions. Given the sensitivity of the Iraq issue among 

the Kuwaiti public, Al-Hamad said the senior Kuwaiti 
leadership -- namely, the Prime Minister and the Foreign 
Minister -- would have to do considerable heavy lifting to 
push debt forgiveness through a very reluctant National 
Assembly, and the relationship between the senior leadership 
and the National Assembly is \"not that strong.\" Y'l am not 
saying the door is totally locked,\" Al-Hamad said, \"but 
getting in would be a bloody, uphill battle.\" U.S. support 

for the issue would also not be popular in Kuwait, he 
predicted. 


3. (C) That said, Al-Hamad stated that Kuwaitis recognize 
the strategic importance of Iraq and understand the 
importance of creating good will with Iraq. Kuwait could and 
probably should consider a \"goodwill gesture\" toward Iraq, 
but Al-Hamad said writing off the entire debt was more than 
he could foresee at present. 


Reinstating Iraq in the Arab Fund 
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4. (C) Al-Hamad said he had not heard back from the GOI 
since his late October meeting with Iraqi Planning Minister 
Baban concerning a repayment plan to pay down lraqVs arrears 
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to the Fund (and thereby lift Iraq\'s suspension and open up 
possibilities for additional Arab Fund assistance). He had 

given Baban and his delegation a one-page memorandum 
outlining the terms of the repayment, and now the ball was in 
Iraq\'s court to respond. In the meantime, Al-Hamad said he 
was working with the Arab Fund\'s governing board to gain 
approval to proceed once he heard back from the GOI. He 
expected a decision at the Fund\'s December 22 board meeting. 


Iraq Compact 


5. (C) Al-Hamad said he had not received any communication 
from the UN concerning the October 31 Iraq Compact meeting, 
either a revised draft compact document to review or an 
invitation to future ICI events. He reiterated the 

difficulty of being able to attend events he hears about only 

at the last minute. 


Disgusted with the Palestinians, Disappointed with U.S. Veto 


6. (C) Turning to Arab Fund assistance to the Palestinians, 
Al-Hamad noted that the Fund continued to provide 10% of its 
annual revenues to the Palestinians, or about USD 50-60 
million per year. The money goes only to the recipients, he 
said, not to the government or Hamas. He was despondent that 
the Fund\'s assistance seemed to have done so little to 
ameliorate the living conditions of ordinary Palestinians, 

due in part to terrible leadership on the part of both Fatah 

and Hamas. Abu Mazen was one of the only bright lights among 
the leadership and deserved continued international support. 
Israeli actions and U.S. acquiescence exacerbated the 

problem, he said. The best project funded by the Arab Fund, 

he thought, was support to Palestinian universities, which 

aimed at keeping 100,000 students in school, off the streets, 
and away from extremists. Al-Hamad added he was particularly 
disappointed the U.S. had vetoed the latest UN resolution 
condemning the recent violence in Gaza. \"These decisions 
come back to haunt the U.S.,\" Al-Hamad said, when the U.S. 
seeks support from the Arab world for its priorities, 

including on issues such as lraqi debt. With the veto, the 

U.S. missed an opportunity to send a very positive signal to 
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the Arab world, he said. 


Yemen Donors Conference 


7. (SBU) Al-Hamad confirmed he would travel to London for 

the November 15 donors conference on Yemen. We have heard 
the DG of the Kuwait Fund will also attend, along with senior 
GOK officials. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 

TAGS: ECON, OTRA, OVIP, AMGT 

SUBJECT: KUWAIT COUNTRY CLEARANCE GRANTED FOR APHSCT MS. 
F.TOWNSEND, M. MALVESTI, M. TAYLOR, AND J.H.PEARSON Ill 


REF: WHITE HOUSE 091743 


1. Embassy Kuwait welcomes and hereby grants country 
clearance for Ms. Frances Fragos Townsend, Ms. Michele 

L. Malvesti, Mr. Michael Taylor and Mr. John Howard Pearson 
III to travel to post o/a November 13 - 14, 2006, to 

attend meetings with GOK officials regarding counter 
terrorism and security issues. 


2. This clearance is not/not valid for entry into Iraq; 
you must apply for Iraq clearance through Embassy Baghdad. 
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3. Visit Coordinator: 

Mr. DeWitt Conklin 

Office - (965) 259-1533 

Cell - (965) 936-4497 

Office fax - (965) 259-1051 

Unclass E-Mail address: conklindc@state.gov 


SIPDIS 


4. Lodging: Accommodations have been reserved at the Radisson 
SAS Hotel for the night of November 13, 2006. 

The hotel telephone number is (965) 575-6000 and the fax 
number 

is (965) 575-0155. The single room rate at the hotel 

is approximately USD 260.00 per night, which includes 
breakfast. 

The hotel accepts major credit cards and is within the per 
diem 

rate. The daily per diem rate for Kuwait is USD 260.00 for 
lodging, 

plus a meal and incidental expense (M&IE) allowance of USD 
96.00 for 

a total of USD 356.00. 


5. Following is post\'s standard guidance for visitors to 
Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to 
American citizens on arrival, upon presentation of a valid 
passport. 
There is a processing fee of three (3) Kuwaiti Dinar (KD 
3.000, 
approximately USD 10.50) for each visa issued. The fee may 
be paid 
either in KD or USD. Post strongly advises travelers to 
carry some 
documentation on the purpose of their visit. Passengers 
arriving on 
other than commercial flights should anticipate extra delays, 
because immigration services are not available on the 
military side 
of the airfield and passports have to be carried to a 
different 
location at the airport for processing. Airport visas are 
valid for 
90 days after arrival; anyone staying beyond this period must 
obtain 
an extension, which should be requested 2 weeks prior to visa 
expiration. Anyone departing Kuwait who has overstayed the 
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visa 

will be charged a fine of KD 10.000 (USD 33.50) per day at the 
airport. All travelers planning to visit Iraq should make 
sure that 

they obtain the required exit/entry stamps for each transit 
through 

Kuwait, and be aware that they will need to obtain a new 
Kuwaiti 

visa upon return, even after a day trip to Baghdad. Failure 
to do 

so can result in heavy fines. If possible, travelers should 
try to 

obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, 
pork 
products, personal firearms, and any suggestive/pornographic 
materials (videotapes, magazines or books) is strictly 
prohibited by 
Kuwaiti law. Kuwait is still clearing mines and munitions. 
Visitors 
must remain on major paved roads when traveling in Kuwait. 
Travel 
north of Jahra toward the Iraq-Kuwait border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday, and office hours are from 8:00 a.m. to 4:30 p.m. 


The time 

difference with the East Coast of the United States is EST 

plus 

eight hours. The embassy switchboard number is (965) 
259-1001, and 

the IVG number is 4950000. The after-hours number which rings 
at 

Marine Guard Post One is (965) 538-2098. The mission duty 
officer 

can be reached through the embassy switchboard, Post One or 
by cell 

phone at (965) 967-7265. The embassy pouch address is 6200 
Kuwait 

Place, Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and the 
military threatcon is currently Charlie. We have increased 
security 
precautions at official U.S. installations in Kuwait and 
recommend 
that all Americans in Kuwait remain alert to their 
surroundings and 
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review their personal security practices. 


e. Health Advisory for Kuwait: Visitors from November to 
March can 
expect cold winds and, at times, heavy rains. Light winter 
clothing 
is suitable for Kuwait during these months. At this time, 
allergies 
and colds are more common, and visitors to the area are 
advised to 
bring over-the-counter medications, such as Tylenol, 
Ibuprofen and 
cough medicine, with them for self-treatment. 


f. Money: Credit cards are widely accepted at hotels, 
restaurants and other establishments throughout Kuwait and ATM 
machines are also readily available. For travelers on official 
orders, the Commercial Bank of Kuwait can provide 
accommodation 
services (cashing a personal check drawn on a U.S. bank into 
local 
currency) up to a maximum of USD 300.00 per day from noon to 
2:00 
p.m., Saturday through Wednesday. At the current rate of 
exchange, 
one Kuwaiti Dinar (KD) is equivalent to approximately USD 
3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure 
areas of the mission must slug cables to the attention of the 
RSO, 
and include the level of their clearance. The cable should 
include 
the visitor\'s Social Security Number, and the name of the 
agency 
granting the clearance. Cables should include the ASEC tag to 
ensure distribution to the RSO office and the Marine Security 
guard 
at Post One. 


h. Computer and Electronics Usage: Sensitive military 
information 
has been discovered recently on business center computers at 
local 
hotels in Kuwait City. All U.S. Government personnel and 
contractors must remember that it is their responsibility to 
observe 
good computer and information security practices. Information 
processed on computers in hotel business centers, through 
email 
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correspondence or document creation, is highly exploitable. 
Public 

computers located in hotel business centers, internet cafes, 
airport 

lounges, etc. should never be used to process, store or 
disseminate 

sensitive information. Compromise of sensitive government or 
military information can result in serious damage to national 
security. Compromises of sensitive personal data can result 
in 

significant personal and financial hardship. Random checks 
are 

conducted by Embassy personnel on public PC\'s. Breaches on 
COMPUSEC 

will result in the violator receiving security infractions 

and/or 


security violations. Interagency security standards prohibit 

the 

introduction or use of non-USG owned computer hardware and 
software 

at all USG diplomatic facilities. Cell phones, palm pilots, 

radios 

and other convenience electronics are prohibited in all 

secure areas 

of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. 
However, it is strictly forbidden to photograph public 
buildings, 
economic infrastructure, or military and other 
security-related 
facilities and personnel. Confiscation of film and camera 
and even 
arrest may result from doing so. A good rule of thumb: If 
there is 
any doubt as to whether a photograph should be taken, don\'t 
take it. 


j. Action Request: Each visitor, regardless of length of 
stay, 
must bring or forward fiscal data to pay for direct costs of 
the 
visit. Each agency, organization or visiting delegation will 
be 
charged for the actual costs attributed to their visit. 
Direct 
charge costs include, but are not limited to: American and 
LES 
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staff overtime (e.g., expeditor, accommodation exchange, 
representational event support), field travel, lodging and 
meals and 

incidental expenses (M&IE) by embassy employees, vehicle 
rentals, 

long-distance telephone calls, equipment rentals, office 
supplies 

and all other costs that are directly attributable to the 

visit. If 

fiscal data on a traveler's authorization is to be used for 

this 

purpose, this information must be spelled out in the travel 
orders 

and sufficient funding provided to meet these expenses. In 
addition, for TDYers over thirty (30) days, there will be a 
charge 

for ICASS support services. If your sponsoring agency is not 
signed 

up for ICASS services at post, please be prepared to sign an 
ICASS 

Memorandum of Understanding (MOU) for ICASS support services 
upon 

arrival. The agency should provide post with written 
communication, 

generated by the traveler\'s headquarters, that confirms the 
agency 

will pay ICASS charges for the TDYer, provide the agency ICASS 
billing code for the TDY support to be provided, and 
authorize the 

traveler to sign the ICASS invoice generated by the TDY 
module. 

When travel is urgent, TDYers should bring this document with 
them 

to ensure there are no interruptions in the provision of 
services. 

Post will not provide any services to a TDYer staying in 
excess of 

30 days without having received this documentation prior to 
day 31 

of the TDY. 


k. Visit Kuwait\'s unclassified intranet website at 
http://kuwait.state.gov. 
LeBaron 
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NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 


E.O. 12958: DECL: 11/12/2026 
TAGS: PREL, PGOV, PTER, LE, SY 
SUBJECT: FORMER PM MIKATI INSISTS HE SUPPORTS SINIORA 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d) 


SUMMARY 


1. (S/NF) Ina 11/8 meeting with the Ambassador, former 
Prime Minister Najib Mikati -- on a two-day pause in Beirut 
from a month of globe-trotting -- expressed deep annoyance at 
the suggestion that he might be a tool in pro-Syrian hands to 
oust the Siniora government. He has been and will remain 
strong in his public and private support of Siniora, he said 
(and after the Ambassador left issued a press statement 
rejecting the threat or use of street demonstrations to bring 
down Siniora). Mikati expressed deep concern about 
Hizballah\'s alliance with Michel Aoun, believing that it had 
evolved during the summer conflict into something more 
durable, dangerous, and anti-Sunni. While he admitted 
ambitions to return as Prime Minister, he said that he would 
not do so in the current environment and not at the expense 
of Siniora. He admitted giving the pro-Syrian/pro-lranian 
al-Akhbar USD 150,000 in start-up capital (triple Mikati\'s 
previous admission to us) but claimed to have cut all ties to 
the newspaper out of disgust for its editorial line. End 
summary. 


MIKATI INSISTS HE SUPPORTS SINIORA 


2. (S/NF) The Ambassador reviewed with Mikati -- just back 
from Europe and just before traveling to New York -- U.S. 
concerns that he could be plotting with the pro-Syrians or, 
alternatively, be the unwitting beneficiary of a pro-Syrian 

plot to replace Fouad Siniora as Prime Minister. That, the 
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Ambassador cautioned, would have severe implications for his 
relationship with the United States; Mikati should not expect 
the warm cooperation with the U.S. he enjoyed as Prime 
Minister if he came to power on the ashes of the Siniora 
government. 


3. (S/NF) Mikati expressed deep annoyance with the message, 
insisting that he has been strong in his public and private 
support of Fouad Siniora and would continue to be. \"Jeff, 

you know me too well to accuse me of that,\" Mikati 
complained. Siniora has performed extremely well and brought 
great international help to Lebanon. Not only is Mikati not 

trying to replace Siniora, but he is opposed to the effort to 
replace him now at all, by any means. (As if to reinforce 

this point, Mikati issued a press statement after the 
Ambassador left noting his opposition to using the threat of 
intimidation or street demonstrations to topple or change the 
Siniora cabinet.) Sinora repeated previous arguments that he 
and Bashar al-Asad are no longer close. The Ambassador 
cautioned Mikati that, even if he is not involved directly, 

others may be counting on promoting him as PM once Siniora is 
out of the way. Mikati admitted that he believed he did a 

good job as PM in 2005 and deserved to be considered again. 
One cannot blame him for ambition and \"for wanting to help my 
country.\" But he vowed not to be used as a tool against 
Siniora, nor to take office in this atmosphere at the expense 

of Siniora. 


MIKATI FEARS ANTI-SUNNI ALLIANCE 
OF MICHEL AOUN AND HIZBALLAH 


4. (S/NF) Noting the escalating rhetoric, the Ambassador 
asked Mikati\'s views of the days and weeks ahead. (Note: 
This meeting took place before the Shia ministers resigned on 
11/11. End note.) Mikati thought that Hizballah and Michel 
Aoun would \"go all the way\" in trying to achieve control of 
the cabinet, either by grabbing a blocking minority or by 
toppling Siniora altogether. \"All the way\" might include 
violent street demonstrations. Hizballah and Aoun are now 
closer than they were before the war, Mikati thought, and 

their tightened alliance was also more dangerous, in his 

view. Aoun has convinced his followers that the Sunnis are a 
threat, and the Shia need no convincing. Hizballah will now 
support Aoun for president, Mikati predicted. Asked what he 
would do if he were PM facing the Aoun-Hizballah threat, 
Mikati had two suggestions: try to court Berri, as Berri is 
\"more Lebanese\" than Hizballah and might be persuaded not to 
participate in taking the country to chaos, and \"be strong, 
don\'t back down\" in the face of provocations. 
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5. (S/NF) The Ambassador asked Mikati what his true 
relationship is with the pro-Syrian, pro-Iranian newspaper, 
al-Akhbar. Mikati said that he was \"ashamed\" to admit now 
that he had provided USD 150,000 in start-up capital (thrice 
the amount he had previously acknowledged), as part of his 
overall investment strategy of helping all Lebanese media 
enough to help ward off unfavorable press. But, disgusted by 
the newspaper\'s barely disguised propaganda, he refuses 
further involvement. He is not one of the owners, he 

insisted. 


COMMENT 


6. (S/NF) A billionaire, Mikati can bide his time until his 
country calls him again. Unlike fellow billionaire and 
pro-Syrian politician Issam Fares (in self-imposed exile on 

his Monaco-based yacht ever since March 2005), however, 
Mikati is still in the political game. His globe-trotting 

allows him to burnish his credentials as a senior statesman, 
giving a speech before the International Crisis Group one 
week and meeting Kofi Annan (probably arranged by his friend 
Terje Roed-Larsen) the next. His almost continued absence 
from Lebanon in recent weeks does not prove his innocence in 
plots to oust Siniora, of course, but his denials have a ring 

of sincerity -- and of self-interest. After all, he will be 

better positioned to find broad support as a fall-back prime 
ministerial candidate if he remains above efforts to change 

the government. After all, Mikati did a credible job as PM 

in a difficult transitional period, and he seems to be 

counting on his reputation from that experience rather than 

his \"friend-and-financier-of-Bashar\" pro-Syrian history as 

his best chance for returning to office someday. 

FELTMAN 
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E.O. 12958: DECL: 10/25/2016 
TAGS: PGOV, PINR, JA 
SUBJECT: THOROUGHLY MODERN AKIE ABE; JAPAN\'S NEW FIRST LADY 


Classified By: Ambassador J. Thomas Schieffer. Reasons: 1.4 (B)(D) 


1. (SBU) Summary. After more than five years of living 
under Japan\'s most famous bachelor, former Prime Minister 
Junichiro Koizumi, Japan once again has a First Lady. Since 
the election of Shinzo Abe as prime minister on September 26, 
Akie Abe has begun to chart a very different course from her 
predecessors; giving a long and revealing interview to a 
widely circulated monthly magazine, holding hands with her 
husband in public, and taking up her own causes. Her efforts 
appear to be well received by the Japanese public. As the 
wife of the youngest prime minister in Japan\'s post-war 
history, she seems eager to represent the face of the modern 
Japanese woman, without alienating the more traditional 
elements of society. End summary. 


2. (SBU) Foreign press reports that Japan\'s new first lady, 
Akie Abe, has taken the country by storm probably overstate 
her impact thus far. No one can deny, however, that she has 
already become the most public first lady in Japan\'s history. 
Less than two weeks into the new administration, as her 
husband pulled off consecutive summits in Beijing and Seoul 
aimed at repairing frayed ties with Japan\'s Asian neighbors, 
Mrs. Abe was already making her presence known. In Beijing, 
she drew attention by walking off the plane holding hands 
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with her husband, an image that was replayed for days on 
Japanese television. In Seoul, she drew on her Korean 
language ability to delight her hosts and improve the optics 
of an otherwise restrained visit. While the wives of 

previous prime ministers have always participated in State 
and other public events, none ever made their impact felt so 
quickly and so publicly. Prime Minister Abe, meanwhile, 
seems to be encouraging his wife to play an active role, 
telling CNN: \"In the past, wives never came out in front, 
but times have changed. | would like her to support me as my 
partner.\" 


3. (C) While Akie Abe seems intent on maintaining a higher 
profile than her predecessors, her role in the new 
administration is as yet undefined. So too is the 

bureaucratic apparatus necessary to support her activities; 
Japan has had to wrestle for the first time with creation of 

an office to support a \"professional\" first lady. Kuni 

Miyake, a former MOFA bureaucrat, has already come on board 
as Mrs. Abe\'s Chief of Staff. In a conversation with Embassy 
Tokyo\'s DCM, Miyake seemed intent on pursuing an ambitious 
outreach to other first ladies, a move designed to boost Akie 
Abe\'s and PM Abe\'s domestic popularity. In addition to 
Miyake, Mrs. Abe has a full-time staff member managing her 
wardrobe and appearance. Mrs. Abe has made clear, however, 
that she does not play a role in policy formulation or 

personnel matters. For example, she noted in her extensive 
magazine interview in Bungei Shunju that she was not 
consulted on cabinet appointments and had no idea who her 
husband would select until the day they were announced. She 
did describe the stress her husband seemed to be under as he 
pondered who to tap for his cabinet. To show that she can 

still fulfill the role of a traditional political wife, she 

also underscored in the interview that her most important job 

is to \"make a relaxing atmosphere at home.\" 


4. (SBU) Demonstrating her ability to balance work and 

family, Akie Abe has traveled frequently to pursue her own 
interests, focusing primarily on education and humanitarian 
efforts in Burma. During a trip with her husband to 
Washington, DC, she initiated a visit to an elementary school 
that teaches classes in Japanese, reading to the American 
students from a picture book on ducks written by former Prime 
Minister Mori. That exchange led to a sister school 
relationship between the U.S. school and an elementary school 
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in Fukuyama City, Hiroshima. This year, she has already 
visited Sri Lanka, to view the state of tsunami 
reconstruction efforts, Washington, Burma, China, and Los 
Angeles, where she viewed a film on Japanese citizens 
abducted by North Korea. 


5. (SBU) Akie Abe has gained attention in Japan for her 
campaign to build schools in Burma, which began when her 
husband was chair of the Parliamentarians\' League to Build 
Schools for Asian Children back in October 2005. Mrs. Abe 
visited the site of the first project, located adjacent to a 

temple in Mandalay, in May 2006. The eight-room schoolhouse 
is expected to be completed by January 2007, and will operate 
under the temple\'s management. The charitable group involved 
in this project is currently considering a program to fund 

school meals for Burmese students, as a way of encouraging 
poor families to allow their children to attend. It has also 
proposed funding doctors to be assigned to the schools, but 
who would then serve the surrounding communities. 

Previously, Mrs. Abe toured South Africa and Madagascar with 
Ayako Sono, chair of the Nippon Foundation, inspecting HIV 
treatment facilities. In the Bungei Shunju interview, she 

traces her interest in working on education for poor families 

to those travels, noting that she and her colleagues from 

that trip continue to meet regularly in Tokyo through an 

informal group they call African Night. 


6. (SBU) Another sign of Mrs. Abe\'s break with the 
traditional model of low-profile Japanese first ladies is an 
unusually wide-ranging and revealing interview with the 
influential conservative monthly magazine, Bungei Shunju, in 
November. Her willingness to discuss openly the pressures of 
a political marriage and her struggles with infertility 

signal a sharp break from the past. She also used the 
interview to reveal what could be considered intimate details 
of her relationship with her husband over the past 20 years, 
providing readers with insights to his \"gentle\" side at home. 
She describes him as considerate of her interests and 
self-sufficient, even to the point of ironing his own 

trousers. Mrs. Abe is already well known as the social 
drinker in her family, but describes in the Bungei Shunju 
interview how she first took to drinking with her husband\'s 
political support organizations because of his low tolerance 
for alcohol. She still travels regularly to his electoral 

district in Yamaguchi Prefecture to attend drinking parties 
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with her husband\'s supporters. On a more serious note, she 
dispels rumors that she began studying Korean a few years ago 
because of her infatuation with Korean soap operas, 

attributing her interest to her husband\'s first visit to 

Pyongyang with Koizumi and the realization that she could 
make a positive contribution to Japan-DPRK relations. 


7. (SBU) One of Akie Abe\'s reasons for giving the long 
interview to Bungei Shunju may have been to clear the air on 
the Abes\' lack of children, a sensitive subject in a country 
with a declining birth rate and where women can still come 
under tremendous pressure to bear children. Noting that she 
had received fertility treatment earlier in her marriage but 
was now too old to keep trying, she admitted feeling pressure 
as a political wife to bear a child. Her husband had even 
broached the idea of adopting, she revealed, but she was 
unable to make up her mind. She accepts not having children 
by \"telling myself that | have been bestowed with a mission 
to be useful to society by doing things other than raising a 
child,\" she told the magazine, adding that women can still 
lead fulfilling lives without children, as long as they have 
somewhere to funnel their energies. She also remarked that 
she was aware of the various campaigns of U.S. first ladies, 
including Laura Bush\'s work on literacy, and wished to 
emulate them. She was open about her initial reluctance to 
take on the role of a political wife, and credits the 

training she received from her mother-in-law and her 
husband\'s political supporters. 
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9. (SBU) Akie Abe, 44, is the eldest daughter of Akio 
Matsuzaki, who retired as President of Japanese confectionery 
giant Morinaga & Co. She attended the elite Sacred Heart 
School in Tokyo from kindergarten through the school\'s 
two-year junior college program, where she majored in 

English. She was working at Dentsu, Inc. one of Japan\'s 
largest advertising agencies, when she met Shinzo Abe through 
one of her bosses. They dated for approximately two years 
before marrying in June 1987, when she was 25 and he was 32. 
She disclosed recently that she worked for two years as a 

disc jockey at a local radio station in Yamaguchi while her 
husband was Deputy Chief Cabinet Secretary, using a pseudonym 
to keep her identity secret. She loves music, sports, 

flamenco dancing, and watching serialized television dramas. 
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She also likes to cook, although she rarely has time. She 
speaks Korean conversationally, as well as some English. 
SCHIEFFER 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PREL, MARR, PGOV, ASEC, CASC, FJ 

SUBJECT: FIJI UPDATE 11/13: GCC TRIES TO MEDIATE; NO STABLE 
OUTCOME IN SIGHT 


REF: A. SUVA 486 
B. DINGER-EAP/ANP E-MAIL OF NOV. 10 
C. SUVA 460 


Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (C) Republic of Fiji Military Forces (RFMF) Commander 
Bainimarama appeared before the Great Council of Chiefs on 
Nov. 10 and angrily attacked PM Qarase and his policies. 
Thereafter, the GCC tilted toward Qarase and initiated an 
effort to mediate. It is possible an attempt will be made to 
resuscitate a dialogue among Bainimarama, Qarase, and Vice 
President Madraiwiwi; however, no easy way out is apparent. 
Meanwhile, the Fiji Police reportedly expect sedition charges 
against Bainimarama shortly, followed by the President 
issuing a successful suspension order. In comment, we note 
that Fiji is in an uneasy calm, with no confidence that a 
politically-stable solution is in sight. As if all that 

isn\'t enough, Fiji's multi-party Cabinet is under threat, 

with the national budget bill a major hurdle. And former PM 
Rabuka is on trial for attempting to incite mutiny against 
Bainimarama in 2000. End summary. 
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Bainimarama vents before GCC 

2. (C) Per ref A, Fiji's Great Council of Chiefs (GCC) met on 
Thursday, Nov. 10, at the request of PM Qarase in an attempt 
to contribute to a solution of Fiji\'s civil-military crisis. 

RFMF Commander Bainimarama declined to attend. However, as 
noted ref B, when a delegation from the GCC visited 
Bainimarama that evening he agreed to participate in a 
continuation of the meeting on Friday, on the condition that 
the GCC would commit not to involve itself in the crisis, 

other than to listen to both sides. Bainimarama and about 

ten of his senior officers attended the Friday session. 
Bainimarama spent about an hour conveying his views and 
responding to questions. He reportedly called Qarase a liar 
to his face and decried \"racist\" policies of the Government. 


GCC tilts to Qarase; will attempt to mediate 

3. (C) After the RFMF officers left, the GCC agreed toa 
series of resolutions, contrary to the supposed commitment to 
Bainimarama, though we gather he was not surprised. The 
Chiefs set up a four-person committee, chaired by GCC 
Chairman Bokini, to find ways to mediate the crisis. That 
committee is to report back at the next GCC meeting in 
mid-December. The GCC also affirmed their belief in rule of 
law, democracy, customary laws, the right of Parliament to 
legislate, etc. They said all citizens must \"respect, abide 
and protect\" such rights at all times. While there was no 
explicit mention of three controversial bills, the language 

on parliamentary legislating could be read to endorse having 
the bills receive consideration. All in all, the GCC clearly 
tilted toward Qarase. 


As Bainimarama attacks Qarase; a hint of dialogue? 

4. (U) Late on Nov. 10, Bainimarama informed the media that, 
since the PM has \"given up\" on the Army, the Army has also 
\"given up\" on the PM. In other statements, Bainimarama 
reportedly said he has \"washed his hands\" of the PM and 
warned that the PM is \"living on borrowed time.\" On the 
other hand, he also reportedly committed to the GCC that the 
Army will allow the Government time to resolve the crisis. 

An aspect of that could be a resumption of a dialogue among 
Vice President Madraiwiwi, Bainimarama, and Qarase that began 
last February during an earlier phase of the crisis but that 
stumbled after only a couple of meetings when Bainimarama 
stopped meeting with Qarase, claiming their discussions were 
going nowhere. On Nov. 11, during the opening of a women\'s 
crisis center in Suva, the VP noted to us that maybe he 

should repaint his office to match the center\'s soothing 
soft-green walls, suggesting: \"It might help calm the 
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Commander.\" 


Demands and counters 

5. (C) On Wednesday, Nov. 8, prior to the GCC meeting, 
Bainimarama had sent Qarase a list of issues that the Army 
insisted must be resolved. The list, in reality demands, 
reportedly included: to withdraw the controversial bills; to 
remove Police Commissioner Hughes; and to scrap 
investigations against the military, including allegations of 
murdering mutinous soldiers in 2000 and more recent 
allegations of subversion. Qarase said publicly that he 
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immediately wrote back reiterating his willingness to enter 
into discussions. On Thursday, Qarase told the GCC two of 
the controversial bills that have already been introduced 
\"would not be withdrawn.\" He did note that they can be 
revised via parliamentary means, as reportedly is happening 
with the reconciliation (RTUB) bill. Qarase\'s refusal to 

just scrap the bills reportedly contributed to Bainimarama\'s 
angry display before the GCC. 


Manueli sees no easy way out 

6. (C) Former Commander, RFMF, and former Minister for Home 
Affairs, Paul Manueli, who remains a senior advisor to 
Bainimarama and others in the Army, stopped by on Nov. 13. 
He suggested that personal animosities between Qarase and 
Bainimarama are intense, with fault on both sides, and it is 
difficult to see a way out. He said the Commodore has been 
receiving some \"awful advice\" from behind the scenes, as has 
Qarase. Manueli claimed that on Oct. 31, when the President 
sought to suspend Bainimarama, senior RFMF officers were on 
the verge of acting against the Government. On seeing that, 
Manueli rushed to VP Madraiwiwi and argued successfully for 
the President to inactivate the suspension order. Asked the 
current mood of the RFMF senior leadership regarding a coup, 
Manueli expressed uncertainty. When we stressed the 
importance of protecting the democratic system, Manueli 
agreed. When we noted that Bainimarama and his senior 
officers now seem to acknowledge no power above themselves, 
Manueli offered no response. 


A new plan to force Bainimarama out? 

7. (C) A senior police contact has informed the Embassy that 
police investigations of the RFMF sedition charges are 
complete and have gone to the Director of Public Prosecutions 
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(DPP). The aim is a very rapid response, this week or next. 
With a green light, the police will seek a court summons that 
would lead to a court date, probably in December. With the 
court summons, the police expect the President would attempt 
again to suspend Bainimarama, pending court action. With 
that, BrigGen lowane Naivalurua, who just returned from 
heading Fiji's contingent to UNAMI in Iraq, would be named 
Acting Commander; and the police believe Naivalurua has the 
clout to win over nearly all the RFMF. The police contact 
said, except for a few RFMF officers at the top, the military 
and police still have good relations. The police feel 

pressure to act against the RFMF senior leaders, since \"they 
have broken the law.\" 


Multi-party cabinet under threat 

8. (U) In other news, Fiji's multi-party Cabinet experiment 

may be severely tested shortly. The Fiji Labor Party (FLP) 

held a meeting on Nov. 9, with some, but not all, of FLP\'s 

nine Cabinet members attending. FLP leader Chaudhry 
announced afterward that the party unanimously agreed to 
oppose the Qarase budget because the proposal is \"anti-poor.\" 
Chaudhry claimed Qarase did not consult on tax aspects, 
including a 20% increase in VAT (from 12.5% to 15%). Qarase 
and Chaudhry have had inconclusive discussions on guidelines 
for the multi-party Cabinet, but Qarase clearly expects all 
Cabinet members to vote on the floor of Parliament in favor 

of any legislation Cabinet previously approved. FLP cabinet 
members may have to choose: vote with Cabinet (thereby facing 
FLP censure) or vote with FLP (thereby facing loss of Cabinet 
portfolio). 


Former PM Rabuka in the dock 

9. (U) A criminal trial of former PM Rabuka commenced on Nov. 
10. He is charged with inciting RFMF officers in July and 
November 2000 to mutiny against Bainimarama. Former RFMF 
LtCol. Seravakula (now with the UN in Afghanistan) is the 

first witness. He has testified he received phone calls from 
Rabuka urging mutiny but declined to act. 


Comment 

10. (C) Fiji has settled into an uneasy calm, without a sense 
that a coup is imminent but without confidence that a 

peaceful, stability-creating solution is on the horizon. The 
police scenario in para 7 sounds a lot like the Government 
scenario for Oct. 31 (Ref C), with the exceptions that 
Bainimarama and BG Naivalurua both are now in Fiji. There is 
no doubt Naivalurua is highly respected. There must be 
doubt, given the RFMF\'s rebuff of the President just two 
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weeks ago, whether a new effort to suspend Bainimarama will 
succeed. 


SUVA 00000489 003 OF 003 


DINGER 


85280 

OO RUEHGH 

DE RUEHIN #3830 3162340 

ZNY SSSSS ZZH 

O 122340Z NOV 06 

FM AIT TAIPEI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2998 

INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 5923 
RUEHRL/AMEMBASSY BERLIN PRIORITY 0152 

RUEHBY/AMEMBASSY CANBERRA PRIORITY 4370 
RUEHLO/AMEMBASSY LONDON PRIORITY 0174 

RUEHKO/AMEMBASSY TOKYO PRIORITY 8201 

RUEHGZ/AMCONSUL GUANGZHOU PRIORITY 9704 
RUEHHK/AMCONSUL HONG KONG PRIORITY 7142 
RUEHOK/AMCONSUL OSAKA KOBE PRIORITY 0398 
RUEHGH/AMCONSUL SHANGHAI PRIORITY 0525 

RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHMFISS/HQ BICE WASHINGTON DC PRIORITY","S E C R E T TAIPEI 003830 


SIPDIS 

SIPDIS 

STATE FOR EAP/TC AND ISN/MTR 

E.O. 12958: DECL: 11/09/2026 

TAGS: ETTC, UNSCR, KNNP, NK, IR, TW 

SUBJECT: MTAG: UNSCR 1718 AND EXPORT CONTROL 
REF: A. STATE 180512 


B. STATE 181053 
C. TAIPEI 3861 


Classified By: AIT Econ Chief Daniel Moore, REASONS 1.4 B/C 


1. (S) On November 6 AIT delivered ref A demarche on UNSCR 
1718 obligations and ref B comments on Taiwan export license 
WCA060926164103011 to Taiwan Export Control Task Force Head 
Dr. Wally Su. Su noted that Taiwan has already announced 

trade, travel, and financial sanctions on North Korea, as 


Column 3 
reported ref C. 
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E.O. 12958: DECL: AFTER KOREAN REUNIFICATION 

TAGS: PGOV, PINR, PREL, KS, KN 

SUBJECT: PRESIDENTIAL CANDIDATE KOH GUN ON NORTH KOREA, 
ALLIANCE AND DOMESTIC POLITICS 


Classified By: CDA Bill Stanton. Reasons 1.4 (b/d) 


1. (C) Summary: Over lunch with the DCM and PolMinCouns on 
November 9, former Prime Minister Goh Kun, among the leading 
candidates in the 2007 presidential election, emphasized that 

his experience as acting President in 2004 made him realize 
that national security was the most important consideration 

for heads of state. Toward this end, the ROK had to sustain 

a strong alliance with the United States and watch North 

Korea closely. Beyond national security, Koh said, education 
reform, job creation and real estate prices would be top 

election issues. On domestic politics, the former Prime 

Minister counted himself as among those capable of forming a 
broad coalition to face off against the strong candidates 

from the opposition Grand National Party (GNP). End Summary. 


2. (C) Former PM Koh Gun was careful to point out that he 
already had some experience living in the Blue House. Koh 
said that in March 2004, quite unexpectedly, he became acting 
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President because the National Assembly had impeached 
President Roh. Suddenly, in overseas financial markets, 
Korean bonds were sinking due to higher interest rates. Koh 
immediately ordered his national security chief, Lee 
Jong-seok, to send instructions to the ROK military that, 
above all else, national security could not be compromised. 
Thereafter, he instructed Foreign Minister Ban to call 

foreign ministers of the United States, Japan, China and 
Russia to assure them that the ROKG would continue normal 
operations and relations. It was only after FM Ban spoke to 
Secretary Powell, which resulted in the issuance of a 
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strongly supportive statement from the Department, that 
financial markets calmed down. 


3. (C) Koh also recalled the sleepless night in April 2004, 

when the North Korean train in Ryongchon blew up, killing 
several hundred people. Because of the lack of information, 
some people thought that was an assassination attempt on Kim 
Jong-il, who was traveling in the region. Koh stayed up all 
night agonizing over how to deal with various scenarios 
involving KJI\'s death. 


4. (C) Those experiences, Koh said, taught him the value of 

the U.S.-ROK alliance. The two allies had to be able to deal 
with North Korea. Thorough planning by the allies was 

essential to deal with scenarios such as Kul\'s death or the 
sudden collapse of the DPRK regime. Koh said that he had 
concerns over the transfer of wartime operational control 
(OPCON) because of its implications for war plans. 

Currently, OPLAN 5027 which would come into effect in the 
event of a war, called for some 670,000 U.S. troops to be 
deployed in Korea. After the OPCON transfer, however, there 
would be a new war plan and no Combined Forces Command, which 
would mean that Korea could not count on as many U.S. troops. 
Koh asked whether the next ROK government could renegotiate 
OPCON transfer. 


5. (C) The DCM said that it was unfortunate that OPCON had 
become such a divisive domestic political issue, because it 
was a technical issue, involving ROK military capabilities, 
above all else. Washington and Seoul had discussed and 
agreed on OPCON transfer based on such technical 
capabilities. The DCM assured the former prime minister that 
the transfer would take place based on the premise of not 
exposing the ROK to security risks. Moreover, the transfer 
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had no relation to the U.S. security commitments on the 
Peninsula. Those remained as strong as ever, the DCM 
underlined. 


6. (C) Koh welcomed the tripartite agreement in Beijing the 
previous week to resume the Six Party Talks (6PT). Koh hoped 
that there would be results, but warned not to be too 

optimistic, especially in the short run. Recalling his own 
experience in negotiating the 1992 North-South agreement on 
denuclearization of the Korean Peninsula, Koh said that this 


was an old problem -- Pyongyang would not easily give up its 
nuclear weapons and programs. The only condition under which 
Pyongyang would contemplate denuclearization was if the U.S. 
provided credible assurance of non-aggression toward the 
regime. That was a very difficult condition to meet because 
DPRK leaders were essentially paranoid. Still, he believed 

it was worth a try. 


7. (C) Responding to Koh\'s query on Banco Delta Asia, the 
DCM clarified that the USG was prepared to discuss the issue 
-- and had agreed to form a working group to do so -- but a 
genuine resolution depended on the North Koreans themselves, 
because their illicit activities, including counterfeiting of 

U.S. currency, must stop. 


8. (C) The basic failing of President Roh was his inability 

to bring the South Korean people together, Koh said. Roh was 
a divisive politician. In Roh\'s thinking either one was 
pro-American or anti-American; pro-or-anti North Korea; the 
same with globalization. That was not the way to govern. 
Rather, a president had to bring people together. For 
example, Koh continued, when people asked him how he viewed 
the United States, his position was that the ROK should 
leverage American political and economic might. The U.S. had 
no territorial ambitions on the Peninsula. There was no 

reason why South Korea should not use its relations with the 
U.S. to promote its self-interest. This was why he strongly 
supported an FTA with the U.S. 


9. (C) Koh said that he would soon form a political party 
with like-minded people to put up a viable candidate in the 
2007 presidential race. These were the so-called silent 
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majority, the middle ground thinkers without strong ideology. 
He expected education reform, real estate prices, 
unemployment and national security to be the most important 
election issues. 


10. (C) \"Decent, competent, and balanced\" are the most 
common descriptions of Koh Gun. Also widely used are \"dull\" 
and \"grey.\" A career diplomat with an uncanny ability to 

build consensus, Koh Gun has held all the key positions in 

the South Korean government, even the top one. In fact, Koh 
is fondly remembered for his tenure as acting President in 
2004, when his non-confrontational manner smoothed the way 
for a quiet few months in the wake of the divisive political 
confrontation on Roh\'s impeachment. 


11. (C) Now almost seventy, Koh finds himself the most 
popular political figure outside the opposition GNP, 

inspiring his ambition to pursue another opportunity to enter 
the Blue House, but through the front door this time. 
Whether this materializes or not depends on the various 
parties and factions, including the ruling Uri Party, the 
Jeolla-based Democratic Party, and the power-brokers of the 
central Choongchung region, coming together behind him. A 
tough task by any measure. 
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E.O. 12958: DECL: 11/11/2016 

TAGS: AF, EAID, ECON, ENRG, ETRD, MNUC, PARM, PK, PREL, PTER 
SUBJECT: ASSISTANT SECRETARY BOUCHER\'S NOVEMBER 6 MEETING 
WITH PAKISTANI FOREIGN SECRETARY KHAN 


REF: STATE 182262 
Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


1. (C) Summary: On November 6, Assistant Secretary for 
South and Central Asian Affairs Richard Boucher met with 
Pakistani Foreign Secretary Riaz Mohammad Khan. The two 
discussed the upcoming strategic dialogue, including the 
status of dialogues on energy, education, and science and 
technology. Boucher previewed the U.S. study on Regional 
Opportunity Zones and assured our support for the Federally 
Administered Tribal Areas development plan and for the 
Frontier Corps. Khan expressed his expectations for the 
upcoming composite dialogue discussions with India and his 
thoughts on the jirga process agreed to by Presidents Karzai 
and Musharraf. Finally, Boucher noted again our 
disappointment in Paksitan\'s recent meeting with the Nuclear 
Suppliers Group; Khan was unrepentant. End Summary 


2. (U) On November 6, Assistant Secretary of State for 
South and Central Asia Richard Boucher called on Foreign 
Secretary Riaz Mohammad Khan of Pakistan. U.S. participants 
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included Ambassador Crocker, SCA Senior Advisor Caitlin 
Hayden, and notetaker. Pakistan participants included 
Additional Secretary (Americas) Shahid Kamal and Director 
General (Americas) Sohail Mahmood. 


3. (C) A/S Boucher and Foreign Secretary Khan opened with a 
tour d\'horizon of key issues, most of which are part of the 
U.S.-Pakistan Strategic Dialogue. Khan stressed that, while 
the strategic dialogue had generated many good ideas, 
implementation should now be the priority. 


--Economic Dialogue: Khan was concerned that, if Pakistan 
signed the Bilateral Investment Treaty, the treaty\'s terms 

would \"ipso facto\" become applicable to the 40 other nations 
with whom they had treaties containing Most Favored Nations 
clauses. He noted that including the Bilateral Investment 

Treaty in a free trade agreement would be more politically 
palatable in Pakistan. Boucher replied that the U.S. had the 
opposite problem: an investment treaty would be relatively 
uncontroversial, a Free Trade Agreement more complicated. He 
added that the draft Pakistan treaty used standard language 
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and that creating special language for Pakistan was not 
possible. 


--Regional Opportunity Zones: Kahn said he was looking 
forward to receiving a briefing on the study of the zones. 
Boucher replied that the study was substantially finished and 
was being circulated to various agencies in Washington. The 
report would look at a broad range of products that could be 
produced in the zones and at likely locations for the 

industrial areas. Defining the economic regulations 
surrounding the zones would be an important step. 


--Assistance to Frontier Corps and Levies (tribal police): 
Khan said Pakistan was hoping to raise $300 million to hire 
and equip more Levies and Frontier Corps troops. Improving 
capacity in these forces was important for both the Federally 
Administered Tribal Areas and for Balochistan. Khan noted 
that enlarging the two groups, besides enhancing security, 
would provide immediate economic benefits to the areas, as 
employment and income would increase. Boucher replied that 
the U.S. military was working with Pakistan military to 

assess Frontier Corps capacities and challenges and would 
develop a plan based on that study. He added U.S. officials 
desired to help the corps improve its capabilities. 


--Federally Administered Tribal Areas Development: Khan 
noted that the GOP was looking at a Federally Administered 
Tribal Areas development plan that would cost about USD 150 
million per year for five years. He described Federally 
Administered Tribal Areas residents as \"living in a time 
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warp\" that made them susceptible to many negative influences. 
Boosting development and living standards in the area was 

the only way to provide an alternative to those influences. 
Boucher said the U.S. was working with Pakistan on the 
Federally Administered Tribal Areas development plan and was 
assembling a funding package. While he still could not 

provide specific monetary figures, he noted he was looking 

for a variety of funding sources. He added he was 

encouraging other countries to assist with the effort and was 
\"talking it up\" on his travels. Ambassador Crocker commended 
the previous week\'s Federally Administered Tribal Areas 
conference as an effective way of \"getting the word out.\" He 
said it had been particularly impressive that representatives 
from all the tribal agencies had attended. 


--Science and Technology: Khan noted that training and 
scholarships were key. He said that Pakistan had announced a 
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plan to build a series of new universities to enhance 

education around the country. He anticipated about 1/3 of 

the higher education budget would be devoted to these new 
universities, while 2/3 would go toward improving existing 
higher education centers. Boucher agreed education must be a 
prime area of cooperation. The U.S. was investing $100 
million per year in Pakistan\'s education system and the 
Pakistan Fulbright program was the largest in the world. 

That said, the U.S. wanted to concentrate on existing 
exchange programs rather than begin new ones. Boucher also 
noted the importance of not taking money from primary and 
secondary schools in order to build new universities. 


--Energy: Pakistan was interested in obtaining clean coal 
technology as well as renewable energy technology. Boucher 
noted that the Energy Efficiency and Fossil Fuel bilateral 
groups would be meeting soon and could discuss these issues. 


--Other topics: Boucher noted the Embassy had delivered a 
draft Status of Forces Agreement text earlier in the day and 
that the U.S. looked forward to working toward an approved 
agreement for Pakistan. 


3. (C) Khan reported that Pakistan was still developing 

goals for the parallel jirgas agreed to at the September 27 
trilateral meeting of President Bush, President Musharraf and 
President Karzai. He stressed that the jirgas should be 
effective, \"not just a spectacles.\" The question facing 

jirga planners was how to use the meetings to reduce violence 
in Afghanistan. To do that, the jirgas needed to involve 
\"people who mattered locally.\" Khan said he would begin 
working on these questions in about a week, when the Foreign 
Ministry began preparing for Foreign Minister Spanta\'s visit 

to Islamabad in early December. Boucher responded that, in 
addition to the to foreign ministers\' meeting to discuss the 
jirgas, Pashtun organizers also needed to meet to plan the 
way forward. The sooner Governor Orakzai began working with 
his Afghan counterpart, the better. 


4.(C) Khan said that President Musharraf was moving forward 
on his plan to fence the border and close refugee camps. The 
President believed both actions would improve security in 
Afghanistan. Khan also stressed the need for \"real time\" 
intelligence sharing with Afghanistan. \"We have cooperated 
when given the chance,\" he noted. Boucher noted that the 
U.S. military was not convinced a border fence would be all 
that effective, given the particulars of the Pak-Afghan 
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border. 


5. (C) Khan assessed that problems in Afghanistan revolved 
around failure to achieve reconciliation between Pashtuns and 
non-Pashtuns since the end of the civil war. He said the 
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reconstruction effort\'s failure to help many Afghans also 
encouraged violence and lawlessness. Corruption, gun 
running, the narcotics trade, and the governmentVs failure to 
reign in warlords made Afghans pessimistic about their 
futures. People would not support a government that was not 
helping them, and there were limits to what Pakistan could do 
to solve Afghanistan\'s problems. 


6. (C) Boucher noted that some problems facing Pakistan and 
Afghanistan were similar. Both countries were attempting to 
extend government influence to the border. The U.S. was 
working with the Karzai government to bring benefits of 
government, such as police, justice, and development, to 
Afghanistan\'s border areas. We would continue working with 
Pakistan to counter Taliban influence in its border areas. 


7. (C) Foreign Secretary Khan was visiting India later in 

the week to work on resuming the Composite Dialogue. He said 
both countries needed to acknowledge they had terrorism 
problems and needed to share intelligence. He said the 
accusations of Pakistani intelligence involvement in the 

Mumbai bombing had sparked resentment in Pakistan, but that 
Pakistan was still pushing forward on sharing intelligence 

and had engaged in preliminary talks with India on the 

matter. 


8. (C) Khan reported he was working on scheduling a date 
for a visit of the Indian Prime Minister to Pakistan. He 

said India was insisting in firm deliverables first, where as 
Pakistan believed that committing to a meeting was the 
important first step. Pakistan was also working on resolving 
the Siachen Glacier dispute. Boucher asked why India was 
resisting withdrawal. Khan believed India did not wish to 
set a precedent of being willing to roll back from areas 
under their control. He added that those in Pakistan who 
were pressing to regain forward momentum on talks with India 
were criticized as unrealistically optimistic, since \"India 
hasn\'t resolved any boundary problems with any neighbors. 
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Bangladesh has 56 rivers in dispute.\" Nevertheless, Knan was 
sure elements in the Indian establishment favored engagement 
with Pakistan and that those same Indians believed that 
progress on demilitarization would bring great benefits \"down 
the line.\" Khan added that the process of confidence 

building would soon not be enough -- real progress was 
needed. \"Progress is the best kind of confidence builder,\" 

he noted. Boucher recommended that Pakistan raise issues it 
could reasonably expect the other side to act on. He added 
that the U.S. was encouraging India to work toward progress 
on Siachen and Kashmir. 


9. (C) Khan reviewed the list of cross-border trade 
concerns. He said formal trade between India and Pakistan 
over the last two years had increased fromUSD 200 million to 
800 million annually, mostly to the benefit of India. India\'s 
composite tariffs, which disproportionately affected 
low-priced goods, limited Pakistan\'s competitiveness. 
India\'s container regulations were also hurting Pakistan\'s 
export levels. Khan then admitted that, while India was 
allowed to export to Afghanistan via Karachi port, Pakistan 
was not allowing overland trade from India into Afghanistan. 


10. (C) Boucher explained that the U.S. thought 
opportunities for cross-border trade throughout South and 
Central Asia were significant. Exporting hydro-electricity 
from Tajikistan through Afghanistan to Pakistan was one 
example of trade ties that could benefit many countries. In 
order to increase regional trade, though, many countries 
needed to rationalize regulations on phyto-sanitary 
standards, drivers\' licenses, and customs procedures. Khan 
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added that, in Afghanistan, security on transport routes was 
key. He said the global community needed to utilize the 
entire South Asian market in a way to encourage stability in 
Afghanistan. 


11. (C) Khan reported he had received Under Secretary 
Burns\' letter concerning the recent Nuclear Suppliers Group 
meeting in Vienna and would respond. Boucher said that the 
U.S. needed Pakistan\'s help on the U.S.-India civil nuclear 
agreement, and that Pakistan\'s demands for a criteria based 
system were hurting our efforts. Knan explained that his 
statements to the Nuclear Suppliers Group has stressed 
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Pakistan\'s interest in access to nuclear power technology 
under any and all types of safeguards. Pakistan\'s requests 
were not meant to attack the U.S.-India civil nuclear 
agreement but were designed with the interests of Pakistan in 
mind. Pakistan wanted a criteria-based decision making 
process for access to nuclear power generation. Boucher 
replied that Khan was aware of the U.S. position, as 
explained in the letter from Under Secretary Burns (Reftel). 


12. (U) This cable was coordinated with SCA - Caitlin 
Hayden. 
CROCKER 
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SUBJECT: BOUCHER AND KASURI COVER F-16S, JIRGAS, NORTH 
WAZIRISTAN AGREEMENT AND FENCING THE BORDER 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 
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1. (C) Summary: On November 6, Assistant Secretary for 
South and Central Asian Affairs Richard Boucher met with 
Foreign Minister Kasuri. In the meeting, Kasuri asked for 
consideration on F-16 payments and previewed Pakistani 
thoughts on the joint jirgas announced after President 

Musharraf and President Karzai met in Washington. Kasuri 
expressed frustration over Pakistan\'s being blamed for 
problems in Afghanistan and explained Pakisitan was committed 
to making the jirgas a success. Each side had a different 

vision, and Assistant Secretary Boucher recommended that the 
two sides talk soon to find common ground. Kasuri asked for 
the U.S. assessment on the North Waziristan Agency agreement 
and also explained Pakistan\'s intent to fence part of the 

border and possibly use mines, which Boucher cautioned 
against. End Summary. 


2. (U) On November 6, Assistant Secretary for South and 
Central Asian Affairs Richard Boucher called on Pakistani 
Foreign Minister Mian Khurshid Mahmud Kasuri. U.S. 
participants included Ambassador Crocker, South and Central 
Asian Affairs Executive Assistant Caitlin Hayden, and Embassy 
notetaker. Government of Pakistan participants included 
Director General of the Foreign Minister\'s Office Khalid 
Mehmood, , Additional Secretary for Americas Shahid Kamal, 
and Director General for Americas Sohail Mahmood. 


3. (C) Foreign Minister Kasuri opened by discussing the 
recently-signed Letter of Agreement to purchase 18 new F-16s. 
Kasuri asked that terms be changed to allow the Government 
of Pakistan to pay for the aircraft upon delivery. If that 

was not possible, the Government of Pakistan wished to 
back-load the payment schedule, so that most of the payments 
would not be due until nearer the delivery date. 

Additionally, the Government of Pakistan would be grateful 

for assistance securing a commercial loan and, if a 
commercial loan were not available, then some type of U.S. 
Government guarantees. The Government of Pakistan also wanted 
a promise of a full refund if the project were canceled for 

some reason. Ambassador Crocker replied the U.S. was 
studying the possibility of back-loading payments within 

limits, subject to Lockheed-Martin\'s cash-flow requirements. 


4. (C) Foreign Minister Kasuri reported that Afghan Foreign 
Minister Spanta had telephoned to ask for a bilateral meeting 
in November to discuss the parallel jirgas. Due to other 

commitments, early December was the best Kasuri could do. 
Before meeting with Spanta, Kasuri wanted to meet with \"all 
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the key stakeholders\" in the jirga process. Stressing the 
need for a successful enterprise, Kasuri said a jirga failure 
\"would be a disaster, because there would be no hope left.\" 
He said President Musharraf\'s plan to strengthen the tribal 
system should theoretically work, but money and development 
assistance would be the key. 


5. (C) Kasuri strongly believed jirga participation should 

be limited to Pashtuns. He hypothesized that President 
Karzai might be under political pressure to include 
non-Pashtuns, but Kasuri worried that non-Pashtun 
participation would change the character of the meeting. 
\"Afghanistan\'s problem is with the Pashtuns. The jirga 
should not become a second National Assembly.\" Assistant 
Secretary Boucher suggested that, while deciding 
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participation and geographic scope, Kasuri and Spanta could 
consider inviting non-Pashtuns as observers or guests. 


6. (C) Kasuri did not want the United States to 
misunderstand Pakistan\'s insistence on limiting jirga 
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participation to Pashtuns. He said the Government of 
Pakistan also wanted to increase contacts with non-Pashtuns 
in Afghanistan, especially those associated with the former 
Northern Alliance. For example, Pakistan hoped to increase 
bilateral interaction with Speaker of the Afghan Assembly 
Yunus Qanooni, who led the Northern Alliance Delegation at 
the Bonn talks. 


7. (C) Boucher encouraged the two Foreign Ministers to 
establish a jirga timeline and to discuss third party 

assistance or participation. He knew the United Nations 
Assistance Mission to Afghanistan was involved. He offered 
that the U.S. was ready to help and looked to the Afghans and 
Pakistanis to tell us how we might support them. 

Additionally, Pakistan and Afghanistan should decide on 
desired outcomes and should consider having Pakistan\'s jirga 
point-man, Northwest Frontier Province Governor Orakzai, meet 
with his Afghan jirga counterpart before the foreign 

ministers met. 
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8. (C) Kasuri said a Taliban victory in Afghanistan would 

be \"a disaster for Pakistan. It would strengthen extremist 
Pashtuns.\" He continued by oserving that failure to defeat 
the Taliban would \"lead to trouble all of the Muslim world, 
but especially in Pakistan.\" Boucher replied that the United 
States believed the war in Afghanistan was \"definitely 
winnable.\" Development and security projects were helping 
the situation. Boucher admitted that some people in the 
region questioned the United States\' staying power, because 
the U.S. left Afghanistan after the Soviets pulled out. The 
United States was trying to prove through its budget 
commitments that the U.S. was committed to staying the 
course. The February NATO summit in Riga and the European 
Union\'s seven year budget for Afghanistan also would indicate 
the Coalition\'s long-term intentions. Kasuri replied that 
extremists in Iraq and Afghanistan were claiming that the 
United States was fed up with wars and would pull out if the 
Democrats did well in the November 7 election. The Muslim 
world needed a signal that the United States remained 
committed to victory in Iraq. Boucher assured Kasuri that 
both political parties were committed to success in 
Afghanistan and Iraq and to assisting the tribal areas of 
Pakistan. 


9. (C) Kasuri expressed annoyance with Western observers 
blaming Afghanistan\'s security problems on Pakistan. (\"We 
are fed up with allegations against us.\") He believed that 
fencing the border might lessen the criticism, as it would 
prove Afghanistan\'s problems were not because of cross-border 
infiltration. (\"Afghanistan\'s problems are in Afghanistan, 

not in Pakistan.\") Kasuri also noted that some people in the 
United States thought that Pakistan was \"keeping the Taliban 
option open\" in case the Taliban retook Afghanistan. He 
thought that fencing the border would prove Pakistan was not 
preparing to work with the Taliban in the future. He 
suggested initially fencing a 70 kilometer section that had 
been particularly problematic, then extending the fence 

later. He also suggested mining the border, though he noted 
\"the Europeans\" would be opposed to mines. Boucher replied 
that the U.S. military was skeptical on the efficacy of 

fencing the Pakistan-Afghanistan border. Kasuri replied that 
the Indians had fenced their border with Pakistan. \"They 
wouldn\'t have done it if it didn\'t help.\" Kasuri asked again 

if a fence might not be effective. \"We thought your Bajaur 
operation was effective,\" replied Assistant Secretary 
Boucher. 


10. (C) Kasuri said it \"was ridiculous\" to think that 
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Mullah Omar might be hiding in Quetta. He also questioned 
news reports that attacks on Coalition forces near the 
Pakistan border had increased since the North Waziristan 
Agency jirga agreement. Kasuri said his advisors believed 
attacks had not increased and that tribal elders were working 
to enforce the agreement. He said the problem was that, 
since the North Waziristan Agency agreement covered only 
that agency\'s part of the border, the government needed to 
move ahead with other jirga agreements covering, for example, 
South Waziristan Agency and Bajaur Agency. Boucher replied 
that the United States so far believed the North Waziristan 
Agency agreement was not succeeding at lowering militant 
infiltration into Afghanistan but that it was still too early 

to tell. Ambassador Crocker explained that Coalition forces 
tracked a substantial increase in cross-border incidents 
between the June North Waziristan Agency cease-fire and the 
September 5 jirga agreement. Since then, attacks had 
remained at the same high level. Boucher noted it was 
important for Pakistan to maintain the ability to carry out 
military operations and to keep pressure on tribal leaders to 
fulfill their agreements. 


11. (C) Assistant Secretary Boucher said that all the 

parties faced \"two big problems\" in Afghanistan. First, 
coalition partners had failed to provide the benefits of good 
governance -- roads, justice, police, development -- to many 
parts of Afghanistan. \"We need to extend the benefits of 
good governance to them.\" Second, the Taliban were able to 
use Pakistan for sustenance. Even with fencing, Taliban 
would find a way to move back and forth across the border. 
\"You need a comprehensive strategy on the tribal areas. 
Pakistan needs to extend the authority of the government into 
the border areas and provide a way for residents there to 
participate in the international economy. Fixing Pakistan 
won\'t fix Afghanistan, but we can\'t fix Afghanistan without 
fixing the problem on the Pakistan border.\" 


12. (C) This cable was coordinated with SCA - Caitlin Hayden 
CROCKER 
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E.O. 12958: DECL: 11/09/2016 

TAGS: AF, MASS, MOPS, PK, PNAT, PREL 

SUBJECT: THE RIGA SUMMIT AND PAKISTAN -- CORRECTED COPY, 
SEE PARAGRAPH 1. 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 
1. (C) AmEmbassy Kabul concurs with this telegram. 


2. (C) During Assistant Secretary Boucher\'s November 6-7 
visit to Islamabad, post was struck by senior Pakistani 
officials\' and politicians\' pessimism over Afghanistan. 
Interlocutors repeatedly expressed concerns that the U.S. and 
NATO were not in Afghanistan for the long-haul. While we 
know that USNATO has worked full-out to ensure that the Riga 
summit focuses on Afghanistan, we wish to emphasize the need 
to reassure Pakistan, Afghanistan, and other countries in the 
region that NATO is committed to success in Afghanistan. 
Both NATO and the USG must publicly and privately highlight 
NATOVs resolve. Post encourages NATO to focus on 
constructive ways to engage Pakistan on ISAF\'s goals for 
Afghanistan. 


3. (C) During a November 6 meeting in Islamabad of chiefs 
of mission from NATO troop-contributing countries, many of 
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the ambassadors, including ambassador\'s from key countries, 
were under the impression the Riga summit would not adress 
Afghanistan in a major way. While we have assured our 
colleagues that we understand that Riga will focus on 
Afghanistan, it would appear that this message is not 

reaching our allies\' representatives from their own capitals 
and NATO delegations. 


4. (C) At the November 6 meeting, ambassadors agreed that 
NATO should invite President Karzai to Riga to demonstrate 
NATO\'s faith in -- and support for -- his leadership, as well 

as NATO\'s unwavering commitment to see the Afghanistan 
mission through to a successful end. Photos of President 
Karzai standing shoulder-to-shoulder with the heads of state 
of 26 NATO member countries would send an invigorating and 
much-needed signal to nay-sayers who question NATO\'s resolve. 
An early post-Summit visit by SYG de Hoop Scheffer to 
Pakistan and Afghanistan would provide an additional shot of 
adrenaline concerning NATO\'s commitment. 


5. (C) Post very much appreciates all that USNATO has 
accomplished in ensuring that success in Afghanistan is 
center-stage in Riga. Post also appreciates USNATO\'s 
tremendous efforts at keeping us informed of developments in 
NATO that could affect Pakistan. We look forward to 
continuing to work together toward a successful summit -- and 
beyond. 
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E.O. 12958: DECL: 11/03/2016 

TAGS: PREL, PTER, MARR, PGOV, SN 

SUBJECT: PM A/S HILLEN DISCUSSES REGIONAL SECURITY ISSUES 
WITH GOS 


Classified By: E/P Counselor Ike Reed. Reasons 1.4(b)(d) 


1. (C) Summary: PM Assistant Secretary Dr. John Hillen 
briefed his interlocutors on U.S. efforts to promote regional 
security cooperation in Southeast Asia using a model that had 
been successful in the Gulf. Foreign Minister George Yeo 
responded enthusiastically and suggested including both 
security and non-security issues to make it more attractive 
politically. Chief of Defence Forces LG Ng Yat Chung said 
Singapore was working with New Zealand to develop a 
civilian-military package for a Provincial Reconstruction 

Team (PRT) in Afghanistan. FM Yeo said the coup in Thailand 
had severely damaged the country\'s institutions and that he 
was pessimistic about its structural stability. However, LG 

Ng thought the coup would help alleviate the problems in the 
south. End Summary. 


2. (U) PM Assistant Secretary Dr. John Hillen, accompanied by 
the Ambassador, met November 1 with Singapore Minister of 
Foreign Affairs George Yeo and MFA Permanent Secretary Peter 
Ho. A/S Hillen also met with Chief of Defence Forces LG Ng 

Yat Chung and Security and Intelligence Division Director BG 
Chee Wee Kiong. A/S Hillen\'s delegation included BG John 
Toolan, Principal Director, Asian and Pacific Affairs, 

OSD/ISA, Caleb Weller, PM Special Assistant, and Jessica 
Powers, Country Director, OSD/ISA. 


Promoting Regional Security Cooperation 


3. (C) A/S Hillen briefed his interlocutors on U.S. efforts 

to promote regional security cooperation in Southeast Asia. 

In the Gulf, the United States had redesigned the basic 
regional security architecture by accelerating our bilateral 
cooperation in areas that lent themselves most to 

multilateral efforts: maritime security, counterterrorism, 

air and missile defense, and emergency response. A/S Hillen 
said the United States hoped to apply the same model to 
Southeast Asia, where a more top-down, institutional approach 
would not be effective. The United States planned to work 
with highly capable countries, such as Australia and 
Singapore, to help bring the other countries up to a higher 
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level of collective security. 


4. (C) Foreign Minister Yeo responded enthusiastically to the 
approach. He suggested including both traditional \"hard\" 
security issues as well as \"soft\" ones like environmental 
concerns to make it more politically attractive. MFA 
Permanent Secretary Peter Ho said it would be a challenge to 
get countries in the region to overcome their traditional 
antipathy to working with others. One of the biggest \"mental 
blocks\" was the idea that cooperative security detracted from 
sovereignty. This was especially the case in Indonesia, Ho 
said. He suggested the United States \"think outside the box\" 
and work with China on this effort, rather than just rely on 
long-standing partners like Australia. China had a growing 
interest in maritime security to protect its oil imports. 


PRT for Afghanistan 


5. (C) Singapore was developing a civilian-military package 
for a Provincial Reconstruction Team (PRT) in Afghanistan, 
Chief of Defence Forces LG Ng told A/S Hillen. Singapore was 
working with New Zealand, with which it had long experience. 
LG Ng said the GOS was looking at a possible March 2007 
target date to send its team. A/S Hillen thanked the GOS for 
its decision to support a PRT. He stressed the importance of 
expanding the authority of President Karzai into the 
provinces and said this would require a long-term investment 
from the international community. FM Yeo told A/S Hillen 
that it was important for Singapore to make contributions to 
Iraq and Afghanistan since it was important to symbolically 
back the United States. 


Stability in Thailand 


6. (C) The coup in Thailand had severely damaged the 
country\'s political institutions, FM Yeo said. He was 
pessimistic about Thailand\'s structural stability. FM Yeo 
said the King was old and in poor health and his son \"lacked 
his touch.\" The insurgency in the south was a problem that 
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was best managed and contained -- Thaksin had tried to solve 
it and only made matters worse, FM Yeo said. Thailand\'s new 
Prime Minister Surayud had told Prime Minister Lee Hsien 
Loong that southern Thailand was a top priority for the 
government. 
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7. (C) Asked about the violence in southern Thailand, LG Ng 
said there was still no evidence that foreign elements were 
involved. However, violent groups in southern Thailand were 
learning new tactics from elsewhere. The coup would help 
alleviate the problems in the south, Ng argued, as the new 
government moved away from former Prime Minister Thaksin\'s 
hard-line policies. 


Counterterrorism in Southeast Asia 


8. (C) LG Ng said most Indonesians were moderate and secular, 
but extremist groups were gaining ground. The GOI had 
improved its technical ability to detect and deal with 

terrorist threats but there was still the question of 

political will. President Yudhoyono was constrained by 

domestic political realities from taking tougher measures 

against extremists. 


9. (S) Asked about the terrorist threat in Malaysia, SID 
Director BG Chee said MalaysiaWs Special Branch was very 
capable and had done a lot of work in Sabah on 
counterterrorism. The Special Branch was concerned about 
links between groups in Sabah and in Indonesia and the 
Philippines. The problem was that the Special Branch was 
\"distracted\" by other issues and, for domestic political 
reasons, was forced to divert resources elsewhere, according 
to BG Chee. 


Maritime Security 


10. (C) LG Ng said Singapore wanted to continue promoting 
maritime security through the practical arrangements it has 
been developing with Indonesia and Malaysia. It would take 
time to see results, however, since Malaysia and Indonesia 
didn\'t see it in their interest to have other players 

involved in this issue. 


China and ASEAN 


11. (C) Commenting on the commemoration of 15 years of 
dialogue between ASEAN and China hosted by China in Nanning 
in October, MFA Permanent Secretary Peter Ho said China knew 
how to impress its visitors. The \"photos look great\" even 
though there was \"no substance\" to the meetings. 

HERBOLD 
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STATE FOR SCA/CEN (PERRY) 


E.O. 12958: N/A 

TAGS: PREL, PREF, KLIG, KSUM, UNGA, TX 

SUBJECT: Demarche Delivered to Turkmenistan on Country Resolutions 
atthe UN 


Ref: A) State 182267 
B) State 183547 (NOTAL) 


Embassy passed reftel points regarding the country resolutions at 
the UN General Assembly Third Committee via diplomatic note to the 
Ministry of Foreign Affairs on November 9. Any substantive response 
will be reported septel. 
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E.O. 12958: DECL: 11/12/2016 
TAGS: ECON, ENRG, PREL, KG 
SUBJECT: KYRGYZ WELCOME REGIONAL ELECTRICITY INITIATIVE 


REF: A. DUSHANBE 2019 
B. BISHKEK 1568 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


1. (C) Summary: During the October 30-31 visit of SCA Senior 
Advisor Robert Deutsch and SCA RAO Leo Gallagher to Bishkek, 
Kyrgyz officials expressed support for developing 

infrastructure to export electricity, reform of the power 

sector and foreign investment in the Kyrgyz energy sector. 
However, current legislation limits the private sector\'s role 

in the energy sector and ongoing political turmoil may delay 

the government\'s evolving reform agenda. 


2. (C) Summary continued: The national electricity grid 

operator lobbied for another USTDA-funded feasibility study 

for a high voltage line linking the Datka substation to 

Khujand in Tajikistan. The national power generating 

company, however, lacks the capacity to export significant 
amounts of electricity during the winter months. Progress on 
energy reform and the recently signed memorandum with AES on 
transmission line construction must overcome opposition 

forces seeking to stymie the government\'s agenda. End 
summary. 


Meeting the Players in Kyrgyzstan 


3. (U) During meetings held October 30-31 in Bishkek, SCA 
Senior Advisor Robert Deutsch and SCA Regional Affairs 
Officer Leo Gallagher conferred with representatives from the 
President\'s Economic Policy Department; the Prime Minister\'s 
office; Parliament; the Ministry of Industry, Trade and 

Tourism; the Ministry of Transport and Communications; the 
Ministry of Foreign Affairs; the national electric grid; the 
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national power generating company; the Asian Development 
Bank; the World Bank and the American Chamber of Commerce. 
Deutsch briefed the representatives on the agreement signed 

in Dushanbe on the development of the \"Central Asia South 
Asia Regional Electricity Market\" (see reftel A) and 

conversed with his interlocutors on topics relating to this 

energy initiative. 


Government Supports Electricity Reforms and Exports 


4. (C) Kurmanbek Ukolov, Chief of the President\'s Economic 
Policy Department, told Deutsch that President Bakiyev has 
endorsed a \"government strategy and pricing policy\" for the 
energy sector, but cautioned that the \"rate of reform is 
dependent on our public.\" Ukolov welcomed investment in the 
energy sector, and added that privatization of regional 
distribution companies, thermal power stations and incomplete 
hydroelectric stations was possible. He noted upcoming talks 
with a World Bank delegation to review tariff policy and 
investment protection. 


5. (C) Prime Minister Kulov\'s economic advisor Janybek 
Omorov expressed support for electricity sector reform and 
the AES proposal to add grid capacity linking Kyrgyzstan to 
Kazakhstan and Tajikistan. Omorov identified two goals for 
Kyrgyzstan: 1) cutting losses in the electricity sector and 

2) developing the electricity export market through an 
improved investment environment. 


The Politics of Electricity 


6. (C) Parliament Vice Speaker Tairbek Sarpashev outlined 
the political undercurrents complicating reform of the Kyrgyz 
electricity sector. Sarpashev said parliamentarians in 2001 
believed that international financial institutions would 

seize Kyrgyzstan\'s hydroelectric power stations if the 
country defaulted on its debt. This belief, Sarpashev 
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remarked, politicized electricity and led to legislation 
placing the hydroelectric stations in \"perpetual government 
ownership.\" He noted the existing laws only relate to 
existing stations, and added that the two hydroelectric 
stations under construction since the Soviet era might be 
offered to investors. 


7. (C) Sarpashev, recalling opposition arguments in 2003 and 
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2004 equating the sale of energy sector assets to \"selling 
your motherland,\" said the current government (the opposition 
in 2003-04) is unable to advocate the privatization of assets 
without sounding hypocritical. He added that government 
proposals must include more than reforms relating to 
electricity distribution companies. (Note: The exact content 
of government energy reforms is unclear, as parliamentary 
hearings scheduled for the government to outline its plans 
have been delayed amidst the current political turmoil. The 
wording of existing legislation also provides for different 
interpretations of the role of private investors in 
Kyrgyzstan\'s energy sector. End note.) 


8. (C) Sarpashev outlined three areas where he believed the 
United States could help energy sector reform in Kyrgyzstan: 
1) aiding in \"legislation submission,\" 2) arranging a 
conference in Parliament on energy sector reform, and 3) 
helping Kyrgyzstan catch up with Tajikistan in attracting 
foreign investment. 


Electricity Generation and Grid Operators on Board 


9. (C) National Electric Grid JSC Director Salaydin Avazov 
expressed support for grid expansion plans, welcomed the 
involvement of AES and then delved into U.S. Trade and 
Development Agency (TDA) grants. In addition to seeking 
expedited action by TDA on approved feasibility studies, he 
lobbied for a third TDA-financed feasibility study to 
consider the building of a high voltage transmission line 
from the substation at Datka to Khujand in Tajikistan. 
Avazov and his deputy described infrastructure ownership ) 
the national grid company owns the major lines, while local 
distribution companies own lower voltage lines. The national 
grid also delivers power to some large companies directly. 
When pressed on how the grid would finance major 
infrastructure investments, Avazov reasoned that investors 
would accept electricity in return. 


10. (C) Electric Power Plants JSC Director Saparbek 
Balkibekov praised the regional power plan agreed in 
Dushanbe, but cautioned that Tajikistan and Kyrgyzstan 
together did not have enough excess capacity in winter to 
meet Pakistan\'s proposed electricity demand. Balkibekov said 
Kyrgyzstan\'s electricity generating capacity is 3,660 MW, of 
which 2,900 MW is hydroelectric and the remainder thermal 
(using coal, natural gas and/or fuel oil.) The thermal 

plants, which service Bishkek and Osh, generate only 7% of 
the power supply, but generate more than 50% of the company\'s 
operating costs. Current infrastructure spending amounts to 
$5 million annually, which ignores the work needed to 
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complete two hydroelectric plants begun in the Soviet era. 
Balkibekov said he supports increased electricity tariffs, 
and opined that existing legislation needs to be modified to 
allow new, private power plants. 


Mixing Water, Gas and Electricity 


11. (C) Turatbek Junushaliyev, Deputy Minster of Industry, 
Trade and Tourism (with oversight of the energy sector), 
welcomed electricity sector developments, but also tied 
hydroelectric power generation, water policy and natural gas 
supplies together. While initially de-linking compensation 
for water stored for Uzbekistan from the increased price of 
natural gas from Uzbekistan, he later raised the possibility 
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of activating all the hydroelectric turbines and thereby 

releasing more water than Uzbekistan can absorb. Uzbekistan, 
he reasoned, would be more willing to negotiate, but then 
added, \"we don\'t support this approach, in general.\" 


Transport Minister Raises Aviation Issues 


12. (C) Minister of Transport and Communications Nurlan 
Sulaymanov, who is also chairman of the joint 
Kyrgyzstan-Tajikistan Commission, spoke positively of the 
regional power agreement reached in Dushanbe before turning 
to aviation issues. Lamenting the \"obsolete\" condition of 
Kyrgyz aircraft, Sulaymanov offered the prospect of a \"joint 
aviation venture\" with the United States utilizing Manas 
airport. Sulaymanov then engaged the Ambassador in a 
discussion of the Manas airport accident and the subsequent 
impact on presidential travel. He later touched on 
Kyrgyzstan\'s road network, noting that only 2,500-3,000 
kilometers of the 20,000 kilometer network are in \"good 
shape.\" 


Comment 


13. (C) Our interlocutors expressed support for regional 

electricity projects, and endorsed reforms for the sector. 

While the November 6 signing of a memorandum of understanding 
between AES and the Kyrgyz Prime Minister on the construction 

of transmission lines is promising (reftel B), political 

turmoil continues to distract Kyrgyz officials from long-term 
policy-making decisions. Even though political compromise 
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was found and the demonstrations have stopped, energy sector 
reforms as envisioned by the government may become hostage to 
political agendas. While international financial 

institutions seem keen to proceed alongside the United States 

in strengthening Kyrgyzstan\'s energy sector, Kyrgyz officials 

must demonstrate their own commitment through reform and 
implementation of the AES memorandum to realize the financial 
benefits of electricity exports. End comment. 
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BORDER, BAZAAR 
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Classified By: Ambassador Marie L. Yovanovitch, Reason 1.4 (b) and (d) 


1.(C) SUMMARY: On October 19 and 20, SCA DAS Evan 
Feigenbaum visited three border posts along the Kyrgyz-Uzbek 
border: two closed crossings in the city of Karasuu and one 
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in Osh, which is being reconstructed but remains open. The 
lack of Uzbek-Kyrgyz information-sharing across their border 
indicates both sides may continue to restrict the flow of 

people and goods. DAS Feigenbaum also visited the Karasuu 
bazaar, claimed to be Central Asia\'s largest outdoor market 
and now filled with Chinese consumer goods and Han Chinese 
merchants. With the success of Kyrgyzstan\'s Karasuu market, 
the Uzbeks apparently recognize the potential economic 
benefits of gaining direct access to Chinese goods, and two 
similar markets are being constructed in Uzbekistan: another 
open-air bazaar across the Uzbek border from Karasuu, and a 
market in Tashkent. Some worry that this will, in effect, 

cut out the Kyrgyz by moving goods overland directly into 
Uzbekistan. Such economic competition continues to be 
subject to the policies of the Kyrgyz and Uzbek Governments, 
however, as each determines how best to utilize the official 
border posts that vendors rely upon to move their merchandise 
from one country to another. END SUMMARY. 


DOSTUK: A WORK IN PROGRESS 


2. (SBU) During a visit to the Dostuk border post in the 
southern city of Osh on October 19, SCA DAS Evan Feigenbaum, 
together with Ambassador Yovanovitch, witnessed first-hand 
the construction of new store fronts accompanying the 
renovation of the border post. Using U.S. funds provided to 
the International Organization for Migration (IOM), the 
reconstruction of the Dostuk border post could, according to 
IOM, support the flow of over fifty thousand people each day. 
With routes for both vehicular and pedestrian traffic, the 
renovated border, due to fully reopen by January, will 
constitute one of the largest crossings along the 
Kyrgyz-Uzbek border. As a result of the potential influx of 
people and goods coming into Kyrgyzstan from Uzbekistan, 
investors, reportedly from China, have initiated the 
construction of a large open-air bazaar adjacent to the 
border. 


3. (C) IOM Chief of Mission Zlatko Zigic told DAS Feigenbaum 
that such an increase in traffic could increase trafficking 

in contraband merchandise, people, narcotics and weapons. To 
track such illegal activities, the USG has provided to the 
Kyrgyz border service detection equipment, including density 
scanners, metal and radiological detectors. While pointing 
out the large metal/radiological detector--one big enough to 
drive a truck through--on the Uzbek side of the border, Zigic 
commented that until IOM is able to erect a similar detector 
on the Kyrgyz side, it will remain impossible to tell whether 
illegal goods or weapons are being smuggled into Kyrgyzstan, 
due to Uzbekistan\'s refusal to share information with Kyrgyz 
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counterparts. (Note: As part of the completed renovation, 
such a detector will be installed on the Kyrgyz side of the 
border as well. End note.) Given the lack of 
information-sharing and general animosity that clearly exists 
on both sides of the border, Zigic confided, Kyrgyz border 
security officials could run into difficulties as they 

attempt to control the increased traffic going in both 
directions. 


KARASUU: THE NEXUS OF TRADE AND REGIONAL COMPETITION 


4. (C) In Karasuu, DAS Feigenbaum visited what is said to be 
Central Asia\'s largest open-air bazaar, before inspecting two 
border posts situated near the market. While speaking in 
Mandarin Chinese to one of the many Han Chinese vendors 
scattered throughout the bazaar, DAS Feigenbaum heard that 
despite the harassment some vendors receive from their Kyrgyz 
competitors, business has been booming. Eighty percent of 

the Chinese merchants hail from the same province, Fujian, 
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along China,s eastern seaboard. Some have brought their 
families west but have left them in Xinjiang on the Chinese 
side of the border. As Chinese-made products continue 
flooding the market, Chinese vendors have made use of these 
family and personal contacts in China to access goods and 
capital and thus meet the Kyrgyz and Uzbek demand for 
inexpensive merchandise. Han traders are able to tap social 
networks and commercial ties inside China that many Kyrgyz, 
Uzbek, and Uighur traders lack. Some social tension has 
emerged between groups: the Chinese merchants offered DAS 
Feigenbaum various examples of their distaste for life in 
Central Asia. 


5. (C) The first border post visited in Karasuu, used 

primarily for vehicular traffic, located almost directly 

across the street from the Karasuu bazaar, revealed that the 
Uzbeks are clearly attempting to control the flow of people 
and goods across the border, but also the economic benefits 
Kyrgyzstan has gained as a result of the influx of Chinese 
consumer goods brought into Kyrgyzstan. The border, 
separated by a man-made canal that splits what used to be the 
unified city of Karasuu, was closed by the GOU in 2004 and is 
scheduled to reopen on November 1. (IOM has verified, as of 
November 9, that the border post was, in fact, still closed. 

End note.) With no traffic going either way, the border 

guards on both sides were left facing one another in Korean 
DMZ-like fashion, sneaking pictures of visitors on their 
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respective digital cameras. 


6. (C) The absence of traffic made it easier to see the 
construction of what is supposed to be one of the largest 
bazaars in Uzbekistan, just across the border. Clearly a 

sign that Uzbekistan is hoping to take advantage of the 

trade, mostly in Chinese-made goods currently being sold in 
Kyrgyzstan, the Uzbek bazaar could present stiff competition 
to Karasuu if the GOU is able to establish favorable trade 
arrangements directly with the Chinese that reduce Kyrgyzstan 
to a waystation on the road from China to Uzbekistan. As the 
Osh Director of USAID\'s Trade Facilitation and Investment 
Project Sabir Akimbaev told DAS Feigenbaum, the GOU is hoping 
to abolish all barriers to trade, be it tariff or particular 

import restrictions, with China in order to ease the flow of 
Chinese goods into Uzbekistan. Conversely, customs tariffs 
will be raised for Kyrgyz traders. Should that occur, 

Chinese merchants will be able to set up shop in Uzbekistan, 
thereby limiting the amount of Chinese merchandise traded in 
Kyrgyzstan while reducing incentives for Uzbeks to cross the 
border for trade. If this plays out as Uzbekistan appears to 
want, Akimbaev said this would be detrimental to Karasuu\'s 
growth, as well as to the Kyrgyz economy as a whole. 


7. (C) Karasuu\'s second border crossing is a pedestrian 
crossing illegally opened after the Andijon crisis by the 

people of Uzbekistan. Used as a pressure valve by the Uzbek 
authorities, approximately 30,000 people crossed the bridge 
everyday -- now, however, the border crossing has been closed 
due to the expected opening of Karasuu\'s vehicular border 
crossing on November 1. With no border posts open in 
Karasuu, people have resorted to crossing the border 

illegally at various points along the canal. With a large 
number of private homes situated on the edge of the canal, 
many Kyrgyz and Uzbek families have allowed people to cross 
through their territory illegally, usually for a small fee. 


COMMENT 


8. (C) With regional trade and security at the forefront of 
Kyrgyzstan\'s foreign policy, border crossing issues along the 
Kyrgyz-Uzbek border will continue to be exploited by both 

sides, as both governments attempt to control and take 
advantage from the flow of people and goods. The influence 

of Chinese products and Han Chinese traders also presents an 
interesting harbinger of things to come, as it appears that 
historic trade patterns are being restored and that 

Kyrgyzstan and Uzbekistan may try to dominate the China trade 
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by easing the flow of Chinese-made merchandise into their 
respective bazaars. Given that fears of a \"Chinese takeover\" 
do exist on both sides of the border, however, it remains to 

be seen just how open either Kyrgyzstan or Uzbekistan will be 
to what appears to be an unstoppable influx of Chinese goods 
and Chinese merchants. END COMMENT. 


9. (U) DAS Feigenbaum has cleared this cable. 
YOVANOVITCH 
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SUBJECT: MEDIA REACTION Q CHINA\'S INFLUENCE IN AFRICA - 
TOKYO 


LEAD STORIES: There were no papers Monday morning because 
of apress holiday. Top stories on TV news shows included 

the victory of the opposition DPJ-backed candidate in 

Sunday\'s gubernatorial election in Fukushima. 


1. \"Merits and Demerits of China\'s Africa Diplomacy\" The 
business-oriented Nikkei editorialized (11/12): \"China 

has stepped up its Africa diplomacy, hosting the China- 
Africa Cooperation Forum that brought the leaders of 48 
African nations to Beijing. The Chinese government 
announced that it would double its aid to the continent 
while reaffirming enhanced cooperation. While the US and 
some European countries have criticized China for 
supporting abusers of human rights in order to secure 
energy supplies, China insists that it will not interfere 

in the domestic affairs of other nations... 


\"Western countries and Japan have called on African 
countries to promote democratization, establish 
transparency, and end corruption as preconditions for 
expanding economic assistance, as exemplified in a 
statement adopted at the conclusion of last year\'s G-8 
leaders\' meeting. In contrast, China\'s aid policy of 
\'noninterference\' smacks of pandering and runs the risk 
of weakening efforts within Africa for reform. Greater 
economic assistance to oppressive nations like Sudan and 
Zimbabwe . . . may undermine China\'s image in the 
international community, which would not be in Beijing\'s 
long-term interest.\" 
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E.O. 12958: N/A 
TAGS: SNAR, KCRM, AMGT, AFIN, ASEC 
SUBJECT: INL TRAINING, OCTOBER 30 - NOVEMBER 2, FRANKFURT RSC 


REF: ASTANA 097 


1. Summary: INL/RM, INL Regional Officer, and INL/AAE conducted 
training for INL personnel and financial management staff from 
missions in Central Asia, Russia, Georgia, Armenia and Ukraine at 

the Frankfurt Regional Support Center (RSC) October 30-November 2. 


2. The training introduced participants to INL\'s new Local 

Financial Management System (LFMS); introduced new employees (and 
refreshed the memory of the experienced officers) to INL procurement 
procedures and policies; provided an overview of INL funding and 
budgeting; included a round table discussion on vetting which will 

be reported septel; updated all participants on changes to the new 
foreign assistance funding \"F\" process; generated enthusiasm for 
regular training continuum for INL Officers and in particular LES 
employees; and generated thanks and praise for RSC Frankfurt\'s 
facilities and staff. End summary. 


3. Russ Hugo, Paul Schindwolf, Saowanee Wannawichya, and Wanlabha 
Kumhaeng from INL/RM Bangkok guided all participants through the new 
LFMS application. Attendees reacted positively to the options it 

provides and look forward to implementing it at their posts. 

Participants requested INL Washington issue guidance on how to 
distribute LFMS data entry workload between ICASS service providers 
and INL personnel. 


4. Mary Pat Hayes-Crow from INL/RM/MS provided a comprehensive 
overview of procurement and even arranged for extra sessions from 
RPSO Frankfurt and the Defense Logistics Agency. Suggestions by 
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participants on procurement included exploring the possibility of a 
blanket waiver for countries of the former Soviet Union to purchase 
Russian language/manufacture computers, other equipment, and 
vehicles. 


5. Ellen Winchester and Dabriun Swain from INL/RM/BUD briefed the 
participants on the movement of funds. All participants now have a 
better idea of processes that result in funds arriving at post from 
Congressional appropriations. It is expected that the mechanics of 
the funding process that distributes funds from the Department to 
post will be simplified once LFMS is fully implemented. 


6. INL/AAE\'s Aaron Alton, Andrew Buhler and Elizabeth Carroll 
briefed post personnel on the new F budgeting process and on INL\'s 
role in the core teams and the decision making on funding levels for 
INL programs. 


7. Vetting was the subject of a group discussion that revealed many 
frustrations with the process, although absolutely no disagreement 
about the need to implement the law. All agreed with the necessity 
of vetting police/security/law enforcement participants receiving 

INL funded assistance, but similarly agreed that there were too many 
gray areas in the policy guidance. In particular, participants 

noted lack of clarity regarding vetting of police officers receiving 
assistance through third party implementers such as the United 
Nations or the International Organization for Migration or 
non-governmental organizations (NGOs). INL/AAE attendees offered to 
consolidate the numerous questions and clarify the uncertainties via 
front channel cable to all posts. 


8. Many participants advocated improving the quantity and quality 

of training for INL American and LES employees. The ongoing session 
(and its two previous iterations for Central Asian posts in June 

2006 and October 2005) were viewed as excellent venues to develop 
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project proposals, improve employee skills, and disseminate 
information about new programs and policy. Suggestions were raised 
that training could further be improved by establishing regular INL 
courses/modules at FSI on procurement, budget, project design and 
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implementation, end-use monitoring, vetting, etc, especially for INL 
LE staff members as they are the continuity for all INL overseas 
programs. A regular training continuum would be useful so that 
newly hired employees would be trained in introductory courses, 
while those with several years of experience would progress through 
a series of higher level courses to provide the necessary knowledge 
to properly and effectively fulfill the INL mission. 


9. Participants unanimously offered kudos to RSC Annett Jurkutat 
who made all arrangements for use of training rooms at the RSC and 
requested hotel reservations for the participants. Ms. Jurkutat was 
organized, logical, and efficient and participants appreciated her 
flexibility in the face of numerous changes to the participant list. 
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SUBJECT: TREASURY DEPUTY SECRETARY KIMMITT\S TOKYO MEETINGS 
WITH BANKERS, MOF VM, AND BOJ GOVERNOR FUKUI 

REF: 184738 

Classified By: J. Thomas Schieffer for reasons 1.4 (b/d) 


1. (C) Summary. Deputy Secretary of Treasury Robert 
Kimmitt met on November 7 with senior representatives of 
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Japan,s three mega-banks, had lunch with Ministry of 

Finance (MOF) Vice Minister for International Affairs 

Hiroshi Watanabe, and met with Bank of Japan (BOJ) Governor 
Toshihiko Fukui. Deputy Secretary Kimmitt used these meetings 
to highlight the importance of the International Compact with 
Iraq, to discuss measures to keep global financial markets 

safe, 

sound, and secure, to discuss the climate for foreign direct 
investment in the United States, and the US economic outlook. 
Meetings with Foreign Minister Aso and Finance Minister Omi 
reported septel. End Summary. 


Bankers on Financial Measures against 
Terrorism and Proliferation 


2. (C) Deputy Treasury Secretary Kimmitt met with senior 
representatives of Japan,s three mega-banks November 7 to 
discuss the climate for foreign direct investment in the 

United States, and financial measures taken by the United 
States against illegal conduct by Iranian and DPRK entities. 
Japanese participants at the meeting were, from Bank of 
Tokyo-Mitsubishi UFJ, Ltd Norimichi Kanari, Deputy 
President and Group CEO of Global Banking and Akira 
Kamiya, Executive Officer and General Manager, Global 
Planning Division; from Sumitomo Mitsui Banking 
Corporation, Shutaro Higashi, Senior Managing Director and 
Head of the International Banking Unit, Treasury Unit and 
Asia-Pacific Division and Hiroshi Ozaki, Senior Vice 
President, International Banking Unit; and from Mizuho 
Corporate Bank, Tsunehiro Nakayama, Deputy President and 
Yutaka Endo, Executive Officer and General Manager, 
International Coordination Division. 


3. (C) Deputy Secretary Kimmitt described the climate for 

foreign direct investment in the United States, noting that 

while there had been a few recent high-profile cases like the 
CNOOC and Dubai Ports World deals that had not been approved, 
about 98 percent of foreign direct investment deals that are 
considered by the Committee on Foreign Investment in the 

United 

States are approved. He explained that the U.S. government 
believes strongly in the benefits of foreign investment to the 

U.S. economy and wants to maintain an open investment climate. 


4. (C) Turning to Iran, the Deputy Secretary made a 
distinction between sanctions, which are political actions 
taken at the United Nations or through other political 
authorities, and financial measures, which are enforcement 
actions taken by the Treasury Department under U.S. laws. 
He explained that financial measures are taken to keep the 
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banking system safe, sound and secure and that they focus 
on illegal conduct, not on countries. He noted that the 

USG is careful not to apply financial measures 
extraterritorially. Kimmitt explained that the USG had 

taken financial measures against Iran,s Bank Saderat, which 
has been a primary vehicle for Iranian government payments 
to Hezbollah. He cautioned that due to the Iranian 
government,s use of deceit, denial, and front companies, 
financial institutions must be very careful in their 

dealings with Iranian companies and financial institutions, 

as it is almost impossible to \'know your customer". He 
explained that Treasury is trying to provide as much 
information to the GOJ as possible for them to share with 
financial institutions to help them make sound business 
decisions and assess risks in doing business with Iran. 


5. (C) Turning to the DPRK, Kimmitt explained that 

there are links between the Iranian and DPRK nuclear 
programs. However, in the case of the DPRK, there are 
multilateral political sanctions, in addition to financial 
measures that the USG has taken against Banco Delta Asia, 
with strong evidence of laundering of counterfeit US 
currency, and links to cigarette smuggling and weapons 
proliferation. He went on to say that as financial 

measures are U.S. law enforcement actions they are not 
subject to political discussions and will not therefore be 

a matter of multilateral discussion for the Six Party Talks. 
However, Treasury remains willing to discuss in a separate 
but related bilateral channel the basis for our financial 
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measures and ways that the DPRK could rejoin the 
international financial community. 


6. (C) The bankers asked questions about financing 

of legitimate oil imports, and about U.S. processes for 
implementing financial measures. Kimmitt said that 
financing for oil imports is still ongoing through other 

Iranian banks, though they are being closely monitored, and 
that some dollar-denominated transactions are shifting to 
euros or yen to avoid the need for access to the U.S. 
financial system. 


7. (C) Turning to USG efforts to coordinate with 

other governments to maintain a safe, sound, and secure 
global financial system, Kimmitt explained that the U.S. 
values international fora such as the Financial Action Task 
Force (FATF). He acknowledged that some reporting 
requirements are difficult and costly for banks, and 
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encouraged private sector feedback on ways to be more 
efficient in asking for the right information in a less 
burdensome way. Kimmitt explained that the first 

preference is to act in a multilateral setting, such as the 

UN, G-8, or FATF, however the USG still has to undertake law 
enforcement responsibilities under our own laws. In those 
cases, Treasury explains our actions to our Asian and 
European colleagues and shares information with appropriate 
law enforcement and regulatory authorities. 


MOF Vice Minister Watanabe 


8. (C) During a lunch meeting, Deputy Secretary 
Kimmitt and MOF Vice Minister Watanabe exchanged views on a 
wide range of topics, including the Iraq Compact, financial 
measures against illegal conduct by Iranian and DPRK 
entities, and a brief exchange on the topics for the 
upcoming G-20 Finance Ministers Meeting in Australia. 
Regarding the Iraq Compact, Deputy Secretary Kimmitt 
explained that he was hoping to encourage all major 
creditors of Iraq that had not already done so to commit to 
at least 80 percent debt relief in the Paris Club and for 
countries that had already forgiven 80 percent of lraq,s 
debt, such as Japan, to consider forgiving 100 percent, as 
the USG is prepared to do. Kimmitt clarified that Iraq 
would need additional financial assistance over the next 5 
years beyond debt relief and the Madrid pledges of 
assistance. Vice Minister Watanabe agreed that it was 
important to get other donors to commit to 80 percent debt 
relief in the Paris Club. He explained that it would be 
difficult at this juncture for Japan to commit additional 
resources to Iraq, given Japan,s difficult fiscal situation 
and the fact that a portion of Japanese aid already 
contributed to the IRFFI remained undisbursed and that 
nearly $3.5 billion in soft loans committed by the GOJ has 
not be committed due to lack of an Iraqi signatory for the 
loans. 


9. (C) Regarding financial measures against illegal 
conduct by Iranian and DPRK entities, Deputy Secretary 
Kimmitt explained the basis for actions taken by Treasury 
and made the distinction between financial measures taken 
under U.S. laws against illegal conduct and political 
sanctions against countries. He talked about Treasury,s 
willingness to hold bilateral discussions with DPRK 
authorities about U.S. financial measures against Banco 
Delta Asia, but specified that would be a separate process 
from the Six Party Talks and that U.S. law enforcement 
measures are not negotiable. Watanabe agreed that it was 
very important for these distinctions to be maintained, and 
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noted the importance of unity in the positions of the 
non-DPRK members of the Six Party Talks. 


BOJ Governor Fukui 


10. (C) Governor Fukui began the meeting by asking 
Deputy Secretary Kimmitt about the prospects for the U.S. 
economy. Kimmitt described recent economic performance, 
explaining that growth is moderating but near and medium 
term prospects for economic performance are good. However, 
there is much to be concerned about in the long-term, 
including the U.S. savings rate, trade deficit, 

and funding for entitlements programs. While 

none of these issues is a crisis now, if they are not 
addressed, these problems could be a concern that starts to 
affect public confidence in the short-term. Kimmitt 
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highlighted the importance of G-7 and G-20 work on global 
imbalances, noting the importance of structural reform and 
domestic-demand-led growth in Japan and Europe, continued 
reform and additional exchange rate flexibility in China, 

and the need for emerging actors in the global economy, 
such as Brazil and China, to play by the rules of the road 


11. (C) Kimmitt asked Fukui,s views on Prime 

Minister Abe,s pro-growth strategy, inflation, and how Japan 
could spur domestic-demand-led growth. Fukui opined that 
the long expansion of the Japanese economy could not have 
happened without structural reform, however, after 5 years 
of intensive reform efforts, a backlash against reform is 
emerging. The public is clamoring against income 
inequalities and this is an increasing problem on the 
political front. Japan needs to elevate its potential 

growth rate to deal with two obstacles: the aging 

population and the need for fiscal consolidation. Fukui 
noted that the BOJ had ended the quantitative easing policy 
in March 2006 and implemented a new forward-looking 
monetary policy framework. He stated that the BOJ has a 
medium- to long-term understanding of price stability, and 
that BOJ wants to retain more flexibility than an inflation 
targeting regime would allow. In his view, BOu,s stance is 
consistent with the government,s long-term growth plans. 
Kimmitt asked if BOJ could foster non-inflationary growth, 
but promote consumer demand at the same time. Fukui 
reiterated that Japan needs to raise its potential growth 

rate from the current 1.5-2 percent, and that the Abe 
government plans to increase potential growth to 2.2 
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percent through promoting innovation. Fukui added some 
view BOJ,s 0-2 percent range for inflation as too low, but 
noted that inflation in Japan has traditionally been very 

low, with the CPI averaging 0.6 percent over the past 20 
years and 1.0-1.2 percent, excluding the deflationary 
years. Kimmitt reiterated that domestic demand led growth 
in Japan will be very important for global adjustments and 
for the U.S. economy. 


12. (C) Turning to China, Fukui opined that the 

Chinese economy needs more efficient use of resources and 
market mechanisms, and that a more flexible exchange rate 

is not sufficient. Kimmitt agreed that our dialogue with 

China must go beyond the exchange rate and that more needs 
to be done in market liberalization, state-owned enterprise 
reform and decreasing barriers to foreign direct investment. 

He added that part of the reason the Unocal-CNOOC deal was 
blocked by Congress was because it was investment proposed 
by a state-owned company in a sector that is closed to 

foreign investment in China. With the global economy and 
Chinese economy performing well, China should take additional 
reform steps now. 


13. (C) Fukui expressed concern that it is difficult 

to predict how the Chinese economy will develop, due to 
lack of good information to make simulations. Kimmitt 
agreed, saying that Treasury hopes to learn more about the 
Chinese economy through the Strategic Economic Dialogue, 
which will involve a wide range of actors and elevate the 
discussions. 


14. (C) Kimmitt then turned to the issue of keeping 

global financial markets safe, sound, and secure. He told 
Fukui about his meeting with bankers where he had drawn the 
difference between financial measures and sanctions. 
Kimmitt explained that the USG wants to work closely with 
our Japanese and European partners to be sure the global 
financial system cannot be used for illegal purposes. 

Fukui agreed and said that he is sensitive to the problem. 
He stated that the Financial Services Agency is mostly in 
charge of these issues, but that BOJ does act a bit in this 
area. Director-General of the International Department 
Idesawa explained that BOJ acts as MOF,s agent in 
monitoring dubious transactions. He expressed regret that 
while BOJ cooperates in that job, they are not kept well 
informed on discussions between our two governments. 
Kimmitt stressed the importance of effective multilateral 
networks, and the hope that information that is shared with 
the GOJ would be disseminated so that all parties have the 
information to act. 
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15. (C) Explaining that his trip to Japan was also 

focused on the Iraq Compact, Kimmitt described economic 
progress in Iraq and the timeline for the Compact. He 
asked Fukui to consider what could be done to develop or 
enhance BOJ,s relations with the Central Bank of Iraq 
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(CBI). He noted that while Iraq has a stable currency and 
sizable reserves, there are inflationary pressures and the 
credit markets are very immature. He advised that 
interaction with major central banks could be very 
beneficial for CBI. Fukui noted that while BOJ has TA 
programs with some emerging market central banks, they do 
not yet have one with Iraq. Kimmitt suggested that BOJ 
might think about outreach to CBI through the Japanese 
Ambassador in Iraq, and said he would mention this 
conversation to CBI Governor Shabibi. 

SCHIEFFER 
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Classified By: J. Thomas Schieffer for reasons 1.4 (b/d) 


1. (C) Summary. Deputy Secretary of Treasury Robert 

Kimmitt met on November 7 with Foreign Minister Taro Aso 

and Finance Minister Koji Omi in his capacity as 

Presidential Emissary for the International Compact with 

Iraq. (Meetings with Japanese bankers, Vice Minister for 
Finance Watanabe and Bank of Japan Governor Toshihiko Fukui 
reported septel.) End Summary. 


Meeting with Foreign Minister Aso 


2. (C) Deputy Secretary Kimmitt began the meeting by 
telling Foreign Minister Aso that he was visiting Japan to 
discuss the International Compact with Iraq, and 
developments in DPRK and Iran. Minister Aso replied that 

the DPRK,s geographical proximity to Japan makes North Korea 
priority number one, especially after the nuclear test. He 
added that he had met with Secretary Rice a week ago and 
they agreed that the Six Party Talks are not an end, but a 
means to end the DPRK,s nuclear ambitions. Kimmitt 
reaffirmed the USG and Japan,s common interests in 
northeast Asian security, and noted that the United States 

has no closer ally than Japan. He opined that the Treasury 
Department is now a security ministry too, and that 

Treasury is also working to implement UNSCR 1695 and 1718. 
He recalled that UNSCR 1695 calls on all countries to not 
permit the banking sector to be abused. Kimmitt welcomed 
Japanese and Australian designations of specific entities. 

He explained that Treasury also has responsibilities under 

our banking laws to ensure that banks are not involved in the 
financial transactions surrounding the proliferation of 

weapons of mass destruction and other illegal activities, 

and that it was under this authority that financial measures 
were taken against Banco Delta Asia (BDA). He clarified that 
the actions taken against BDA were not political sanctions, 

but 

targeted law enforcement measures. As such, these measures 
are not for multilateral discussion during the Six Party 

Talks, 

though we can continue to discuss the basis for the actions in 
a separate bilateral channel with the DPRK. Aso agreed 

and noted that the measures on BDA worked much better than 
he had expected. Kimmitt said that the success in putting 
pressure on the DPRK has surprised Treasury too, given the 
relatively small amount of money that was frozen by the 
Macanese authorities. However, the cooperation from the 
authorities in Macao, Hong Kong, China, Singapore and 
elsewhere had helped isolate the DPRK from the global 
financial system. 
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3. (C) Aso reported that in his discussions with 

Under Secretary Burns and Under Secretary Joseph the day 
before, they agreed that the most important aspect of the 
Six Party Talks was to keep unity among the five parties. 
Kimmitt agreed, saying that Treasury is working with the 
State Department, White House and others to coordinate 
across the USG and with our allies to maintain cohesion. 


4. (C) Turning to Iraq, Kimmitt opined that we also 

need to remain shoulder to shoulder. From the start, Japan 
has been a very important partner in Iraq. This is very 
important to the Iraqis, but also much appreciated by the 
USG. The security situation remains difficult, but good 
progress has been made on the International Compact with 
Iraq, which is promoting progress on the political, 

security and economic fronts. The lraqi side of the 
Compact has been completed, now it is time to turn to the 
donors. Iraq has set in place good economic fundamentals 
and can now pay for their day-to-day budget operations. 
However, they have a remaining funding gap for security, 
capital Investment, and infrastructure. The Government of 
Iraq (GOI) has set forth a 5-year plan to be financially 
independent, but a gap remains in the meantime. First, 
Iraqi resources will be used, followed by Madrid pledges, 
but new resources are still essential. The USG is prepared 
to help meet a $5 billion gap for spending on the security 
forces. Kimmitt expressed his hope that others could help 
meet the shortfall on development needs. Kimmitt 
acknowledged that there have been some problems in getting 
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Japanese soft loans disbursed, but expressed hope that 
Japan will join the U.S. in continuing to be generous at 

the Iraq Compact Ministerial meeting to be held in late 
November or early December. Kimmitt also asked that Japan 
help encourage all major creditors to forgive 80 percent of 
Iraq,s debt as the U.S. and Japan have done, and also 
consider moving to 100% debt forgiveness. A clean 
sovereign debt balance sheet will be very important to 
encouraging foreign direct investment. 


5. (C) Aso replied that he understood the requests, 

and wanted to stress that it is important in considering 
further debt relief that the discussions take place within 

the Paris Club. This would be important for Japanese Diet 
support. Kimmitt agreed, noting that once the Gulf 
countries, Russia, and China have agreed to 80 percent debt 
reduction, discussions could take place within the Paris 
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Club to move to 100 percent as an eventual goal. 


6. (C) With respect to Iran, Kimmitt stated that he 

knows that Japan and Europe have diplomatic and trade 
relations with Iran. He explained that Treasury is 

targeting terrorist and proliferation of weapons of mass 
destruction (WMD) activities. He affirmed that the 
international community needs to send a unified signal that 
a nuclear Iran is unacceptable, as is Iran,s state support 

of terrorism. In Iran, it is almost impossible to know if 

a customer is a true business partner or part of a weapons 
or terror program. Treasury is working with the Ministry 

of Finance, Financial Services Agency and Bank of Japan to 
provide information so that Japanese banks do not become 
involved in these activities, at a cost to their business 

in the United States. Treasury,s focus is on targeting 

illicit conduct and our cooperation with Japan has been very 
good. Aso agreed that the use of front companies makes 
\"knowing your customer\" very difficult. He requested that 
the USG continue to share information, noting that based on 
shared intelligence Japan can take action. Kimmitt agreed 
that we would continue to share information. 


Meeting with Finance Minister Omi 


7. (C) Minister Omi opened the meeting by 

expressing the wish to work together on the many global 
issues facing our two countries, including Iraq, Iran and 

the DPRK. He then asked for Kimmitt,s views on Iraq. 
Kimmitt described Iraq,s 5-year economic reform program 
under 

the International Compact with Iraq and noted that Iraq would 
be seeking additional assistance in return for implementing 
reform commitments. At the end of five years, Iraq aims to 
be economically self-sufficient and financially 

independent, no longer requiring outside government 
assistance, but only private investment. To reach that 

goal, there will be a financing gap over the next 4-5 

years, in addition to the pledges already made in Madrid. 
Kimmitt explained U.S. plans for additional pledges at the 
Ministerial meeting to sign the Compact to be held in late 
November or early December, and expressed hope that Japan, 
Europe and the Gulf countries would also make new pledges 
for development assistance. Kimmitt went on to explain the 
importance of major creditors, such as the Gulf countries, 
Russia and China agreeing to 80 percent debt reduction to 
reduce Saddam-era debt and encourage foreign direct 
investment. He added that the USG plans to move to 100 
percent debt forgiveness and hopes Japan and others will 
consider that as an eventual goal to be discussed at the 
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Paris Club, once other creditors commit to 80 percent 
reduction. Omi expressed appreciation for U.S. leadership 
in Iraq, and said that Japan will provide as much 
cooperation as possible to resolve the Iraq issue. The GOJ 
will have an internal discussion moving from 80 percent to 
100 percent debt reduction, and will decide on a response 
after seeing the actions of European partners. 


8. (C) Omi then inquired about Kimmitt,s meeting 

with Japanese bankers regarding Iran. Kimmitt acknowledged 
that USG relations with Iran are very different from the 

GOJ,s relations with them, but said that it is very 

important that Japan join the international community to 

tell the Iranians to abandon their nuclear program and the 

use of state resources for terrorism. Kimmitt described 
targeted law enforcement actions taken by Treasury aimed at 
illegal conduct of Iranian banks and companies. Treasury 
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has carried a message to governments and banks in the 
Middle East, Europe and Asia to be very careful doing 
business with lran, as it is almost impossible to know your 
customer. He explained that the Iranian government uses 
deceit, denial and front companies to keep banks from 
realizing their possible involvement in illicit 

activities. Major banks, including those Japanese banks 
with large U.S. operations, need to weigh the risks of 
doing business in Iran with the potential impact of their 
reputations and business in the U.S. Omi agreed that the 
international community needs to unite against Iran,s 
nuclear and terror programs. 


9. (C) Omi noted actions that Japan has taken 

against the DPRK because of its nuclear test. Kimmitt 
expressed the view that the USG and Japanese positions are 
perfectly aligned with the goal to produce a denuclearized 
DPRK. Omi explained that he is looking forward to 
discussing how Japan and the U.S. can cooperate on all of 
these global issues when he meets with Treasury Secretary 
Paulson. 

SCHIEFFER 
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GENEVA FOR USTR 

STATE PLEASE PASS TO USTR FOR KLEIN/MOLNAR 
USDOC FOR 4201/DOC/ITA/MAC/BISNIS 

USDOC FOR 4231/ITA/OEENIS/NISD/CLUCYCK 
STATE FOR EUR/UMB, EB/TPP/BTA, EB/TPP/MTA 


E.O. 12958: DECL: 11/09/2016 
TAGS: ETRD, WTRO, ECON, PGOV, UP 
SUBJECT: UKRAINE\'S WTO ACCESSION: 11/9 UPDATE 


REF: A. KYIV 4216 


B. KYIV 4183 
C. KYIV 4104 
D. KIEV 3670 
E. KIEV 3569 
F. KIEV 2587 


Classified By: AMBASSADOR, REASONS 1.4 (B) AND (D) 


1. (SBU) Summary: The key outstanding tasks for Ukraine to 
accede to the WTO remain concluding its two remaining 
bilateral Market Access Agreements, passing WTO-related 
legislation, and reaching agreement in multilateral 
negotiations on agricultural support levels. The GOU has 
made no substantial progress on the bilateral agreements in 
recent weeks. Parliament has begun to pass some of the 
required legislation, and appears poised to continue this 
work next week. Some MPs remain concerned about the negative 
consequences of accession on the agricultural sector, 
however, and the GOU will have to work hard to ensure that no 
provisions of the laws are non-WTO compliant. Ukraine\'s 
negotiators will face substantial concerns from Parliament on 
agricultural supports. End Summary. 


2. (U) This is the first in a series of regular update cables 
regarding the status of Ukraine\'s WTO accession efforts. 


Concluding Bilateral Agreements 


3. (C) Ukraine has yet to sign bilateral Market Access 
Agreements with Kyrgyzstan and Taiwan. There has been no 
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progress on the Kyrgyz bilateral in recent weeks. Privately, 
Ukraine\'s negotiating team appears frustrated, complaining 
that Kyrgyzstan is making unreasonable demands that fall 
outside of WTO parameters (ref F). The Ukrainians have said 
they hope the Working Party will \"resolve\" this issue and 
help them to \"bypass\" the Kyrgyz bilateral. During an 
informal October 27 meeting of Ukraine\'s Working Party, the 
Working Party Chairman urged both sides to conclude 
negotiations as soon as possible (ref B). Post has advised 
Ukrainian officials that such a \"bypass\" is unlikely and has 
urged the Ukrainians to continue negotiating in good faith. 


4. (SBU) For the Taiwan bilateral, Ukrainian negotiators 

claim that only \"protocol\" issues, such as the location of a 
signing ceremony, remain unresolved. The bilateral has been 
stalled at this stage for several months and post is not 

aware of any recent progress to resolve these issues. 


Passing WTO-related Legislation 


5. (U) During the summer, Ukraine had identified 21 pieces of 
legislation and 6 Cabinet resolutions that they believe are 
necessary to meet outstanding commitments to WTO members and 
to bring the country fully in line with WTO rules. To date, 
Ukraine\'s parliament has adopted two of the 21 -- amendments 
to the laws \"On Publishing\" and \"On Protection of Rights for 
Indications of Origins of Goods\" (ref B). Parliament has 
passed another nine in the first reading. An additional nine 
draft laws have been submitted to Parliament but not yet gone 
to the first reading. Post expects parliamentary voting on 

draft laws to continue during its next plenary session the 

week of November 13. 


6. (C) Privately, Ministry of Economy officials have admitted 
that several bills, already submitted, have been altered in 

the Cabinet of Ministers review process, and may need 
tweaking in order to bring them into full conformity with WTO 
provisions and commitments to WTO members. The officials 
said that work on fixing the drafts was underway. Lead WTO 
negotiator and Deputy Economy Minister Valeriy Pyatnytsky 
told us he is fully committed to pushing through a 

significant portion of the legislation by early December in 
order to allow for a fruitful meeting of Ukraine\'s Working 
Party in mid-December (ref A). 


7. (SBU) Farhat Farhat, a USAID-funded technical advisor to 
the GOU, told Econoff November 8 that the draft law on VAT 
(regarding taxation of agricultural enterprises) was 

receiving considerable opposition from MPs. Farhat also 
commented that he felt Economy Ministry officials working on 
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the legislation had not fully appreciated some discrepancies 
in the drafts, and that Pyatnytsky had only recently become 
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aware of the urgent need to make minor revisions in the draft 
before the parliament. Farhat noted that Pyatnytsky is 
particularly focused on the draft law \"On Medicinal Drugs,\" 
as special interests have been lobbying hard for amendments 
to this draft. 


8. (C) Dmytro Sviatash, Party of Regions MP and deputy 
chairman of the Parliamentary Banking and Finance Committee, 
which is responsible for seven of the outstanding draft laws, 
confirmed to Econoffs on November 8 that MPs intend to 
approve most of the bills in the first or final reading 

before December 1. However, Sviatash, who describes himself 
as a WTO skeptic and who has close ties to the domestic auto 
industry, said he expects there will be a \"pause\" after the 

first reading of some of the more controversial draft laws as 
MPs will attempt to submit their own amendments and expressed 
doubt all of the legislation would be adopted before 
mid-December, when Ukraine hopes to have a Working Party 
meeting. (Note: Parliamentary procedure requires a minimum 
of two weeks between the first and second reading of a law.) 
Sviatash noted that his Committee had requested copies of 
Ukraine\'s bilateral agreements with major trading partners, 

and said he would push for as lengthy transition periods in 

the legislation as possible. Econoffs informed him that the 
transition periods in the draft legislation should reflect 

the commitments of the GOU\'s negotiators. The mood in 
Parliament regarding WTO is now quite positive, according to 
Sviatish, except, he admitted, for some efforts to find a way 

to help certain industries such as agriculture, motor vehicle 
production, and banking. 


Concluding Negotiations on Agricultural Support 


9. (U) Ukraine still needs to reach agreement with the 
Working Party on agricultural support levels. Discussions 
took place in Geneva on October 26 (ref B), but Ukrainian 
negotiators continue to insist on using a 1994-1996 base 
period for calculations, which the Working Party believes is 
not the most representative period and would unfairly inflate 
the level of support. 


10. (C) Socialist and Regions MPs from the governing 
coalition highlighted their concern for Ukraine\'s 
agricultural sector during November 1 Parliamentary hearings. 
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Minister of Agrarian Policy Yuriy Melnyk continues to play 
the role of WTO opponent within the Cabinet and spoke 
critically of WTO at the hearing. In a November 8 meeting 
with Ambassador, Parliamentary Speaker Oleksandr Moroz echoed 
the sentiments of many of the WTO-skeptics, describing 
agricultural support levels as a critical issue. He 

criticized previous governments for signing onto agreements 
that are not in Ukraine\'s national interest. (Note: Moroz 
seemed to believe, incorrectly, that Ukraine had already 
reached agreement on agricultural support. End note.) 
Taylor 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, ECON, EAID, RP, CMGT 

SUBJECT: DCM HIGHLIGHTS US ENGAGEMENT IN PHILIPPINEVS SECOND CITY 
AND HOST OF DECEMBER ASEAN, EAS SUMMITS 


1. SUMMARY. DCM Jones highlighted U.S. business, USAID and Peace 
Corps involvement in the central Philippine port city of Cebu on 

October 27. Together with Commercial Counselor and Cebu Consular 
Agent, DCM met with local business, religious, and political leaders 

in the Philippines\' \"second city\" which will host the ASEAN and East 
Asia Summits on December 10-14. The visit received significant 

local media coverage and follows two recent trips by the Ambassador 

to the city, underlining the importance of Cebu and the Visayas to 
U.S.-Philippines relations. END SUMMARY. 


2. The DCM began the visit by touring Fairchild Semiconductor to 
highlight the increased investments of U.S. businesses in Cebu. 
Fairchild Semiconductor, a Maine-based leading manufacturer of 
integrated circuits, became one of the first companies to locate at 
Mactan Economic Processing Zone in 1979. Starting with less than 
500 employees, the company today employs over 1,600 local staff and 
has expanded its operations to include a testing facility. Other 
American companies, including Timex and Lexmark, have similarly 
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expanded their investments in Cebu by opening R&D and distribution 
centers. These manufacturers are being joined increasingly by call 
centers including Convergys and Sykes Asia, a company that will be 
augmenting its 1,500-seat center with a brand new 2,000-seat 
facility. 


3. After a visit to the U.S. Consular Agency in Cebu to review 
operations and meet staff, the DCM hosted a business luncheon. 
There he heard from local and American businesspeople who described 
the opportunities and challenges of doing business in Cebu. They 
stated that misperceptions from abroad about the security situation 
in Cebu were constraining foreign investment. Joel Yu, a business 
chamber president, noted that Cebu, a traditional trading center, is 
not as prone to political extremism and insurgency as 
agriculturally-based regions of the country. The business leaders 
pointed out that skilled and relatively inexpensive local labor is 

the main attraction for foreign investment in Cebu. Yet they noted 
that current IT education in Cebu is not adequate to meet the 
growing demands of businesses, despite several local colleges and 
universities. 


4. The DCM also visited two Peace Corps Volunteers who converted an 
old provincial jail into a computer classroom where they teach 

college students how to deploy inexpensive computer technology in 

rural schools. The volunteers showed how partnerships between NGOs, 
private businesses, and government can work together to address 
Cebu\'s business and development needs. 


5. The DCM toured one of 137 franchised midwife clinics which USAID 
helped establish by providing the midwife entrepreneur with 

training, basic clinic equipment and marketing support. USAID 
channeled its support to these midwives through non-government 
organizations that joined to form a private foundation in 2002. 

These midwife-owned franchises now employ, on average, two staff 
members and earn $400 to $1,200 per month. The midwife owner of the 
clinic visited by the DCM noted that these clinic operations are an 
attractive alternative to seeking work abroad, as they provide an 
opportunity and an incentive to healthcare workers to remain in the 
Philippines and meet the health care needs in their communities, 

while earning a good living. 


6. Cardinal Vidal, the Archbishop of Cebu, welcomed the DCM to his 
residence for a courtesy call and described the Catholic Church\'s 

efforts at educating the people about the electoral process. The 

Church, through its parishes, conducts programs to inform the people 
about how elections are held and what they mean. The DCM encouraged 
Vidal to speak out more forcefully against practices that encourage 
trafficking in persons, and commended his efforts against 

corruption. 


7. In television interviews with the two major local networks, 


Column 3 

ABS-CBN and GMA-7, the DCM highlighted the above examples of U.S. 
engagement in Cebu and clarified the U.S. role in various regional 
forums in Asia. He also dispelled persistent rumors about possible 
Presidential or Secretary of State attendance at the ASEAN Summit in 
December. 


8. The DCM amplified the visit\'s message of engagement and 
partnership during a reception he hosted for over 100 local 

business, political, and community leaders. Guests, including 
Congressman Raul Del Mar, Congresswoman Nerissa Soon Ruiz, and 
former Governor Lito Osmena, warmly greeted the U.S. Mission 
delegation and mentioned how they looked forward to more visits from 
the Embassy. 


KENNEY 
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E.O. 12958: N/A 
TAGS: PREL, OPDC, CE, JA 
SUBJECT: JAPAN TO ATTEND SRI LANKA CO-CHAIRS MEETING 


REF: STATE 183542 


Per reftel, Embassy Tokyo November 9 conveyed to Japanese 
Special Envoy Yasushi Akashi\'s office Under Secretary Burns\' 
invitation to attend the Sri Lanka Co-Chairs meeting to be 

held in Washington on November 20-21. On November 13, 
Embassy was advised by Special Envoy Akashi\'s Special 
Assistant, Takehiko Wajima, that Akashi will attend the 
meetings, accompanied by Wajima and Mr. Takeshi Akahoi, 
Counselor at the Japanese Embassy in Washington. 
SCHIEFFER 
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FOR A/GSSI - REBECCA PACKER 
EAP/ANP AND EAP/EX 
JAKARTA FOR RMO 


E.O. 12958: N/A 

TAGS: AMGT, AMED, TBIO, ASEC, KFLU, KSAF, KSEO 

SUBJECT: PANDEMIC INFLUENZA: PREPARING FOR POSSIBLE 
SHELTER-IN-PLACE - New Zealand and Samoa response 


REF: STATE 177681 and clarification e-mail, 11/8/06 


1. (U) Post continues to remind employees and families of possible 
pandemic in New Zealand or Samoa. RMO presented an Al briefing 

earlier this year. The Director of the Wellington Region Civil 

Defence Emergency Management Group discussed pandemic influenza and 
other possible disasters at a recent Town Hall meeting. Staff 

expressed appreciation for the briefing and town hall meeting and 

asked a number of questions. 


2. (U) Post has distributed and stored MRE supplies at central 

points convenient to areas where American and LES reside in 
Wellington, Auckland and Apia. New Zealand water is potable and 
local authorities have contingency plans in place to address 
emergency needs. Wellington has enough bottled water to support 
essential personnel working in the Embassy for a three to four week 
period. Similarly, ConGen Auckland\'s bottled water supply can 
support emergency operations for the minimum two-week period. The 
CGR in Auckland and the DCR in Apia both have small swimming pools 
that could serve as a backup water supply. We are working with Apia 
to ensure they have bottled water supply sufficient for essential 
personnel working for the minimum two-week period recommended. 


3. (U) Al information and health links are posted on Embassy 
website for American Citizens and the general public. 
MCCORMICK 
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PARIS PLEASE PASS USOECD 


E.O. 12958: N/A 

TAGS: ETRD, ECON, JA, ZO, EAGR 

SUBJECT: The Japan Economic Scope Q- Economic News At- 
A-Glance. 


Sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Table of Contents 


3. Civair Talks: Beginnings of a Deal? 

4. Canada-Japan FTA Off the Rails 

5. MAFF Acknowledges Rough Going On Japan-Australia 
FTA 

6. Treasury DepSec Talks Iraq Compact 

7. Allgeier Pushes for Doha Round During DVC with 
Tokyo 

8. MOFA Pushes Ahead With Asia Regional Information 
Sharing Proposal 

9. Kyoto Chamber to EMIN; Kansai Wants 2008 G-8 
Summit, Good Local Economic Situation 

10. KIX - Record Number Of International Flights In 

The Winter 

11. Visa Policy Relaxed; Tourism Up In Osaka 

12. Wakayama Governor Resigns Over Bid-Rigging 

13. Local Governments Adopt Competitive Bidding 

14. Special Zones Reforms 
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15. Hyogo Prefecture No. 1 In Attracting New 
Businesses In Japan 

16. Kansai Volume Of Trade Continues To Grow; Chinese 
Cell Phones Lead Imports 

17. State Of Idaho Opens An Office In Kobe 

18. Nichiha invests $68 million in Georgia 

19. Rokkasho Produces Japan\'s First Commercially 
Reprocessed Nuclear Fuel 

20. Ehime Governor Accepts Pluthermal MOX Fuel for 
Ikata Nuclear Power Plant 

21. Japanese Research Whaling Ships Return to Kushiro 
With Smaller Catch 


2. (U) The Japan Economic Scope (JES) is a weekly e- 
newsletter produced by Embassy Tokyo\'s ECON section in 
collaboration with other sections and constituent 

Posts and published every Friday. It provides a brief 
overview of recent economic developments, insights 
gleaned from contacts, summaries of the latest cables 
and a list of upcoming visitors. This cable contains 

the November 9, 2006, JES, minus the attachments that 
accompany many of the individual stories in the e-mail 
version. To be added to the e-mail list, please email 
ProgarJ@state.gov. 


3. (SBU) Civair Talks: Beginnings of a Deal? 


EB DAS John Byerly and MLIT DDG Maeda agreed in 
informal talks in Tokyo on November 7 and 8 to hold 
formal civair negotiations in Washington in the first 
part of 2007. 


For the first time in over two years, the United 

States laid out in some detail our desired 

liberalization in the areas of all-cargo route rights, 
pricing, codeshare, and change of gauge without being 
told by MLIT to \"prioritize\" our needs by limiting 

them to cargo rights of use only to UPS. 


MLIT indicated it would study our country of origin 
pricing request but linked new cargo rights to 
\"correcting\" U.S. airline slot \"abuses\" at Narita, and 
found our other requests unnecessary or impossible. 


Nevertheless, the atmosphere was amicable, and 
agreeing to hold formal negotiations after a hiatus of 
two and a half years indicates that MLIT believes a 
deal acceptable to both sides is possible. 


4.(SBU) Canada-Japan FTA Off the Rails 


Column 3 


A contact at the Canadian Embassy told us last week 
that although the Japanese and Canadian governments 
may be about to wrap up a year-long joint study on a 
bilateral FTA, the short term prospects for moving 
ahead on negotiations are very bleak. 
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The joint study was launched at a prime ministerial 
session at the 2005 APEC meeting and is scheduled to 
be concluded at a similar get-together in Hanoi this 
month. 


Already in June 2006, at a senior level officials 
meeting in Vancouver, GOJ reps told their Canadian 
colleagues that conditions were not ripe in at least 
the short term to begin negotiations. The reason: 
agricultural products make up too high a share of 
Canadian exports to Japan. 


Our contact told us that even if the study is 
concluded on time, he expects the GOJ in Hanoi to 
again say \"no\" to the Canadians on trade talks. 

In the absence of FTA negotiations, the two sides are 
reportedly at a loss on where to take their bilateral 
economic relationship next. 


5. (SBU) MAFF Acknowledges Rough Going On Japan- 
Australia FTA 


A director in MAFF\'s ministerial secretariat told 

AgMin and EMIN on November 9 that closure on a study 
of a bilateral Japan Australia FTA remains very 

difficult. 


The official confirmed MAFFYs position that the study 
must state that sensitive agricultural products will 
not be a subject of possible future negotiations. 


While willing to show some flexibility on how 
sensitive products will be treated, the Australian 
position remains that nothing be excluded prior to the 
initiation of actual negotiations. 


Shaking his head in astonishment, the MAFF official 
said the Australians actually seem intent on 
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liberalizing agricultural trade via an FTA. 


Local newspapers reported earlier that talks last week 
in Canberra made some progress towards bridging the 
gap and that the countries\' two prime ministers may 
yet be able to announce the opening of negotiations 
when they meet in Manila at the December East Asian 
Summit. 


6. (SBU) Treasury DepSec Talks Iraq Compact 


In visits with Finance Minister Omi, Foreign Minister 
Aso, Bank of Japan Governor Fukui, and the senior 
management of Japan\'s mega-banks, Treasury Deputy 
Secretary Robert Kimmitt discussed details of the Iraq 


SIPDIS 
Compact, Treasury\'s measures against the DPRK, and 
concerns about financial ties with Iran. 


On the first leg of a Tokyo-Seoul trip in his capacity 

as Presidential Emissary for the International Compact 
for Iraq, Deputy Secretary Kimmitt outlined key 
objectives leading up the Compact\'s signing at the end 
of this month, including talking points on debt 
forgiveness and allaying concerns about Iraq\'s 2007 CY 
budget\'s funding gap. 


With regard to Treasury measures taken against the 
DPRK, Deputy Secretary Kimmitt was careful to 
reinforce the distinction between political sanctions, 
such as those exemplified by UNSCR 1718, and those 
steps taken in a law-enforcement context, as seen in 
last year\'s freezing of DPRK Banco Delta Asia assets 
by Macanese authorities. 


Deputy Secretary Kimmitt further emphasized the 
financial and reputation risks facing Japanese 
institutions doing business with Iranian counterparts, 
while lauding the close cooperation with Japanese 
authorities evident in all these matters. 
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7. (U) Allgeier Pushes for Doha Round During DVC with 
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During a DVC from Geneva with Tokyo press and opinion 
shapers, U.S. Ambassador to the World Trade 
Organization, Peter Allgeier, said Washington wants a 
\"Doha right and not Doha light\" in the Doha Round of 
talks. 


He was pleased with Prime Minister Shinzo Abe\'s recent 
words of support for the trade talks, and encouraged 

the GOJ to take a greater leadership role in the 

round. 


He underscored the importance of reaching a successful 
conclusion, particularly for developing countries, but 
noted all countries needed to show a high level of 
ambition. 


Asked about the mid-term elections in the United 
States and their effect on the round, Allgeier made no 
predictions, but pointed to the \"enduring interests\" 
of the United States in seeing a successful and open 
world trading system. 


The Japanese press picked up on his suggestion that 
the Congress may agree to extend fast track trade 
promotion authority if there is an appealingly 
ambitious deal on the table. 


Some press reports in Japan have suggested that the 
talks may not pick up again until 2008 if the 
Democrats win the mid-term elections. 


The DVC at the Tokyo American Center was well attended 
by press, academic, and government officials. 


8. (U) MOFA Pushes Ahead With Asia Regional 
Information Sharing Proposal 


Co-hosts MOFA and Kyoto University cobbled together a 
consensus to further explore their \"Economic 

information Sharing Mechanism of the Asia-Pacific 
Region (EiSMAP)\" concept at a November 6-7 meeting in 
Kyoto attended by representatives of the ADB, IMF, 
World Bank and more than fifteen regional governments 
or research institutes. 


Despite considerable skepticism voiced at the 
conference regarding the concept\'s objectives, utility 
and potential duplication with the work of other 
organizations, there was general agreement that 
serious gaps in the quality, reliability and 
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accountability of regional economic data exist. 


As these gaps may undermine investor confidence and 
create negative spillover effects in the event of an 
economic or environmental crisis in the region, 
participants supported the further development of 
EiSMAP. 


MOFA will seek to fund a pilot program -- to begin, a 
web portal assembling currently available economic 
data -- and agreed to explore associating the project 
with APEC. 


The elephant not in the room was China. Beijing\'s 
delegates cancelled their participation on the eve of 
the conference after MOFA failed to resolve a dispute 
regarding the presence of researchers from Taiwan. 


9. (U) Japan\'s Core Consumer Price Growth Decelerates 
Slightly to 0.2% in September 


Japan\'s nationwide \"core\" CPI (excluding perishable 
food items), rose 0.2 percent in September from the 
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year before, having increased 0.3 percent in August, 
the Ministry of Internal Affairs and Communication 
(MIC) announced October 27. 


10. (U) Kyoto Chamber to EMIN; Kansai Wants 2008 G-8 
Summit, Good Local Economic Situation 


In an introductory meeting with Kyoto Chamber of 
Commerce and Industry Chairman JunVichi Murata, EMIN 
Hans Klemm heard about Kyoto\'s strong interest in 
hosting the next G-8 Summit presided over by Japan in 
2008. 


He hoped that the summit would focus on global 
environment issues and Asian peace and development. 


Although EMIN noted that the USG had no decision- 
making power in the matter, Murata emphasized the 
importance of generating \"buzz\" for the summit venue 
and recalled the role played by Amb. Foley before the 
last Japanese G-8 summit (held in 2000 in Okinawa) in 
regard to sensitivities over U.S. base issues. 


Column 3 

Regarding the economic situation in Kyoto, Murata 
described the city as a place where traditional craft 
techniques have been successfully applied to high tech 
industries. 


Although some Kyoto leading firms (e.g., Kyocera and 
Nintendo) lack the name recognition of their 

competitors in Osaka or Nagoya, more than 20 strong 
SMEs and larger firms manufacture unique products, and 
Kyoto\'s 32 universities offer a young and vibrant 
population of 100,000 students, many of whom are 
focused on entrepreneurship and venture businesses. 
Kyoto\'s national Center of Excellence focuses on 
nanotechnology. 


11. (U) KIX - Record Number Of International Flights 
In The Winter 


Kansai International Airport Company (KIAC) announced 
that the number of international flights planned for 

the winter will be a record 733 flights a week, a 57 

flight increase from winter 2005. 


Increased China routes following a civil aviation 
agreement to expand routes between Japan and China 
makes up for a decline in KIX - U.S. routes. 

KIX - China routes will have 275 flights a week out of 
the 733 total. 


KIAC President Atsushi Murayama said KIAC aims to 
raise domestic flights and flights to U.S to achieve 

an MLIT target of 130,000 flights a year in 2007, in 
order to secure GOJ funding for a 2nd runway. 


KIAC\'s manager of international affairs said that the 
airport would like to halt the continuing shift of 
U.S. routes to Narita. 


12. (U) Visa Policy Relaxed; Tourism Up In Osaka 


According to the Osaka Prefectural Government, 
attendance at major sightseeing facilities such as 

Osaka Castle, Osaka Aquarium, and Tsutenkaku Tower in 
Osaka during the summer increased 9.4 percent from a 
year earlier. 


Immigration from overseas to Kansai International 
Airport in July also increased 10.8 percent from 2005. 
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The director of the Kansai International Public 
Relations Promotion Office said that the number of 
regional inbound tourists from Taiwan, Korea, and the 
PRC has rapidly increased due to the relaxation of 
Japanese tourist visa policy, and KIX customers from 
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the Asian mainland have flocked to Osaka. 


There has also been an increase in public and private 
PR spending as part of the GOJ \"Visit Japan\" campaign. 


Although local governments didn\'t recognize tourism as 
one of the \"major industries\" of Osaka in the past, 
now they have begun to embrace tourism. 


A director of International Affairs at the Osaka 

Chamber of Commerce and Industry (OCCI) indicated that 
although OCCI has neglected the tourism industry, it 

has begun to promote Osaka\'s tourist resources in 
earnest. He emphasized that there still is much more 

to do to grow the tourism field. 


13. (SBU) Wakayama Governor Resigns Over Bid-Rigging 


Wakayama Governor Kimura announced his resignation 
over an unfolding public works bid rigging scandal. 


Rumors are circulating that Kimura\'s troubles began 
when he fell out of grace with ex-METI Minister Nikai, 

a powerful Wakayama Dietman, and alienated vested 
interests upset with the governor\'s ambitious economic 
reform plan. 


A by-election will be held December 17 and will likely 
go to aconservative successor. 


Kimura and his wife had close personal relations with 
Florida Governor Jeb Bush and his wife. For more 
details please see Osaka Kobe 00633. 


14. (SBU) Local Governments Adopt Competitive Bidding 


After the Public Service Reform Law (\"Market Testing 
Law\") was passed in May 2006, local governments began 
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to look at competitive bidding as a method to improve 
their services and to cut costs as part of their 
administrative reform efforts. According to the 
Ministry of Internal Affairs and Communications, 26 
local governments will adopt market testing by April 
2010. 


While the competitive bidding process is aimed at 
cutting costs for local governments facing fiscal 
difficulties, it is also aimed at soliciting greater 
involvement of civil society organizations and the 
private sector in local policy-making. 


Saga Prefecture will be the first to review all of its 
2,027 services (excluding core public services such as 
policing) in the coming months in order to decide with 
civil society and private sector participation who can 
best provide these services, and to reflect the 

results of consultations on who can best provide 
public services in its budget for the next fiscal 

year. 


15. (U) Special Zones Reforms 


On November 1, Econoff met with representatives from 
the office of Special Zone Reforms to receive an 
update on progress made-to-date and plans for Special 
Zones (SZ) going forward. 


Special Zones were established in 2003 as a means to 
revitalize local economies by 

implementing experimental economic measures at a local 
level, but with an eye toward using successful 

measures nationwide when possible. 


The estimated economic impact of special zones has 
been significant. 
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16. (SBU) Hyogo Prefecture No. 1 In Attracting New 
Businesses In Japan 


In the fierce competition over business promotion 
subsidies among Japanese prefectures, the gap between 
successful and unsuccessful prefectures is growing in 
the Kansai district. 
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Hyogo Prefecture got 57 new business cases, which is 
the largest number in the first half of 2006 in Japan, 
and almost half the total number of the region\'s 
business starts with 125 cases. Osaka had 19 cases, 
and Kyoto had 12 cases in the same period. 


The subsidy race in the Kansai heated up after Osaka- 
based Sharp Corp. set up a new LCD plant in Kameyama 
City, Mie Prefecture in 2002. 


Former Mie Governor Masayasu Kitagawa is said to have 
been successful in drawing the firm out of Osaka by 
offering a 9 billion yen subsidy. 


17. (U) Kansai Volume Of Trade Continues To Grow; 
Chinese Cell Phones Lead Imports 


Osaka Customs announced that the volume of trade in 
September 2006 for the Kansai hit a record. The 

export amount is 1.38 trillion yen, up 13.3 percent 

from the same month last year. There were eight months 
of continuous double-digit growth in exports. Imports 
also surged to 1.61 trillion yen, a record 13.8 

percent increase. 


Export of audio and visual appliances, mainly plasma 
display panels, to the EU and Central America 
increased 63 percent from the previous year. 

The largest import item is communication equipment, 
mainly cellular phones, from China - which doubled 
from 2005. 


A METI Kinki Bureau official said that the high demand 
for cellular phones is still continuing, due to 

increased competition in the domestic market, and 
China is rapidly developing its own cell technology. 
China is trying to shift from labor-intensive 
manufacturing to advanced technology business, so 
analysts predict Chinese imports of communication 
technology to continue for the next year or two. 


18. (U) State Of Idaho Opens An Office In Kobe 


On October 18, the State of Idaho opened its second 
Japan office in Kobe, bucking the trend of U.S. State 
offices is to close or consolidate their Japan 
operations. 
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Idaho Lieutenant Governor Mark Ricks visited Japan for 
the opening and emphasized that Idaho was not only an 
agricultural State, but also a leading location for 
high-tech industry. 


Idaho-based Micron Technology, a top firm for 
semiconductor memory products, purchased its local 
subsidiary company in Nishiwaki City in Hyogo from 
Nippon Steel. 


19. (U) Nichiha invests $68 million in Georgia 


Nikkei Shimbun\'s Central Japan edition reported 
November 9 that Nichiha Corporation, Nagoya\'s leading 
manufacturer of exterior housing materials (fiber 
cement products) will invest approx. $68 million in 
Georgia to build a new plant through its U.S. 

subsidiary and begin production in October 2007. 


The company president said he wants to start a new 
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business growth model with this new investment in the 
United States. 


20. (U) Rokkasho Produces Japan\'s First Commercially 
Reprocessed Nuclear Fuel 


The Japan Nuclear Fuel Ltd. (JNFL)\'s Rokkasho 
plutonium reprocessing plant in Aomori Prefecture 
produced its first batch of uranium-plutonium mixed- 
oxide (MOX) fuel solution in early November during its 
initial test run. 


The MOX solution will be reprocessed several times 
until it reaches a powder form that can then be used 
as a basic ingredient for nuclear fuel production. 
JNFL announced that they plan to finish the first 

batch of MOX powder at Rokkasho by mid-November. 


The Rokkasho plant began this test run on March 31st 
with a goal of extracting four tons of plutonium from 
430 tons of spent nuclear fuel. 


When the plant begins regular operations in August 
2007, it plans to reprocess 800 tons of spent nuclear 
fuel to extract eight tons of plutonium a year. 
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It remains to be seen where this large amount of 
extracted MOX plutonium will be put to use. Japanese 
electric companies aim to have 16 to 18 reactors that 
can utilize the MOX plutonium in place by 2010. As of 
today, there are only two: Genkai reactor of Kyushu 
Electric in Saga prefecture and Ikata reactor in Ehime 
prefecture. 


20. (U) Ehime Governor Accepts Pluthermal MOX Fuel for 
Ikata Nuclear Power Plant 


Ehime Governor Moriyuki Kato and Ikata Town Mayor 
Kazuhiko Yamashita officially accepted a proposal by 
Shikoku Electric Power to use \"pluthermal\" MOX fuel. 
The project seeks to start operation in 2010. 


Governor Kato mentioned that local people now 
understand the safety and importance of the project. 
Although, according to Mr. Kozo Kondo, a supporter and 
Honorary Chairman of the Shikoku Economic Federation, 
an advisor to Shikoku Electric Power Co., Inc. and the 
engineer who designed Ikata, there are still many 

voices opposed to the project. 


21. (U) Japanese Research Whaling Ships Return to 
Kushiro With Smaller Catch 


Japan\'s whaling research vessels returned to Kushiro, 
Hokkaido, with a catch of only 35 minke whales as the 
country\'s northern Pacific Ocean whale research 
program came to a close at the end of October. 


This was far fewer than the 60 whales authorized for 
research purposes by the International Whaling 
Commission. 

Researchers blamed bad weather, including a late 
September typhoon, and a smaller than usual supply of 
Pacific saury (the minke whales\' preferred food 
source) for the reduced catch. 


Head researcher Hidehiro Kato, professor at the Tokyo 
University of Marine Science and Technology, said in 
an Asahi Shimbun interview that because the size of 
the research area is limited, reduced catches are 
unavoidable. 

He stated it is necessary to make the research area 
much wider to estimate correctly the total number of 
whales in the region. 
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Without providing details, Dr. Kato also mentioned 
that they acquired some peculiar data during this 
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year\'s research program. 


The findings will be presented at next year\'s IWC 
meeting in Anchorage. 


SCHIEFFER 


85299 

PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 

DE RUEHPG #1407 3170559 

ZNY CCCCC ZZH 

P 130559Z NOV 06 

FM AMEMBASSY PRAGUE 

TO RUEHC/SECSTATE WASHDC PRIORITY 8244 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUCNDT/USMISSION USUN NEW YORK 0200 

RUEHGV/USMISSION GENEVA 0177","C ON FIDEN TIAL PRAGUE 001407 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 11/10/2016 
TAGS: PHUM, PREL, UN, EZ 
SUBJECT: CZECHS ON UNGA COUNTRY RESOLUTIONS 


REF: A. STATE 182267 
B. STATE 183547 
C. STATE 184178 
D. STATE 184156 
E. PRAGUE 1252 


Classified By: Acting DCM Michael Dodman for reasons 1.4 b+d 


1. (C) Summary: The Czechs support the U.S. position on the 
five UNGA Third Committee country resolutions, but are 
considering negotiating on some of the Belarus-sponsored 
retaliatory resolutions. End summary. 


2. (C) Acting DCM discussed UNGA Third Committee country 
resolutions and retaliatory resolutions (refs A-C) on 

November 9 with Czech MFA UN Department Director Jan Kara, 
and November 10 with MFA Human Rights Department Director 
Veronika Stromsikova. On the five country resolutions in the 
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Third Committee, Stromsikova said the Czech Republic supports 
the U.S. position in all cases. On the Belarus-proposed 
retaliatory resolutions, Stromsikova said the Czech Republic 
strongly supports the EU consensus that the United States 
resolution must be rejected (as must Iran\'s Canada 
resolution). But the other two Belarus resolutions are more 
complicated. The Czech Republic believes there is basis to 
negotiate on the resolution condemning the use of country 
resolutions, given the Czech view that such resolutions 

should only be applied in the case of \"grave\" abuses. 
Stromsikova admitted that it would likely be difficult to 

come up with an acceptable text, but said the Czechs (with EU 
partners) were not yet ready to abandon the effort. 


3. (C) Stromsikova said the Czechs had not yet determined 

their stance on the resolution on secret places of detention. 
Terming the Belarus text \"cleverly drafted,\" Stromsikova 

said that many EU members, including the UK, were prepared to 
begin negotiating on the resolution. She said the GOCR, like 
most other EU members, thought it important that the UNGA 
take up the question of secret detentions. She rejected the 

USG assessment that the issue was adequately covered in other 
UNGA resolutions. Specifically, she suggested that the USG 
had hurt itself on this by successfully scaling back the 

language in Mexico\'s resolution on human rights while 

fighting terrorism -- a more robust Mexican resolution could 

have permitted the EU to reject the Belarus proposal. 


4. (C) On the question of No Action motions, Kara noted that 
the Czechs would support the EU practice of opposing No 
Action motions, although he admitted that there are instances 
where such procedural tactics can be helpful. Reviewing the 
defeat of U.S. efforts to win support for an amendment to the 
UNGA Cuban embargo resolution dealing with human rights (ref 
D), Kara said the result was unfortunately close to his 
prediction weeks earlier that an attempt to add human rights 
language to the embargo resolution would fail on procedural 
grounds (ref E). 

GRABER 
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FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC PRIORITY 4699 
INFO RUEHKA/AMEMBASSY DHAKA 9583 
RUEHIL/AMEMBASSY ISLAMABAD 6509 
RUEHKT/AMEMBASSY KATHMANDU 4566 
RUEHLO/AMEMBASSY LONDON 3310 
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RUEHNE/AMEMBASSY NEW DELHI 0197 
RUEHNY/AMEMBASSY OSLO 3399 
RUEHSM/AMEMBASSY STOCKHOLM 0436 
RUEHKO/AMEMBASSY TOKYO 2480 
RUEHCG/AMCONSUL CHENNAI 7049 
RUEHBI/AMCONSUL MUMBAI 4870 
RUEKDIA/DIA WASHDC 

RHEHNSC/NSC WASHDC 

RHHMUNA/HQ USPACOM HONOLULU HI 
RUEHBS/USEU BRUSSELS 
RUEHGV/USMISSION GENEVA 1504","UNCLAS COLOMBO 001892 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR SCA/INS 


E.O. 12958: N/A 

TAGS: EAID, PHUM, PTER, MOPS, PREL, ASEC, CE 

SUBJECT: BILATERAL DONORS AND INGOS PRESS GOVERNMENT ON 
ACCESS 


REF: A) COLOMBO 1884 B) COLOMBO 1747 C) COLOMBO 1626 
AND PREVIOUS 
THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. 


1. (SBU) Summary. Meetings of the Bilateral Donors Group 
(BDG) and the Consultative Committee Meeting on Humanitarian 
Assistance (CCMHA) this past week focused on NGO access and 
the deteriorating humanitarian situation in Sri Lanka\'s North 

and East. While BDG members, the UN, the ICRC, and the EU 
are pressing for improved access to LTTE-controlled areas and 
Jaffna, the Secretary of Defense remains reluctant. He did 
propose an alternative land route to Jaffna, however. Donors 

will ask for a meeting with President Rajapaksa to discuss 

the findings of the BDG field missions. End summary. 


2. (U) Representatives from the BDG conducted monitoring 
missions to Ampara, Batticaloa, Trincomalee and Jaffna from 
October 5-13, 2006 to assess the humanitarian situation and 
delivery of aid. They presented their report at a November 9 
Donors\' Group meeting hosted attended by AID Director. A 
discussion on November 3 at the second meeting of the CCMHA 
(high-level group on NGO access) brought together 
representatives of the GSL, the UN, Red Cross, World Food 
Program, and the EU to discuss access to \"uncleared\" 
(Tiger-controlled) areas and the opening of supply routes to 
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Jaffna. 


3. (SBU) The BDG field mission reported that INGOs do not 
have access to LTTE-controlled areas. The UN and ICRC have 
limited access to LTTE areas subject to lengthy government 
approval procedures. The BDG missions noted the government 
restricted transport of even basic humanitarian supplies such 

as tents and plastic covers into WunclearedW areas. The BDG 
found that food consumption is below minimum required levels. 
The situation for Internally Displaced People (IDPs) in 

Jaffna, Vakarai (Batticaloa) and Eechilampatu (Trincomalee) 

is severe. The BDG field mission report recommended that the 
GSL coordinate a mechanism for granting NGO access, with 
these three areas listed as the first priority. During the 

CCMHA, the UN also proposed a new system to issue more NGOs 
work permits for uncleared areas. Secretary of Defense 
Gotabaya Rajapaksa said he would assess the request, but was 
reluctant to allow INGOs into uncleared areas because of the 
security threat and to avoid any possible repetition of the 

Action Contre la Faim Muttur case. 


4. (SBU) The BDG field mission noted that Jaffna remains in 
a state of near-isolation. While the government is 
transporting basic food supplies via sea, the flow is 
insufficient to meet basic nutrition needs of the population. 

In the CCMHA, the ICRC emphasized the need for a 
humanitarian supply route to Jaffna agreed by both the GSL 
and LTTE. Secretary Rajapaksa affirmed that the A9 will 
remain closed, but suggested that an alternative land route 
* possibly via Pooneryn and by ferry to Jaffna * could be a 
possibility. 


5. (SBU) In its November 9 meeting, the BDG concluded the 
humanitarian crisis is not getting enough international 

attention and recommended wider dissemination of the BDG\'s 
October field mission findings. Donors agreed that a meeting 
with President Rajapaksa to present the report would be the 
best chance to achieve improvements the humanitarian 
situation and NGO access. 


6. (SBU) COMMENT: The LTTE has shown little interest in the 
alternate A-9 route proposed by the government. Ref (A) 
reports that on November 8, government troops fired on a Sri 
Lanka Monitoring Mission (SLMM)/LTTE Peace Secretariat 
reconnaissance trip to Pooneryn to look at the alternate 

route, probably in error. 

BLAKE 
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ZNR UUUUU ZZH 

R 130613Z NOV 06 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC 7657 
INFO RUEAADN/DTRA DULLES WASHDC 
RUEASWA/DTRA ALEX WASHDC//OSS// 
RUEHGV/USMISSION GENEVA 0939 
RUEHMO/USDAO-DTRO MOSCOW RS 
RUEHKV/AMEMBASSY KYIV 0004 
RUEHSK/AMEMBASSY MINSK 0652 
RUEHMO/AMEMBASSY MOSCOW 1336 


SIPDIS 

SENSITIVE 

MOSCOW FOR DTRO-M/ACID; GENEVA FOR JCIC 
SIPDIS 


E.O. 12958: N/A 
TAGS: PARM, KTIA, START, KZ, KREL, KACT 
SUBJECT: KAZAKHSTAN SUBMITS START QUARTERLY COST LIST. 


1. On 2 November 2006, DTRO Astana (DTRO-A) received the START 
Quarterly Cost List for the period of 1 July through 30 September 

2006 from Lieutenant Colonel A. Aubakirov of the Ministry of Defense 
Arms Reduction Control and Inspection Activities Support Center. 


2. Unofficial Translation follows: 

U.S. Embassy Almaty 

ATTN: Defense Threat Reduction Agency 
Washington D.C. 20041-0498 


Summary List of the Categories of Goods and Services, Provided by 
the Republic of Kazakhstan for the Period 1 July through 30 
September 2006 


A summary list containing all categories of goods and services 
provided by the Republic of Kazakhstan and the estimated overall 
cost of the goods and services provided in each category, is as 
follows: 


A. Inspections pursuant to paragraphs 2, 3, 4, 5, 7, 8, 9, and 10 
of Article XI of the START-1 Treaty: 


1. Fuel for inspection aircraft: None 

2. Servicing of inspection aircraft: None 

3. Meals and lodging at the P.O.E.: None 

4. Transportation of inspectors and equipment: None 
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5. Emergency medical assistance: None 


Detailed lists, by category, of goods and services for the period 1 
July through 30 September 2006, are provided in the enclosures. 


Enclosures: As stated, on 2 Pages. 
Authorized Representative: 

Colonel //signature// A. Aubakirov 
//Begin enclosure// 

ITEMIZED LIST - A1 


FOR: Fuel for inspection aircraft for the period 1 July through 30 
September 2006 


For the period 1 July through 30 September 2006, goods and services 
in this category were not provided. 


ITEMIZED LIST - A2 


FOR: Servicing of inspection aircraft for inspections for the period 
1 July through 30 September 2006 


For the period 1 July through 30 September 2006, goods and services 
in this category were not provided. 


ITEMIZED LIST - A3 


FOR: Meals and lodging at the Point of Entry (POE) and at the 
inspection site for the period 1 July through 30 September 2006 


For the period 1 July through 30 September 2006, goods and services 
in this category were not provided. 


ITEMIZED LIST - A4 


FOR: Transportation of inspectors and their equipment for the period 
1 July through 30 September 2006 


For the period 1 July through 30 September 2006, goods and services 
in this category were not provided. 


ITEMIZED LIST - A5 
FOR: Emergency medical assistance, including emergency evacuation of 


inspectors from the inspection site to the Point of Entry for the 
period 1 July through 30 September 2006 
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For the period 1 July through 30 September 2006, goods and services 
in this category were not provided. 


//end enclosure// 
End of Unofficial Translation 


3. POCs for this action are DTRO-A Staff Laura Smiley and Marcus 
Smith; Office Tel. (from the U.S.) 011-7-3172-702-100; 
011-7-333-223-0864; E-mail: AlmatyDT RO@state.gov 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: OTRA, PREL, JA 

SUBJECT: COUNTRY CLEARANCE FOR EAP/J DEPUTY DIRECTOR 
RICHHART 


REF: STATE 184808 


1. (U) Embassy welcomes and grants country clearance for 
the November 18-21, 2006 visit to Japan by EAP/J Deputy 
Director Richhart. 


2. (U) Embassy point of contact for the visit will be Carl 
Watson. He can be reached at: 


Office phone: (81-3)3224-5558 

Home phone: (81-3)3224-6872 

Cell phone: 81(0)80 5479-4215 

Fax: (81-3)3224-5322 

E-mail: watsonct@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the three 
nights of 18-20 November at: 
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Imperial Hotel Tokyo 

1-1-1 Uchisaiwai-cho 
Chiyoda-ku, Tokyo 100-8558 
Tel: (81-3) 3504-1111 

Fax: (81-3) 3581-9146 

Email: www.imperialhotel.co.jp 


At this time the ANA and Okura hotels are fully booked. As 
requested, we have Mr. Richhart wait-listed with the ANA 
hotel. If at all possible we will reserve a room there and 
inform him. 


ANA Hotel. 

12-33-1 Akasaka 

Minato-ku, Tokyo 107-0052 
Tel: (81-3) 3505-1111 

Fax: (81-3) 3505-1155 
Email: www. anahoteltokyo.jp 


4. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers ona 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 
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Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. The events of September 11 at the 
World Trade Center, the Pentagon, and Somerset, Pennsylvania, 
serve as a cruel reminder of the continuing threat from 


terrorists and extremist groups to Americans and American 
interests worldwide. This situation remains fluid and 
American citizens should be aware of the potential risks and 
take these into consideration when making travel plans. The 
Department will continue to develop information about 
potential threats to Americans overseas and to share credible 
threat information through its consular information program 
documents available on the internet at the Bureau of Consular 
Affairs home page: http://www.travel.state.gov. 


8. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


9. (U) As the U.S. Government has reported in public 
announcements over the last several months, U.S. citizens and 
interests abroad may be at increased risk of terrorist 

actions from extremist groups, which may target civilians and 
include suicide operations. Most recently, we advised that 

we had unconfirmed information that terrorist actions may be 
taken against U.S. Military facilities and/or establishments 
frequented by U.S. military personnel in Korea and Japan. 
Americans should increase their security awareness and avoid 
locations where Americans are generally known to congregate. 
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10. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


11. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

SCHIEFFER 
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E.O. 12958: DECL: 11/12/2031 

TAGS: KTFN, EFIN, PTER, PREL, ETTC, SA 

SUBJECT: TERRORISM FINANCE: POST\'S RESPONSE ON THE RADICAL 
IDEOLOGUE INITIATIVE 


Column 3 
REF: A. SECSTATE 135332 
B. RIYADH 8415 


Classified By: Ambassador James Oberwetter for reasons 1.5 (b), (d), an 
d (9). 


1. (S/NF) Mission Saudi Arabia supports the aim of the 
Radical Ideologue Initiative to sanction individuals and 

entities that provide both monetary/material support and 
ideological support to terror organizations (ref a). This 

initiative underlines the international community\'s need to 
counter the terrorists, attempts to recruit followers and 
supporters based on ideological appeals. Post does have four 
general concerns on implementation of this initiative, based 
on our understanding of Saudi sensitivities. 


2. (S/NF) Post\'s reading of the relevant UN Security Council 
resolutions (especially op para 2 of UNSCR 1617) is that the 
UN Sanctions Committee is authorized to sanction acts that 
directly support and facilitate the Taliban and Al-Qa\‘ida, 

e.g., recruiting terrorists, and financing or planning 

terrorist acts. 


3. (S/NF) The SAG\'s policy as articulated to us at nearly 
every meeting, is that they will undertake to fulfill their 
obligations as a UN member. This includes implementing UN 
Committee designations against prominent SAG citizens such as 
Yassin Al-Qadi and Abd Al-Hamid Sulaiman Al-Mua\\jil. Given 
their legalist rationale for taking these actions, they might 

see our Radical Ideologues Initiative as a new interpretation 

of the UNSCRs to broaden the scope of sanctions to include 
ideological support. If not properly explained to the 

Saudis, this initiative may have the potential of lessening 

their cooperation with us on implementing UN Committee 
designations. 


4. (S/NF) Post\'s liaison representatives have been working 
with the SAG in a ongoing program to deter radical clerics 
from their radical preaching and teachings in the Kingdom. 
This program has three goals: 1) to monitor radical clerics; 
2) co-opt radical clerics; and 3) remove the clerics if they 

are not cooperative. The SAG believes it has been proactive 
in its response to radicalism in the Kingdom. The SAG 
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believes its approach demonstrates a willingness to deter 
this type of radical ideologue behavior. For the U.S. to 
designate individuals that the SAG is targeting for 
co-optation might be seen as a US effort to undercut the 
Saudis. Thus our Radical Ideologue Initiative must be 
closely coordinated with the SAG at the initial stages of 
targeting these individuals/organizations and throughout the 
process. 


5. (S/NF) Post understands that this Initiative would aim to 
deter radical ideological support for terrorists, by ensuring 
some of its headline exponents (who are also financing or 
recruiting terrorists and thus sanctionable under relevant 
UNSCRs) are sanctioned by the UN Committee. But a public 
affairs posture that stresses the ideological support, rather 
than the evidence of financing/recruiting, could play into 

the hands of the extremist preachers. They could point to 
this as an example of a war on Islamic ideas, not on criminal 
acts of terrorism. 
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6. (S/NS) In implementing and managing the Initiative, it 

will be vitally important to keep in mind that the Saudi 

political system is based on a 260-year-old alliance between 
the ruling Al Saud royal family and the Al al-Shaykh family, 

the guardians of the Kingdom\'s religious institution. The Al 
al-Shaykh are the descendants of Muhammmad ibn Abd al-Wahhab, 
the founder of the Wahhabi movement. Just as the Al Saud 
dominate the Saudi government, so the Al al-Shaykh dominate 
the Kingdom\'s religious life, courts, and educational system. 
We currently know of no Al al-Shaykh members who might be 
impacted by the designation process under the Initiative. 

That said, the designation process will need to take this key 
alliance into account, in order to avoid inadvertently 

affecting the core of the Saudi political system. If forced 

to choose between their bedrock domestic political allies and 
interests and the US, the Al Saud will always choose the 
former. 


7. (S/NF) In conclusion, we fully support prioritizing 
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extremist imams and inciters of terrorism, who also qualify 
for designation under the UNSCRs, as long as we closely 
coordinate through liaison channels with the SAG. We do 
question the benefits of rolling out a new Initiative when 
this prioritization can be accomplished without public 
fanfare and within the USG,s counter terrorism interagency 
process. 

OBERWETTER 
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E.O. 12958: DECL: 11/12/2031 

TAGS: KTFN, EFIN, PTER, PREL, ETTC, SA 

SUBJECT: TERRORISM FINANCE: POST\'S RESPONSE ON THE RADICAL 
IDEOLOGUE INITIATIVE 


REF: A. SECSTATE 135332 
B. RIYADH 8415 


Classified By: Ambassador James Oberwetter for reasons 1.5 (b), (d), an 
d (9). 


1. (S/NF) Mission Saudi Arabia supports the aim of the 
Radical Ideologue Initiative to sanction individuals and 
entities that provide both monetary/material support and 
ideological support to terror organizations (ref a). This 
initiative underlines the international community\'s need to 
counter the terrorists, attempts to recruit followers and 
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supporters based on ideological appeals. Post does have four 
general concerns on implementation of this initiative, based 
on our understanding of Saudi sensitivities. 


2. (S/NF) Post\'s reading of the relevant UN Security Council 
resolutions (especially op para 2 of UNSCR 1617) is that the 
UN Sanctions Committee is authorized to sanction acts that 
directly support and facilitate the Taliban and Al-QaVida, 

e.g., recruiting terrorists, and financing or planning 

terrorist acts. 


3. (S/NF) The SAG\'s policy as articulated to us at nearly 
every meeting, is that they will undertake to fulfill their 
obligations as a UN member. This includes implementing UN 
Committee designations against prominent SAG citizens such as 
Yassin Al-Qadi and Abd Al-Hamid Sulaiman Al-Mua\'jil. Given 
their legalist rationale for taking these actions, they might 

see our Radical Ideologues Initiative as a new interpretation 

of the UNSCRs to broaden the scope of sanctions to include 
ideological support. If not properly explained to the 

Saudis, this initiative may have the potential of lessening 

their cooperation with us on implementing UN Committee 
designations. 


4. (S/NF) PostVs liaison representatives have been working 
with the SAG in a ongoing program to deter radical clerics 
from their radical preaching and teachings in the Kingdom. 
This program has three goals: 1) to monitor radical clerics; 
2) co-opt radical clerics; and 3) remove the clerics if they 
are not cooperative. The SAG believes it has been proactive 
in its response to radicalism in the Kingdom. The SAG 
believes its approach demonstrates a willingness to deter 
this type of radical ideologue behavior. For the U.S. to 
designate individuals that the SAG is targeting for 
co-optation might be seen as a US effort to undercut the 
Saudis. Thus our Radical Ideologue Initiative must be 
closely coordinated with the SAG at the initial stages of 
targeting these individuals/organizations and throughout the 
process. 
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5. (S/NF) Post understands that this Initiative would aim to 
deter radical ideological support for terrorists, by ensuring 
some of its headline exponents (who are also financing or 
recruiting terrorists and thus sanctionable under relevant 
UNSCRs) are sanctioned by the UN Committee. But a public 
affairs posture that stresses the ideological support, rather 
than the evidence of financing/recruiting, could play into 

the hands of the extremist preachers. They could point to 
this as an example of a war on Islamic ideas, not on criminal 
acts of terrorism. 
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6. (S/NS) In implementing and managing the Initiative, it 

will be vitally important to keep in mind that the Saudi 

political system is based on a 260-year-old alliance between 
the ruling Al Saud royal family and the Al al-Shaykh family, 

the guardians of the Kingdom\'s religious institution. The Al 
al-Shaykh are the descendants of Muhammmad ibn Abd al-Wahhab, 
the founder of the Wahhabi movement. Just as the Al Saud 
dominate the Saudi government, so the Al al-Shaykh dominate 
the Kingdom\'s religious life, courts, and educational system. 
We currently know of no Al al-Shaykh members who might be 
impacted by the designation process under the Initiative. 

That said, the designation process will need to take this key 
alliance into account, in order to avoid inadvertently 

affecting the core of the Saudi political system. If forced 

to choose between their bedrock domestic political allies and 
interests and the US, the Al Saud will always choose the 
former. 


7. (S/NF) In conclusion, we fully support prioritizing 
extremist imams and inciters of terrorism, who also qualify 
for designation under the UNSCRs, as long as we closely 
coordinate through liaison channels with the SAG. We do 
question the benefits of rolling out a new Initiative when 
this prioritization can be accomplished without public 
fanfare and within the USG,s counter terrorism interagency 
process. 

OBERWETTER 
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E.O. 12958: N/A 

TAGS: KISL, KPAO, KIRF, PREL, PHUM, SR 

SUBJECT: SERBIA\'S SANDZAK -- DEMOCRATIC STANDARDS DROP AS 
LOCAL BOSNIAK POLITICAL MACHINE TEAMS UP WITH GOS 


1. SUMMARY: A recent visit to the largest city in Serbia\'s 
Sandzak area, the home of Serbia\'s largest Bosniak minority 
community, shows the local political machine of Sulejman 
Ugljanin, a close ally of PM Kostunica, firmly in control. 

A murky election-day shoot-out during a Belgrade-backed 
recall of the local assembly several months ago has helped 
Ugljanin consolidate his control there. The result is a 

serious set back for national democratic light and ICTY 

point man Rasim Ljajic that has prompted the local moderate 
Mufti to take on a more overt political role. End Summary 


2. Novi Pazar, the central city of Serbia\'s Sandzak 

region, is the most important city for Serbia\'s Bosniak 
community, as a historic trading post on the road linking 
Bosnia and Kosovo. Sulejman Ugljanin, an aging former 
boxer, keeps a firm hand on the city\'s local political 
machine controlled by his Party of Democratic Action (SDA). 
Ugljanin is not encumbered by political principle; his sole 
motivation is to retain power and prevent any meaningful 
opposition to his rule. Once a strong proponent of 
autonomy for the Sandzak and a supporter of the DS, 
Ugljanin left the DS caucus in 2004 and joined Kostunica\'s 
coalition; an amazing about face considering the PM\'s anti- 
autonomy stance. For Ugljanin, the chance of enlisting the 
government in his fight against his former deputy and 
erstwhile rival Ljajic was too much to resist. For 
Kostunica, it was an equally easy decision that allowed him 
to jettison the troublesome Nebojsa Covic from his 
coalition. Kostunica offered Ugljanin key deputy posts in 
the Ministry of Capital Investments (roads and 
infrastructure are critical to the mountainous Sandzak) and 
the Ministry of Local Governance (critical for interpreting 
national law on local governance), literally pulling the 

rug from under Ljajic\'s feet. 
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Democratic Hopes Fall Prey to New Coalition 


3. In the 2004 Novi Pazar elections, Ugljanin was dealt a 
heavy blow when Ljajic and his Sandzak Democratic Party 
(SDP) were able to get control of the city assembly. Once 
assured of Belgrade\'s support, Ugljanin struck back, 
orchestrating an outrageous recall vote of the assembly and 
intimidating Ljajic\'s allies, including the local Mufti, 
moderate Muamar Zukorlic. Shortly before the recall vote, 
Zukorlic was stopped by police on his way back to Novi 
Pazar after flying back from one of his periodic religious 
visits to Iran. Even though he had not been stopped in the 
airport upon arrival, police stopped Zukorlic on the road, 
searching his vehicle and luggage. The Mufti refused to 
allow his personal bags to be searched. Rumors circulated 
in the press afterwards suggesting that Zukorlic was 
carrying significant funds from Tehran that were to be used 
for political purposes. Embassy sources confirmed 
Zukorlic\'s moderate political leanings, notwithstanding his 
peiodic trips to Iran and suggested that the inciden had 
been arranged by Ugljanin\'s machine to warn ukorlic 
aainst any involvement in the recall voe. 


4. Local assembly elections in Novi Pazar o September 10, 
2006, pitted Ugljanin\'s ocal city machine against Rasim 
Ljajic\'s SDP. There were scuffles and incidents during the 
course of the day, culminating in the shooting death of a 
List for Sandzak candidate (party headed by Ugljanin) for 
councilperson, Ruzdija Durovic, outside a polling station. 
Two people from Ljajic\'s SDP were arrested for the 
shooting, after which Ljajic pulled his people out of all 
polling stations. As a result Ugljanin won control of the 
assembly, gaining 27 of 47 seats, while LjajicYs SDP, in a 
coalition with DS and G17 Plus, won 12 seats. Following 
the shooting Ljajic stated that his party would not take 

part in future elections without OSCE observers present, 
and declared a boycott of the assembly election. LjajicWs 
boycott meant the withdrawal of his party from the 
assembly. Of the 12 seats, the SDP gave two seats to the 
DS, two to the Green Party, and one to G17 Plus. 


Ljajic Fights to Save His Political Life 


5. The events in Sandzak considerably complicate Ljajic\'s 
efforts in Novi Pazar and undermine his political standing 
not only among Sandzakis but at the national level as well. 
However, Ljajic is fighting to remain on the political 

scene. His initial efforts to start a minority coalition 
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list for the next parliamentary elections have been 
overtaken by a generous offer from the Democratic Party 
(DS) for him to run on the DS list. The deal offers him 
campaign funds, a promised ministerial post and several 
vice ministerial posts. The catch is that it will be the 

DS, and not the SDA, that controls the party seats, 
constricting Ljajic\'s ability to maneuver on issues that 
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directly affect his constituency. It is obvious that 

Ljajic recently lost some influence as a result of the Novi 
Pazar elections. However, he still has opportunities to 
overcome this setback. 


Conflict with the Islamic Community 


6. Ugljanin, encouraged by his electoral victory, has 
launched public and legal attacks against Mufti Zukorlic. 
Esad Dzudzevic, MP in the Serbian Parliament and Ugljanin\'s 
associate, is encouraging Bosniaks to sever ties with the 
SIC as long as Zukorlic remains the head. Zukorlic claims 
that Ugljanin won unfairly and now wants to co-opt the SIC, 
starting with Zukorlic\'s ouster. One of the main points of 
contention recently has been control of the Islamic Faculty 
building, located across the street from the city hall in 

Novi Pazar. This building was recently vandalized, and the 
Mufti believes it is just one part of the ongoing attacks 
against the Islamic Community. Ugljanin claims that the 
problem with the Faculty was the result of a question of 
ownership. He said he knew nothing of the issue until the 
Mufti organized a protest. Ugljanin considers this an issue 
to be solved by the courts, and says that he will not take 
sides. He admitted, however, his anger with the Islamic 
Community for making political statements (at local 
mosques) during the pre-election silence period. The Mufti 
on the other hand claims that he had a sort of \"gentlemen\'s 
agreement\" with the current owner of the building that they 
would share the space temporarily until ownership is 
resolved. The Mufti believes that Ugljanin is behind the 
vandalism as well as the building dispute. 


The Referendum in Sandzak 


7. Ugljanin\'s close relationship with Kostunica and the 
ongoing fight in the Sandzak community also presented a 
confusing picture of Bosniak support for the Constitution 
in the referendum held in late October. Ugljanin was an 
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ardent supporter of the constitution, claiming excellent 
relations between the Serbs and the Bosniaks in the region. 
He admitted that the Constitution was not perfect, but 
argued that the three major demands of his List for Sandzak 
party, List for Sandzak, were accepted, to include 
\"balanced and proportional regional development.\" He was 
willing to compromise on other points because he believed 
that this was important to the region. 


8. The opposition took a different position. In mid 

October the Meshihat of the Islamic Community of Sandzak, 
(also referred to as the Supreme Council, which provides 
Islamic spiritual leadership), along with five Bosniak 

parties, signed a declaration stating that the new 
constitution in Serbia ignores the demands of the Bosniaks 
and marginalizes them further. In this declaration they ask 
that President Tadic and Prime Minister Kostunica begin a 
dialogue about resolving the status of the Sandzak and of 
Bosniaks living in Serbia. This document was signed by 
Mufti Zukorlic, Ljajic (representing the SDP), Dzemail 
Suljevic (People\'s Movement of Sandzak), Fevzija Muric 
(Stranka za Sandzak), Tarik Imamovic (Sandzak Alternative), 
and Zehnija Bulic (Sandzak Democratic Union). Ugljanin\'s 
party, List for Sandzak, did not sign. 


9. The results of the referendum were overwhelmingly in 
support of the constitution. But the anomalous results 
(the Sandzak was listed as the part of Serbia most in 
support of the Constitution, with over 60 percent of the 
population coming out in favor -- this in spite of 
controversy surrounding provisions on minority protections 
and regional autonomy) and secret monitoring of specific 
polling stations suggests widespread election day tampering 
at the Sandzak polling stations. More troubling yet, were 
reports, following the referendum, of a gun clash in Novi 
Pazar between a small group of Wahabis -- not a regular 
feature of the local Islamic community -- and others 
outside the main mosque. 


Lack of Free Press 


10. Journalists in Novi Pazarsay that they are 

increasingly prevented from doig their jobs due to the 

lack of freedom of the pess. Generally, they are not 

allowed to ask quesions, but rather only to report on the 
situation. For example, when the shooting incident occurred 
in September, journalists who tried to cover the story 
returned home in fear for their safety. 


Comment 
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11. The Sandzak has significant regional influence as a 
minority Bosniak area in Serbia that maintains close and 
sensitive trade links with Bosnia, Montenegro and Kosovo. 
Ugljanin\'s shenanigans over the last several months, 
suggest he would go to any lengths in his myopic and driven 
effort to eliminate the local opposition. Not only is this 
dangerous for Sandzak -- by lowering democratic standards 
and encouraging a dangerous mix of Islam and politics -- it 
is also bad for Rasim Ljajic, one of the more promising 
democrats on the national scene. We are discussing with 
our GOTV implementers (NDI, IRI) how we can best support 
Ljajic\'s SDP and other parties in his coalition in the 

likely January parliamentary elections. We will also 

continue to consider how to use our direct engagement (e.g., 
Ambassadorial visit, AID efforts) in Novi Pazar and in the 
Sandzak region more generally, to support democratic 
standards. 
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CENTCOM FOR CFC-A, CG CJTF-76, POLAD 


E.O. 12958: DECL: 08/03/2016 
TAGS: PREL, PGOV, PTER, AF 
SUBJECT: MUSA QALA - SHOWING GOA AUTHORITY IS ESSENTIAL 


Classified By: Ambassador Ronald Neumann, for reasons 1.4 (b), (d.) 


1. (C) In a November 8 meeting with Helmand Governor 
Daud, Ambassador Neumann discussed the situation in 
Musa Qala and Daud,s own plans. Daud confirmed that 
he had told President Karzai that if Deputy Governor 
Amir Mohammad Akhundzada were not removed, Daud 
refused to return to Helmand. He said he was still 
waiting for a decision from the President. (Note: 

As of November 13, this situation had not yet been 
resolved. End note.) 


2. (C) On Musa Qala, Daud reiterated the reasons for 
reaching agreement with the local elders. (Note: 
Septel from PRT Lashkar Gah will present Daud,s 
position in more detail.) The Ambassador, while 
acknowledging the difficult situation in the area, 

said the agreement has sparked a debate that will 
have wider political consequences. While we can 

live with the debate for a while, it will need to be 
resolved. In particular, the Ambassador said that 

the agreement could prove to be a good thing. 
However we need to look carefully at whether it is 
creating a safe area for the Taliban. He said that 

our long term mission is to build a state. If the 

Musa Qala agreement is a step in that direction, 
good. If it is peace at the price of no state, that 

is unacceptable. The Ambassador said that a recent 
PAG had discussed the need to send in some police 
from outside to show some real government authority 
- no number decided but around 50-70 patrolmen. 
While the Nov 8 PAG appears to have backtracked on 
this idea (septel), Ambassador told Daud he remains 
convinced that only the presence of outside security 
forces can show that that the government retains 
authority. He said that first this presence needs to 

be established and then government officials, 
including Daud, should conduct a public information 
campaign to counter the negative publicity that the 
agreement has received in various circles. He noted 
that everyone he has talked to - including 
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Parliamentarians and other opinion makers - is 
concerned that the agreement might have ceded 
territory or influence to the enemy. 


3. (C) Moreover, the Ambassador added, the lack of 
resolution of the Musa Qala situation would impact 
the Kajaki Dam project, a key USAID infrastructure 
investment. He said that there must be sufficient 
ISAF and ANSF presence in northern Helmand to 
protect the contractors working on the dam and allow 
reasonable assurance that the contractors can 
continue working once they mobilize. 


4. (C) Governor Daud acknowledged the Ambassador,s 
concerns and, after some hesitation, said it should 

be possible to work something out regarding the 
deployment of external police to Musa Qala (Note: 

this statement was far less than firm. End note.) 

He said the police would probably come from elsewhere 
in Helmand rather than outside the province. Daud 
added he had met earlier that day with President 

Karzai and elders from the neighboring district of 

Now Zad. The elders were asking for an agreement 
similar to that for Musa Qala. He said a 

provisional agreement was reached in which - unlike 

in Musa Qala - the district administrator and police 

chief would be from outside Now Zad. The Ambassador 
said that would be an improvement, but advised that 
the GOA should be very careful to avoid concluding 

any agreements before the Musa Qala situation has 
been fully resolved. 

NEUMANN 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PREF, PRUM, KTIP, KN, KS, CH 

SUBJECT: ASSISTING NORTH KOREANS IN NORTHEAST CHINA: ONE 
GROUP\'S STORY 


Classified By: A/POL Brian McFeeters. Reasons 1.4 (b,d) 


SUMMARY 


1. (C) Crossing Borders (protect) is a Christian organization 
that provides assistance to North Korean migrants and 
refugees in Yanji, China. American citizen Mike Kim (KIM 
Sun-jung), approached the Embassy on November 1 to discuss 
his organization\'s operations in China. Crossing Borders\' 
Korean-Chinese staff frequently travels into North Korea and 
produces reports on the situation inside the DPRK. Kim, a 
Korean-American, shared stories that he heard from North 
Koreans that passed through his shelters. COMMENT: We are 
unsure of KimVs motivation for approaching us, and are 
cautious about the veracity of some of his claims about 
Crossing Borders\' work and the defector stories he recounted. 
Nonetheless, we believe that his organization could be an 
important source for information on conditions in North Korea 
and a worthwhile contact to maintain. END SUMMARY AND COMMENT. 


CROSSING BORDERS: OPERATIONS 


2. (C) Mike Kim (protect), a Korean-American who has lived in 
Northeast China for four years, requested a meeting with 
Poloffs on November 1 to discuss his involvement with 
Christian-based organization Crossing Borders (protect). Kim 
first went to China to visit house churches (\"basically two 

or three people praying in someone\'s home\") and witness 
first-hand the persecution of Christians. During the trip, 

he learned of the plight of North Korean refugees and was 
inspired to work on the issue after meeting his first North 
Korean refugee, a North Korean girl who he thought was seven, 
when she was in fact 13. Kim moved to China under cover of 
being an electrician. Fearing discovery by Chinese 
authorities, he changed his cover to a Taekwondo teacher, as 
he has no training as an electrician. In an interesting 

twist, Kim said that he had trained with two North Korean 
Taekwondo masters in Yanji. 
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3. (C) Kim initially focused on helping North Korean refugees 
seek asylum in third countries. He reported with pride that 

he was involved in the 2003 incident in Shanghai in which 

four North Korean teenagers entered the British Consulate. 
Following Chinese crackdowns and deportations of North Korean 
refugees after several such high-profile incursions into 
diplomatic facilities, Kim reported his surprise at hearing 

some farmers in Northeast China complain about the Crossing 
Borders\' tactics. These farmers, whose North Korean wives 
had been deported, argued that, until the profile of the 

issue was raised through such incidents, North Koreans were 
able to live relatively undisturbed in Northeast China. 


4. (C) Kim reported that most foreign activists who help 
North Korean refugees in Northeast China do not last long. 
They are generally arrested and deported within one year. 
Because Kim wanted to live and work in China for a longer 
time period, he decided to focus his work on providing 
assistance to North Korean migrants and refugees and to 
obtaining information on the situation inside North Korea. 
Crossing Borders sends ten teams of Korean-Chinese staff in 
to North Korea each month to gather information about the 
situation there. These teams report primarily on social, 
humanitarian, and human rights issues, but occasionally 
gather information on military issues, Kim said. 


5. (C) Crossing Borders also provides humanitarian assistance 
and religious instruction and materials to North Korean 
migrants and refugees that pass through its shelters and 
Churches in Yanji, China, Kim stated. Crossing Borders, he 
said, no longer helps North Koreans seek asylum elsewhere, 
but rather helps North Koreans integrate in China or return 

to North Korea. While the organization allows North Koreans 
to choose their path, it encourages North Koreans to return 
to the DPRK and return periodically to China with information 
and for additional materials. Kim said his organization 

thinks returning to North Korea is the best solution for 

North Koreans, who face difficulty integrating elsewhere, and 
said that Crossing Borders helps them establish business or 
other means of surviving in North Korea. 
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DEFECTOR TESTIMONIES 


6. (C) Kim reported that, based on a survey conducted of the 
North Koreans that passed through Crossing Borders\' shelters 
and churches, 97 percent of North Korean women are 
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trafficking victims. Kim told of another defector who had 
been imprisoned in North Korea and reported being used by 
prison guards for Taekwondo practice. Despite their 
hardships, Kim said he has been struck by North Koreans\' 
resilience and will to survive. 


7. (C) Kim also told us about a former DPRK soldier who 
recalled watching television footage of U.S. operations in 
Operation Desert Storm, and many considered that North Korean 
forces could not compete. The DPRK solders were impressed 
with the superior capabilities of the U.S. military. The 

military, according to this defector, did not have enough 

food, and many soldiers where unable to complete their daily 
exercise routine due to malnutrition. Many were unable to 
concentrate, Kim said the defector reported, because they 
spent most of their time thinking of food or sleep. Kim said 
that many soldiers are reportedly encouraged to steal goods 
such as alcohol from other North Korean citizens for their 
commanding officers. Kim described being struck by the 
defector\'s description of the North Korean soldiers\' 

mentality, as most soldiers knew that many of them would not 
survive in a war with the U.S. Kim recounted that the 
defector told him that if a war broke out, most soldiers 

would first shoot their commanding officers. 


REPORTING INTO A BLACK HOLE 


8. (C) Kim told Poloffs that Crossing Borders\' reports are 
produced and archived within the organization, and not 
disseminated on a more regular basis. Kim expressed some 
surprise at USG interest in information collected from North 
Korean defectors and by Crossing Borders\' representatives who 
travel into North Korea. Kim said that the organization had 
struggled between publicizing its information widely, 
particularly through the media, and keeping its operations 
and information more discreet. Kim seemed open to Poloffs\' 
suggestions for quiet and confidential channels through which 
reporting could be shared with the USG, other NGOs, or both. 
STANTON 
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E.O. 12958: DECL: 11/13/2031 

TAGS: PREL, PGOV, CH, TW 

SUBJECT: CHEN YUNLIN RAISES TAIWAN CONSTITUTION CONCERNS 
WITH AMBASSADOR 


Classified By: Ambassador Clark T. Randt, Jr. Reasons 1.4 (b/d). 


Summary 


1. (S) Taiwan Affairs Office (TAO) Director Chen Yunlin told 
the Ambassador that China remains concerned about Chen 
Shui-bian\'s plans to pursue de jure independence for Taiwan 
through constitutional reform, despite his current political 
troubles. TAO\'s Chen asserted that Chen Shui-bian will take 
advantage of U.S. \"acceptance\" of the termination of the 
National Unification Council and Guidelines to try to win 

U.S. approval for his notion of \"freezing\" the current 

Republic of China (ROC) Constitution. TAO\'s Chen described 
the purported contents of four different DPP draft 

constitutions, stressed that constitutional reform is a 
dangerous process and asked that China and the United States 
continue to communicate on the issue. The Ambassador noted 
that President Bush has been very clear that the United 

States opposes unilateral changes to the cross-Strait status 
quo by either side. Maintaining open channels of 
communication on this issue is in the interest of all sides, 

the Ambassador added. 


Concerns About Constitution Moves 


2. (S) TAO Director Chen Yunlin described China\'s concerns 
about Chen Shui-bian\'s plans to pursue constitutional reform 
in Taiwan during a November 9 meeting with the Ambassador. 
TAO\'s Chen expressed appreciation for the good reception he 
had during his September visit to Washington, but said he is 
concerned that many U.S. officials appeared to believe that 
Chen Shui-bian would be unable to pursue constitutional 
reform because of his current political troubles. U.S. 

officials mentioned that Chen Shui-bian had given assurances 
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that he would not press constitutional reform and said they 
doubted that, in his weakened political state, Chen Shui-bian 
could get any proposals through the Legislative Yuan (LY). 
Shortly after the trip, however, Chen Shui-bian announced 
publicly that he intended to push constitutional reform and, 
as part of this process, to initiate discussion of the issues 
of national territory and title. In response, the United 
States made its position clear and the Mainland issued a 
serious warning to Chen Shui-bian. As a result, Chen 
Shui-bian\'s attempt to provoke a conflict across the Strait 
failed, TAO\'s Chen stated. 


3. (S) The Mainland understands that Chen Shui-bian and the 
DPP have at least four drafts for a Constitution, TAO\'s Chen 
continued. TAO\'s Chen passed a document that contains brief 
descriptions of each of the four drafts (texts at para 10), 

but said that he wanted to discuss the fourth one, the 

so-called \"Second Republic\" draft. Chen Shui-bian organized 
a group of scholars who support independence to sponsor a 
\"Second Republic\" constitution, modeled on the French Second 
Republic Constitution. This draft, according to TAO\'s Chen, 
denies that Taiwan is an indivisible part of China, denies 

that there is only one China in the world, denies the 

historical fact that Taiwan has never existed as a separate 
country and misquotes the UN Charter. This is an effort to 

trick the international community into supporting the draft, 
TAO\'s Chen insisted. Chen Shui-bian believes that the 
Mainland might even accept this kind of Constitution, he 

said. 


Beware of a Freeze 


4. (S) TAO\'s Chen said he wants to emphasize that DPP 
insiders and Chen Shui-bian view the \"U.S. acceptance\" of the 
\"termination\" of the National Unification Council and 

National Unification Guidelines (NUC, NUG) earlier this year 

as a sign that the United States will accept a \"Second 
Republic\" constitution that would involve \"freezing\" the ROC 
Constitution. If the word \"freeze\" is used, the United 

States can be convinced that the old constitution technically 

still exists, while Chen Shui-bian will tell others that the 

old constitution no longer exists. TAO\'s Chen said that Chen 
Shui-bian boasted about abolishing the NUC and the NUG in his 
recent interview with the Financial Times. \"Just like that, 

the fifth no of Chen Shui-bian\'s original five noes 

commitment was gone,\" TAO\'s Chen commented. 
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5. (S) Some U.S. opinion leaders have intimated that because 
Chen Shui-bian is now in the middle of a corruption scandal, 
he will back off from constitutional reform and focus on 
protecting himself, TAO\'s Chen said. China believes that 
because Chen Shui-bian needs to protect himself he must 
pursue constitutional reform. Facts have proven that Chen 
Shui-bian has no credibility, TAO\'s Chen continued, 
characterizing Chen Shui-bian as someone who cares nothing 
about the interests of others, including the United States, 

and calling him \"a political hooligan.\" 


6. (S) Originally, Chen Shui-bian planned to push 
Constitutional reform at the end of 2006, but now he wants to 
use the opportunity of the U.S. election season to create a 
crisis. This will undermine peace and stability across the 
Taiwan Strait and in East Asia and will undermine the 
increasing cooperation between the United States and China on 
a range of issues. The Chinese Government is already making 
preparations for the worst case, but China and the United 
States can not allow a crisis to occur. 


China Seeks Stability 


7. (S) TAOWs Chen stated that China wants to assure the 
United States that it will adhere to its consistent 

guidelines and principles in dealing with Taiwan. China 
supports stability, peace and development across the Strait 

and has taken many measures this year to promote cross-Strait 
exchanges and ties. China does not care whether Chen 
Shui-bian remains in power or who comes to power, TAO\'s Chen 
asserted, claiming that this is for people in Taiwan to 

decide. China\'s policy will not change, but if any leader in 
Taiwan pursues de jure independence, \"China will struggle 
against this until the end,\" he stated. 


8. (S) China and the United States should maintain close 
communication on Taiwan developments from now until 2008, 
Chen urged, as \"many things will be going on\" during that 
time. He hopes that the United States will pay close 

attention to Taiwan and not send any wrong signals or cause 
Taiwan authorities to misunderstand the U.S. position. 
According to Tao\'s Chen, the Taiwan authorities believe that 
since the United States accepted the possibility of 
constitutional changes as long as they do not touch on 
sovereignty or territorial issues, the Taiwan authorities 

believe there is a green light to proceed. They will say 

they are not touching on these issues, but in the end the 
constitution will be fundamentally altered, he continued. 

The United States and China need to prevent opportunities for 
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that \"troublemaker\" Chen Shui-bian to provoke a new crisis. 
This kind of behavior will be dangerous, TAO\'s Chen 
concluded. 


9. (S) The Ambassador noted that President Bush has been 
very clear in stating his opposition to unilateral changes to 
the cross-Strait status quo by either side. Maintaining open 
channels of communication on this issue is in the interest of 
all sides, the Ambassador stated. 


Four Draft Constitutions 


10. (S) Following is an informal translation of a TAO 
document describing different constitutional variants. 


Begin text. 


The first draft openly declares the establishment of the 
Republic of Taiwan, defines the territory of Taiwan plus 
Penghu, Kinmen, Matsu and their other islands as the area of 
national authority, and is essentially a constitution for 

Taiwan independence. 


The second draft declares that Taiwan is a democratic 

republic named the Republic of China, incorporates the \"two 
state theory,\" declares that any political relationship 

between the PRC and ROC must be approved by a referendum of 
the Taiwan people and is equivalent to a \"ROC equals Taiwan\" 
and a \"two state theory\" constitution. 


The third draft abolishes the concept of \"one country, two 
regions\" and the goal of national unification. It amends the 
current constitution, would eliminate all current references 
to the Mainland, indirectly limits the domain of the 
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traditional territory of China and lowers the threshold for 
holding a national referendum. This draft, while called an 
amendment to the constitution, is essentially the 
establishment of a new constitution that eliminates all 
connections to the Mainland. 


The fourth draft is the so-called \"Second Republic\" 
constitution. The draft rejects the notion that Taiwan has 
been a part of China since ancient times and that it was 
returned to China in 1945. It promotes the separatist \"two 
state theory\" and \"one country on each side of the Strait,\" 
misquotes the UN Charter and attempts to change the 
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cross-Strait status quo. 


End text. 
Randt 


85309 

PP RUEHWEB 

DE RUEHTU #2744/01 3170655 

ZNY CCCCC ZZH 

P 130655Z NOV 06 ZDK 

FM AMEMBASSY TUNIS 

TO RUEHC/SECSTATE WASHDC PRIORITY 2197 
INFO RUEHAS/AMEMBASSY ALGIERS PRIORITY 7335 
RUEHRB/AMEMBASSY RABAT PRIORITY 8254 


SIPDIS 
SIPDIS 
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E.O. 12958: DECL: 11/12/2016 
TAGS: PGOV, KDEM, PREL, TS 
SUBJECT: BEN ALI CELEBRATES 19 YEARS IN POWER 


REF: TUNIS 2639 


Classified By: CHARGE DVAFFAIRES a.i. DAVID BALLARD FOR REASONS 1.4 (b) 
AND (d) 


1. (C) SUMMARY. On November 7, Tunisian President Ben Ali 
celebrated the nineteenth anniversary of his assumption of 
power with a speech that highlighted his accomplishments and 
offered a few minor policy proposals. Typically, the speech 
focused on economic achievements and proposals. Although 
there was a traditional prisoner pardon, Ben Ali\'s remarks 
regarding the protection of human rights were unsubstantial. 
Other events related to the holiday primarily focused on 
praising Ben Ali, although he also decorated some prominent 
Tunisians with the \"November 7th Medal." END SUMMARY. 


2. (C) Ben Ali observed the nineteenth anniversary of his 
presidency with a speech to the nation on November 7. Local 
press headlines on the speech blazed \"The Choice of Pluralism 
is Irreversible,\" and Ben Ali stressed that personal and 

national rights, including human rights, and freedoms in 

Tunisia are at the same level as developed countries. As 
evidence of this, Ben Ali announced that the Higher Committee 
of Human Rights will now accept petitions and complaints from 
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citizens and engage in unannounced visits to prison 
establishments. While the Committee is also charged with 
reporting its confidential findings to Ben Ali, given itis a 

part of the Presidency, this step is unlikely, given 

Tunisia\'s prior human rights record, to improve the local 

human rights situation. Ironically, Ben Ali also granted the 
November 7th medal to Committee President Zakaria Ben 
Mustapha and Minister of Justice and Human Rights Bechir 
Tekkari (see also para 5.) However, in a positive human 

rights development, on November 4 Ben Ali pardoned a number 
of prisoners, including members of the banned an-Nahdha party 
(septel). 


3. (C) Ben Ali also stressed his support for local and 
international media, highlighting the role of \"fair 

criticism.\" This, only days after the Tunisian embassy in 

Qatar was closed (reftel) to protest al-Jazeera\'s coverage of 
Tunisian politics. Ben Ali announced that the national radio 

and television entity would be divided into two state-owned 
corporations. Ossama Romdhani, Director of the Foreign Press 
Agency, later told the Charge that the split would help both 
entities become more competitive, noting \"everyone knows 
they\'re not doing a good job.\" 


4. (U) The majority of the speech highlighted Tunisia\'s 
economic achievements under Ben Ali\'s rule, particularly its 
\"high position at the head of developing countries, as 
confirmed by different indicators, reports of most 

international associations and world experts.\" Ben Ali made 
several new policy announcements related to economic 
development and attracting foreign investment. The gesture 
with the most concrete immediate economic impact was that, in 
support of the future full liberalization of the Tunisian 

Dinar, Ben Ali increased the amount of hard currency 
Tunisians can obtain before traveling abroad to TD 4000/year 
(USD 3030) and announcing an amnesty for those currently 
holding hard currency. Ben Ali also said there would be a 
new initiative to provide university graduates with computer 
and foreign language training. 


5. (C) On the occasion of November 7th, President Ben Ali 
also presented national awards to key local figures, but only 
after he himself received the \"Shield of Jerusalem\" award 
from the Palestinian Journalists\' Union. (COMMENT: Ben Ali 
traditionally receives awards -- usually from obscure 

foreign entities -- any time he presents them to others. 
However, a November 2 editorial in a local paper noted that 
Ben Ali refused an RCD attempt to award him, saying 
inexplicably that he \"was focused on the future of the poor 
and youth.\" END COMMENT.) Ben Ali presented the November 
7th Medal to several key figures, including musician Lotfi 
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Bouchnak; GOT Ombudsman Alifa Farouk; Minister of Development 
and International Cooperation Mohamed Nouri Jouini; Prime 
Ministry Minister for Civil Service Zouheir M\'Dhaffer; 

Charfeddine Guellouz, President of the Tunisian Social 

Security Union; Mohamed Moncef Zine, President of the Real 
Estate Tribunal; and Abderrahman Limam, Director General of 
the National Guard. Later in the day, Ben Ali hosted a 

reception celebrating the anniversary of the \"Blessed 

Change.\" National and international dignitaries, including 
Charge, were invited to this low-key event to congratulate 

Ben Ali on his nineteen years as President. While many 
prominent Tunisians in attendance were past recipients of a 
variety of national awards (including the Order of the 

Republic and Order of Independence), only November 7th medals 
were worn on this occasion. 


6. (U) Other anniversary events were equally laudatory of Ben 
AliVs achievements, even when Ben Ali did attend. In 

addition to cultural and sporting events, his ruling 

Democratic Constitutional Rally (RCD) party hosted a major 
conference in celebration of November 7. According to press 
reports, Ben Ali also received congratulatory messages from 
Libya leader Muammar Qaddafi, Morocco\'s King Mohammed VI, 
Palestinian President Abbas, King Abdullah of Jordan and 
Omani Sultan Qaboos. 


7.(C) COMMENT. Before each major speech, observers predict 
-- perhaps optimistically -- that Ben Ali will announce a 

major political reform initiative. This year, it was rumored 

he would change the constitution to appoint a vice president 
-- with most bets on Minister of Defense Kamel Morjane being 
the first incumbent. However, the speech failed to reveal 

any policies of interest to the average Tunisian. Stay 

tuned, though, because Ben Ali noted next year\'s celebration 
of twenty years of rule would be a \"historical date.\" END 
COMMENT. 

BALLARD 
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E.O. 12958: DECL: 11/10/2016 

TAGS: PREL, PGOV, PINS, IZ 

SUBJECT: PM RAISES SUNNI LEADERSHIP, UNSCR AND 
INTERNATIONAL COMPACT WITH AMBASSADOR 


Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (b) and (d). 


1. (S) SUMMARY: In a November 4 meeting, Prime Minister 
Nuri al-Maliki discussed continuing concerns over the 
sincerity of Sunni cooperation within the GOI, specifically 
referring to their efforts towards reconciliation. The 
Ambassador raised UNSCR renewal, highlighting potential 
contradictions within the GOI letter. The PM promised to 
take the Ambassador\'s recommendations into consideration. 
Finally, the PM stated he has already signed a letter asking 
the Saudi Arabia to host the final preparatory meeting for 

the International Compact. END SUMMARY. 


2. (S) The PM raised his continuing frustrations with Sunni 
leaders. They do not want to cooperate on reconciliation, he 
stated. For example, VP Tariq Al-Hashimi, still has not 

signed the Ramadan agreement from October 2. He then argued 
that Al-Hashimi and Adnan Al-Duleimi, CoR member and leader 
of the General Council of Iraqi People, were involved with 

death squad activities. Sunni parties, including IIP and the 
General Council of Iraqi People, were becoming militias, the 

PM warned. 


3. (S) The Ambassador replied that perhaps part of the 
problem is that Al-Hashimi is not involved enough in GOI 
activities. The PM dismissed this statement, stating that 

the problem is that Al-Hashimi wants more control and more 
decision-making authority. The PM said he has taken repeated 
steps to include Al-Hashimi but his efforts have been 

rejected. According to the PM, Al-Hashimi chooses to engage 
with those who do not support the government. 


UNSCR UPDATES AND SAUDI ENGAGEMENT IN THE 
INTERNATIONAL COMPACT 


4. (S) The Ambassador raised potential contradictions he saw 
in the GOI UNSCR rollover letter. The GOI letter states that 


Column 3 

the GOI wants full control over Iraq\'s security, but at the 

same time requests a one year extension for MNF-I troops. 
The Ambassador explained he understood GOI desire for more 
authority. However, this needs to be balanced with the 
practical realities of training and empowering Iraqi Security 
Forces (ISF) and the continued need for MNF-I presence in 
Iraq. The PM promised to take these comments into 
consideration while the UNSCR renewal letter continues to be 
revised. The Ambassador than stated that he had been 
approached by the UK Ambassador who wants to take part ina 
working group looking at accelerating security transition 

from MNF-I to ISF. The USG has no objection to his 

inclusion, but feels the PM must make the final decision. 


5. (C) The Ambassador ended the meeting recommending that the 
GOI approach Saudi Arabia about hosting the final meeting for 

the International Compact. The PM replied that he has 

already signed a letter to the Saudis on this issue. 

Speckhard 
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E.O. 12958: DECL: 11/07/2011 
TAGS: PTER, PREL, PGOV, KISL, SOCI, ID 
SUBJECT: NEW ZEALAND DCM CALLS ON JIS POLITICAL WING 


Classified By: Political Officer Catherine E. Sweet, Reasons 1.4(b) and 
(d) 


1. (C) Summary. New Zealand\'s Deputy Head of Mission briefed 
us about his meeting with Irfan Awwas, the leader of Majelis 
Mujahidin Indonesia (MMI), Jemaah Islamiyah\'s political wing 
(his reporting cable has been sent by classified email to 
EAP/MTS and INR/EAP). Awwas spoke about MMI\'s goal of 
peaceful implementation of Islamic law (shariVa), which he 

said would be achieved without violence and with exceptions 
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for non-Muslims. He praised shari\'a implementation in Aceh 
and expressed support for the proliferation of local shari\'a 
laws in Indonesia. Awwas railed against Australia and the 
U.S., and argued that democracy has \"not brought any good to 
people.\" Finally, Awwas claimed that there is no tangible 
proof that Usama bin Laden was responsible for the September 
11 terrorist attacks, saying bin Laden was the victim of an 
international conspiracy. Strachan\'s cable noted Awwas\'s 
\"strong sense of moral superiority and dogmatic adherence to 
an impositional agenda,\" and added that \"hints of a 
totalitarian mindset were chilling.\" End Summary. 


2. (C) David Strachan, New Zealand\'s Deputy Head of Mission 
in Jakarta, briefed poloff November 6 about his meeting with 
Irfan Awwas, the leader of Majelis Mujahidin Indonesia (MMI), 
Jemaah Islamiyah\'s (Jl) political wing; he also provided us 
with a copy of his reporting cable. (Note. The full text has 
been sent by classified email to EAP/MTS and INR/EAP. End 
Note.) Strachan said that he had been interested in meeting 
with MMI for some time, but cancelled last year when Awwas 
refused to meet him in a neutral location. This year, when 
Awwas reiterated that he would only receive Strachan at MMI\'s 
headquarters in Yogyakarta, Strachan sought and received 
clearance from Wellington to travel thereon October 6. He 
was accompanied by an interpreter. 


Atmospherics 


3. (C) Before turning to the substance of the meeting, 

Strachan set the scene by describing the atmospherics. He 
commented that MMI\'s well-appointed headquarters, including 
two late-model cars in the driveway, suggested to him that 

MMI has supporters within Indonesia\'s upper classes. Upon 
entering the office, he noticed a tape recorder placed 
prominently on Awwas\'s desk, which was switched on to record 
the conversation; he added that this was somewhat superfluous 
since an MMI official was madly transcribing the entire 

meeting onto a laptop as well. Only later, when he received 

a copy of MMI\'s trade publication detailing his meeting with 
Awwas, did Strachan realize that this courtesy call would 
become part of MMI\'s propaganda toolkit. 


4. (C) Strachan told us that New Zealand\'s intelligence 

service had provided him with a list of questions, intended 
primarily to draw Awwas out about the group\'s political 
philosophy. For example, they requested that Strachan ask 
Awwas\'s opinion about radical Islamist ideologues Sayyid 

Qutb, Abdullah Azzam and Sayyid Abul A\la (Maulana) Maududi. 
Awwas, however, did not bite; instead, he claimed that MMI\'s 
teachings are derived from the QurVan, hadith and life of the 
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prophet Muhammad. He asserted that MMI\'s primary purpose is 
to encourage implementation of Islamic law (shari'a) through 
proselytizing and jihad, which he quickly clarified did not 

refer to violent action. On the contrary, Awwas claimed, MMI 
\"hated criminal activity in all its forms.\" (Note. Awwas\'s 
protestations notwithstanding, MMI spiritual leader Abu Bakar 
BaVasyir again voiced support for violence on November 6. 
Local media report that while preaching in East Java, 

BaVasyir urged his followers to wage jihad in the southern 
Philippines or Iraq if they were so inclined, rather than in 
Indonesia. He said that the Bali bombers like Amrozi \"were 
right but they waged jihad at the wrong time and wrong place\" 
by attacking Indonesian targets. End Note.) 


ShariVa: The Cure for What Ails You 


5. (C) Awwas demurred when given the opportunity to praise 
Iran or Afghanistan under the Taliban as ideal Islamic 
societies. He was quite pleased, though, with shariVa 
implementation in Aceh, claiming that the criminalization of 
alcohol and prostitution had helped reduce the crime rate by 
85 percent. Awwas also expressed support for local shariVa 
laws that are proliferating in Indonesia, calling them \"a 

good development.\" When pressed about whether MMI would 
advocate for applying \"hudud\" laws and punishments (i.e., 
amputations for thieves, beheading for murderers, stoning for 
blasphemy and adultery), Awwas said they would. At the same 
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time, Awwas was Careful to say that non--Muslims would not be 
subject to shariVa regulations. 


6. (C) According to Strachan, Awwas explained MMI would have 
five priorities if its ideal of a shariVa-governed society 

were realized: securing freedom of religion; protecting 

Muslim minds from being damaged by things like alcohol and 
drugs; ensuring that the only killings are those carried out 

for \"a justifiable reason;\" protecting property (including 
prescribing severe penalties for corruption and theft); and 
protecting the blood line by ensuring that children are 

legitimate. Strachan commented to poloff that this last 

remark was vaguely reminiscent of Nazis\' master race theory. 


7. (C) In AwwasVs view, shari\'a implementation under a 
worldwide Islamic caliphate would result in peace and harmony 
for Muslims and non-Muslims alike. He harkened back to the 
glory days of the caliphate in Al-Andalus as a model, noting 

the Muslim world\'s (ostensibly benevolent) influence in 
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Europe. 


Australia/America: Root of All Evil 


8. (C) Strachan described Awwas as calm and even-tempered 
until Australia and the U.S. were mentioned. Awwas accused 
Australia of thwarting MMI\'s humanitarian relief efforts 

after the Yogyakarta earthquake, and he alleged that both 
Australia and the U.S. had mistreated Abu Bakar BaVasyir. He 
heaped scorn upon the \"legalization of decadence\" that he 
said characterized American society, and called President 
Bush \"the world\'s number one terrorist.\" Unlike other 
Islamist leaders, Awwas did not attempt to argue Islam\'s 
compatibility with democracy. Indeed, he disparaged Islamist 
political parties like the Prosperous Justice Party (PKS) as 
power hungry, contending that Islam could never emerge 
victorious from within democratic systems. In his view, 
democracy has \"not brought any good to people. The emergence 
of democracy (has) separated Muslims from Islamic teaching. 
If democracy gave a real chance to Islam, shari'a would be 
more easily implemented.\" As for the state doctrine of 
Pancasila, Awwas asked rhetorically what 61 years of 
Pancasila had done for Indonesia, saying Indonesia was no 
different now than it was under colonialism. 


9. (C) Finally, Awwas repeated the tired refrain that there 

is no tangible proof that Usama bin Laden was responsible for 
the September 11 terrorist attacks. If there were, Awwas 
contended, he would be shunned by MMI. At present, however, 
bin Laden was simply the target of an international 

conspiracy. 


10. (C) Strahan told poloff that he hesitated to challenge 
Awwas\'s numerous contradictory statements or probe too deeply 
on sensitive subjects because he was not sure how Awwas would 
respond. Although Awwas was largely placid through the 
encounter, Strahan said he felt uneasy in not knowing what 

might cause Awwas to erupt. In his cable, Strachan commented 
about Awwas\'s \"strong sense of moral superiority and dogmatic 
adherence to an impositional agenda. Hints of a totalitarian 
mindset were chilling,\" he added. 

PASCOE 
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E.O. 12958: DECL: 11/12/2016 

TAGS: PGOV, ECON, PINR, IZ 

SUBJECT: NINEWA: SHAMAR CHIEF ON KURD EXPANSIONISM, 
EMPLOYMENT, AND LAND DISPUTES 


Classified By: Ninewa PRT Leader James Knight. Reasons 1.4(b) and (d). 
This is a Ninewa Provincial Reconstruction Team (PRT) message. 


1. (C) The predominant Shamar Tribe chief in 
Ninewa, Ahmad Abdullah al-Yawer, urgently met PRT 
Team Leader Knight and Multilateral Division North 
Deputy Commander BG Wiercinski\'s representative, COL 
Lull, to express Shamar alarm at Kurd territorial 
ambitions in Ninewa. A group of subordinate Shamar 
leaders also attended to warn of violence if Kurd 
territorial ambitions proceed unchecked. Abdullah 
also asked for Coalition support for Shamar 
recruitment into Iraqi security forces (especially 

the Iraqi Army), and pointed out that disputes 

arising from Shamar land given to settlers under 
Saddam\'s Arabization program are being peacefully 
resolved. End summary. 


2. (C) PRT Leader Knight and COL Kenneth Lull, 
Deputy Commander for the 25th Infantry Division 
Tactical HQ (Forward), met Sheik Abdullah for lunch 

2 Nov, at his home near Rabe\'a and on his urgent 
invitation. Knight and Lull were accompanied by PRT 
Deputy Team Leader COL Brackney and representatives 
of the 403d Civil Affairs Battalion team working in 

the area. Abdullah had been trying to arrange this 
meeting since the middle of Ramadan, and was clearly 
relieved that we had accepted this invitation. 
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3. (C) Abdullah opened the meeting by pointing out 
that Shamars are closer to Coalition forces than to 
GOI authorities, whom they have found unresponsive 
and unengaged. He then showed a video taped during 
his annual Eid al-Fitr meeting with several dozen 
senior Shamar leaders, at which he exhorted them to 
assure that insurgents are not allowed passage or 
safehaven by Shamars. In his taped remarks he also 
pointed out that, although Shamars have always 
considered Kurds their brothers, they will refuse to 

be incorporated into the Kurdistan Regional 
Government (KRG). His final taped remarks 
emphasized that resolution of land disputes by 
Shamars must be peaceful. At Abdullah\'s request, 
our PRT translator related Abdullah\'s remarks in 
English. 


4. (C) After the video screening, Abdullah 

explained at length that he and Kurd leaders have 
always maintained a positive relationship, but that 

he has reiterated many times to KRG leaders that, 
although the Kurds are the Shamars\' brothers, 
Shamars are not Kurds and do not wish to be brought 
under Kurdish control. In response to a Team Leader 
query regarding Kurd responses in these discussions, 
particularly in view of the efforts made to resolve 
Vdisputed territories\' in Ninewa, Abdullah 

indicated only that discussion continues. (Note: 

The disputed territories in Ninewa include Shikhan, 
Makhmur, Sinjar, and Acre Districts, and parts of 
Tal\'Afar District as well. End note.) He 

emphatically added that any referendum held to 
determine adherence to the KRG would be rigged by 
the Kurds to falsely reflect Shamar sentiment. 


5. (C) Elaborating on his remarks about lack of 
engagement by GOI authorities in his areas, Abdullah 
pointed to the inability of Shamar youth to join the 
Iraqi army. He produced a petition to him signed by 
approximately fifty Shamar young men to complain 
that they had not been permitted to enlist. He 

added that Ninewa is the only area in Iraq except 
Ramadi district (al-Anbar Province) in which 
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security forces are primarily staffed by individuals 
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without roots in the areas where they serve. 


6. (C) Abdullah insisted that while this problem is 
somewhat less pronounced with the police, Shamar 
have been almost uniformly unsuccessful in their 
efforts to join the Iraqi Army. Abdullah also 
indicated he has begun a series of meetings which 
will culminate in a large meeting of traditional 

tribal leaders in Mosul to address security concerns 
in the province, including security forces 
recruitment. (Note: Abdullah\'s efforts are 
apparently not linked to Sheik outreach now underway 
by Provincial authorities in Mosul. End note.) 


7. (C) Abdullah made the same point in response to 
COL Lull\'s query regarding the situation at the Port 
of Entry at RabeVa -- corruption continues to be a 
problem there because so few of the officials are 
recruited from the Shamar, who know the area. He 
believes at least half the police and border 
authorities -- include the leadership -- should be 
drawn from localities around Rabe\'a, which would be 
mostly Shamar. These points were also detailed in 
a letter from the Shamar leadership recently sent to 
the Minister of Interior. 


8. (C) When asked by Team Leader Knight to clarify 
the land disputes addressed in his taped remarks, 
Abdullah indicated that the disputes in question 
arose from efforts by Shamar to reclaim land 
distributed to Arab settlers under Saddam\'s 
Arabization programs, mostly near Bayji. Abdullah 
insisted those disputes are being resolved 
successfully and peacefully. 


9. (C) Abdullah provided his visitors with a 

generous lunch, after which he asked Team Leader 
Knight and COL Lull to hear the concerns of a group 
of about 30 Shamar leaders who had gathered to meet 
our party. Those individuals successively 

reiterated Shamar concerns about Kurdish ambitions, 
but emphasized the likelihood of violence if those 
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ambitions are not checked. They also emphasized the 
responsibility of Coalition forces to oversee events 

and protect the Shamar and others in the face of 
these threats. 


10. (C) Sheik Abdullah has enjoyed a generally 
positive and mutually supportive relationship with 
Coalition forces since their arrival in 2003, 

although his occasionally murky economic interests 
at the RabeVa POE doubtless play a part in his 
expressed concerns. However, at this meeting those 
issues were emphatically secondary to his urgent 
plea against Kurdish expansionism -- specifically as 
it threatens to incorporate the Shamar and the areas 
of TalVAfar and Sinjar Districts where they 
predominate into the KRG. The Sunni Shamar of 
Ninewa are united with most non-Kurds in their alarm 
at the snowballing Kurdish expansion agenda in the 
province. 


11. (C) Comment continued: Complaints of selective 
recruiting into Ninewa\'s security services -- 

especially the Iraqi Army -- have been made by most 
spokesmen for minority communities and by Ninewa\'s 
predominant Sunni political leadership. This issue 

is especially critical in the runup to eventual 

resolution of Kurdish territorial ambitions, since 

the Iraqi Army in Ninewa is widely perceived -- with 
some justification -- as simply reflagged Kurdish 
Peshmerga. 


12. (C) Comment continued. The conversation with 
Abdullah regarding repossession of lands 
expropriated in support of Arabization under Saddam 
was one of the few windows we yet have had on this 
festering problem, apart from Kurds\' dismissive 
comments to the effect that the issue is 
fundamentally irrelevant. The general perception is 
that most Arabization settlers simply left after the 
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this matter. End comment. 
Speckhard 
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E.O. 12958: N/A 

TAGS: ASEC, AMGT, CASC, PREL, IN 

SUBJECT: DAILY DEMONSTRATIONS AGAINST SADDAM HUSSEIN DEATH SENTENCE 
IN FRONT OF AMERICAN CENTER 


REF: A) CALCUTTA 00508 B) CALCUTTA 00513 


1. (SBU) The street in front of post\'s American Center 
continues to be the venue for daily demonstrations against the 
recent Saddam Hussein death sentence. A range of the usual 
Leftist groups have come out to express their opposition to the 
verdict but other political groups, such as the youth wing of 

the Congress Party, are also demonstrating. The groups have 
been not been large, with just 100 to 300 participants, and the 
police have maintained effective control; allowing the American 
Center to continue operations without disruption. (Comment: 
Interestingly, no Muslim groups have been protesting at the 
American Center, possibly reflecting the Left\'s abilitiy to 
control the scope of political agitation in Calcutta. End 
Comment.) 
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2. (U) On November 9, 2006, from 1415 to 1505 hours, the 

Central Kolkata Youth Congress Committee held a demonstration at 
the American Center protesting Saddam Hussein\'s death sentence. 
About 30 supporters of the group refused to take the usual 
demonstration route and tried entering the street from the wrong 
side of the road (the side closest to the American Center). 

Police stopped their entry and, after some pushing, made the 
demonstrators move to the other side of the street. The 
demonstrators carried banners, which read \"Terrorist of 

humanity Bush,\" \"Bush should be hanged for killing innocent 

Iraqi people,\" etc. They shouted slogans, such as \"Long live 
Saddam,\" \"Long live Congress,\" etc. Speakers condemned the 
hanging sentence, stating that the trial was a mockery conducted 

by puppets of the U.S. and British Governments. An effigy of 
President Bush was burned. 


3. (U) On November 10, 2006, from 1625 to 1650 hours, the 
Communist Party of India-Marxists/Leninists (Naxalites) held a 
demonstration also protesting Saddam Hussain\'s death sentence. 
About 50 Naxalites demonstrated in front of the American Center 
and carried banners, which read \"Enemy of Humanity Bush to be 
burnt to death." \"It is not Saddam but Bush who should be hanged 
for killing innocent lraqis,\" etc. They shouted slogans, such 

as \"Down with U.S. Imperialism,\" "U.S. get out of lraq,\" etc. 
Speakers condemned the sentence and stated \"By hanging Saddam 
you will never win over Iraq." 


4. (U) On November 11, 2006, from 1530 to 1620 hours, various 
leftist organizations demonstrated in front of the American 
Center protesting the death sentence given to Saddam Hussain. 
They carried banners, which read \"Hang Dictators Imperialists 
Bush and Blair,\" American Imperialists remove your hands from 
Iraq,\" etc. They also shouted slogans, such as \"Break and Burn 
down the black hand of America,\" \"Pentagon is masterminding 
Saddam\'s hanging,\" etc. Speakers condemned the U.S. for 
interfering in the internal matters of Iraq. A mock trial was 

held in which, after being found guilty, effigies of President 

Bush and P.M. Blair were hanged. 


5. (SBU) During these three events, police protection was 
adequate and there were no untoward incidents. Post anticipates 
demonstrations against the Hussein verdict will continue for at 
least the next few weeks. The Communist Party of India 
(Marxist) is planning a large march and rally with several 
thousand participants for November 16. According to police 
contacts, the march route should keep the demonstrators away 
from the American Center and Consulate buildings. 
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ARTICLES: 


(17) Schieffer: (Rumsfeld\'s departure) will not affect US force 
realignment 


ASAHI (Page 3) (Full) 
November 10, 2006 


US Ambassador to Japan Thomas Schieffer gave an interview to an 
Asahi Shimbun reporter at his official residence on Nov. 9. 

Regarding former CIA chief Robert Gates, nominated by President 
George W. Bush to replace Secretary of Defense Donald Rumsfeld, 
Schieffer said: \"He understands the importance of Japan in US 
diplomacy in the Asia-Pacific region, and he will contribute to 
US-Japan relations.\" The exit of Rumsfeld will also not change the 
planned realignment of US forces in Japan or the ongoing deployment 
of the Patriot Advanced Capability-3 (PAC-3) ground-to-air missile 
defense system in Okinawa and mainland Japan against North Korean 
ballistic missiles, the ambassador said. 


Schieffer explained Tuesday\'s US midterm elections, in which the 
Democrats gained control of Congress: \"In the United States, it has 
been rare for the same party to control the administration and 
Congress at the same time. If the Democrats and Republicans have to 
reach out to each other, that\'s not necessarily a bad thing.\" 


The ambassador also expressed hope for the new defense secretary to 
come up with a new approach to Iraq policy, the major issue in the 
campaign. He indicated that the election results would not lead to 

an immediate withdrawal from Iraq, saying, \"I don\'t think either the 
Democrats or the Republicans want to leave Iraq in a mess.\" 


Concerning North Korea, Schieffer indicated that calls in Congress 
for a direct dialogue with North Korea have dwindled with 
Pyongyang\'s announcement that it would return to the six-party 
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talks. He also said, \"I don\'t think the election results will bring 

about any change,\" adding, \"North Korea will not be allowed to drive 
a wedge between the United States and its allies.\" The ambassador 
also indicated that the governments of the United States and Japan 
would continue working closely in the field of missile defense, 
stating: \"The great majority of the Japanese people are hoping to 
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see PAC-3 missiles deployed not only in Okinawa but also mainland 
Japan, as well. They will bring greater security to Japan.\" 


Touching on the nuclear debate in Japan, the ambassador said: \"The 
answer to this question is not whether Japan needs to go nuclear but 
how to strengthen the US-Japan alliance.\" He thus stressed that the 
bilateral security treaty obliges the United States to defend Japan 
under its nuclear umbrella. 


(18) Japan-US relations: US will lose interest in Asia policy due to 
Democratic victory in midterm elections 


TOKYO SHIMBUN (Page 1) (Full) 
November 10, 2006 


US Secretary of Defense Donald Rumsfeld was dismissed. A huge 
aftershock of the US midterm congressional elections, in which the 
Democratic Party scored big gains, has already come to the 
relationship between Japan and the United States. 


In response to the will of voters, the Bush administration has 

finally taken action to revise its Iraq policy led by Rumsfeld. 
President Bush\'s seeming admission of a failure in his Iraq policy 
will give a major blow to the Japanese government, which has 
completely supported the US Iraq policy by dispatching Self-Defense 
Forces troops to Iraq. 


Moreover, the resignation of Rumsfeld, who led bilateral 
negotiations on the realignment of US forces in Japan, will give 
great concern to the Japanese government. Especially the costs for 
the realignment plan, regarding which Japan reportedly will bear 26 
billion dollars, \"There is a possibility that the US Congress, in 

which the Democratic Party has power, will demand that Japan incur 
more costs,\" said James Schoff, associate director of the 
Asia-Pacific Studies of the Institute for Foreign Policy Analysis 
(IFPA), a US think-tank. 


The rising power of the Democratic Party in the United States will 
gradually come down hard on the Bush administration regarding its 
North Korea policy. During the midterm election campaign, the 
Democratic Party criticized the administration, saying that North 
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Korea conducted a nuclear test because the US had refused to hold a 
direct dialogue with it. The Democrats urged a policy shift. If the 

Bush administration assumes a flexible policy stance, the Japanese 
government will lose its strong backer. 


The rumor has been floated in the US that Ambassador to the United 
Nations Bolton, who supported Japan\'s bid to impose sanctions on 
North Korea, may be replaced. 


There is also growing concern that if the Bush administration begins 
a review of its Iraq policy, it will have little energy to spend for 
security in Northeast Asia. A source familiar with the Japanese 
government asserted, \"There will be no big change in the US Asia 
policy as long as the Bush administration continues.\" But for Japan 
it is a serious issue if the United States loses interest in North 
Korea. 


A ranking Japanese official grumbled: \"We will have a difficult time 
in dealing with various matters because we have negotiated only with 
the Bush administration for a long time.\" 


The question is how the Japanese government, which has tilted toward 
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the Bush administration and the Republican Party, will be able to 
cooperate with the US in which the Democratic Party has power. The 
ruling Liberal Democratic Party (LDP) is unfamiliar with the US 
Democratic Party, which is more sensitive about the issue of 

visiting Yasukuni Shrine than the Republican Party. 


Prime Minister Shinzo Abe will hold his first meeting with President 
Bush in Hanoi next weekend. Abe hopes to discuss North Korea policy 
and USFJ realignment with Bush. However, it will be difficult for 

the two leaders to reach a consensus, since there appear to be gaps 
between them. 


(19) Framework for Asian partnership: APEC to take up FTA proposed 
by US; Washington aims to block Japan 


MAINICHI (Page 9) (Full) 
November 13, 2006 


Prospects have now become stronger that the feasibility of a free 
trade agreement (FTA) involving the entire Asia-Pacific region 
consisting of 21 countries and territories will be discussed for the 

first time at ministerial and summit meetings at the Asia-Pacific 
Economic Cooperation Conference (APEC) forum. The US is strongly 
calling for such a debate. The realization of the US proposal would 
mean the formation of a huge economic bloc that would account for 
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approximately 60% of the world\'s gross domestic product (GDP). 
However, there is little chance of such a framework materializing 
anytime soon. The proposal was made in large part to block the East 
Asia Economic Partnership Agreement (EPA) proposed by Japan. A 
struggle for leadership of the fast-growing East Asian region is 

about to start. 


According to an informed source, the US has used such occasions as 
the preparatory APEC meeting in September to propose looking into 
the feasibility of an Asia-Pacific FTA. Following the US proposal, 
participating countries are now undertaking final coordination of 
views with the possibility of mentioning in a summit declaration and 

a ministerial statement that consideration will be given to the US 
proposal. 


However, the feasibility of the US proposal is doubtful. APEC is 
characterized as having diversity with its membership including 
industrialized and developing countries. The sizes of the economies 
of member nations and the degree of their development differ. Under 
the Bogor Declaration, the deadline set for industrialized countries 
to achieve the target of liberalizing trade and investment is 2010 
and that for developing countries is 2020. The initiative proposed 
by the US, which targets economic liberalization in a wider region, 
is taken as an issue to be tackled in the distant future, as a 

senior official of the Ministry of Economy, Trade and Industry put 

it. 


Nevertheless, the US has proposed this initiative out of wariness 
about economic bloc initiatives involving East Asia proposed by 

Japan and China. China has proposed an economic bloc under the 
framework of ASEAN+3. In rivalry with China, Japan has come up with 
an East Asia EPA involving 16 countries - ASEAN+3 plus India, 
Australia, and New Zealand. The plan is to launch concrete studies 

on its feasibility with concerned countries starting next year. 


With trade liberalization talks under the World Trade Organization 
(WTO) stalemated, strengthening relations with East Asian countries, 
which are achieving high growth, has become a major goal for leading 


TOKYO 00006492 004 OF 009 


countries. The US has expressed strong dissatisfaction with those 
two plans that do not involve US participation, saying that they 

would draw a demarcation line between East and West right in the 
middle of the Pacific Ocean. It is now trying to drive a wedge 

between Japan and other countries by revealing at APEC, its only 
stepping stone into East Asia, its own economic bloc initiative that 
includes Washington. Economy, Trade, and Industry Minister Akira 
Amari hopes to dodge the US move, noting, \"I support the US plan as 
one direction, but the East Asia EPA consisting of 16 countries is 
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necessary as a base for such an initiative.\" 


However, since the US proposal as a major power carries weight, it 
will be taken up at APEC as a future agenda item. 


(20) US military aircraft\'s touch-and-go training to be relocated to 
site outside 180 kilometers of lwakuni; Gov\'t rejects US request 


YOMIURI (Top play) (Abridged) 
November 12, 2006 


Japan and the United States have agreed to redeploy carrier-borne 
fighter jets from the US Navy\'s Atsugi Air Facility in Kanagawa 
Prefecture to the US Marine Corps\' lwakuni Air Station in Yamaguchi 
Prefecture in line with the realignment of US forces in Japan. On 
this issue, the government decided yesterday to select a permanent 
site over 180 kilometers of the Iwakuni base for their night landing 
practice (NLP). The government has concluded that there is no 
suitable place in the Inland Sea or in the northeastern part of 
Kyushu. The government will present its new plan to the United 
States soon and will come up with several candidate sites over a 
wide area, including the southern part of Kyushu, by the end of 
March next year. 


Atsugi-based US carrier-borne fighter jets are currently conducting 
NLP and other drills on lwo Jima. However, Iwo Jima is far from the 
Atsugi base. Moreover, there is no place for US fighter jets to make 
emergency landings on their way to that island if and when there is 
something wrong with them. The US government has therefore asked 
Japan to set up a permanent training site. 


In May, Tokyo and Washington finalized a report on US force 
realignment, specifying their agreement to redeploy the Atsugi-based 
wing of carrier-borne fighter jets by 2014. Meanwhile, the two 
governments have gone no further than to say they will select a 
training facility by July 2009 or at the earliest possible date 
thereafter. 


The United States, before releasing the final report, proposed 
conducting NLP at the Iwakuni base. However, Japan rejected the 
proposal due in part to local opposition. The United States has 
therefore asked to pick a site within about 100 nautical miles-or 
180 kilometers-of the Iwakuni base. 


Normally, in case a carrier-borne jet refueled enough to fly for 
about an hour and 30 minutes takes off from a base, it can return to 
that base after carrying out touch-and-go-training more than 10 
times at a training site located within about 180 kilometers. As it 
stands, an area of up to about 180 kilometers is an efficient 
distance for training, according to a staff officer of the 

Self-Defense Forces. 
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The government has so far looked into the feasibility of some 
candidate sites situated within 180 kilometers of Iwakuni base, 
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including Okurokamijima, an uninhabited island in Hiroshima 
Prefecture, and the Air Self-Defense Force\'s Tsuiki base in Fukuoka 
Prefecture. In 2003, Okurokamijima once surfaced under its local 
mayor\'s initiative. However, the government, factoring in local 
opposition and geographical constraints, concluded that neither 
Okurokamijima nor the Tsuiki base would be appropriate for the 
touch-and-go training of US carrier-borne fighter jets. 


The government plans to select a candidate site over a wider area. 
In selecting a candidate site, the government is required to 
consider preconditions, such as: 1) there are no surrounding 
precipitous mountains; 2) neighboring local residents will not have 
to suffer great amounts of noise; and 3) the weather is 
comparatively stable throughout the year. The government will face 
rough going in the process of selecting a candidate site. 


(21) Minshuto to partially embrace right to collective defense 


SANKEI (Page 5) (Excerpts) 
November 10, 2006 


An outline of a basic policy on security, now under study by the 
Minshuto (Democratic Party of Japan) administration and policy 
committee, was unveiled on Nov. 9. The outline calls for rejecting 
the conventional idea of distinguishing collective and individual 
self-defense. Based on the new idea of exercising the right of 
self-defense per se, the largest opposition party has come up with a 
position that it is possible for Japan to fight back by exercising 

its right to self-defense in the event a US naval vessel came under 
an armed attack by a third country during Japan-US joint operations 
in the Sea of Japan. The committee\'s basic policy embracing some 
actions the government has identified as constituting collective 
self-defense is likely to affect debate in the Abe administration, 

as well. 


Running in the Minshuto presidential race in September, President 
Ichiro Ozawa unveiled what was called the \"Ozawa vision\" allowing 
Japan to exercise the right of collective or individual self-defense 

when facing the imminent danger of being attacked. The committee has 
been studying the matter in line of this policy course. 


The committee has confirmed the policy direction to deal with the 
idea of self-defense instead of drawing a line between individual 
and collective self-defense. A senior Minshuto lawmaker has 
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described the committee\'s view as a commonsense interpretation of 
the right of self-defense. A Maritime Self-Defense Force vessel\'s 
assistance for a US ship attacked by North Korea during a 
contingency on the Korean Peninsula constitutes an exercise of the 
right of collective self-defense, according to the government\'s 
interpretation. Minshuto\'s view is intended to interpret the same 
step simply as an act of self-defense. 


There are concerns in the government that blanket approval of the 
right of collective self-defense would end up prodding Japan to 
extend assistance to US forces even on the other side of the globe. 
Minshuto\'s view is also aimed at dispelling such concerns by 
eliminating the existing conception of collective self-defense. 


Minshuto\'s basic policy is expected to incorporate the phrase 
\"actively take part in peace-building activities centering on the 
United Nations.\" 


The basic policy also specifies that joining enforcement measures 
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under UN Charter Article 41 stipulating economic sanctions and 
Article 42 specifying military sanctions is consistent with the 
constitutional principle of playing an active international role. 
\"Such an act is distinct from exercising the right of self-defense 
of a sovereign state,\" a government official explained. 


The committee plans to obtain approval at a meeting of all Minshuto 
lawmakers before the end of this year. 


Once the policy is approved, the party plans to include it in its 
manifesto (campaign pledges) for the Upper House election next 
summer. 


Governmenti\'s study made little progress 


Prime Minister Abe intends to have his administration study the 

right of collective self-defense, which the country possesses but is 
not allowed to exercise, according to the government\'s 
interpretation of the Constitution. But the government has yet to 
make any specific moves. In the meantime, discussion on the matter 
has been gathering momentum reflecting drastic changes in the 
environment surrounding East Asia, evidenced by North Korea\'s 
ballistic missile launches and nuclear test. 


In the wake of the UN Security Council\'s adoption of a sanctions 
resolution, including cargo inspections, against North Korea, the 
government has been studying support activities, such as refueling 
US vessels at sea under the Regional Contingency Law. Although the 
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law requires Self-Defense Force troops to halt their activities in a 

state of war, can they really withdraw while leaving US troops 

behind? The answer depends on the government\'s view on the right of 
collective self-defense. 


Abe asked in the Diet, \"In the event a US vessel navigating on the 
high seas alongside a Japanese ship was attacked, can\'t Japan assist 
it?\" Defense Agency Director General Fumio Kyuma said: \"During 
refueling activities, it\'s hard to determine which vessel - Japanese 

or US - was attacked. In reality, Japan must fight back under an 

arms protection provision in the SDF Law.\" But what if US forces 
were clearly targeted? Questions still remain. 


The government\'s standpoint on the right of collective self-defense 
is also a bottleneck to the operation of a missile defense system 
against North Korean ballistic missiles. 


The SDF might not be allowed to intercept a ballistic missile headed 
for the United States. 


\"The United States would be obligated to knock down a missile 
whether it was headed for Japan or the US, but Japan does not 
necessarily have the same obligation to America,\" US Ambassador to 
Japan Thomas Schieffer said in a speech in Tokyo in October, urging 
the Japanese government to reexamine its view. 


Abe, who thinks the Japan-US alliance must function effectively as a 
deterrent in East Asia, delivered a policy speech in September in 
which he said: \"We will thoroughly study individual, specific cases 
to identify what kind of case falls under the exercise of the right 

of collective self-defense, which is forbidden under the 
Constitution.\" But the government\'s study has not made headway. 


(22) Editorial: Deliberations on raising JDA to ministry status - 
National defense must take priority over party interests 
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YOMIURI (Page 3) (Full) 
November 10, 2006 


Minshuto (Democratic Party of Japan), in addition to the Social 
Democratic Party (SDP), has resorted to a strategy of boycotting 
deliberations over a package of legislative measures that will 
affect Japan\'s national defense. 


The House of Representatives Security Council finally started 
substantive deliberations on bills related to elevating the Defense 
Agency (JDA) to ministry status yesterday. But Minshuto and the SDP 
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both boycotted the meeting, claiming that the bid-rigging scandal 
involving the Defense Facilities Administration Agency (DFAA) has 
not been fully discussed. 


Two weeks have already passed since an explanation of the bills was 
given in a Lower House plenary session. 


Minshuto demanded intensive deliberations on the DFAA scandal as a 
precondition for discussing the bills. In response, the Security 

Council conducted intensive deliberations on the bid-rigging case 

for 12 hours over three days. Holding the deliberations contributed 

to delaying the start of discussion on the bills. 


Whether to elevate the JDA status and the DFAA scandal are two 
separate matters. 


Minshuto President Ozawa has repeatedly expressed approval of the 
idea of raising the JDA to ministry status. As seen from the 

presence of a parliamentary league in Minshuto supporting just that, 
a number of party members are in favor of the JDA-upgrade idea. 


Despite this, Minshuto has yet to determine its stance over the 
bills. It is strange for the primary opposition party, which aims to 
take power, to remain undecided on its stance toward such key 
bills. 


Minshuto and other opposition parties have fielded a united 

candidate for the upcoming Okinawa gubernatorial election. The party 
apparently deems it necessary to take joint steps with the Japanese 
Communist Party and the SDP, both of which are against the bills, 
through Nov. 19, the voting date for the election. 


Such a stance is similar to that taken by the Japan Socialist Party 
(JSP) under the so-called 1955 setup, when the Liberal Democratic 
Party was in power and the JSP was the perennial opposition party, 
one that was not at all responsible. 


Under the JDA, the Ground, Maritime, and Air Self-Defense Forces 
protect the peace and safety of Japan. The agency is also 
responsible for mapping out security policy. 


The JDA is now an external agency of the Cabinet Office, so the JDA 
director general has no authority to call for a cabinet meeting to 
adopt key defense issues or to present the finance minister with a 
budgetary request. 


In all other countries, including Japan\'s neighbors, a ministry is 
responsible for national defense. Japan is the only exception. 


The environment surrounding Japan\'s national security has been 
greatly undermined due to the North Korean nuclear threat. It is 
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necessary for Japan to clarify who holds responsibility and 

authority by raising the JDA to ministry status and to arrange a 
system to enable a quick response to national emergencies, as well 
as to any changes in the security environment. 


It is important to discuss the bills in a sincere manner from the 
viewpoint not of party interests but national interests. We expect 
Ozawa to demonstrate leadership in unifying views in the party to 
support the bills. 


(23) Questions for town meetings on educational reform found to have 
been \"prearranged\"; Another trick behind \"Koizumi theater\" 


MAINICHI (Page 2) (Almost full) 
November 10, 2006 


Hideharu Hiramoto 


It was discovered just recently that government officials had 
prearranged questions for town-hall meetings on educational reform 
initiated by the government. This discovery has forced the 
government to investigate all 174 such meetings held to date, but 

the repercussions seem likely to expand even further in the weeks 
ahead. The town-meeting system was adopted by the former Koizumi 
administration as a forum for direct dialogue between the government 
and the public and served as a stage for \"theater politics\" (led by 
former Prime Minister Junichiro Koizumi). But prearranging 
questioners and questions in line with the government\'s reform 
policy appears to be information manipulation. In other words, one 
aspect of Koizumi politics is being brought into the open. The 
government is desperate to restore public trust in the town-meeting 
system, but no prospects for a restart are in sight, putting its 

future in doubt. 


\"Participants must be very displeased, and there will inevitably be 
criticism that the system lacks transparency,\" Administrative Vice 
Minister Shunichi Uchida of the Cabinet Office said at a press 
conference on Nov. 9, wholly admitting the government\'s inept 
behavior and offering an apology. 


The government\'s investigations conducted through Nov. 9 revealed 
that five town meetings had involved prearranged questions. One such 
question prepared by government officials for the town meeting in 
Ehime Prefecture\'s Matsuyama City in May 2004 was, \"The Basic 
Education Law needs to be revised so as to meet the new era.\" 
Another question prepared for the town meeting in Wakayama 
Prefecture\'s Wakayama City in October of the same year was, \"The 
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concern is that if the fiscal resources for compulsory education are 
transferred to local governments, regional disparities in education 

could emerge.\" These questions reflected the wishes of the Ministry 

of Education, Culture, Sports, Science and Technology. In some cases 
such notes as \"use your own words as much as you can\" or \"please do 
not mention \'by request,\'\" were attached. 


The town meeting was one of the pledges made by Koizumi when he 
assumed office as prime minister. A total of 174 town meetings were 
held from June 2001 through September 2006. It was a showcase of the 
Koizumi administration, and 11 million yen on average was spent for 
each town meeting last year, but the meetings are now suspected of 
having been staged PR events for government policy. 


The government intends to refrain from holding town meetings until 
the results of the investigation come out. Chief Cabinet Secretary 
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Yasuhisa Shiozaki, when asked about when they would resume, went no 
further than to say: \"Please give us a little more time.\" After 

drastically reviewing the present town-meeting system, the 

government plans to restart it, but it still remains unable to find 

a way to regain the public\'s confidence. 
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SUBJECT: KUWAIT MEDIA REACTION - MIDTERM ELECTIONS, IRAQ, AND ISRAEL 


Block Quotes 


Monday, November 13, 2006 


-- Liberal Imad Al-Saif wrote under the title "The Deaf at a 
Concert\" in progressive Arabic daily Al-Qabas (11/13): 


\"Many Arabs do not know that the American electoral scene is more 
complex that it looks, or that if one party wins over the other it 

is not necessarily considered a coup against the existing situation. 
Arabs will soon discover that all their \'bets\' were wrong and that 
their jubilation over the Democratic Party victory was not 
justifiable.\" 


-- Radical Shiite anti-U.S. Dr. Sami Nasser Khalifa penned in 
moderate Arabic daily Al-Rai Al-Aam under the title \"A New Sedition 
in Iraq\" (11/13): 


\"President Bush seeks to trigger a fresh sedition in Iraq. He will 
play this card in the hope of restoring popularity to his defeated 
party after its loss in the recent elections.\" 


-- Under the title \"Will Al-Mutanaby Solve the Problem?\" Ali Tany 
Al-Fadhil editorialized in moderate Arabic daily Al-Rai Al-Aam 
(11/13): 


\"Some might still wonder why some Muslims - youth in particular -- 
resort to extremism. They just see the results and forget about 
addressing the reasons, which stem from the Israeli military machine 
and the unlimited American support to one party against the other. 
The stupid fellow Arabs who denounce even criticizing these biased 
American policies that favor the Zionists forget that there are 

voices in the United States itself that condemn such biased American 
policies in favor of Israel.\" 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PREL, KPAO, PHUM, JA, KN, KS 

SUBJECT: JAPAN TELECOM MINISTER ORDERS NHK INTERNATIONAL 
ABDUCTION BROADCASTS 


REF: A. OSC JPP20061 11023002 
B. OSC JPP20061 10904301 1 
C. OSC JPP20061 11023006 


Classified By: Ambassador J.Thomas Schieffer. Reasons 1.4 (B) (D) 


1. (C) Summary. On November 10, Minister Internal Affairs 
and Communications (MIC) Suga issued a controversial order 
requiring the international arm of NHK, Japan\'s public 
broadcasting company, to transmit reports on North Korea\'s 
abduction of Japanese nationals. NHK officials insisted that 
the MIC mandate would not affect the editorial content of 
network programs. Major Japanese media outlets have 
criticized the MIC order as \"disturbing\" and \"setting a 
dangerous precedent.\" Separately, the Investigation 
Commission on Missing Japanese Probably Related to North 
Korea (COMJAN), which privately transmits its own 
abduction-related broadcasts, suggested that the government 
order did not go far enough. End Summary. 


2. (C) Minister Internal Affairs and Communications (MIC) 
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Yoshihide Suga on November 10 ordered the international arm 
of NHK, Japan\'s public broadcasting company, to transmit 
short-wave reports on North Korea\'s abduction of Japanese 
nationals (ref a). Japan Radio Regulatory Council (RGC), a 
panel that advises the Ministry of Internal Affairs and 
Communications (MIC), had endorsed MIC Minister Yoshihide 
Suga\'s controversial proposal the previous day. Though 
Japan\'s Broadcasting Law permits the government to \"order NHK 
to conduct international broadcasting by designating areas of 
broadcasting, matters for broadcasting and other necessary 
matters,\" this was the first time that Tokyo authorities had 
instructed NHK to produce stories on a specific topic. The 
government annually provides 2.2 billion yen (USD 18.76 
million) in subsidies to NHK. The network receives 6 billion 
yen (USD 51.16 million) from viewer subscriptions. (Note: 
Households that receive NHK are, by law, required to pay 
monthly subscriptions. In recent years, however, a growing 
number of households have refused to pay, seriously affecting 
NHk\'s income stream.) 


3. Minister Suga\'s order to NHK immediately drew criticism 

in all major print media and broadcasters. Suga\'s move was 
termed, variously, \"disturbing\" and \"a dangerous precedent.\" 
(ref b) Suga assured reporters that MIC would not interfere 

in program content and that similar orders would not be 

issued to private broadcasters. Chief Cabinet Secretary 
Shiozaki, tacitly recognizing flaws in the broadcast law that 
allows such \"guidance,\" suggested that the controversy might 
provide a good opportunity to start debate on this \"rather 

old law\" (ref c). 


4. (C) Minister Suga, a close political ally of Prime 

Minister Abe who earned the prime minister\'s trust by taking 
tough stands on DPRK issues, was promoted to the MIC minister 
job after serving as the Senior Vice Minister at MIC. SugaWs 
order faced initial opposition from LDP officials who 

believed that the edict would be perceived as being too 
confrontational, according to MIC Satellite Broadcasting 
Division Assistant Director Shouji Yukinaga. Initially, 
\"voices within the ministry\" urged caution because of fear 
that the order might draw criticism from the public (for 
interfering in NHK\'s editorial policies), but these voices 
quickly disappeared after the Abe Administration 
\"empathetically stressed the importance of resolving the 
abduction issue,\" he explained. 


5. (C) NHK International Public Affairs spokesman Toshiaki 
Suda maintained that the MIC mandate will not affect the 
editorial content of network\'s programs. However, some media 
analysts criticized NHK for not taking a stronger stand 

against the MIC order. They suggested that NHK might have 
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downplayed the issue out of concern over a pending MIC review 
of NHK finances. MIC is examining whether to revise the 
Broadcasting Law to strengthen the collection mechanism for 
the NHK subscription fees. Analysts suggested that NHK may 
not have wanted to jeopardize the potential new revenue from 
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subscription fees by angering ministry. 
Private Broadcast Group: Mixed Reaction 


6. (C) The Investigation Commission on Missing Japanese 
Probably Related to North Korea (COMJAN), which conducts the 
short-wave radio broadcast \"Shiokaze\" (\"Sea Breeze\") to North 
Korea from its Tokyo headquarters using an transmitter 

located in Taiwan, indicated that the government regulation 

may not go far enough. \"Shiokaze\" focuses exclusively on 
gathering information on people suspected of being abducted 

by the DPRK and broadcasts into North Korea seeking new 
information. COMJAN representative Kazuhiro Araki told 
Embassy Tokyo Political Officer that \"even though the 
government will order NHK to begin broadcast reports on the 
abduction issue, the authorities will not dictate the content 

of the material, or mandate that programs be broadcast during 
certain times of the day.\" 


7. (C) Separately, Kyodo news service quoted Araki as saying 
that Tokyo officials should: 1) mandate that abduction 
programs be broadcast at certain times every day, and 2) have 
the government produce its own program using its own 
broadcaster. COMJAN, Araki said, will recommend that the 
government utilize NHK facilities to investigate and/or 

locate victims of abduction. At the same time, however, 
COMJAN broadcaster Kenji Murao expressed concern that public 
might mistakenly think that NHK will now provide financial 
support for \"Shiokaze,\" whose focus is on gathering 
information, which could lead to reduced private 

contributions. 
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KVPR, CVIS, ID 

SUBJECT: JAKARTA EAC MEETING, NOVEMBER 13, 2006 


Classified By: Ambassador Lynn Pascoe, Reasons 1.4 (B) and (D) 


1. (C) Summary: The Embassy held an Emergency Action 
Committee meeting on November 13, 2006, to discuss the 
November 11 detonation of an explosive device at an East 
Jakarta A&W Restaurant. The RSO and LEGAT told the EAC that 
only the suspect was injured in the blast, that evidence 
suggested the suspect was emotionally unstable, and that 
there were no apparent links to any other individuals or to 

the Jemaah Islamiyah (JI) or any other terrorist network. 

The EAC decided that the Embassy would retain its current 
high security posture, and recommended that the incident 
should not impact the upcoming POTUS visit or other Mission 
operations. RSO expected the POTUS visit to attract public 
demonstrations by local groups in both Jakarta and Bogor. 

The EAC agreed on text for an updated warden message. End 
Summary. 


2. (SBU) On November 13, 2006, the Embassy held an EAC 
meeting in which the RSO briefed on the November 11 
detonation of an explosive device at a Jakarta A&W 
Restaurant. The explosion occurred at 11:45 A.M. local on 
the ground floor of the Kramat Jati Indah Plaza in a largely 
poor area of East Jakarta not frequented by Westerners. The 
explosion resulted in serious injuries to the suspect and 
relatively minor physical damage to the restaurant. The 
suspect was being treated for his injuries at a police 

hospital near the site of the incident. No other injuries 

were reported. 


3. (SBU) According to INP intelligence officials and officers 
from the INP\'s DS/ATA-trained CT unit Detachment 88, the 
suspect entered the restaurant carrying a plastic bag, 
agitatedly placed an order, sat down at a table, and loudly 
ordered a drink. Witnesses said the suspect was extremely 
tense, sweating heavily and sitting stiffly. Witnesses saw 
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the suspect put both hands into the plastic bag just prior to 
the explosion. 


4. (SBU) INP forensic teams found a plastic bag at the scene 
that contained a pipe filled with gunpowder and buckshot 
pellets. The team also found a cable connecting the package 
to a cellular phone. The INP publicly said there was no 
indication this was intended to be a suicide bombing. 
Detachment 88 investigators searched the suspect\'s house and 
found additional explosive material used in making devices 
similar to those found at the scene. INP investigators told 

the RSO that potassium and small \"bullets\" were also found at 
the suspect\'s house. It was not yet clear whether the 
explosion occurred intentionally or prematurely, whether the 
A&W Restaurant was the actual target, or whether there were 
other targets identified by the suspect. 


5. (SBU) The INP identified the suspect as Muhammad Nuh (36), 
a resident of Bidara Cina, East Jakarta. He worked as an 
electronics repairman at a stall near the Kramat Jati Indah 
Plaza. INP investigators believed the suspect was 
emotionally disturbed and reportedly had been acting 
abnormally since the death of his mother. The INP said the 
suspect confessed to the incident and to wanting to create a 
sensation. The suspect cited a Dick Tracy movie as his 
inspiration. The INP said the suspect\'s erratic behavior at 
the scene may have been due in part to the fish poison he 
claimed to have consumed prior to the incident. The INP 
provided the following additional personal information: 


DPOB: 10/02/1970; Jakarta 

National Identification Number: 0954040210700162 

Address: Perum Poloniart 014/006, No. 30, Bidara Cina, East 
Jakarta 

Tel:(021) 8564763 

Father\'s Name: Muji Tabah 

Mother\'s Name: Sahroni al Nani 

Education: graduated in electronics from a senior technical 
school in Jakarta 


6. (SBU) The RSO and LEGAT told the EAC that evidence 
suggested the suspect was emotionally unstable, and that 
there were no known links to any other individuals or to the 
Jemaah Islamiyah (Jl) or any other terrorist network. The 
EAC concluded that the Embassy would retain its current high 
security posture and that the incident did not impact the 
upcoming POTUS visit or other Mission operations. 


7. (C) On November 11 and 12, RSO and Embassy staff briefed 
White House, Secret Service, Secretary\'s Detail, and other 
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advance personnel on the incident. In addition, RSO staff 

and INP counterparts met with security chiefs and general 
managers of the hotels used by the advance personnel and 
briefed them on the incident and the need to enhance 

security. In addition to the security measures already in 

place, RSO said the Embassy would use local Embassy security 
staff in plainclothes to augment the screening of people and 
vehicles at the two major hotels being used. 


8. (SBU) The RSO reminded EAC members to expect the upcoming 
POTUS visit to attract public demonstrations by local groups 

in both Jakarta and Bogor. A Hizbut Tahrir demonstration in 

Bogor on November 11 attracted approximately 1500 
demonstrators. RSO staff said they were satisfied with the 

INP response in providing approximately 600 police officers, 

100 of them positioned at the main hotel used by advance 
personnel. 


9. (C) On November 14, the Ambassador, RSO, RA, and US Secret 
Service\'s lead advance officer plan to meet INP Chief General 
Sutanto to discuss the incident and overall security for the 

POTUS visit. 


10. (U) The Embassy has issued the following warden message, 
which was cleared by phone with the Ops Center: 


---BEGIN TEXT--- 

U.S. Embassy Jakarta 

U.S. Consulate General Surabaya 
Warden Message 

November 13, 2006 


The U.S. Embassy informs American citizens that several 
groups in Indonesia have held or have announced plans to hold 
demonstrations protesting the upcoming visit of President 

Bush to Indonesia later in November. Most demonstrations to 
date have been small and peaceful. While legitimate groups 
intend their demonstrations to be peaceful, any demonstration 
can turn confrontational and escalate into violence. 


Most groups publicize demonstrations in advance. The Embassy 
urges Americans to avoid the areas announced as demonstration 
sites, and to exercise caution if caught close to a 

demonstration. The Embassy urges Americans to avoid crowds, 
maintain a low profile, and be vigilant about security at all 

times. 


The U.S. Embassy and U.S. Consulate General in Surabaya 
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intend to maintain normal consular services during 
demonstrations, but may have to close on short notice if 
security conditions prevent public access to the Embassy or 
Consulate grounds. American citizens seeking consular 
services may call the Consular Sections at the numbers below 
before coming to the Embassy or Consulate to inquire about 
possible demonstrations. 


Americans living and traveling in Indonesia are urged to 
register and update their contact information with the U.S. 
Embassy in Jakarta, U.S. Consulate General in Surabaya, or 
U.S. Consular Agency in Bali. Registration facilitates the 
U.S. Mission,s contact with Americans in emergency 
situations, and may be done online and in advance of travel. 
Information on registering can be found at the U.S. 
Department of State,s Consular Affairs website at 
http://travelregistration.state.gov and at the Embassy,s 
website at http://jakarta.usembassy.gov. All Travel 
Warnings, Public Announcements and recent warden messages are 
posted on the Embassy website. 


The Embassy is located at Jalan Medan Merdeka Selatan No. 
4-5, Jakarta; the 24-hour telephone number is 
62-21-3435-9000. The telephone number of the U.S. Consulate 
General in Surabaya is 62-31-295-6400; the number for the 
U.S. Consulate in Medan is 62-61-415-2200; the number for 
the U.S. consular Agency in Bali is 62-361 -233-605. 


---END TEXT--- 
PASCOE 
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REF: A. STATE 181094 
B. YOUNG-WEBSTER E-MAIL OF 11/8/06 


(SBU) The Irish Government is in the process of forgiving 
roughly 90 percent of remaining Iraqi debt, according to 
Gerry Wrynn, Department of Enterprse, Trade, and Employment 
(DETE) Bilateral TradeUnit officer, to whom A/DCM delivered 
ref A demache on November 9. Wrynn noted that DETE had 
opeated an export credit insurance scheme for many yers to 
assist Irish exporters who were trading inemerging markets. 
DETE provided a significant potion of this insurance to 
companies selling good, mainly beef, to Iraq. After the 

Iraqi invasionof Kuwait, many Iraqi companies defaulted on 
debs owed to Irish export firms. DETE paid the Irishfirms 

for the losses covered and effectively becme the owner of 
the debt. The new Iraqi adminisration, said Wrynn, has 
offered to repay 10 percet of this original debt plus 

limited interest to a number of creditors, including Ireland. 
DETE has accepted the offer and, over the last three years, 
has received roughly euro 4.5 million in settlement of the 
previous debt, either directly from the lraqi administration 

or from selling the debt in advance on the open market. 
Wrynn explained that Ireland held no other forms of Iraqi 
debt, as A/DCM also confirmed with the Department of Foreign 
Affairs and the Department of Finance. 

FOLEY 
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REF: A. STATE 177258 


B. STATE 184154 


1. (SBU) Econoff delivered Ref A demarche to Hong Kong Trade 
and Industry Department (TID) Assistant Director General 

Petty Lai on October 24. On November 9, Lai gave Econoff a 
non-paper laying out Hong Kong\'s positions on its major APEC 
priorities and said that Hong Kong generally supports U.S. 
positions on FTA draft models, technology choice principles, 

and IPR model guidelines. As for the November 1-3 Food 
Defense Workshop, Lai said that the relevant Hong Kong 
Government (HKG) officials were previously committed to other 
engagements and were unfortunately unable to attend. Econoff 
also delivered Ref B talking points and Food Defense Workshop 
summary to TID Trade Assistant Ada Kwan on November 13. Kwan 
thanked Econoff for the summary and said that the HKG would 
consider participation in future Food Defense related 

activities. 


2. (SBU) The text of Hong Kong\'s APEC Priorities non-paper 
follows: 


Begin Text: 


APEC Economic Leader\'s Meeting 2006 - Positions and Views of 
Hong Kong on Major Issues 


Support for Multilateral Trading System 


Since the suspension of negotiations under the Doha 
Development Agenda (DDA) in July, WTO members have still not 
yet reached a consensus on when and in what way to re-open 
the negotiations. We expect that the Leaders would issue a 
strong and firm statement aiming to urge the WTO members to 
double their efforts to resume as soon as possible DDA 
negotiations with flexible and pragmatic manners so as to 
achieve an early completion. 


Hanoi Action Plan for the Implementation of the Busan Roadmap 


The Senior Officials\' Meeting (SOM) is considering the Hanoi 
Action Plan for the implementation of the Busan Roadmap. 
Concrete work will commence next year. The smooth 
implementation of the Action Plan is critical to the 
achievement of the Bogor Goals. We anticipate steering from 
the Leaders concerning the way forward and reiteration of our 
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determination to achieve the Bogor Goals by 2010 and 2020. 


Trade Facilitation 


2006 is a pivotal year for trade facilitation. The SOM has 
endorsed the review findings on the Trade Facilitation Action 
Plan (TFAP) confirming the achievement of the targeted 5% 
reduction in trade transaction costs, and agreed on the 
framework of TFAP2 for a further 5% reduction in transaction 
costs by 2010. We look forward to the Leader\'s recognition 
of the efforts made by members and encourage the prompt 
implementation of concrete work. 


APEC Reform 


Senior officials are considering the reform proposals 

prepared by the Friends of the Chair Group on APEC Reform. 
We expect to see a more streamlined structure of APEC aiming 
for higher efficiency and effectiveness of operation, and 

greater focus of its work on the core areas. 


End Text. 
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Problems, Say Labor Experts 


REF: 04 Guangzhou 27525 


1. (U) Summary: Despite China\'s many international labor 
commitments, migrant workers remain poorly trained, overworked and 
underpaid, according to experts at a recent conference on Corporate 
Social Responsibility (CSR) in Shenzhen. Many legal experts said 
that China\'s labor laws are theoretically sound but in need of 

proper implementation through better monitoring and incentive 
programs. On the factory floor itself, many migrant workers are 
eager for education, but the government provides little support for 
such programs. An official at a large Nike factory explained how 
offering educational and recreational opportunities can greatly 

lower turnover rates that have plagued other factories. End 
Summary. 


2. (U) On October 26-27, poloff attended a Corporate Social 
Responsibility (CSR) Conference hosted by Shenzhen\'s Institute of 
Contemporary Observation (ICO) entitled \"Toward the Olympics: 
China\'s Opportunities and Challenges.\" Since its founding in 2001, 
the ICO has audited over 1,000 factories in Guangdong Province\'s 
manufacturing-intensive Pearl River Delta (PRD) and provided worker 
training sessions in hundreds of others. In March 2004 the ICO 
started a Migrant Worker Community College, which teaches basic 
computer skills, English, health care and labor rights. The ICO 
conference included academics from China and abroad, private sector 
CSR leaders and representatives from foreign governments, as well as 
representatives from the United Nations International Labor 
Organization (ILO). 


Workers: Inexperienced, Overworked and Underpaid 


3. (U) ICO founder Liu Kaiming began the conference by presenting 
troubling statistics on general migrant worker patterns and working 
conditions. Liu estimated that 200 million farmers have migrated to 
urban areas. Fifty-eight percent of migrant workers are in 
manufacturing or construction and 82 percent of them work in the 
eastern cities of Beijing, Tianjin, Shanghai or the provinces of 
Zhejiang, Jiangsu, Fujian and Guangdong. Guangdong alone has 40 
million migrant workers (27 percent of the total). On average, 
migrant workers are 29 years old, 77 percent have never gone to high 
school and 72 percent have no vocational training. As labor rights 
awareness increases in China, labor disputes have risen from 19,098 
in 1994 to 226,000 in 2003. Liu said China has 560,000 foreign 
companies, which employ 80 million Chinese workers in the global 
supply chain. 


4. (U) China\'s current \"Gini\" index is 0.49, which Liu said is 
\"dangerously high\" (Note: The Gini index measures a country\'s level 
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of inequality. Many African countries have indices around 0.40. 

End Note) -- while average wages in China have increased, minimum 
wages remain relatively low. According to Liu, the average monthly 
minimum wage for workers in the PRD increased by only 68 RMB (USD 
8.5) between 1992 and 2004. Internationally, minimum wages are 
typically between 40-60 percent of a region\'s average wage. 

According to Liu, China has only one city with a minimum wage half 

of the average wage, while Shenzhen and Guangzhou are the lowest 
with minimum wages only 18 and 20 percent of the average wage. 


5. (U) Migrants tend to work long hours and some do not even 

receive the minimum wage. The National Statistics Bureau said that 

in 2004, migrant workers worked an average of 6.4 days a week and 
9.4 hours a day. Recently, the ICO conducted a survey of 300 
factories and found 50 percent of workers received the minimum wage, 
30 percent did not, and 20 percent received wagers higher than the 
minimum. Liu said that such harsh conditions have led some PRD 
factories to have turnover rates of 40 percent. 


Chinese Law Sound, but Must be Better Implemented 


6. (U) Roger Plant, director of the ILO\'s special program on forced 
labor, noted that in 1998, the international community (along with 
China) adopted the Declaration on Fundamental Principles and Rights 
at Work, obligating member-states to uphold four core labor 
principles: no forced labor, no child labor, no discrimination in 

the work place and freedom of association and collective bargaining. 
Plant said that the key challenge for China is to guarantee the 

rights of its migrant workers. Plant believes that child labor is 

less of a problem in China than in other Asian countries, but that 
labor mobility is limited due to China\'s \"hukou\" (household 
registration) system. 


7. (U) Guo Jianwei, director of Peking University\'s Women Legal 
Research and Service Center, said that although China has signed 23 
labor rights-related international conventions, China\'s biggest 
problem remains implementing its international legal obligations. 
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When advocating for labor rights, Guo said her group tries to view 
the situation from the enterprise\'s perspective. The problem is 

that the Chinese government neither encourages nor punishes 
enterprises that improve labor rights standards. Guo said the 
situation is different in other countries like the United States, 

where companies receive tax breaks for CSR activities and penalties 
for breaking the law. 


Multi-National Companies Remain Cynical of CSR 
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8. (U) Renmin University\'s Chang Kai, one of China\'s leading labor 
experts, admonished multi-national corporations (MNCs) because, 
based on his research of hundreds of factory manuals, many MNCs 
merely strive to meet the lowest labor standards allowed in China. 
Kai urged MNCs not to rely just on the Chinese government to make 
changes, but also to strive for higher international standards. 
Moreover, CSR should increase benefits (such as higher pay) and 
respect workers\' rights, such as collective bargaining and 

permitting dissent. 


9. (U) Kai also argued that MNCs in China have merely been public 
advocates for CSR and have not tried to address systemic problems. 
Kai pointed to the recent Foxconn (a Taiwan electronics 
manufacturer) scandal as a \"typical\" example of MNCs views toward 
CSR. In June, two Mainland journalists published an expose on the 
labor conditions of a Foxconn subsidiary in Dongguan, Guangdong 
Province. Kai said the reaction by Foxconn and local authorities 

was excessive and \"unnatural.\" Foxconn immediately sued the 
journalists for RMB 30 million (USD 3.8 million), making it the 
Mainland\'s largest defamation case in history. In the pre-trial 
motions, the Shenzhen courts decided to freeze the journalists\' 
assets. In the end, Foxconn admitted it had labor problems and 
dropped the libel suit. Kai said that Foxconn then came out with a 
CSR-type campaign that expressed its \"admiration\" for the media 
coverage and \"thanked\" the journalists for their efforts. Kai 

argued that Foxconn never resolved its labor problems, but instead 
focused only on good public relations. 


Workers Want to Learn, but Government Won\'t Pay 


10. (U) According to the research by Peking University\'s Wang Rong 
on migrant workers in Shanghai, workers were willing to personally 
pay RMB 2,000 (USD 250) a year for education. Wang was surprised by 
these findings, as the current tuition for adult education in 

Shanghai is around RMB 3,000 (USD 375). Wang highlighted the gap 
between worker\'s demand and Central Government spending on 
education. In 2005, the Central Government allotted RMB 10 billion 
(USD 1.25 billion) on education for migrant workers, but according 

to Wang\'s research, the market demand from migrant workers is near 
RMB 350 billion (USD 43.75 billion). Wang said most workers do not 
study because they lack access to information and transportation, or 
they are simply too tired from working long hours. 


Positive Examples from the Private Sector 


11. (U) Topy He, leader of a team of 28 CSR workers at Nike\'s Yue 
Yuan Industrial Plant (YY) in Dongguan, described Nike\'s strategy to 
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improve worker conditions. YY (reftel) is one of South China\'s 
largest factories with over 90,000 workers. Factory laborers work 

six days a week, but are not allowed to exceed the maximum 36 hours 
overtime per month. When the workers approach the overtime limit, 
the factory foremen are given a warning to ensure compliance. Some 
workers can earn up to RMB 1,300 (USD 163) per month, including 
overtime pay. In addition to fair wages, Nike also provides 

training in English and computers skills, as well as access to 

games, television, a library and a park. As a result of these 

benefits, Topy He is proud that Nike has kept its turnover rate to 
around three percent annually. 


GOLDBERG 
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E.O. 12958: N/A 

TAGS: SNAR, SG 

SUBJECT: SENEGAL: 2006 INTERNATIONAL NARCOTICS CONTROL 
STRATEGY REPORT (INCSR), PART I, DRUGS AND CHEMICAL 
CONTROL 


REF: STATE 154898 


Below is Part I, Drugs and Chemical Control, of the 2006 
INSCR for Senegal. The text is keyed to the format 
provided in reftel. 


I. SUMMARY 


1. Counter-narcotics elements of the Senegalese government remain 
concerned about the production and trafficking of cannabis, and to a 
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lesser degree, hashish. Increasingly, quantities of cocaine are 

being seized; heroin seizures are rare. Senegal\'s 2005 money 
laundering statute and the establishment of a financial intelligence 
unit has had a limited impact. Senegalese authorities have been 
under pressure from European nations to curtail illegal immigration 
to the EU and bilateral assistance to combat immigration may also 
inhibit narcotics trafficking. Education and strict enforcement of 

drug laws remain cornerstones of Senegal\'s counter-narcotics goals. 
Senegal is a party to the 1988 UN Drug Convention. 


ll. STATUS OF COUNTRY 

2. While trafficking of all types of drugs, including heroin, 

cocaine and psychotropic depressants, exists in Senegal, cannabis 
production and trafficking continued to resist most enforcement 
efforts. Southern Senegal\'s Casamance region is at the center of 
the cannabis trade. It is generally acknowledged that a portion of 
agricultural development is illicit cannabis cultivation. Police 

are reluctant to undertake greater enforcement efforts against 
cannabis cultivation in the Casamance for fear of hampering the 
ongoing efforts to establish peace. 


3. Senegal also serves as a transit country for traffickers due to 

its location, infrastructure and porous borders. During 2006, 
authorities interdicted a container of more than eight tons of 

hashish en route from Pakistan to Europe. Additionally, there is 
evidence that cocaine originating from South America is increasingly 
transiting Senegal en route to Europe. Senegalese, European and UN 
Office of Drugs and Crime (UNODC) efforts to tighten security at the 
maritime port are still in the development phase. In general, drug 
enforcement efforts remain under-funded and undermanned, allowing 
the illegal cannabis trade and trafficking to continue unabated. 


Ill. COUNTRY ACTIONS AGAINST DRUGS IN 2006 

4. Policy Initiatives: Senegal developed a national plan of action 
against drug abuse and the trafficking of drugs in 1997. 
Multidisciplinary in its approach, Senegal\'s national plan includes 
programs to control the cultivation, production and traffic of 

drugs; inform the population of the dangers of drug use; and 
reintroduce former drug addicts into society. Full implementation 

of this plan again remains stalled due to funding constraints. 

Periodic efforts to improve coordination have been hampered because 
of insufficient funding. The Senegalese National Assembly in recent 
years passed a uniform common law and issued a decree against money 
laundering. 


5. Accomplishments: The amount of hard drugs seized by police in 
Senegal is small by international standards. Due to weak 
enforcement efforts and inadequate record keeping, it is difficult 

to assess accurately the real drug problem in the country. Police 
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lack the training and equipment to detect drug smuggling. 
Historically, Senegal has undertaken few cannabis eradication 
efforts. As previously mentioned, police forces are constrained in 
their efforts to eradicate cannabis cultivation in the southern part 

of the country because of a long-term insurgency. Meetings have 
been organized with island populations in the south in accordance 
with the U.N. Program for International Control of Drugs to promote 
substitution of cannabis cultivation with that of other crops. 


6. Law Enforcement Efforts: Although no significant changes were 
made to law enforcement strategies, WLVOffice central de repression 
du traffic-illicite de stupefiants\" (OCRTIS) seized more that eight 
tons of hashish destined for Europe from Pakistan in a single 
seizure in mid-2006. Dakar\'s position on the west coast of Africa 
and the presence of an international airport and seaport make it an 
enticing transit point for drug dealers. The Port of Dakar and the 
Leopold Sedar Senghor International Airport are the two primary 
points of entry/exit of drugs in Senegal. An increasing amount of 
narcotics, often cocaine, is being brought to Senegal by vehicle and 
boat from Guinea Bissau. 


7. Given limitations on funding, training and policy, there is only 
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limited ability to guard Senegal\'s points of entry from the 

transiting of drugs through Dakar. The international airport has 

drug enforcement agents present, but they lack the training and 
equipment to systematically detect illegal drugs. The airport 
authority\'s efforts to attain Federal Aviation Administration (FAA) 
Category One certification have resulted in the tightening of 

security procedures and more thorough passenger luggage screening. 
Presumably, this has had the positive outcome of discouraging drug 
trafficking through the airport. UNODC is developing a multi-agency 
program (Customs, Gendarmes and Ministry of Interior Police) for 
screening and controlling container shipments. Although the USG 
sponsored the establishment of a Financial Intelligence Unit, with 

an in-country U.S. Treasury Department advisor, the unit has not 
been directed against traffickers. European efforts to combat 

illegal immigration, particularly to Spain, which has provided 
maritime patrol capabilities, may also serve to inhibit the 

trafficking of narcotics. 


8. Corruption: Corruption is a problem for narcotics law 
enforcement all over Africa, but the USG is unaware of any 
narcotics-related corruption at senior levels of the Senegalese 
government. In 2004, the National Commission against 
Non-Transparency, Corruption and Misappropriation of Funds, an 
autonomous investigative panel, was created. The efficiency of the 
commission\'s efforts remains to be seen. The GOS does not, as a 
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matter of government policy, encourage or facilitate illicit 

production or distribution of narcotic or psychotropic drugs or 

other controlled substances, or the laundering of proceeds from 
illegal drug transactions. No senior GOS officials engage in, 
encourage or facilitate the illicit production or distribution of 

such drugs or substances, or the laundering of proceeds from illegal 
drug transactions. 


9. Agreements and Treaties: Senegal has several bilateral 
agreements with neighboring countries to combat narcotics 

trafficking, and has signed mutual legal assistance agreements with 

the United Kingdom and France in efforts to combat narcotics 
trafficking. Through cooperation with other members of the West 
African Economic and Monetary Union (WAEMU or UEMOA), a uniform 
common law against money laundering exists. Senegal is also a party 
to the Economic Community of West African States (ECOWAS) protocol 
agreement, which includes an extradition provision. Traffickers and 
their organizations are subject to asset seizures, imprisonment and 
permanent exclusion from Senegal if convicted. Senegal is a party 

to the 1988 UN Drug Convention, the 1971 UN Convention on 
Psychotropic Substances, and the 1961 UN Single Convention on 
Narcotic Drugs, as amended by the 1972 Protocol. 


10. Cultivation/Production: Although cannabis cultivation in 
Senegal is not a large problem in relation to global rates of 
cultivation, it could become a serious internal drug problem for 
Senegal. Efforts to eradicate cannabis cultivation in the Casamance 
region have improved slightly as military forces increased their 
presence and activities during the year. 


11. Drug Flow/Transit: According to the Chief of the Office 
Central de Repression du Trafic Illicite (OCRTIS), the trend in the 
amount of illicit drugs transiting through Senegal continues to 
increase. OCRTIS is monitoring the transshipment of hashish and 
cocaine through Senegal. The U.S. is not a destination point for 
these drugs. 


12. Domestic Programs: There is no comprehensive GOS policy for 
systematic destruction of domestic cannabis or prevention of 
transshipment of harder drugs. Enforcement efforts are sporadic and 
uncoordinated. NGOs, such as the Observatoire Geostrategique des 
Drogues et de la Deviance (OGDD), have taken the lead in public 
education efforts. OGDD continued a program that began in 2001. The 
first phase involved a campaign of information targeted at cannabis 
cultivators, arguing that the land had greater potential if it were 

used for purposes other than drugs, that drugs were bad for the 
environment and health, and that drugs were degrading the economy. 
Village committees have been established to convey the above 
information to sensitize people to the problems associated with drug 
use. The focus of the second phase of the program is to encourage 
farmers to substitute alternative crops for drugs on their land. 
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Due to funding constraints, however, implementation of this part of 
the program has been impeded. Other associations for the prevention 
of drug abuse are in the process of elaborating a program of drug 
prevention under the auspices of the International Committee for the 
Fight against Drugs, which is managed by the Ministry of the 

Interior. 
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IV. U.S. POLICY INITIATIVES AND PROGRAMS 

13. USG goals and objectives in Senegal are to strengthen law 
enforcement capabilities in counter-narcotics efforts. In 2002, the 
USG started a program to train counter-narcotics agents in drug 
investigation and interdiction methods under the State Department\'s 
Bureau of International Narcotics and Law Enforcement Affairs (INL). 
The program provided USD 220,000 for several law enforcement 
programs that will aid the police in all aspects of narcotics 
investigatins and prosecutions. Additionally, the USG is in the 

sixth year of continued training to the technicians at the National 

Drug Laboratory that was founded with basic drug analysis equipment 
and training provided by INL. There were no new legal agreements 
against drug use or trafficking concluded between the USG and GOS in 
the past year. 


14. The Road Ahead. The USG will continue to work closely with the 


Senegalese government to improve the capacity of its narcotics law 
enforcement officers to investigate and prosecute narcotics crimes. 


V. STATISTICAL TABLES 


DRUG 2003 2004 2005 


Opium None on record 


Cannabis 3751 kg 2787kg 335 kg 


Cocaine 355g 1657g 55059 
Methamph. None on record 
MDMA 4187 doses NA N/A 
VI. COMMENT 


15. Figures for Senegal\'s drug seizures are compiled from separate 
reports generated by the Ministry of the Interior and the Ministry 
of Defense. Final statistics for 2006 will not be available until 
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early January 2007 and will be reported septel when received. END 
COMMENT. 


VI. CHEMICAL CONTROL 
16. There are no grounds for adding Senegal to the list of chemical 
control countries at this time. 


Jacobs 
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E.O. 12958: DECL: 11/13/16 

TAGS: PGOV, PHUM, SOCI, CH 

SUBJECT: Guangdong Villagers Clash with 1,000 Police: 
Latest Example of a Troubled Area 


REF: Guangzhou 29575 


1. (U) Classified by Consul General Robert Goldberg. 
Reason 1.4 (d). 


2. (C) SUMMARY AND COMMENT: Western and Hong Kong media 
sources reported that on November 8, villagers protesting in 

Shunde, Guangdong, (one hour southwest of Guangzhou) 

detained around 300 officials and foreign dignitaries at an 

opening ceremony of a new warehouse. On November 9, about 
1,000 riot police used tear gas and attack dogs to clear out 

the protestors (no arrests or injuries reported). The 

Sanzhou village protest was not an isolated incident, but 

rather reflects simmering unrest in the village and 
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throughout the nearby region. Incidents of this sort do not 

seem to be linked in any organized manner. END SUMMARY AND 
COMMENT. 


3. (U) Western and Hong Kong media reported that between 
5,000-10,000 residents of Sanzhou village, Lunjiao 

township, Shunde district, Foshan municipality blockaded 

the entrance to a grand-opening ceremony of a grain 
warehouse, leaving about 300 government officials and 
foreign guests (from Thailand, Germany, Britain and Hong 
Kong) detained inside. Residents claimed the warehouse was 
built on land that was taken from that at an unfair price. 

The villagers said that a foreign businessman paid 

officials RMB 135,000, USD 16,875, per mu (1 mu equals 0.16 
acres) for the warehouse, but villagers only received RMB 
35,000, USD 4,375, per mu, and the difference was 
supposedly pocketed by officials. The villagers eventually 

let the international guests leave, but detained officials 

for 18 hours, demanding that they investigate and punish 
corrupt village chiefs. On the morning of November 9, 

about 1,000 riot police arrived and dispersed the crowd 

using tear gas and attack dogs. So far no arrests or 

injuries have been reported. Shunde Foreign Affairs 

officers told congenoffs that they were not aware of the 
incident and had no comment. 


Background to Sanzhou Incident 

4. (U) Since the beginning of last year, Sanzhou villagers 
have been complaining to local officials about compensation 
problems. According to Hong Kong\'s Apple Daily, one 
villager said that half of Sanzhou\'s 9,000 acres was sold 
illegally by officials last year. Villagers protested the 

sale 10 times to the provincial government and some of 
villagers even traveled to Beijing to protest, however, 
Sanzhou village officials were unwilling to share any 
information about village transactions. The villagers then 
began a more aggressive strategy. On June 13, a small 
group of protestors demonstrated against a development 
project on land they believed had been illegally 
confiscated. According to the Apple Daily, about 100 hired 
thugs assaulted the protestors, forcing them to leave. The 
protestors then incited others and about 10,000 villagers 
returned to the scene and detained the thugs for two days. 


Foshan: A Problematic Municipality 


5. (U) The Sanzhou incident is one of many examples of 
rural unrest in the Foshan area, particularly in the 
districts of Shunde and Nanhai. Both districts, originally 


Column 3 

rural areas, have undergone rapid industrialization, which 
has converted most of the farmland into commercial use. 
Villagers say they have gained little from the development. 
In October 2005, the Guangdong government announced a plan 
to deal with the situation. The government\'s new measures 
on \"Administration of Collectively Owned Land for 
Construction Purposes,\" promised to allow farmers to 
conduct transactions on collectively owned non-arable land. 
Two years before the implementation of the new measures, 
Shunde and Nanhai were chosen as pilot project areas, 
because of their problems with land compensation. 


6. (SBU) The measures have thus far been ineffective. In 
April of this year, Hong Kong press reported another 

protest in Nanhai\'s Nanzhuang township, where about 300-400 
villagers blockaded an industrial park to protest the 

detention of five villagers. The villagers were seeking 
restitution for the allocation of more than 200 hectares of 
farmland for the construction of the Foshan National High- 
Tech Industries Development Zone without village approval. 
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In June, seven villagers in Nanhai\'s Sanshan village were 
secretly arrested for protesting illegal land seizures in 
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2005. On September 18, the villagers\' court hearings 
began, sparking interest among Chinese dissident circles. 


Connections Between Protests? 


7. (C) According to the SCMP\'s Leu Siew Ying (protect), 
economics is at the center of Foshan\'s problems. The gains 
by the region\'s rich, land-thirsty developers have not been 
shared with local residents. When speaking with villagers, 
Leu said she heard frequent complaints about land 
compensation and low job prospects. (Note: Leu told poloff 
she was not allowed by SCMP editors to report on the recent 
Sanzhou protest because of difficulties with local 

authorities. On August 15 Leu was detained while trying to 
report on the anniversary of the Taishi incident and she 

has been searched numerous times when leaving the country, 
see reftel. End note). In Foshan, most young people have 
left the village for better-paying jobs in the city, while 

those who remain are forced to survive on a few hundred RMB 
a month. 


8. (C) According to the Chinese Human Rights Defender\'s 
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website (\"Weiquan Wang\"), Zhao Xin from the Empowerment and 
Rights Institute as well as other activists are in contact 

with the seven arrested villagers from Nanhai\'s Sanzhou 
village. Additionally, Shunde and Nanhai share a border 
with Guangzhou\'s Panyu district, the scene of the 2005 
Taishi incident. Nevertheless, Leu does not believe there 
is a direct connection among these various protests in 
Foshan. While the villagers are aware of incidents such as 
Taishi, she said, \"they are not uniting together in an 
organized manner.\" 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, EINV, KPAO, CH 

SUBJECT: Enron Prosecutors Share Lessons Learned with Guangdong 
Audiences 


1. (U) SUMMARY AND COMMENT: In two days of meetings and roundtables 
with Guangdong officials, legal experts, students, and media, 

Department of Justice prosecutors John Hueston and Robb Addison 
discussed their involvement in the Enron case and highlighted the 
differences between the U.S. and Chinese judicial systems. Their 
interlocutors were particularly interested in such issues as 

evidence collection, intra-agency cooperation, and victim 

compensation, noting that the lessons of Enron are relevant in 

China\'s current economic and legal environment. END SUMMARY AND 
COMMENT. 


2. (U) Hueston and Addison visited Guangzhou as part of a 
PAS-sponsored China-wide visit. In Guangzhou, they met with the 
Guangzhou and Guangdong bar associations, Guangdong Procuratorate, 
Guangdong office of the China Banking and Regulatory Commission 
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(CBRC), local reporters, and Zhongshan University law and business 
students. In addition, the Consul General hosted a dinner at his 
residence that included five prominent local lawyers and a judge 

from the Foshan Intermediate People\'s Court. The judge, Lai Zining, 
is currently presiding over a case of alleged earnings misstatements 
and corruption by a large Foshan-based firm named Kelong. 


HOW TO SPOT THE WARNING SIGNS 


3. (U) In their presentations, Hueston and Addison described how 
some of Enron\'s leaders misled investors and profited from stock 
sales. They highlighted the warning signs that should have alerted 
analysts and regulators that Enron was on weak financial footing, 
including a vague and unproven business model, sudden earnings prior 
to quarterly statements, and the unexpected resignation of the CEO. 
They noted that new legislation -- the Sarbanes-Oxley Act -- has 
strengthened financial reporting requirements and increased funding 
for regulatory agencies. 


REGULATORS AND PROSECUTORS INTERESTED IN U.S. SYSTEM 


4. (U) Officials from the Guangdong CBRC peppered Hueston and 
Addison with questions about the complicity of banks in Enron\'s 
illegal activities and what kinds of techniques they used for 

evidence collection. Officials were also interested in the civil 

cases brought by ex-Enron employees and the criminal sentences for 
those Enron leaders found guilty. Chinese prosecutors from the 
Guangdong Procuratorate asked how the various U.S. investigative 
agencies, including the police, FBI, and Security and Exchange 
Commission (SEC), coordinated with DOJ. They asked for information 
on such aspects of U.S. law as the Fifth Amendment, plea bargains, 
and grand juries. 


STUDENTS TURN OUT IN FORCE 


5. (U) Between two hundred and three hundred students from Zhongshan 
University\'s schools of law and business showed up for a lively 

evening presentation with the prosecutors. The students focused on 

the effect of the Enron case on U.S. policy and asked about 

restitution for foreign investors of U.S. companies. Hueston and 

Addison said they were proud to have been part of this landmark 

case, and encouraged the students to pursue careers that benefit 

China. 


GOLDBERG 


85324 
OO RUEHBC RUEHDBU RUEHDE RUEHDIR RUEHKUK RUEHLH RUEHPW RUEHROV 


Column 3 

DE RUEHNE #7748/01 3170831 

ZNY CCCCC ZZH 

O 130831Z NOV 06 

FM AMEMBASSY NEW DELHI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0482 
INFO RUCNIRA/IRAN COLLECTIVE 
RUCNISL/ISLAMIC COLLECTIVE 
RUEHBJ/AMEMBASSY BEIJING 4297 
RUEHLM/AMEMBASSY COLOMBO 7726 
RUEHKA/AMEMBASSY DHAKA 7794 
RUEHIL/AMEMBASSY ISLAMABAD 0840 
RUEHBUL/AMEMBASSY KABUL 3629 
RUEHKT/AMEMBASSY KATHMANDU 8454 
RUEHLO/AMEMBASSY LONDON 1925 
RUEHMO/AMEMBASSY MOSCOW 0447 
RUEHKO/AMEMBASSY TOKYO 4025 
RUEHCI/AMCONSUL CALCUTTA 7182 
RUEHCG/AMCONSUL CHENNAI 7284 
RUEHKP/AMCONSUL KARACHI 5906 
RUEHLH/AMCONSUL LAHORE 3191 
RUEHBI/AMCONSUL MUMBAI 6505 
RUEHPW/AMCONSUL PESHAWAR 3801 
RUEAIIA/CIA WASHDC 

RHEHNSC/NSC WASHDC 

RUEIDN/DNI WASHINGTON DC 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUCNDT/USMISSION USUN NEW YORK 2824 
RHMFISS/HQ USCENTCOM MACDILL AFB FL 
RUEHGV/USMISSION GENEVA 5141 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHMFISS/HQ USSOCOM MACDILL AFB FL 
RUEKJCS/JOINT STAFF WASHDC"","C ONFIDENTIAL SECTION 01 OF 03 NEW DELHI 007 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 05/25/2016 

TAGS: PREL, PGOV, PTER, PINR, PBTS, MOPS, KDEM, KISL, PK, IN 
SUBJECT: BOUCHER DISCUSSES PAKISTAN, IRAN, AND AFGHANISTAN 
WITH INDIAN FOREIGN MINISTRY 


NEW DELHI 00007748 001.2 OF 003 


Classified By: Polcouns Ted Osius for Reasons 1.4 (B, D) 


1.(C) Summary: Assistant Secretary for South and Central 
Asian Affairs Richard Boucher met with Indian Joint Secretary 
Dilip Sinha on November 10th to discuss India\'s relations 

with Pakistan, Iran, and Afghanistan. Boucher emphasized the 
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importance to the United States that India voice its concerns 
publicly about Iran\'s nuclear program during Iranian Foreign 
Minister Mottaki\'s trip to India for the Afghan Regional 
Economic Cooperation Conference. Sinha stressed the 
importance to India of the success of the Afghan donor 
conference, including his hope that it will help Afghanistan 
resolve some barriers to regional trade. He said further 

that he expects few significant announcements from the 
Foreign Secretary talks between India and Pakistan on 
November 14th and 15th; instead the two countries would focus 
on working out the modalities of the joint counter-terror 
mechanism. End Summary. 


Iranian Foreign Minister Visit 


2. (C) Assistant Secretary Boucher emphasized to 
Joint-Secretary Sinha that it is very important to the United 
States that India make public its concern about Iran\'s 

pursuit of nuclear weapons during the upcoming visit of 

Iranian Foreign Minister Mottaki to India for the Afghan 
Regional Economic Cooperation Conference. Sinha responded 
that India\'s relationship with Iran is an important one. He 

said that the visit, the first since Mottaki took office, had 

already been postponed from July. Boucher stressed, however, 
that because Foreign Minister Mottaki will be the only 

minister of that level participating in the Afghan Donor 
Conference, his visit will receive a great deal of attention, 

so it will be important to the U.S. that India make clear its 
concern about Iran at that time. 


Transit of Indian Aid to Afghanistan Across Pakistan 


3. (C) Sinha stressed that one of the most important reasons 
India has to maintain its relationship with Iran is that it 

cannot transport goods and aid across Pakistan to reach 
Afghanistan, instead it has to send shipments through Iran. 
He said that Pakistan had allowed some overland transit in 
2002, and again this year Pakistan has allowed 200 mini-buses 
to travel across, but this is nowhere near the amount of 
goods that India needs to send to Afghanistan. Boucher 
emphasized that trade links are very important for South 
Asia, and it is clear that in the long term the issue must be 
resolved. He explained that part of the problem is one of 
communication -- when we discuss the issue with Pakistani 
officials, they say that only a small list of goods cannot be 
transported across Pakistan, but when we discuss this with 
Indian officials, they say that only a small list of goods is 
allowed to cross Pakistan to Afghanistan. Sinha clarified 

that India is talking about overland transit, while Pakistan 
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is discussing goods entering Pakistan by sea through Karachi. 
He said that there are too many barriers for India to rely 

on transit through Karachi. The issue is ultimately about 
India\'s bilateral relationship with Pakistan, and Pakistan\'s 
failure to implement the South Asia Free Trade Agreement, 
which it has adopted. Pakistan has a small list of items -- 
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1075 products (recently raised from 775) -- that India can 
import into Pakistan, but even these goods have to enter the 
country by sea and not directly over land. 


4. (C) Sinha further stressed that the trade barriers are a 
significant regional problem. Even though Pakistan allows 
goods to come from Afghanistan to India overland, the trade 
barriers mean that transit is very expensive and takes a 
tremendous amount of time. Melons coming from Central Asia, 
for example have to be loaded and unloaded and carried across 
borders by hand several times -- causing them to spoil before 
they can reach India. He said Afghanistan is focusing on 
selling dried fruit -- particularly to New Delhi -- because 

it doesn\'t spoil as quickly. Pakistan permits the trade in 

one direction only, however. Boucher said that most 

countries in the region recognize that these issues have to 
change at some point, but cautioned that we have to make sure 
the change happens naturally. 


India-Pakistan Foreign Secretary Talks 


5. (C) When asked by Assistant Secretary Boucher whether 
there would be any big announcements at the India-Pakistan 
Foreign Secretary talks on November 14 and 15, Sinha said 
major announcements are very unlikely. He said he hopes that 
there will be an agreement on the modalities of the joint 
mechanism. When asked, he said the agreement is likely to be 
with both the ministries and law enforcement, and that 
meetings will probably be held periodically not constantly. 

He said he believes that the mechanism can be useful, but if 

it is the way it used to be, when Pakistan\'s response to 

India\'s requests was a blanket \"no,\" then nothing will come 
out of it. 


6. (C) Boucher stressed that everyone agrees to the main 
principle -- that we are all against terrorism. He said, 
however, that the Pakistanis are concerned about Indian 
activity in Afghanistan and Balochistan. Sinha responded 
that the Pakistanis know that their allegations are 
unfounded. He said, for example, when one person killed in 
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Afghanistan is a Hindu, there is an outcry in Pakistan about 
India\'s presence. He said he has not seen any evidence from 
Pakistan that India is engaged in the activity that Pakistan 
says it is involved in. Sinha said that India has only 12 

people in its consulates in Jalalabad and Kandahar, including 
the security presence it needs to protect its people. 


7. (C) Sinha said further that talks are taking place on 
Siachen and Sir Creek at the working level. He said the 
Defense Ministers are talking about what needs to be done 
further on Siachen. He said on Sir Creek there was a 
proposal for a joint survey and there will be a meeting in 
December to discuss it. 


8. (C) Sinha said that a possible deliverable from the 

Foreign Secretary talks, beyond working out the modalities of 
the joint mechanism, will be an announcement of a new 
shipping protocol between India and Pakistan. Previously 
bilateral trade could not be transported by third-country 
ships, but now both countries have agreed to liberalize this 
provision. 
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9. (C) When Sinha asked about the Waziristan agreement, 
Boucher explained that the agreement has not yet worked, that 
infiltration of Taliban insurgents into Afghanistan is as 

high as it was before the agreement. He said the theory that 
tribal elders can stop infiltration is being tested, and the 

jury is still out. He said it is clear, however, that the 
Pakistanis are determined to pacify the area, and at the 
highest levels of government they say they did the right 

thing in Bajaur. He said on each subject, whether it is 
al-Qa\'ida, the Taliban, or Lashkar-e-Taiba, it is clear that 

the Pakistanis are determined to work against these violent 
groups. He stressed to Sinha that the United States is very 
concerned about the Taliban because they are coming across 
and shooting at our troops, and we have told the Pakistanis 
that we are seeing enough links between the different groups 
that we have to focus on all of them. 


Overland Transport Sinha\'s Personal Interest 


10. (C) Comment: Joint-Secretary Sinha seemed to be very 
focused on Pakistan\'s refusal to allow goods to be 
transported overland from India to Afghanistan and back 
across Pakistan. Heavily interested in the success of the 
Afghan Regional Economic Cooperation Conference, he is 
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focusing on the transit issue not only as an irritant between 
India and Pakistan and a hurtle to India\'s cooperation with 
the United States on Iranian issues, but also as a 
significant barrier to Afghanistan\'s development and 
reconstruction. 

MULFORD 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PHUM, PREL, UNHRC-1, NP 

SUBJECT: SENIOR LEVEL DEMARCHE DELIVERED ON COUNTRY 
RESOLUTIONS AT UN 


REF: A. SECSTATE 184178 
B. KATHMANDU 3011 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


(C) In a November 10 meeting with Deputy Prime Minister and 
Foreign Minister KP Oli, the Ambassador delivered ref A 
talking points, stressing the need to use country resolutions 
as a way to hold regimes that systematically abuse human 
rights accountable. The Ambassador made it clear that 
including the U.S. and Canada in the group of the world\'s 
most egregious human rights abusers would discredit the 
seriousness of the General Assembly. Oli had no immediate 
response to the demarche, but said that he would look into 
it. The Ambassador assured Oli that the Embassy would 
continue to press for a response on this important issue. 
MORIARTY 
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USDOC FOR 532/OEA/M. NICKSON-DORSEY/JAY HATFIELD 
USDOC FOR 3131/USFCS/OIO/ANESA/KREISSL 

USDOC FOR 4530/MAC/ANESA/OSA 
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E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: GUJARAT NARMADA VALLEY 
FERTILIZERS COMPANY LTD., DIST. BHARUCH, GUJARAT, LICENSE NO. 
D362905 


REF: USDOC 05388 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Export Control Officer (ECO) Michael Rufe and BIS FSN Prem 
Narayan conducted a Pre-license Check (PLC) at Gujarat Narmada 
Valley Fertilizers Company Ltd. (GNFC), Bharuch Dist. Gujarat, on 
November 2, 2006. 


3. BIS requested a PLC at GNFC, a Gujarat State Government Public 
Sector Undertaking (PSU), located at: P.O. Narmadanagar 392015, 
Dist. Bharuch, Gujarat, Website: www.gnfc.com. GNFC was listed as 
the Ultimate Consignee for 10 Tantalum capped tubes controlled under 
ECCN 2B350. The license applicant was Titan Metal Fabricators Inc. 
(Titan), Oxnard, CA. 


4. The ECO met for approximately 2 hours with M.N. Tirmak (Tirmak), 
General Manager, B.R. Patel (Patel), Additional General Manager, and 
V.M. Patel Senior Manager (Purchase), GNFC. The meeting was 
facilitated by Deputy Secretary (AMS) Prashant Arawal (Agrawal), 
Ministry of External Affairs (MEA), GOI. Agrawal was also present 

in the meeting. 


5. GNFC officials were aware of certain BIS regulations. GNFC has 
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been party to previous BIS export licenses. Patel recalled that the 
officials from the American Consulate General, Mumbai, visited GNFC 
approximately 7-8 years ago to conduct a PSV for a BIS export 

license. They provided a copy of the GNFC corporate brochure, Titan 
quotation, GNFC Purchase Order and the End-Use statement. Based on 
the risk report statement that GNFC is a supplier of liquid nitrogen 

to ISRO. The ECO inquired whether they sell or provide product to 

ISRO. The officials stated no. A website search did not find 

liquid nitrogen as a GNFC product. 


6. Patel confirmed the stated end-use of the Tantalum capped tubes. 
He stated that GNFC manufactures approximately 750 tons of weak 
nitric acid (WNA) and 250 tons of concentrated nitric acid (CNA) per 
day. CNA is manufactured at their CNA-I and CNA-II plants. GNFC 
uses three heat exchangers for two plants for the production of 

nitric acid. Two heat exchangers are integrated into the two plants 
and the third is kept as standby. Currently, the third heat 

exchanger is currently under repair and will be operational after 

the tubes on order will replace the existing faulty tubes. 


7. The Tantalum capped tubes are already being used in all three 

heat exchangers. Approximately 55 Tantalum capped tubes are used in 
one heat exchanger. The new Tantalum capped tubes on order will 
replace the plugged and damaged tubes in the third heat exchanger. 
The Tantalum capped tubes are fragile and require careful handling. 
The tubes usually get damaged while in transit or when the 
maintenance work is being carried out or due to manufacturing 

process upsets. Tantalum is a tough, ductile metal and its 

corrosion resistance and heat transfer properties make Tantalum a 
perfect construction material for a wide range of equipment 

especially for heat exchangers. The ECO was taken to the site of 
plants CNA-I and Il. The ECO was also taken to the inventory area 
and shown the plugged and damaged Tantalum capped tubes that need to 
be replaced. 


8. Established in 1976, GNFC is a joint sector enterprise promoted 
by the Government of Gujarat and the Gujarat State Fertilizer 
Company Ltd. GNFC is the largest producer of fertilizers in India. 

The products range manufactured include urea, ammonium nitro 
phosphate, calcium ammonium nitrate, ammonia, weak nitric acid, 
concentrated nitric acid, hydrogen, methanol, formic acid, methyl 
formate and acetic acid. Narmada Chematur Petrochemicals Limited 
(NCPL) is a fully owned subsidiary of GNFC that produces aniline and 
toluene di isocyanate (TDI). GNFC sells fertilizers directly to 

farmers and cooperatives under the directives of the GOI Department 
of Fertilizer. The industrial chemicals manufactured by GNFC are 
sold to chemical production facilities, textiles, leather, and 

rubber industries. It has a network of approximately 30 marketing 
offices spread throughout India through which it sells fertilizers 

and industrial chemicals produced by GNFC. They have several 
technical collaborations with overseas companies including Texaco, 
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DuPont, and Entrust of the United States. GNFC employs 2,400 
personnel. Sales for the fiscal year 2005-2006 were approximately 
$500 million. 


9. Recommendation: Post recommends Gujarat Narmada Valley 
Fertilizers Company Lid. as a reliable recipient of the controlled 
U.S. origin commodities. All indications are that the listed 
commodities will be used in accordance with U.S. export control 


regulations (MKRUFE) Mulford 
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PASS FEDERAL RESERVE 

PASS CEA 

STATE FOR EB and EUR/WE 

TREASURY FOR DO/IM 

TREASURY ALSO FOR DO/IMB AND DO/E WDINKELACKER 
USDOC FOR 4212/MAC/EUR/OEURA 


E.O. 12958: N/A 
TAGS: EFIN, ECON, PGOV, FR 
SUBJECT: France Ponders 2007 Social Security Budget 


Refs: (A) Paris 6668; (B) 03 Paris 4736; (C) 04 Paris 4141 


1. SUMMARY: As part of efforts to reduce the overall budget deficit 
to 2.5 percent of GDP in 2007, Health Minister Xavier Bertrand 
unveiled a 2007 social security budget with a cap on health 
spending, reducing the social security deficit to 8.0 billion euros 
(12.2 billion dollars). The social security deficit ultimately may 
exceed the target, however, since legislators may want to be more 
generous to constituents, especially after hearing doctors\' 
objections. The pension deficit will get worse due to the 

retirement of baby boomers. Pension reform will not be reexamined 
before 2008 (after the 2007 elections) given the political 
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sensitivity of the issue. END SUMMARY 


Reducing the Social Security Deficit: A Necessity 

2. Health Minister Xavier Bertrand unveiled the 2007 draft social 
security budget on October 11, stressing it was \"a major step\" in 
the reduction of the overall budget deficit (including central 
government, social security and local authorities) to 2.5 percent of 
GDP (ref A). The social security deficit (including health, family 
allowances, pensions and work-related accidents) should narrow to 
8.0 billion euros (10.2 billion dollars) in 2007 from 9.7 billion 

(12.1 billion dollars) in 2006, a sharp improvement after record 
deficits in 2004 (11.9 billion euros or 14.8 billion dollars), and 

in 2005 (11.6 billion euros or 14.4 billion dollars). Nevertheless, 

in a recent report the public finance auditors (GAO counterpart, 
\"Cour des Comptes\") warned that the social security deficit would 
increase \"considerably\" to 37 billion euros (46 billion dollars) by 
2009. Auditors deemed that the health, family allowances and 
pension deficits are \"structural and long-lasting.\" Cour des 
Comptes President Philippe Seguin concluded \"the social security 
system will require new and urgent reforms soon,\" namely, reforms 
going beyond the 2003 pension (ref B) and the 2004 health insurance 
reforms (ref C). 


Health Insurance Deficit Narrows 

3. In announcing the budget, Minister Bertrand said that \"the 

social security system is doing better.\" Health insurance 
expenditures, which account for most of the social security deficit, 
are expected to fall to 3.9 billion euros (4.9 billion dollars) in 

2007 from 11.6 billion euros (14.5 billion dollars) in 2005 and 6.0 
billion euros (7.5 billion dollars) in 2006. The decrease in the 
unemployment rate (currently under 9.0 percent, its lowest level in 
four years) contributed to the improvement by increasing receipts 
from health insurance payroll taxes. The improvement was also due 
to continuing cost-cutting measures affecting reimbursement, generic 
substitution, and the selection of a referent practitioner. The 
government set the 2007 national health-insurance spending target 
(known as \"ONDAM - Objectif National de Depense 
d\'Assurance-Maladie\") at 2.5 percent above 2006 levels (3.5 percent 
for hospitals spending and 0.8 percent for other spending including 
visits to doctors and drugs), down from 3.9 percent in 2005, 2.7 
percent in 2006, and from an all-time high of 7.1 percent in 2002. 

As part of continuing effects of the 2004 health reform, in 2007 all 
patients except the most disadvantaged and children will pay 1 more 
euro per hospitalization day each day (16 euros per day versus 15 
euros or 19 dollars in 2006). A personalized medical record 
creating an electronic medical history documenting all of patients\' 
cases will contribute to rationalizing and controlling health 

spending growth. 
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4. CSMF, the main doctors union, deemed the spending target 
(\"ONDAM\") \"unrealistic and untenable.\" Instead the doctors called 
for a health spending target of 0.8-1.5 percent, arguing they 

already have made efforts to cut corners in recent years. Some 
center-right and socialist deputies spoke out against the 2007 

social security budget, including Francois Sauvadet, the spokesman 

of center-right UDF deputies, who deemed the budget as 
\"unacceptable,\" and said \"it could not be passed as is.\" The 
government promised that \"a gesture would be made to loosen ONDAM.\" 
The National Assembly Social Affairs Commission subsequently 
accepted an amendment to increase the ONDAM for visits at doctors to 
1.2 percent. 


Family Benefits and Work-related Accidents 

Contribute to the Improvement 

5. The family benefits deficit is expected to narrow to 700 million 
euros (875 million dollars) in 2007. New measures include a 
zero-interest loan for young adults who are entering the labor 

market, and support to families taking care of handicapped parents. 
The work-related accident scheme should post a slight surplus of 100 
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million euros (125 million dollars). 


Pension Deficit Increases due to Retiring Baby Boomers 

6. The government expects the pension deficit to increase to 3.5 
billion euros (4.4 billion dollars) in 2007 from 1.9 billion euros 

(2.4 billion dollars) in 2005 and 2.4 billion euros (3.0 billion 

dollars) in 2006 as the first of the post-WWII baby-boomers retire. 
The French system must also finance the Fund for Solidarity with 
the Elderly (\"Fonds de Solidarite Vieillesse\") that responds to 
\"early\" retirements of workers who entered the labor force at an 
early age (as young as 14). 


7. In October Former Labor Minister Francois Fillon revived tensions 
within the UMP center-right majority by calling for a reform of 

special pension schemes that grant particularly attractive benefits 

to employees of the national rail road company SNCF, the Paris 
metro and bus transportation system RATP, the utility companies EDF 
and GDF, and the Bank of France, if the center-right wins elections 

in 2007. Prime Minister Dominique de Villepin said that a decision 

on the matter would be made in 2008 (after next year\'s elections) as 
planned by the 2003 pension reform. 


2007 Social Security Budget Helps Support Job Creation 


8. The 2007 social security budget includes measures in favor of 
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employment, notably more flexible rules for people wanting to work 
while drawing a pension, and elimination of the obligation to retire 
at 65. The budget extends benefits paid to the unemployed who 
create or buy companies. The budget also creates social and tax 
incentives for companies to encourage employment and new skills 


More Focus on Tracking Fraud 

9. The government plans to create a National Anti-Fraud Committee 
to track fraud affecting all components of social security spending 

and receipts. Based on government estimates, at least 100 million 
euros could be recuperated in 2007. An ID card including a picture 

of the holder, a more secure version of the current \"Carte Vitale,\" 
would track medical expenses and relay information about the medical 
records of all patients. 


GOF Minimizes Budget Tricks 

10. The government ruled out increasing payroll taxes and social 
contributions (which are already high), because of the likely 

negative effects on consumption and French competitiveness. And it 
largely avoided resorting to contemplated budget tricks, such as 
securing early payments of the social contribution (\"Contribution 
Sociale Generalisee\" - CSG) on life insurance contracts. In the 
2006 budget, a similar move on housing savings accounts (\"Plan 
d\'Epargne Logement\") proved unpopular. The government did request a 
2 billion euros (2.5 billion dollars) one-time contribution from the 
French postal system, La Poste, for taking over the pension 

liabilities of its employees. La Poste will have to pay 

contributions for its employees\' pension scheme going forward. 


COMMENT 

11. France made significant progress in its health insurance reform 
of 2004, although the goal of eliminating the health insurance 
deficit by 2007 has proven not to be possible. Another 
belt-tightening reform of the health insurance system would be 
unpopular in an election year. Similarly, reforming pensions by 
revising special regimes is a politically perilous undertaking in 
France. The final 2007 social security budget will probably result 
in a higher-than-expected social security deficit and, therefore, a 
larger overall budget deficit. As with the GOF\'s overall fiscal 
policy, the future direction of social security reform could be 
significantly altered by the result of the 2007 presidential 
elections. 
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1. (C) Summary: In contrast to scholars in Beijing (Reftel), 
Shanghai SCO scholars told visiting EAP Poloffs in November 1-3 
meetings that is unlikely that the SCO will accept new members 

in 2007, especially Iran. They expect China to continue to 
promote multilateral economic cooperation within the SCO and to 
favor economic cooperation as a means to promote regional 
stability in countries of concern, such as Afghanistan. The 
scholars support more cooperation and dialogue between the 
United States and SCO, and one suggested that the United States 
and Japan become SCO partners. They characterized the political 
relationship between Russia and China as \"good\", but \"not as 
good as it should be.\" End Summary. 
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2. (C) During their November 1-3 visit to Shanghai, EAP 

Political Officers Longenecker and Chernawsky, accompanied by 
Poloff, met with three of Shanghai\'s prominent Russia and SCO 
scholars: Shanghai Academy of Social Sciences (SASS) Institute 
of European and Asian Studies Director Pan Guang; Shanghai 
Institute of International Studies (SIIS) Russia-Central Asian 
Studies Director Lu Gang; and SIIS Research Management and 
International Exchanges Director Shao Yuqun. 


3. (C) In contrast to the views expressed by Beijing scholars 
reported reftel, the three Shanghai SCO scholars all believed it 
was unlikely that the SCO would accept any new members in 2007. 
Pan said that while the Secretariat General had been tasked with 
coming up with a mechanism for countries to become members, he 
thought that the mechanism would not be ready in time to allow 
new members in 2007. He indicated that although it was clear 

Iran wanted good relations with Central Asia, Russia and China, 
several SCO members were uncomfortable with having Iran as a 
member. Pan noted that Iran had joined the SCO as an observer 
before Anmadinejad became President and before the nuclear 
crisis. He said that several members of the SCO wanted neither 
for the SCO to become involved in the nuclear issue nor for it 

to provide Iran a platform. He noted that there were also 

divisions within the SCO over membership for India and Pakistan. 
Pan explained that there were currently no border disputes 

among SCO members, but many of the possible new partners had 
such issues. 


4. (C) Lu and Shao noted that the SCO was a young organization 
that was still evolving. Before it could accept any new 

members, existing members needed to decide what type of 
organization they wanted the SCO to be. Ifthe SCO accepted 
members outside of Central Asia, this could shift its regional 
focus. Adding too many new members would dilute its 
effectiveness. Shao said there were lots of regional 
organizations that did nothing more then hold meetings and talk. 
He did not want to see that happen to the SCO. 
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5. (C) Pan said that while the SCO has had successful 
cooperation on security, counterterrorism and border issues, so 
far, there had not been significant economic cooperation on the 
multilateral level. If most economic cooperation remained on 

the bilateral level, then there was no need for the SCO. He 
added that there was a possibility that Russia might join the 
Kazakh/China oil pipeline and that this could be the first joint 
economic project under the SCO framework. SIIS Lu Gang was 
more positive about economic cooperation. He said that, from 
the Chinese Government\'s point of view, economic cooperation was 
the most important part of the SCO process and vital to 
maintaining security in the region. China had initiated a USD 
900 million loan program to Central Asian entrepreneurs and 
provided economic training to 1,500 people from SCO Central 
Asian countries. 


6. (C) The scholars were concerned about stability in the 

region, in particular in Afghanistan. According to Pan, 

Afghanistan was not stable and China was concerned that this 
instability would negatively impact the situation in Xinjiang, 

which bordered Afghanistan. Pan said he personally supported 
NATO\'s request that SCO members send peacekeeping troops to 
Afghanistan. He noted that China had sent 1,000 peacekeepers to 
Lebanon at French President Chirac\'s request and commented that 
Afghanistan\'s stability was more directly in China\'s interest. 

Pan said that sending SCO peacekeepers would be \"too 
complicated\" and advocated a Chinese troop contribution as more 
realistic, but said that the Government was not seriously 
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considering the idea. Lu said China could not send troops to 
Afghanistan but could send resources. He supported more 
cooperation between the United States and China on Afghanistan 
and suggested that both countries engage in a concrete area such 
as drug-trafficking. 


7. (C) Shao said China was also concerned about stability in 
the five Central Asian countries. According to Shao, most 
problems in the region stemmed from the fact that most of the 
current leaders had held power since the break-up of the Soviet 
Union and were unwilling to implement changes. It was unlikely 
that there would be any significant political reform until there 
was a new generation of leaders. She said that the current 
period was a transitional period, during which the region was at 
its most vulnerable state. She said Kazakhstan was the most 
stable country in the region and the only one that had 
implemented significant economic reforms and joined the global 
economy. While there was some friction in the relationship over 
oil resources and the pipeline, China had a cooperative 
relationship with Kazakhstan. Shao 


also said noted the improved economic situation in Uzbekistan 
and said that this would improve stability in the country. She 
said China was most concerned about Tajikistan and Kyrgyzstan. 
Kyrgyzstan\'s president continued to have problems in controlling 
the country and Tajikistan would have elections in the near 
future. 


SHANGHAI 00007043 003 OF 004 


8. (C) Lu stressed that the SCO was not an anti-American 
organization and was not being used by Russia and China as a 
platform to oppose the United States. Pan had a similar 

viewpoint and added that the SCO and United States had common 
interests, especially on non-security issues such as health, 
environment and drug trafficking. He added that most SCO 
countries supported good relations with the United States, with 
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Uzbekistan an exception. He added that the United States and 
Japan, which had expressed an interest in becoming an observer, 
could become SCO partners. This would be similar to NATO\'s 
Partnership for Peace program which allowed some countries to 
cooperate and have a dialogue with NATO. An SCO partner could 
have a liaison office at the SCO Secretariat, join military 

exercises as an observer, and conduct joint projects in areas 

such as poverty alleviation and combating drug trafficking. 


9. (C) Shao and Lu said there should be more discussions 
between U.S., Chinese and Russian scholars about Central Asia. 
Shao noted that, in meetings with Chinese scholars, Central 
Asian scholars always complained about the United States. In 
their meetings with the United States, they always complained 
about China. To prevent themselves from being manipulated by 
the smaller countries, Russia, China and the United States 
should increase their own coordination. Shao acknowledged that 
China was concerned about the U.S. presence in Central Asia. 
China was not only concerned about the color revolutions, but 
also the U.S. military base in Kyrgyzstan which was near the 
Chinese border. China needed a clearer understanding of USG 
intentions toward Central Asia. Shao was particularly 

interested in the USG\'s new Greater Central Asia Initiative. 


10. (C) According to Pan, good China-Russia relations were in 
the interests of both countries. The border between the two 
countries was over 7,000 km long and both countries benefited 
from bilateral energy and economic cooperation. While there 
might be differences, the countries were always able to reach a 
compromise because they had common interests. He added that he 
had seen a report that said most Chinese believed that, within 
the next ten years, Russia would not be a threat to China. 

(Note: Pan did not specify as to why Chinese people did not view 
Russia as a threat. End Note.) However, there continued to be 
tensions between Russian and Chinese people. Pan attributed 
this to the influx of Chinese laborers in the Russian Far East. 
Many Russians feared that China would take over the area if this 
trend continued. 
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11. (C) Lu and Shao had similar views. They said that the 
overall political relationship between Russia and China was 
\"good\", but had not reached a \"partnership\" level. The 
China-Russia relationship was not at the same level as the 
U.S.-British or even the U.S.-Japanese relationship. In 

addition, President Hu and President Putin did not have close 
personal relations like President Bush and British Prime 
Minister Blair. Shao said that, unlike past Chinese leaders, Hu 
did not speak Russian or have a deep understanding of Russian 
issues. She added that President Putin also did not have a deep 
understanding of China. Like Pan, she thought that the 
relationship on the people-to-people level was not as good as it 
should be. In addition to the tensions caused by Russian 
concerns about Chinese laborers in the Russian Far East, there 
were also concerns about the lack of energy cooperation. She 
noted that Russia, to some extent, saw a rising China as a 
threat. She added that the relationship was also affected by 
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each country\'s relationship with the United States. The 
deterioration of U.S.-Russian relations had allowed China to 
establish a closer relationship with Russia. Shao was not 
certain the two countries would have such a close relationship 
if U.S.-Russia relations improved. 


12. (C) According to the scholars, both PRC and Russian leaders 
were actively engaged in efforts to promote better relations 
between the peoples of their two countries. For example, China 
had designated 2006 as \"the year of Russia\" and Russia had 
designated 2007 as \"the year of China.\" The scholars hoped that 
such programs would increase trust between the two countries and 
lead to greater cooperation on Central Asia and other issues. 

They noted that Shanghai was contributing to this effort by 
investing USD 1.3 billion in a luxury real estate project in St. 
Petersburg. All three scholars noted that the project was very 
controversial, but that it was supported by the mayor of St. 
Petersburg who was a close friend of President Putin. 


13. (C) EAP Political Officer Sam Chernawsky cleared this 
report. 
JARRETT 
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1. Summary: The HIV/AIDS scandal in Shymkent continues to receive 
high-level attention. On October 9, President Nazarbayev instructed 
Umurzak Shukeyev, the new Akim of the Southern Kazakhstan Oblast 
(SKO), to provide all necessary treatment to the 78 children 

infected with HIV as a result of contaminated blood transfusions and 
unsafe injection practices. On October 10, Minister of Health 

Anatoliy Dernovoy announced that the HIV outbreak in SKO has been 
contained. President Nazarbayev visited Shymkent on October 25, 
where he demanded that those responsible for the outbreak be 
identified and punished. End summary 


2. On October 10 Health Minister Anatoliy Dernovoy announced that 
the HIV/AIDS outbreak in Southern Kazakhstan (SKO) has been 
contained. Seventy-eight children have been infected due to the 
reuse of disposable medical instruments, improper infection control 
practices in the hospital setting, or through contaminated blood 
transfusions. 


3. Minister Dernovoy visited the Southern Kazakhstan Oblast on 
October 15-16. He stated that the quality of medical services in 

SKO is the worst in the country. The equipment at the blood donor 
center in Shymkent, the largest city in SKO, is outdated and 
incapable of meeting all necessary safety requirements, said 
Dernovoy. He added that most hospitals lack basic necessities, from 
hot water to linens. Dernovoy noted that many medical personnel are 
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poorly qualified. 


4. The Minister also condemned bribery in the regional hospitals and 
the misuse of budgetary funds. Patients have to pay for everything 

- medical preparations, blood transfusions and treatment, said 
Dernovoy, and he asked where the twenty billion tenge ($156.6 
million) allocated annually for the oblast had been spent. 


5. Dernovoy called for better blood safety in Kazakhstan. He stated 
that the government has allocated 65 million tenge ($500,000) to 
repair the existing blood center in Shymkent and 120 million tenge 
($940,000) to purchase disposable medical instruments and new 
equipment. The GOK has also allocated 1.4 billion tenge ($10.9 
million) to build a new blood center in Shymkent. 


6. In his introductory meetings as new Akim of the Southern 
Kazakhstan Oblast, Umirzak Shukeyev learned that most hospitals are 
legally categorized as communal facilities, which permits them to 
require payment for services even in cases where free medical 
services are guaranteed by the state. Shukeyev recommended that all 
children\'s hospitals and maternity clinics be registered as state 
organizations, thus ensuring that all services will be free. 

(Comment: This reaction reflects an unfortunate shift away from 
USG-supported health finance reforms in Kazakhstan, and disregards 
the fact that informal and under-the-table payments always have 
occurred in the inefficient Soviet system. End comment.) 


7. In reaction to the HIV outbreak in Shymkent, Kazakhstani 
authorities have examined blood centers throughout the country. 
Activities at blood centers in Zhezkazgan, Temirtau and Balkhash 
were suspended because of equipment degradation. The Akmola 
Procurator has also recommended the suspension of activities at 
blood centers in Stepnogorsk and Atbasar, after discovering that the 
centers were using outdated equipment, including refrigerators 
manufactured 40 years ago. 


8. President Nazarbayev arrived in Shymkent on October 25 to discuss 
the HIV outbreak with oblast officials. Nazarbayev declared that 

urgent measures must be taken to revitalize the health care sector 

of the oblast. He also urged procurators to quickly complete their 
investigation and to punish those guilty for the HIV outbreak. 
Kazakhstani authorities have already charged 17 doctors with 
negligence and investigators are now attempting to identify who 
recommended and performed the faulty blood transfusions and 
injections. 


9. Comment: The USG continues to assist the Ministry of Health with 
the reforms required above and beyond replacing old refrigerators. 
USAID and the U.S. Centers for Disease Control and Prevention 
continue to provide technical assistance in Shymkent and input to 
the draft National Blood Safety Program, which should clarify roles 
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and responsibilities of stakeholders, including the quality 
monitoring of blood bank services. Many of the deeper flaws 
revealed by the Shymkent tragedy, however, will take years of 
continued health sector reforms to address. End comment 
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Senior military analyst ZeVev Schiff wrote in independent, 
left-leaning HaVaretz: \"It is quite doubtful that the Democrats 
would have decided on an immediate withdrawal from Iraq had the 
decision been up to them. They, too, understand that a rushed 
pullout could end up having the U.S. lose the entire Middle East. 
The Democrats will continue to make it difficult for Bush and 
criticize him for the war in Iraq, but they will find a way to 

finance the army\'s continued presence there without humiliating the 
U.S.\" 

Conservative, independent Jerusalem Post editorialized: \"The 
Democrats must resist the temptation to dedicate their new found 
power to the sole purpose of bringing down their nemesis, George 
Bush. They will be more successful politically if they do what is 
best for their country and the world, and join together to confront 
the terrorist tyrants that threaten us all.\" 

Block Quotes: 


I. \"U.S. Won\'t Quit Iraq Just Yet" 


Senior military analyst ZeVev Schiff wrote in independent, 
left-leaning HaVaretz (11/9): Does the resignation of Donald 
Rumsfeld as U.S. Secretary of Defense, who led the war in Iraq, 
signal an immediate beginning of the American army\'s withdrawal from 
Iraq? The answer is no. It is more reasonable to conclude that the 
appointment of Robert Gates to the position will represent the start 
of changes in the way American forces are deployed in Iraq and the 
establishment of a plan with the Iraqi government for taking on 
greater military responsibility. It is more reasonable that 

following its loss in Congress and a call by many voters for a 
change in military policy in Iraq, the Republican Party will now 
focus on an effort to save the White House for U.S. President George 
W. Bush\'s political heir. In other words, the party wants to show 
that it will be making changes in Iraq, while taking national 

security responsibility for the United States\' position as a world 
power. It is quite doubtful that the Democrats would have decided 
on an immediate withdrawal from Iraq had the decision been up to 
them. They, too, understand that a rushed pullout could end up 
having the U.S. lose the entire Middle East. The Democrats will 
continue to make it difficult for Bush and criticize him for the war 

in Iraq, but they will find a way to finance the army\'s continued 
presence there without humiliating the U.S.\" 
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Il. \"Confront Iran Together" 

Conservative, independent Jerusalem Post editorialized (11/9): \"The 
call for unity and cooperation just after a hard-fought election is 

as American as motherhood and apple pie. For all our sakes, 
however, this pledge had better not be mere boilerplate. Speaking 
from a particularly precarious part of the world, we simply cannot 
afford a United States that, in the midst of global war, becomes 
paralyzed by partisan bickering. Though there is a long history of 
midterm elections of second-term presidents being treacherous for 
the party in power, it is clear that President George Bush and, in 
particular, the war in Iraq, cost the Republicans dearly.... The 

real problem ... is not the shallow and unconstructive debate over 
Iraq, but that Democrats and Republicans have allowed Iraq to become 
a distraction from the main threat looming, that of a nuclear 

Iran.... What the US needs, instead, is a bipartisan strategy for 
victory.... As it happens, a successful policy toward Iran is 

critical to winning in Iraq, since it is almost impossible to 

imagine democracy prevailing in Iraq so long as Iran is increasingly 
able to support terrorism there, eventually under the protection of 

a nuclear umbrella.... The best way for Democrats to prove that they 
should be given the chance to govern is for them to work 
shoulder-to-shoulder with Bush on foreign policy in the two critical 
years ahead. The sight of Bush and Pelosi reaching agreement on 
Iran policy would itself send a powerful message to Europe that 
America is not willing to live with a nuclear Iran, and would 
embolden these nations to toughen their own policies. As unlikely 
as this positive scenario may seem to be, the alternative to it is 
frightening, and would be disastrous for America and the world. A 
divided America following a feckless Europe is a recipe for 
deterioration across the board, including defeat in Iraq and the 
emboldening of the radical axis that emerged in the recent Lebanon 
war: Iran, Syria, Hizbullah and Hamas. The Democrats must resist 
the temptation to dedicate their new found power to the sole purpose 
of bringing down their nemesis, George Bush. They will be more 
successful politically if they do what is best for their country and 

the world, and join together to confront the terrorist tyrants that 
threaten us all.\" 


Independent, left-leaning HaVaretz editorialized: \"The cannons must 

be replaced with calls for dialogue, the economic boycott must be 
replaced with an opening of the taps, and the cruel siege of Gaza 

must be replaced with a supervised opening of the border crossings. 
Only in this way can we perhaps change the dangerous atmosphere that 
now prevails, and even more so following the bloodbath in Beit 

Hanun. The responsibility for this rests entirely on the prime 
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minister\'s shoulders.\" 


Diplomatic correspondent Ben Caspit wrote in popular, pluralist 
Maariv: \"They [the Palestinians] are not attacking the 1967 borders; 
they are attacking the 1948 lines. They are not challenging the 
occupation, and they are not arguing with the oppression. They want 
to uproot us from here, wipe us from the face of the earth.... All 

they have to do to get quiet is to stop shooting. Until then, there 

will be no quiet, and sometimes, there will be mishaps.\" 


Political affairs correspondent Sima Kadmon wrote in 
mass-circulation, pluralist Yediot Aharonot: \"This is indeed, a 
calibration problem. But this is a problem not just of the artillery 
battery, but of us, all of us. Of a government that for such a long 
time has found no way to talk to the other side. Of the IDF, that 
time after time manages to get us into trouble in mishaps that 
should not happen. Of a state that closes its eyes and seals its 
heart to what is happening a few dozen kilometers away. Of the 
Palestinians, who display negligence and have not managed to vomit 
from their midst the radical elements. And of an indifferent world 
that does nothing to stop what is happening.\" 


Middle East affairs commentator, Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in mass-circulation, pluralist 

Yediot Aharonot: \"Despite the promised disengagement, Gaza still 
remains an Israeli matter, and the world is watching from the 
bleachers, on the television screens. It\'s time that weary Israel 
should sit on the bleachers and watch as the world takes charge over 
Gaza. Those who criticize Israel in the Western world should also 

be prepared to act, and the moment has come.\" 


Military correspondent Alex Fishman wrote in mass-circulation, 
pluralist Yediot Aharonot: \"For our own sake, we must know what 
really happened yesterday in Beit Hanoun. We must, because our 
hearts have become inured. Ten killed here, 60 killed there, 
yesterday another 18, some of them innocent civilians. For us, this 
passes as if it were nothing. We have to ask ourselves: does this 
truly have to be?\" 


Senior op-ed columnist Eitan Haber wrote in the lead editorial of 
mass-circulation, pluralist Yediot Aharonot: \"It is terrible [What 
happened in Beit Hanun]. And we have to try not to use the excuse, 
Vbut we are at war.\' Because if, God forbid, such sights continue, 
we will perhaps beat Hamas, but we will lose the world\'s support.\" 


Senior military analyst ZeVev Schiff wrote in independent, 
left-leaning HaVaretz: \"Instead of talking, Israel has become an 
observer that deploys artillery. For months, Israel has avoided 
negotiations with Mahmoud Abbas. By doing so, Israeli is 
strengthening Palestinian extremists, and what is happening in the 
Gaza Strip is adding fuel to the bonfire.\" 
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Block Quotes: 


|. WA Cease-Fire in Gaza (2)\" 


Independent, left-leaning HaVaretz editorialized (11/9): Yesterday, 
we wrote here that \'Israel should declare a complete cease-fire in 

the Gaza Strip for a predetermined period, during which it will not 
engage in any violent actions, neither assassinations nor 

incursions. Simultaneously, it should call on the Palestinians to 

hold their fire as well.\ What we feared has come to pass -- and for 
the Palestinians, even worse: At least 19 Palestinians were killed 
yesterday during a sustained Israel Defense Forces artillery attack 

on the town of Beit Hanun.... No excuse can justify this 

atrocity... It is no longer enough to express regret; it is also 
necessary to draw conclusions. It has now become conclusively clear 
that the campaign against the Qassam rocket launchers in Gaza can no 
longer be entrusted solely to the IDF.... That operation [Autumn 
Clouds] sowed only death and destruction, without bringing an end to 
the Qassam fire. On the contrary, it only increased it.... The 

prime minister, as the person who bears overall responsibility, must 
order the IDF to halt the fire on Gaza -- immediately, in all cases 

and with every type of weapon. If Israel does not want to find 

itself embroiled soon in a new bloodbath, including suicide bombings 
in its cities, it must launch a dramatic, unequivocal move, as only 
such a move might prevent the outbreak of a new intifada.... The 
cannons must be replaced with calls for dialogue, the economic 
boycott must be replaced with an opening of the taps, and the cruel 
siege of Gaza must be replaced with a supervised opening of the 
border crossings. Only in this way can we perhaps change the 
dangerous atmosphere that now prevails, and even more so following 
the bloodbath in Beit Hanun. The responsibility for this rests 

entirely on the prime minister\'s shoulders.\" 


ll. \"The Price of the Kassam Rockets\" 


Diplomatic correspondent Ben Caspit wrote in popular, pluralist 

Maariv (11/9): \"Somebody needs to tell the truth, to the inhabitants 

of Beit Hanoun, to the inhabitants of the Gaza Strip, to the Arabs 

of the territories, to the whole world. It is a simple, harsh and 

single truth: those who fire thousands of Kassam rockets upon a 
civilian population for years, those who accumulate tons of 

explosive materials, arms and Katyusha rockets for months, those who 
impose terrorism and fear upon an entire region for no apparent 
reason need to understand that they cannot hide behind women and 
children. Such behavior carries a price tag. Every country in the 

world has an obligation to protect its citizens. Israel\'s behavior 

in Gaza has been much more moderate, humane and moral than the way 
American, British or Russian armies would respond to terrorists who 
consistently fired on Texas, Coventry or Moscow.... The truth is 
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that until they stop firing Kassam rockets upon Israel, Israel must 
keep firing back. Yes, firing back. They shoot to kill women and 
children. We do not. Never. But when they shoot at us from inside 
inhabited areas, it is very difficult to prevent mishaps or terrible 
incidents.... Every other method has been tried, and failed. With 
scoundrels you behave like a scoundrel, and with murderous, 
bloodthirsty terrorism that wants to wipe you off the map, you have 
to respond accordingly: wipe it out.... We expected that they would 
sit quietly after we left Gaza.... Yes, in our naivet we expected 

that now, at least in Gaza, \'they would sit quietly.Y Instead of 

that, we got intensified barrages of upgraded Kassam rockets, tons 
of explosives and Hamas in power.... They [the Palestinians] could 
have proven to the world that when Israel leaves, withdraws and 
recognizes the international border, a solution is accomplished and 
calm achieved. They could have given us a reason to leave the West 
Bank as well. But instead, they fell upon us with wild rage. They 
are not attacking the 1967 borders; they are attacking the 1948 
lines. They are not challenging the occupation, and they are not 
arguing with the oppression. They want to uproot us from here, wipe 
us from the face of the earth.... All they have to do to get quiet 

is to stop shooting. Until then, there will be no quiet, and 
sometimes, there will be mishaps.\" 


Ill. \"Not Calibrated\" 


Political affairs correspondent Sima Kadmon wrote in 
mass-circulation, pluralist Yediot Aharonot (11/9): \"A calibration 
problem, the OC Southern Command yesterday explained the killing in 
Beit Hanoun. Indeed, a calibration problem. But not just of the 
artillery battery. But of us, all of us. Of a government that for 

such a long time has found no way to talk to the other side. Of the 
IDF, that time after time manages to get us into trouble in mishaps 
that should not happen. Of a state that closes its eyes and seals 

its heart to what is happening a few dozen kilometers away. Of the 
Palestinians, who display negligence and have not managed to vomit 
from their midst the radical elements. And of an indifferent world 
that does nothing to stop what is happening.... A regrettable 

mistake, politicians and army people in the past and present said 
yesterday. This was not a mistake. This was a disaster. It\'s a 
regrettable mistake when you step on someone\'s toe, not when you 
kill 11 members of one family.... This is not even one stray shell 

that was mistakenly discharged. More than ten shells were fired 
from this artillery battery.... Somebody has to stop this madness. 
Somebody has to stop for a moment and think.... The Kassam rocket 
fire will not stop, every child in Sderot knows this. Just as every 

child in Beit Hanoun knows that we will never go away. The question 
is when we will begin to talk. Because ... there must be consensus 
on one thing: that there is nothing -- neither for us nor for them 

-- to lose by this.\" 


IV. WA Moment before the Next Wan" 
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Middle East affairs commentator, Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in mass-circulation, pluralist 

Yediot Aharonot (11/9): \"Yesterday\'s tragedy in Gaza, and in recent 
years in Sderot, makes it clear that the Israelis and the 

Palestinians can no longer be left on their own. The rise of 

fanatic political Islam in the territories has made any political 
solution, or even a partition, impossible. It has already been 
proven that every time Israel evacuates territory, whether in 
Lebanon or in the Palestinian Authority, the territory is 

immediately seized by terror. This is violent, destructive terror 

that has no limits, that will not hesitate to do all it can to 

attack us. From this aspect, there is no choice but to admit that 
even an orderly handover of the area to the Palestinians, such as in 
the Oslo process, or even abandoning it, such as in disengagement, 
have not proven themselves.... It seems that the Palestinians 
themselves are planning a large-scale military action against 

Israeli cities, and this can be expected in about half a year, after 

the tons of ammunition that they are storing in the Gaza Strip turn 
into a critical mass of rockets, which are smuggled from Egypt... 
After this war, the world will enter the picture, just as it did in 
southern Lebanon, and will send a strong enforcement force to Gaza, 
like UNIFIL.... On second thought, and in light of yesterday\'s 
serious incident, why should such an international force not go in 
now already, and so prevent the war that assessments say can be 
expected in the spring?.... The Gaza Strip will be given over to the 
world\'s responsibility, military and humanitarily.... The 

Palestinians themselves will become an international problem, and 
will thereby be very limited in continuing to fire at Israel... 

What happens inside the Gaza Strip -- whether its residents achieve 
independence one day and how it will be run -- will be under the 
responsibility of the world, which now condemns Israel.... Despite 
the promised disengagement, Gaza still remains an Israeli matter, 
and the world is watching from the bleachers, on the television 
screens. It\'s time that weary Israel should sit on the bleachers 

and watch as the world takes charge over Gaza. Those who criticize 
Israel in the Western world should also be prepared to act, and the 
moment has come.\" 


V. \"The Mystery of the Shells\" 


Military correspondent Alex Fishman wrote in mass-circulation, 
pluralist Yediot Aharonot (11/9): \"Anyone who couldn\'t sleep 
yesterday because they were worried about the damage to the State of 
Israel\'s good reputation can stop worrying. It has been a long time 
since we had such a reputation. Israel is viewed by the world as 
having a light trigger finger when it comes to civilians. Whether 

this is true or not -- this is a fact.... For our own sake, we must 

know what really happened yesterday in Beit Hanoun. We must, 
because our hearts have become inured. Ten killed here, 60 killed 
there, yesterday another 18, some of them innocent civilians. For 
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us, this passes as if it were nothing. We have to ask ourselves: 
does this truly have to be? Does this really serve our national 
interests? We deserve to know if it is really just bad luck that 
pursues us, or if this bad luck is, in fact, inherent in the system. 
Those who play with artillery near a dense urban area -- even if 
they take into account all the safety ranges, orders and procedures 
-- should expect disasters. Something unexpected and unplanned is 
always liable to happen. That is inherent in this game.\" 


VI. \"Blood and Tears!" 


Senior op-ed columnist Eitan Haber wrote in the lead editorial of 
mass-circulation, pluralist Yediot Aharonot (11/9): \"The IDF made a 
serious mistake yesterday, and not for the first time. The sights 

from Gaza were harsh and bitter and it is impossible and we must not 
remain indifferent to the ripped bodies of children. The IDF must 

-- damn it, how is this done -- be careful and cautious and strict 

so that such blood curling mistakes do not happen, but it is 

important to remember that only the clumsiness of the Hamas in Gaza 
-- thank God -- prevents us from seeing similar sights, almost every 
day, in Sderot, for example. It is terrible. And we have to try 

not to use the excuse, \'but we are at war.\ Because if, God forbid, 
such sights continue, we will perhaps beat Hamas, but we will lose 
the world\'s support.\" 


VII. \"A Military Failure and Strategic Vacuum\" 


Senior military analyst ZeVev Schiff wrote in independent, 
left-leaning HaVaretz (11/9): \"The severe incident in Beit Hanun in 
the Gaza Strip has again dragged the Israeli-Palestinian conflict to 
a gloomy crossroad from both a tactical and strategic 
perspective.... In principle, it is correct to argue that the Beit 
Hanun affair did not begin there; it was preceded by four Qassam 
rockets that landed in the heart of Ashkelon the previous day. Two 
other rockets were fired at Sderot yesterday morning. No country 
would remain indifferent to rocket fire on its cities. The only 
problem is the lack of proportionality regarding Israel\'s 
response.... Indeed, even in a clear case of self-defense, the 
killing of many innocent civilians, and especially children, is 
intolerable. Israel is not engaged in all-out war with the 
Palestinians.... Just as Israel is not placing a total blockade on 

the Gaza Strip, it should also refrain from expanding the number of 
civilians injured while confronting Palestinian terror.... From a 
military perspective, it must be acknowledged that the IDF has in 
fact failed in its war against the Qassam rockets.... Sadly, the IDF 
today is not providing the requisite security to Israel\'s 

citizens.... Israel finds itself in a dire strategic situation, but 

there are some openings. The bad thing is that Israel has been 
thrust into a dangerous political-strategic vacuum. It faces four 
extremist entities: Iran, Syria, Hezbollah and Hamas. With regard 
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to two of them, Iran and Hezbollah, there is not even a tiny opening 
for negotiations and an accord. Israel itself placed the other two, 
Syria and Hamas, in a political-strategic vacuum. Syria, which is 
ready to recognize Israel, is being told that there\'s nothing to 

talk about. Hamas, which does not want to recognize Israel and 
previous agreements with Israel, has been isolated by the 
international community. Instead of talking, Israel has become an 
observer that deploys artillery. For months, Israel has avoided 
negotiations with Mahmoud Abbas. By doing so, Israeli is 
strengthening Palestinian extremists, and what is happening in the 
Gaza Strip is adding fuel to the bonfire.\" 


Diplomatic correspondent Aluf Benn wrote in independent, 

left-leaning HaVaretz: \"Next week, Olmert will hear from George Bush 
about the American administrationVs aspirations for the two 

remaining years of the president\'s term, and whether he will invest 
efforts in Middle East diplomacy. An understanding of the American 
position is vital for the prime minister\'s situation assessment; but 
upon his return from Washington, Olmert will have to explain to the 
public where we go from here.\" 


Block Quotes: 


\"Olmert in Autumn\" 


Diplomatic correspondent Aluf Benn wrote in independent, 
left-leaning HaVaretz (11/9): \"The results of Friday\'s Haaretz 

survey indicate a growing and worrisome rift between Israel\'s 
citizens and the political system that is supposed to represent 

them. The prime minister and defense minister have lost the 
public\'s confidence.... One can say that the distaste for the 
government of Ehud Olmert and Amir Peretz stems not only from the 
results of the war in Lebanon, but also from a lack of hope for the 
future. In the autumn of his rule, Olmert is fulfilling what he 
promised: Vio manage the country without an agenda.\’.... He [Olmert] 
still believes in evacuating settlements from the West Bank and 
demarcating a new border on the hills. But his hasty abandonment of 
the convergence plan left him without anything. The diplomatic 
channels are blocked.... Now the time has come for Olmert to find 
himself a direction.... In his recent speeches, Olmert has raised 
several banners: establishing a constitution, revising the system of 
government, rehabilitating the North, signing an accord with the 
Palestinians, exercising deployment vis-a-vis Iran, making peace 
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with Lebanon, confronting the struggle against Hamas, tackling 
poverty. All of them are fine and worthy objectives, but now he 

must choose. A prime minister generally has one opportunity in each 
term to set a central goal and work to advance it. It is impossible 

to march on five parallel paths. Next week, Olmert will hear from 
George Bush about the American administration\'s aspirations for the 
two remaining years of the president\'s term, and whether he will 
invest efforts in Middle East diplomacy. An understanding of the 
American position is vital for the prime minister\'s situation 
assessment; but upon his return from Washington, Olmert will have to 
explain to the public where we go from here.\" 


Columnist Larry Derfner wrote in conservative, independent Jerusalem 
Post: \"The Syrian regime is secular; its alliances with Hizbullah 

and Iran grow out of political convenience, not ideology; it has 

kept the cease-fire on the Golan for three decades; it has talked to 
Israel before and is seemingly eager to do so again. Maybe it\'s a 
bluff. Maybe negotiations would fail like they did the first time. 

But with the IDF predicting war with Syria next summer, what do we 
have to lose? Nothing but our despair.\" 

Block Quotes: 


\"Talk to Syria\" 

Columnist Larry Derfner wrote in conservative, independent Jerusalem 
Post (11/9): \"If for no other reason than the Israeli people\'s 
psychological well-being, the Olmert government has to accept 
Syria\'s offer to begin peace negotiations. Since the summer war in 
Lebanon, Israelis have gone into a serious, dangerous depression, 
and it\'s only getting deeper.... Israelis have resigned themselves 

to a life of war and a future of war.... The only options left, most 
Israelis are now convinced, is fight or flight, and since very few 

of us are about to flee the country, that leaves only fight -- here, 
there, wherever.... NOW HERE comes Syrian President Bashar Assad 
and, only a few days ago, Foreign Minister Walid Muallem to urge 
Israel to talk peace -- and Ehud Olmert says no.... The real reason 
Olmert won\'t talk is because the Bush administration won\'t let him, 
something the administration hasn\'t even tried to hide. As far as 
Bush is concerned, Syria is an auxiliary member of the axis of evil, 
and you don\'t talk to them.... This strategy has worked about as 

well with Syria as it has with Iran and North Korea, and about as 

well as the crusade for democracy has worked in Iraq. It may be 
about to change. Between the congressional election results and the 
exit strategy from Iraq being devised by the forceful diplomat James 
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Baker, Bush could decide that on second thought, maybe Israel and 
Syria ought to sit down and try to settle their differences.... WHAT 
WOULD Olmert say to that? HeVd say, \'Yes, sir.\.... And then masses 
of Israelis who once hoped for such an agreement, but who have since 
soured on the possibility of peace with Syria or anybody else in the 
Middle East, would start to hope again.... The Syrian regime is 
secular; its alliances with Hizbullah and Iran grow out of political 
convenience, not ideology; it has kept the cease-fire on the Golan 

for three decades; it has talked to Israel before and is seemingly 
eager to do so again. Maybe it\'s a bluff. Maybe negotiations would 
fail like they did the first time. But with the IDF predicting war 

with Syria next summer, what do we have to lose? Nothing but our 
despair.\" 
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1. Summary: Taiwan\'s major Chinese-language dailies focused their 
coverage November 10-13 on the aftermath of the prosecutor\'s 
indictments of First Lady Wu Shu-chen and three Presidential aides 
in early November; on the first televised debates among the Taipei 
mayoral candidates Sunday; and on follow-on investigations into the 
Presidential allowance for state affairs case. Former Academia 
Sinica President Lee Yuan-tseh and Former Presidential Office 
Secretary General Chen Shih-meng, both close friends of President 
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Chen Shui-bian, over the weekend openly urged President Chen to step 
down. The pro-unification \"United Daily News\" ran a banner headline 
November 13 on page two that read \"Blue and Green Each Has Its Own 
Intent; Osting Bian Has Become an Imminent Consensus.\" In 
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addition, the media reported November 13 that two DPP legislators 
have announced their resignation effective this week because they 
think their party\'s handling of President Chen\'s case has failed to 

respond appropriately to Taiwan society\'s expectations. 


2. Most Taiwan dailies continued to editorialize on President Chen\'s 
allowance for state affairs case and his and the DPP\'s political 

future. Several commentaries and editorials tended to compare 

Chen\'s future with the results of the U.S. mid-term elections. A 
\"United Daily News\" column urged Taiwan voters to wake up and vote 
against the DPP, as the U.S. voters did vis-a-vis the Republican 

Party. An analysis in the pro-status quo \"China Times\" said the 
political earthquake caused by the U.S. mid-term elections has 

sounded a death knell for the Republican Party. The article also 

urged Taiwan not to nurture any wishful thinking about future U.S. 
House Speaker Nancy Pelosi, because even though she may love Taiwan, 
she will not embrace a corrupt Taiwan leader. An editorial in the 
limited-circulation, conservative, pro-unification \"China Post\" also 
compared President Chen with President Bush and urged Taiwan voters 
to use their ballots to let Chen know their decision. An editorial 

in the limited-circulation, pro-independence, English-language 

\"Taipei Times,\" however, said the results of the U.S. mid-term 
elections will have very little impact on U.S.-Taiwan relations. 

End summary. 


A) VThe United States Wakes Up, While Taiwan Remains Asleep?\" 


The \"Black and White\" column in the pro-unification \"United Daily 
News\" [circulation: 400,000] (11/10): 


\"The \'George W. Bush\'s lies\' have been exposed, followed by 
disillusionment with the VGeorge W. Bush myth.Y It is globally 
acknowledged that the severe defeat of the U.S. Republican Party in 
the mid-term elections stems from the fact that voters have cast a 
no-confidence vote against Bush. There were two means Bush adopted 
that were behind his ascendancy after the September 11 tragedy: One 
was that he chose a foreign enemy, Saddam Hussein, to inflame the 
American people\'s sense of justice and desire for revenge. Second, 
he took advantage of [the slogan of] \'anti-terrorism\' to uphold 
\'national security\' as the highest criterion for judging political 

right and wrong, in an attempt to suppress criticism in the United 
States. ... 


\"Bush has used the war in Iraq and the war on terrorism to build an 
autocratic position for himself. But last week\'s mid-term elections 
showed that the American people who had once crazily supported 
Bush\'s war in Iraq have now exposed his lies and spurned this 
populist politician after 3,000 American soldiers and 600,000 Iraqis 
died in the war in Iraq! ... American voters did not buy Bush\'s 

story, but will Taiwan voters buy Chen Shui-bian\'s story? The 

United States can, but Taiwan cannot? The United States has woken 
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up, but does Taiwan still remain asleep?\" 


B) \"Political Earthquake of the Mid-term Elections Sounds the Death 
Knell of the Republican Party\" 


Washington correspondent Norman Fu noted in the \"Washington Outlook\" 
column in the pro-status quo \"China Times\" [circulation: 400,000] 
(11/10): 


\"... President George W. Bush immediately fired universally loathed 
Defense Secretary Donald Rumsfeld following the mid-term elections, 
replacing him with former Central Intelligence Agency Director 

Robert Gates. Bush reluctantly let his confidant Rumsfeld go, and 

this is a price that the Democratic Party and future U.S. House 

Speaker Nancy Pelosi demanded of him. All Bush could do was to send 
his favored right hand man who launched the war in Iraq to the altar 

as a sacrifice following the elections. ... One need not look far 

for a lesson; [Taiwan] must not nurture any wishful thinking about 
[future U.S. House Speaker Leader] Nancy Pelosi. One must know that 
Pelosi is a vanguard against Republican corruption. How could she 
possibly like and embrace a Taiwan leader who is used to telling 

lies every day and who is corrupt by nature? ... It may be true 

that Pelosi loves Taiwan, but it is definitely not Chen Shui-bian 

whom she loves.\" 


C) \"Can President Chen Learn from Bush\'s Defeat?\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (11/13): 


\"George W. Bush\'s defeat at the polls on Tuesday should have 
surprised nobody. Although his name was not on the mid-term 
election, the election was all about him - a referendum on his 
leadership, in general, and his war in lraq, in particular. After 

six years in the White House, Bush has proved one thing: he is 
perhaps one of the worst American presidents since World War Il, if 
not of all time. He has made lives miserable for both Americans and 
Iraqis. ... 


\"Like his American counterpart, President Chen is also famous for 
his hubris, fickleness, and chicaneries. Although his name is not 
on the ballot for next month\'s election, the election is all about 

him - a referendum on his integrity and performance. America\'s 
mid-term election has proven one thing: that the American people 
are no longer stupid, at least not as stupid as Bush and his top 
political strategist, Karl Rove, had presumed. Are voters in Taiwan 
getting smarter? We\'ll have the answer next month." 


D) \"Don\'t Bother Reading US Tea Leaves\" 
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The pro-independence, English-language \"Taipei Times\" [circulation: 
30,000] editorialized (11/10): 


\"Political analysts look for changes in the Taiwan-US relationship 
after even the most insignificant events, so it is not surprising 

that they will jump into overdrive after a major development such as 
the US midterm election. ... So when the usual commentators start 
putting their cutting insights into print, telling us how the US 
election is good for the pan-blues, or good for the pan-greens, for 
good for Taiwan, or bad for Taiwan, or whatever their formulation 
might be, we would do well to remember that the election will 
probably have very little impact on US-Taiwan relations. There are 
manifold reasons for this, but primarily it is because Taiwan is on 
the periphery of political debate in the U.S. American voters and 
politicians are worried about a lot of things, but on the whole, 
Taiwan isn\'t foremost among them. ... 


\"The common ideological thread that most of these people share, 
however, is support for Taiwan\'s right to self-determination. That 
support will continue so long as Taiwanese show that they are 
interested in their own future. This is why US State Department 

isnVt interested in taking sides in the current brouhaha over the 
president. From the US\' point of view, it is immaterial which 
Taiwanese political party or faction has the upper hand from week to 
week. The important question relates to process. There is a vast 
difference between red-clad rabble-rousers bringing down the 
president using mob rule, and a prosecutor bringing down the 
president using legal means. The more rabid extremists may not see 
this, but we must hope that these people remain where they belong: 
on the fringe of popular opinion. And if that happens, there may 
come a way when people here are confident enough in their own system 
of government that they no longer need to seek affirmation from a 
staid foreign bureaucrat speaking from a podium.\" 
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1. (C) Summary: Several prominent Shanghai-based cross-Straits 
scholars told visiting EAP Political Officers during meetings on 
November 1-3 that domestic political turmoil in Taiwan would 
continue and would prevent any breakthroughs on cross-Straits 
issues for the foreseeable future. The scholars expected 

President Chen Shui-Bian to use constitutional reform to push 
independence and provoke the mainland. They expected Beijing to 
react strongly only if the constitutional reform process touched 

on territorial issues, but acknowledged that Beijing would view 

with suspicion any proposal initiated by the Democratic 

Progressive Party (DPP). Scholars expressed skepticism about Ma 
Ying-jeou\'s chances for the 2008 Presidential election, with 

some noting that even if Ma did win the Presidency, it would be 
difficult for him to overcome DPP opposition and improve 
cross-Straits relations. End Summary. 


2. (C) During a November 1 meeting with visiting EAP Political 
Officers Chernawsky and Longenecker, Shanghai Institute for East 
Asian Studies (SIEAS) Director Zhang Nianchi predicted that 
Taiwan domestic politics would continue to be polarized in the 

next two years. He said that neither the DPP nor the KMT were 
united and that party infighting had led to a more combative and 
unpredictable political environment. The DPP was pushing issues 
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such as constitutional reform and UN membership to provoke a 
reaction from Beijing and gain more support from voters. Zhang 
anticipated the DPP would press for referenda on these topics 

and thought the high Taiwan public support for returning to the 

UN would make this a particular flash point for Beijing. 

Shanghai Academy of Social Sciences (SASS) Vice President Huang 
Renwei, during his meeting with EAP Political Officers on 
November 2, shared similar views. Huang said President Chen 
Shui-bian had realized after the demonstrations against him that 
his time was extremely limited. He needed to find a way to 

catch up and was using the \"extreme\" independence issue to 
appeal to deep Green voters and reorganize his power base. Only 
by provoking a crisis, could President Chen regain political 
support. Huang expected President Chen would continue to push 
independence and trigger a crisis with the mainland in the next 
two years. 


3. (C) Shanghai\'s Taiwan scholars were concerned about DPP 
efforts to reform the constitution and believed that these 

efforts were aimed not at improving the government but 
establishing independence. SIEAS Zhang said he had reviewed 
many of the reform proposals. While some were innocuous, others 
touched on sensitive issues. Furthermore, the process of 
constitutional reform itself was dangerous. Zhang said 130 of 

the 175 articles of the constitution were under consideration 

for revision. If the Taiwan government revised 130 articles, it 
would be difficult to claim that the revised constitution was 

the same as the old constitution. In addition, the existing 
constitution represented Chinese people on the mainland and 
Taiwan. With such revisions approved only by the population of 
Taiwan, one could not say such a revised constitution 

represented all of China. Finally, Taiwan could argue that only 

an independent country could change its constitution and by 
changing its constitution it was de facto independent. Both 

Zhang and Huang were worried that Chen would be able to force 
changes by using a \"two step forward, one step back\" method. 
The DPP could propose a compromise which would appear acceptable 
when contrasted with President Chen\'s radical proposals, but 
which would still include major steps toward Taiwan 
independence. Huang noted that while a moderate proposal might 
be more acceptable, any proposal that touched on territorial 
issues, no matter how moderate, was still dangerous. 


4. (C) Taiwan Research Center Executive Vice President Yan 
Anlin, in a discussion on November 1, was also wary of the DPP. 
He said the DPP leaders were experts at \"word games\" and worried 
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that the DPP would be able to trick the United States into 
accepting dangerous constitutional reforms. For example, when 
President Chen Shui-bian froze the National Unification Council 
(NUC) and National Unification Guidelines (NUG), he used a 
Chinese word that meant both \"to freeze\" and \"to cancel.\" To 
Chinese people, President Chen had cancelled the NUG, while to 
Americans he had just frozen the process. Yan said the DPP was 
attempting to do the same thing with the constitution. He heard 
that it would change the preamble and replace any reference to 
the Republic of China with \"wo guo\" (our country). While to 
Americans, this might seem harmless, to Chinese people this was 
a clear indication that Taiwan was different from the mainland. 


5. (C) Zhang, Huang, and Yan all suggested that China would 
accept constitutional reforms if it these reforms did not touch 

on territorial or independence issues. SIEAS Zhang added that 
KMT support for any constitutional changes was necessary for 
passage. Zhang noted that the KMT also supported constitutional 
reform but said that KMT goals were different from the DPP, and 
were focused on good governance and supporting unification. A 
KMT proposal would generally be viewed with an open mind, 
whereas any proposal from the DPP would be treated with 
suspicion. 


6. (C) Like Beijing scholars, Shanghai scholars were concerned 
about KMT Chairman Ma\'s declining popularity and unsure Ma would 
be able to win the Presidency in 2008. Zhang said Ma had failed 

to come up with a \"new direction\" for Taiwan to distinguish his 

party from the DPP. He had also lost support because of his 
handling of the anti-Chen Shui-bian protests. Zhang predicted 

that Ma would not be able to resolve his differences with 

Legislative Yuan Speaker Wang Jin-pyng and People First Party 
(PFP) Chairman James Soong and unite the Pan-Blue camp. SIIS 
Department of American Studies Director Chen Dongxiao provided a 
similar view during a meeting on November 1. According to Chen, 
Ma\'s leadership was eroded by his hesitation and capriciousness. 
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His lack of resolution had led to suspicions within the 

Pan-Blue faction and prevented Ma from uniting the camp. Chen 
saw Soong as still an important challenge to Ma\'s leadership. 
According to Huang, Ma was a good man, but did not have the 
ability to lead in a crisis situation. 


7. (C) Zhang said that even if Ma won the election, he would 
face many difficulties and be largely ineffective. According to 
Zhang, because Taiwan domestic politics had become extremely 
polarized, the opposition party often had a lot of power. If Ma 
became president, he would not be able to make any compromises 
or begin negotiations on cross-Straits issues because of DPP 
opposition. Huang had a similar view and added that while Ma 
might be able to resolve the three links problem, he would not 

be able to make any progress on significant political issues. 
Huang also said that if DPP Premier Su Tseng-chang became 
President, he would only be able to resolve some of the three 
links issues, but similarly would not be able to make any 
significant political progress. 


8. (C) Shanghai scholars noted AIT Director Young\'s comments 
urging Taiwan pass the arms procurement bill. Zhang said that 
these comments were understandable since the United States was 
in the middle of an election season, but warned that such 
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comments had a negative effect on cross-Straits relations. 
Huang asked whether Director Young\'s comments were aimed at 


testing Ma\'s leadership and probed whether the United States had 
lost its trust in Ma. 


Beijing\'s Position Towards Taiwan 
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9. (C) Huang said that Beijing would continue its policy of 
non-interference in Taiwan domestic politics. Beijing had 
learned its lesson that threatening Taiwan was 
counterproductive. Huang was worried, however, that if Beijing 
maintained its silence and did not react, this could lead Chen 
Shui-bian to become even more aggressive and radical. 
Nonetheless, he stressed that Beijing was not interested in 
military confrontation. Zhang said Beijing did not have a 
timeline for reunification. It understood that unification 

would take a long time and needed to be mutually agreed to by 
both sides. Zhang also argued that the United States and China 
should discuss what should count as pro-independence steps 
within Taiwan\'s constitutional reform process and what should be 
considered as the \"status quo.\" 


10. (C) EAP Political Officers cleared this report. 
JARRETT 
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SUMMARY 
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1. (S) Meeting with the Ambassador late on 11/12, Prime 
Minister Fouad Siniora projected serenity and strength, as 
lawyers, aides, and ministers whirled in and out of his 

office offering advice on transcending Lebanon\'s latest 
made-in-Damascus political crisis. Siniora provided a 
detailed chronology in rejecting President Emile Lahoud\'s 
demand for more time to study the UN drafts regarding the 
special tribunal. The PM cited the constitution in 

countering Lahoud\'s claim that, with the resignation of the 
five Shia minsiters, the cabinet is no longer legitimate. 
Siniora vowed that the cabinet would meet at noon Monday 
(11/13) as announced, but he mused about whether it was 
tactically better for cabinet approval of the tribunal now or 
later in the week, after Speaker Nabih Berri\'s return from 
Iran. One way or another, the cabinet would pass the 
tribunal, Siniora insisted. Meeting with the Ambassador 
later on 11/12, Walid Jumblatt, Marwan Hamadeh, and Ghattas 
Khoury said that, while March 14 leaders understood why 
Siniora was contemplating delaying a vote on the tribunal 
until later in the week, it was \"too dangerous\" to wait: 
Hizballah will have too much time to promote chaos. Better 
to pass the tribunal on Monday, they said. (We understand 
that Saad Hariri passed that message to Siniora last night; 
the cabinet is preparing to start its session as of this 
writing.) Jumblatt and Siniora both expressed deep concern 
about their physical safety, with Jumblatt saying that he has 
been told that the Syrians have a plan to use Ahmed Jibril\'s 
PFLP-GC to attack Jumblatt\'s Mukhtara fortress. Siniora 
asked that, in any U.S. public remarks, we omit praise of him 
in favor of criticism of others and support for the special 
tribunal. End summary. 


\"WAR ROOM\" ATMOSPHERE IN SINIORA\'S QUARTERS 


2. (S) The Ambassador met with Siniora for 90 minutes on 
11/12. Shaking his head that the pro-Syrians were 
demonstrating \"suicidal behavior\" and \"desperation,\" Siniora 
appeared confident, calm, and strong -- \"serene\" is how 
Siniora answered when the Ambassador asked how he was 
feeling. The atmosphere in the Grand Serail, however, was 
anything but serene, with a \"war room\" atmosphere similar to 
that when UNSCR 1701 was being negotiated. Aides, lawyers, 
and ministers interrupted the meeting frequently, rushing in 
and out with ideas and comments. Siniora, remembering 
something, would sometimes stop mid-sentence to make phone 
calls and then pick up the conversation with the Ambassador 
exactly where he left it. Minister of Culture Tariq Mitri, 

Acting Minister of Interior Anmed Fatfat, Minister of 
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Education Khaled Qabbani, Minister of Parliamentary Affairs 
Michel Pharaon, Tourism Minister Joe Sarkis, advisor (and 
outcoming ambassador to the UN) Nawaf Salam, and former 
Minister (and Hariri legal advisor) Bajin Tabbarah were among 
those who came to see the PM during the Ambassador\'s call. 


3. (S) Inter alia, Siniora called Minister of Justice 

Charles Rizk to check on a legal issue, Deputy Prime Minister 
Elias Murr seeking assurances (which Murr readily gave) that 
the Lebanese Armed Forces were prepared to protect the 
cabinet meeting the following day, and Minister of 
Environment Yacoub Sarraf (allied with Lahoud) to urge his 
attendance at the controversial Monday cabinet meeting. When 
Sarraf (who surely is being ordered by Lahoud not to go) 
reported that he needed to consult his spiritual leader, 

Greek Archbishop Audi, Siniora immediately deployed Mitri 
(also Greek Orthodox) to enlist Audi in persuading Sarraf to 
attend the cabinet. (On Monday morning, Sarraf submitted his 
resignation letter.) Siniora sent Minister of Social Affairs 
Nayla Mouawad, Pharaon and Mitri to see Maronite Patriarch 
Sfeir, who assured them of his support for the government, 
and senior advisor Mohamed Chattah to see Michel Aoun. 
Chattah, who came back while the Ambassador was still there, 
reported that Aoun was \"remarkably reconciliatory\" (although 
Aoun subsequently lashed out at Siniora in television 
interviews) and said that he had no intentions of sending his 
followers to the street. Aoun also offered to mediate 

between March 14 and Hizballah. 


SINIORA\'S CHRONOLOGY 
OF TALKS WITH LAHOUD 
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4. (C) Siniora told the Ambassador that he would stick to 

the noon cabinet meeting on Monday (11/13) that he had called 
on Saturday morning, per the constitutional requirement that 
the Prime Minister announce cabinet meetings and provide an 
agenda at least 48 hours in advance. The cabinet agenda 
contains a single item: the special tribunal, now that the 

UN has delivered the drafts that have P-5 concurrence. In 
rejecting the argument by pro-Syrian politicians that more 
time is needed to study the documents, Siniora said that he 
wanted to share with the Ambassador in detail the chronology 
of conversations he had with President Emile Lahoud on this 
issue, 


-- Thursday, 11/9: The cabinet met in regular session, and 
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Siniora then announced a cabinet meeting for Monday, to 
discuss inter alia the Telecom Regulatory Agency (TRA) 
appointments Lahoud has been blocking. 


-- Friday morning, 11/10: Siniora, after receiving the 

tribunal documents from the UN, called Lahoud to say that he 
would send them immediately to Baabda, which he did. He told 
Lahoud that Monday\'s cabinet meeting consider both the TRA 
and the tribunal. Lahoud responded that he would have to 
study the documents for both issues. 


-- Saturday morning, 11/11: Before the fourth round of 
political consultations started, Siniora called Lahoud to say 
that, given the escalating rhetoric in the country, the 

tribunal discussion was urgent and he was about to circulate 
formally the agenda for Monday\'s cabinet (in accordance with 
the 48-hour rule). Siniora told Lahoud that, out of 

deference to Lahoud\'s concerns, he would remove the TRA until 
a later date. Lahoud claimed not to have read the tribunal 
documents yet and argued that Siniora was moving ahead too 
quickly. Siniora responded that the drafts have not changed 
substantially from those Lahoud studied when he submitted 34 
pages of comments a couple of weeks ago. Siniora offered to 
travel to Baabda and discuss the drafts in detail with 

Lahoud. Let\'s finish this now, Siniora told Lahoud, so we 
solve an issue that is causing worry and pressure. Siniora 
also went through with Lahoud on the phone the negotiating 
history fo the drafts, arguing that, as the Russians approved 
\"everything down to the comma\" that meant that Syria already 
had input in the process. Lahoud insisted on more time, 
which Siniora refused to give. Siniora took the decision to 

call the cabinet and circulated the official agenda and 
supporting documents before leaving to attend the Saturday 
political consultations. 


-- Saturday afternoon, 11/11: Siniora received a letter 

from Lahoud, claiming that Siniora was violating Article 52 

of the constitution (regarding authorities for negotiating 
treaties) \"and so forth and so forth.\" Siniora, in response, 
conveyed an oral message to Lahoud that he would cancel his 
Asia trip (\"which | was taking for the good of Lebanon, to 
build support for Paris Ill and to meet the new Secretary 
GeneQ\") in order to reschedule the cabinet meeting for 
Tuesday or Wednesday. Siniora repeated his offer to go to 
Baabda to go over the drafts with Lahoud. WI wanted to pull 
the rug out from under his excuses,\" Siniora said; \"he said 
he needed more time, well | was willing to give him some, but 
not unlimited time.\" 


-- Sunday, 11/12: Siniora sent a letter to Lahoud outlining 
the above chronology and asking him to attend the cabinet 
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meeting on Monday. Siniora said that he planned to leak that 
letter to the press, to show that he had bent over backwards 
to talk with Lahoud about the tribunal. 


VOWING TO HAVE CABINET APPROVE TRIBUNAL, 
BUT MAYBE ON THURSDAY RATHER THAN MONDAY 


5. (S) Siniora said that, despite Lahoud\'s objections and 

the Saturday afternoon resignation of the five Shia 

ministers, he would proceed with the Monday cabinet meeting 
and table the tribunal drafts. He vowed to have the cabinet 
approve the drafts. But, he said, has still thinking about 
whether, tactically, it might be better to table the drafts 

but not actually vote on them until later in the week, 

perhaps at the regular Thursday cabinet session. Perhaps, 
Siniora said, Berri could be brought around once he returns 
(reportedly on Tuesday night) from Iran, as the comments from 
the Amal ministers suggest that the split from the cabinet 
might not be permanent. 


6. (S) The tribunal, Siniora said, would be seen as far 
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more legitimate if there were Shia support for the drafts or 

at least Shia participation in the debate. By holding a 
cabinet meeting on Monday but delaying a vote until Thursday, 
Siniora could posture himself as having \"gone that extra 
step\" to secure Berri\'s endorsement. On the other hand, 
Siniora said (admitting he was thinking outloud), Berri might 
actually prefer that the inevitable cabinet approval of the 
tribunal drafts occurs when he is out of the country, to 
absolve him of any blame in Syria or Iran. Siniora noted 

that he had tried, but failed, to reach Berri twice in Iran. 

And any delay, he said, would also permit the others to rally 
the street in a way that makes cabinet meetings difficult to 
arrange. The Ambassador asked him when he would decide 
whether or not to bring the tribunal drafts to a cabinet 
decision Monday. Siniora said that he still needed to 

consult with March 14 leaders and \"gauge the atmosphere.\" 


REJECTING LAHOUD\'S ARGUMENT 
THAT CABINET IS NOW UNCONSTITUTIONAL 


7. (S) Siniora also rejected Lahoud\'s claim that the 
government was now unconstitutional because of the Shia 
resignations and thus not not permitted to take decisions 
such as regarding the tribunal. Thumbing through a copy of 


Column 3 

the constitution, Siniora noted that cabinet resignations, 

like cabinet appointments, only become effective with a 
decree signed by both the PM and the President (per Article 
53), \"and | haven\'t agreed to their resignation.\" Moreover, 
he said, \"very good constitutional lawyers including those 
who don\'t normally like us,\" including former Baalback MP 
Hassan Rifai, agree that the constitution\'s guarantee about 
representation for all of Lebanon\'s confessions means that no 
government can force out a community against its will or form 
a cabinet without representation from one community. But 
there is no formal \"confessional veto,\" something that the 
Taif accord did away with when Maronite supremacy ended. 
Vetoes are done by numbers, Siniora said (referring to the 
\"blocking minority\" concept specified in the constitution), 
not by confession. Siniora acknowledged that the cabinet is 
politically weaker without Shia representation, but it is 

not, as Lahoud claims, \"illegitimate.\" Siniora mused about 
sending Lahoud five Shia nominees for the ministerial posts, 
knowing full well that Lahoud would reject them all. \"Then 
VI! tell him, Vfine, send me any five Shia you want, and 

I'll accept them.\'\" 


8. (S) Asked about the longer term prospects for the Shia 
ministers, Siniora said that the Berri ministers and Berri 
himself were at pains to make it appear as though the breach 
with the cabinet majority was not permanent, which Siniora 
hoped would prove to be the case when Berri returns. But 
Hizballah rhetoric against the majority was on becoming 
\"nastier,\" suggesting that Hizballah ministers will not 
rejoin the cabinet unless they get the blocking minority. 
Siniora found it significant that Hizballah was, in fact, no 
longer talking about a blocking minority (\"thilth 
al-mu\atal\") but rather guaranteeing minority (\"thilth 
ad-dhamin\"), \"as if only Hizballah has the right to decide 
what decisions to allow to proceed.\" 


MARCH 14 FIGURES BACK MONDAY DECISION 


9.(S) After leaving Siniora, the Ambassador then met with 

Walid Jumblatt, Marwan Hamadeh, and Ghattas Khoury, who had 
just attended a March 14 political meeting. While expressing 
understanding of Siniora\'s tactical consideration of putting 

off the tribunal draft approval until Thursday, they said 

that Saad Hariri would tell Siniora later that night that the 

risks of delay were too great: the cabinet must approve the 
tribunal on Monday. Jumblatt thought it \"too dangerous\" to 

wait, given Hizballah\'s goal of \"making problems, causing 
chaos.\" 


SECURITY CONCERNS FROM PFLP-GC AND QAIDA 
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10. (S) Jumblatt and Siniora separately expressed great 
concern to the Ambassador about security issues. Jumblatt 
said that he was considering traveling abroad again, and he 
heard that his usual safehaven of Mukhtara was now under 
threat from Ahmed Jibril\'s PFLP-GC which, he claimed, has 
prepared for attacks on Mukhtara. Siniora and Jumblatt both 
expressed concern about reports circulating in Beirut that 
al-Qaida was makings to attack March 14 leaders and the 
Siniora cabinet as U.S. agents. In Jumblatt\'s view, this was 
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a worrying ruse by the Syrians that sets the stage for 

attacks Syria can deny. The Hizballah and Syrian hatred for 
Siniora is particularly worrying, Jumblatt said, referring to 

\"the way\" Hizballah MP Mohammed RaVad glared at Siniora 
whenever the latter spoke during the four rounds of political 
consultations. Asked what the U.S. can do now to help, 
Siniora responded that he prefers that our public messages 
avoid praising Siniora but concentrate on \"the neighbors\" and 
international support for the special tribunal instead. 
FELTMAN 
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(C) Contacted November 13, MOFA Northeast Asia Division 
Director Shigeo Yamada explained to Political Section Deputy 
that the relevant Japanese authorities were still considering 
the U.S. request to facilitate broadcasts from Japan into 
North Korea. He did not expect a decision before the week of 
November 20, at the earliest. He promised to inform the 
Embassy as soon as a decision was reached. 

SCHIEFFER 
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1. (C) SUMMARY: Turkish Energy Minister Guler agreed with 
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Ambassador that Turkey, Azerbaijan, and Georgia should meet 
as soon as possible to begin working out short term solutions 
to ensure natural gas supplies for this winter in the face of 
strong Russian pressure on all of them. Guler stressed that 
while Turkey can play a leading role in crafting a solution, 

it cannot be expected to bear all the financial costs. He 

said, however, that he would consider agreeing to postpone 
Turkey\'s receipt of some contracted gas for 2007 to future 
years. The minister stressed the importance of U.S. 
leadership. Guler is eager to arrange a working group on 
Iraqi gas, starting with a meeting of experts from 

Washington, Baghdad, and Ankara (time and place TBD). He 
touched briefly on Samsun-Ceyhan. End Summary. 


2. (C) Ina November 9 meeting, Energy Minister Hilmi Guler 
told Ambassador that the situation for natural gas from 
Azerbaijan looked perilous, given Russian threats to both 
Azerbaijan and Georgia to reduce or cut off their gas supply. 
He said the Georgian Energy Minister had suggested his 
government might even fall over this issue. The Minister 
confirmed that Azeri DPM Abid Sharifov had met with him the 
previous week and had proposed that Turkey and Georgia each 
receive only 750 MCM in 2007 out of Turkey\'s Shah Deniz 
commitment of 2.8 BCM at $110 ptcf. He said this proposal 
had also been conveyed by official letters: Georgian PM to 
his Turkish counterpart and Azeri DPM to Minister Guler. 


3. (C) Guler emphasized that Turkey had been counting on 
receiving its contracted amount and it was particularly 
concerned about peak need in the winter. He had not 
discussed details of the proposal with PM Erdogan, but he 
would be prepared to consider recommending that Turkey 
transfer some of its rights under the contract to future 

years. However, Guler also expressed great discomfort over 
the costs and liabilities Turkey could have to shoulder and 
made clear his country could not do so alone. He noted that 
the contract counterpart was the Shah Deniz consortium, not 
the sovereign government of Azerbaijan. Guler cautioned that 
BOTAS was under financial pressure from government policy to 
keep consumer prices low to encourage extension of gas in 
Turkey, so it would be difficult for BOTAS to deal with more 
expensive wholesale natural gas. 
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4. (C) Ambassador stressed the need for the three countries 
to meet as soon as possible to reconcile conflicting 
information on volumes, parameters, and alternatives, and 
move forward on solutions. He identified our mutual 
strategic goals: 1) long term - make the southern gas 
corridor work to ensure that Russia cannot succeed in 
bottling up Caspian gas flows to Europe via Turkey; and 2) 
short term - ensure that Georgia and Azerbaijan make it 
through this and the next few winters. As we had urged 
before, Turkey must play a leadership role, even as it also 
worked with others to ensure that costs and benefits are 
equitably shared. 


5. (C) Ambassador stressed the importance of developing 
varied options. For example, Georgia may have a variety of 
ways to solve its problems with different associated costs; 
switching to heavy fuel oil is one example. Guler noted that 
he had offered to provide coal to Georgia for this winter, 
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but Georgia was not interested. Both agreed that Georgia was 
very nervous - perhaps overly nervous - as it watched 
Russia-Azerbaijan and Russia-Turkey gas negotiations for 2007 
unfold. Ambassador suggested that the three countries should 
eschew simplistic proposals, develop an overarching approach 
that makes sense, and then work out the commercial details. 


6. (C) Guler emphasized that there were three separate 
issues: gas volumes, money, and time, stressing that time is 
being lost without concrete actions. Repeating a regular 
theme, the Minister called for the USG to be more visible in 
helping the region counter the Russian threat. He noted that 
a sensitive election year was approaching for Turkey and the 
pressure of gas shortages this winter could not be 
compensated by words alone. Guler said he was investigating 
alternative gas sources such as LNG via a newly commissioned 
facility at Izmir, but the spot market for LNG is extremely 
expensive. 


7. (C) Passing to alternative supply sources like 

Turkmenistan and Iraq, the Minister noted that he had 
discussed his proposal for a trilateral working group on 

Iraqi gas with EUR DAS Bryza. Ambassador said that everyone 
now seemed agreed to this meeting. Guler agreed to the 
suggestion that staffs work urgently to schedule the 
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U.S.-Turkey-Iraq gas trilateral late this year or early in 
2007. He deferred judgment on which Iraqis should 
participate to us. Guler said he did not know if the coming 
visit of PM Maliki would include the Oil Minister; it was not 
clear if this would be an opportunity to \"preview\" at a 
senior level, before launching the group later with experts 
from Baghdad, Ankara, and Washington. 


8. (C) Guler raised oft-repeated arguments about 
Samsun-Ceyhan as the best Bosphorus bypass option, lamented 
the lack of USG support for this project, and hinted of 

linkages to gas projects (e.g., more gas coming from Russia). 
Guler criticized Chevron for playing back and forth (with 
respect to Samsun-Ceyhan and Burgas-Alexandropolos). 
Ambassador repeated the USG position on neutrality with 
respect to a particular bypass project. He also cautioned 

Guler on Russian tactics. Moscow may use Samsun-Ceyhan to 
get an advantageous gas deal that would kill the southern gas 
corridor and then abandon it. 


9. (C) Ending with alternative metaphors, Guler said that 
negotiating with the Russians was like biting each others\' 
fingers and seeing who gives up first. He said that his 

finger was hurting. Ambassador referred to a recent Harlem 
Globetrotters game he and Guler enjoyed recently: the 
Russians will keep winning unless there is competition. 
Qualifying his response, Guler said, \"in the long term, | 
agree with your vision; short term, my finger hurts.\" 
However, he said he sought to work with the U.S. to solve the 
problems and take joint action \"without suspicion\". 


10. (C) Ina separate meeting with the economic section, 
Statoil rep Per Myrvang, representing the Shah Deniz 
consortium and referring to this winter\'s woes, said that 
there needed to be a clear separation between an initial 
political meeting between the countries to gain a political 
solution and a separate step to work out the commercial 
arrangements. He was concerned that politicians were 
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meddling too much in the commercial aspects, particularly in 
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Baku. Myrvang said that the consortium and BOTAS had still 
not reached agreement on the \"run-in\" period for South 
Caucasus Pipeline start-up. He admitted that both the Shah 
Deniz field and the Turkish spur were not ready due to delays 
and technical problems. He estimated that there could be a 
January 2007 start, but the Georgian problem had overwhelmed 
the start-up negotiations. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


MCELDOWNEY 
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BUJUMBURA FOR LEWIS CARROLL 


E.O. 12958: N/A 
TAGS: KFRD, CVIS, CPAS, CMGT, KE 
SUBJECT: COUNTRY CLEARANCE REQUEST 


1. NAIROBI REQUESTS COUNTRY CLEARANCE FOR CONSULAR OFFICER ETIENNE 
LEBAILLY\S TDY TO BUJUMBURA FROM NOVEMBER 13 TO NOVEMBER 17, 2006. 
THE PURPOSE OF THIS TDY IS TO PROVIDE CONSULAR SERVICES AT AMEMBASSY 
BUJUMBURA IN THE ABSENCE OF THEIR CONSULAR OFFICER. 


2. MR. LEBAILLY REQUIRES AIRPORT TRANSPORTATION, AND HAS CONTACTED 
LEWIS CARROLL. 


RANNEBERGER 
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E.O. 12958: DECL: AFTER KOREAN REUNIFICATION 
TAGS: PARM, PREL, MNUC, KNNP, KS 
SUBJECT: ROK \"SUPPORTS\" PSI \"PURPOSE AND PRINCIPLES\" 


REF: SEOUL 3882 
Classified By: CDA a.i. Bill Stanton. Reasons 1.4 (b,d). 


1. (C) Summary: In a November 13 meeting, Blue House National 
Security Advisor Park Sun-won conveyed the ROKG\'s final 
position on the Proliferation Security Initiative (PSI), 

which states that the ROKG \"supports the purpose and 
principles of the initiative but will implement it in 

accordance with domestic and international law, and at our 
discretion.\" Park Sun-won and Deputy Foreign Minister Park 
In-kook in a Subsequent phone call to Charge, both insisted 

the announced new policy meant the ROKG planned to become a 
far more active participant in PSI. DepMin Park told 

reporters about the ROKG\'s position on November 13. End 
Summary. 


2. (C) On November 13 CDA Bill Stanton met Dr. Park Sun-won, 
Secretary to the President for National Security Strategy, at 


SIPDIS 

Park\'s request to discuss today\'s ROKG announcement on its 
participation in PSI. Park provided the following updated and 
final text of the ROKG\'s statement on PSI, which replaces 
text provided reftel. 


BEGIN TEXT: 


The ROK Government supports the purpose and principles of PSI 
and will adjust the scope of our participation in accordance 
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at our discretion (sic). 


Taking into account the unique circumstances on the Korean 
Peninsula, we will decide on activities to be taken in the 
waters surrounding the Korean Peninsula in accordance with 
our relevant domestic laws, including the South-North 
Agreement on Maritime Transportation, and international law. 


END TEXT 


3. (C) Dr. Park then outlined what the ROK would and would 
not do in its PSI participation. South Korea would attend 
international PSI conferences, send a relatively larger team 
to participate in PSI exercises if invited, positively 

consider requests for contributions of assets, and enhance 
its intelligence-sharing cooperation with the United States. 
Currently, the ROK had no plans to interdict or inspect North 
Korean ships in or around its territorial waters. It would, 
however, share the information it had, especially about cargo 
loads, with the United States. Dr. Park stated that the ROK 
would find a way to cooperate \"more fully\" (without providing 
specifics of what this would entail) if provided with \"hard 

and reliable evidence\" that a North Korean ship was carrying 
prohibited materials. Overall, he said the ROKG would 
tighten its monitoring and surveillance of North Korean 
maritime shipping. 


4. (C) Charge Stanton told Park that Washington\'s perception 
of whether the ROKG\'s announced support constituted full 
participation might be influenced by how the ROKG 
announcement had already been portrayed in the Korean press. 
Most reporting on November 13 had described the ROKG\'s 
position on PSI as a rejection of U.S. efforts to bring South 
Korea into the initiative as a full partner. Dr. Park agreed 

that Korean press coverage was a concern, but he stressed 
that the reports had not conveyed the ROKG\'s precise view on 
PSI. Park claimed that the United States would see in 

action, rather than in words, the true ROK position on PSI, 
which would entail more, rather than less, participation. 

Charge noted that Washington would have to decide if the ROKG 
statement on PSI met the bar for full PSI partnership. 

Charge also took the opportunity to ask about a November 4 
Yonhap report that ROK Customs had repeatedly allowed a 
Chinese ship carrying narcotics and counterfeit cigarettes to 
travel between Busan and North Korea. Dr. park said he would 
look into the report. 


5. (C) Subsequently, Deputy Foreign Minister Park In-kook 
called the Charge to explain that Korean media reports 
downplaying the ROK\'s future participation in PSI were 
misleading and only reflected the preferred outcome of some 
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politicians. This kind of media misinterpretation was the 
result of the \"silly\" idea that the Government should consult 
with political leaders before adopting new policies. The net 
result of the ROKG\'s new policy, DepMin Park insisted, was 
that the ROKG would participate more fully in PSI. It was 
important, he said, that Washington understand this. 


6. (C) DepMin Park then took the opportunity to complain 
about a front-page story in the November 13 edition of the 
Financial Times, titled \"Seoul Set to Reject US Pleas on 
North Korea,\" which quoted a senior U.S. official as 
criticizing the ROKG position on PSI, and describing the ROK 
with Winston Churchill's quip about the United States that 
\"you can always count on them to do the right thing after 
they have exhausted all the other possibilities.\" 

STANTON 
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DEPT FOR DRL/IL BOB HAGEN 


E.O. 12958: DECL: 11/13/2016 

TAGS: ELAB, PGOV, ECON, PREL, PHUM, BO 

SUBJECT: BELARUS NOT DOING WHAT IS NEEDED TO PREVENT GSP 
SUSPENSION 


REF: A. 05 MINSK 1074 
B. MINSK 1019 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) On October 12, the European Commission (EC) postponed 
its decision to suspend the General System of Preferences 
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(GSP) for Belarus, giving Belarus more time to implement the 
International Labor Organization\'s (ILO) 12 recommendations 
to improve labor rights (ref A). According to some 

estimates, suspension of the GSP would cost Belarus 
approximately USD 500 million per year in trade revenue. The 
GOB sent a high-level delegation to the ILO headquarters in 
Geneva to demonstrate Belarus\' commitment to improving labor 
rights, but according to local ILO representatives, the 
delegation\'s weak arguments only showed the GOBVs lack of 
commitment to meet the recommendations. Trade union 
activists also view Lukashenko\'s decree to ease registration 
requirements and his concept for a new trade union law as 
empty promises designed to stall the GSP decision rather than 
to fulfill the ILO recommendations. However, the reasons 
behind the postponement most likely lie within the 
bureaucracy of the EC. End summary. 


EC Postpones GSP Decision, Gives GOB \"One Last Chance\" 


2. (SBU) On October 12, the European Commission (EC) 
postponed its decision to exclude Belarus from the EU\'s 
General System of Preferences (GSP) until after the 
International Labor Organization (ILO) in Geneva reviewed the 
labor rights situation in Belarus, which is scheduled for 
November 15-17. According to the EC, the official reason for 
postponing the GSP vote was to give Belarus \"ample time to 
reach a compromise with the ILO.\" However, according to ILO 
sources, the true reason for the postponement was internal 
disputes between EU countries over previous trade issues (see 
para 9). When the EC first began proceedings to exclude 
Belarus from the GSP in 2005, GOB officials shrugged off the 
threats, claiming the loss would not affect the economy. 
However, as the EC vote approached, Belarus\' lobbying efforts 
to stave off the GSP suspension increased. 


3. (C) Economists and trade union leaders estimate that the 
GSP suspension would cost Belarus approximately USD 500 
million a year in trade revenue, significantly impacting the 
country\'s lumber, textile, and metal works industries. 

However, independent trade union activists, political 

analysts, and government economists during an October 27 
breakfast with Pol/Econ Chief and Poloffs noted that the GOB 
was more concerned with the political fallout following the 

GSP suspension. According to the participants, the GOB fears 
that once GSP is lifted, some EU member states may be 
motivated to implement bilateral economic sanctions against 
Belarus. Given increasing economic pressure from Russia (ref 
B), Belarus is deeply concerned about economic isolation from 
the EU. 
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GOB Delegation Delivers Weak Arguments to the ILO 


4. (C) On October 19, a high-level Belarusian delegation 
headed by deputy PM Andrey Kobyakov and Deputy Head of the 
Presidential Administration Nataliya Petkevich arrived in 
Geneva to convince the ILO that Belarus was implementing the 
ILO\'s 12 recommendations to improve labor rights. The 
delegation included deputy minister of labor Elena Kolos, 
economic advisor for the Council of Ministers Aleksandr 
Rumak, deputy director of the Minsk Automobile Plant (MAZ) 
Edvard Podolyak, and Minister of Justice Viktor Golovanov. 
(Note: Golovanov and Petkevich are both on the U.S. and EU 
visa bans. End note.) 


5. (C) The outcome of the Belarusian delegation trip was not 
mentioned in the state media nor would GOB officials comment 
on the issues discussed. Moscow-based ILO representative 
Sten Petersen (strictly protect) October 27 told Poloffs that 

the Belarusian delegation made several pleas to the ILO to 

not support the EC suspension of the GSP, but offered no 
compromise in return. According to Petersen\'s sources, the 
Belarusian arguments were weak, unsubstantiated, and at times 
completely false. 
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GOB Makes Empty Promises? 


6. (C) On October 9, Lukashenko signed a decree that softened 
registration procedures for trade unions and agreed to a 
\"concept\" of a draft law that would allow unions to exist 
without a legal address and enter into collective agreements 
with employers and authorities. Petersen criticized the 
decree and concept as empty gestures, noting the difficulties 
independent trade unions still face in registering local 
chapters and the secrecy of the concept of a draft law, which 
was not even in the form of a bill. According to Petersen\'s 
sources in Geneva, the GOB delegation presented these two 
developments to the ILO as proof that Belarus was fulfilling 
ILO recommendations. However, the ILO discovered that 
several points even within the concept actually violated ILO 
standards. 


7. (C) The delegation also indicated that the GOB wouLd 
reinstate union activist Oleg Dolbik, an air traffic 

controller and union leader fired in 2004 after testifying 
before the 2004 ILO commission about labor rights abuses in 
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Belarus. Petersen admitted that offering Dmlbik his job back 
would be a step in the right direction, but not enough to 
justifiably prevent the suspension of GSP. A bolder move, inQPetersen\'s opinion, would be to offer: 
activists their jobs back. (Note: In a separate meeting with 
Poloff on October 31, ILO-Belarus representative Nataliya 
Varishagina confirmed that the GOB approached Dolbik, but the 
Belarusian mfficials suggested to Dolbik that he would have 

to meet \"certain conditions\" (i.e., abandon his union 

activity) before getting his job back. To date, Dolbik is 

qtill working as a chauffer. End note.) 


ILO Does Not Buy GOB Story 


8. (C) According to Petersen, the ILO is all too familiar 

with Belarus\' tactics to believe that the GOB is implementing 
the recommendations. Lukashenko has had almost two years to 
improve labor rights and has made little progress. Petersen 
expressed relief that Belarus finally sent a delegation of 

real decision makers from Lukashenko\'s close circle and not 
powerless bureaucrats. However, Petersen reiterated that the 
delegation\'s weak arguments proved Belarus was not generally 
interested in improving the labor situation. Local ILO 
representative Varishagina in a separate meeting agreed, 
noting that during the delegation visit to Geneva, the GOB 
continued to deny registration to union chapters in Borisov, 
Bobruisk, and the Minsk MAZ factory. 


Will the EC Act? 


9. (C) The October 12 postponement on the GSP vote was the 
EC\'s second failure to make a decision on Belarus. In 
September, the EC was certain a decision for the suspension 
would be reached, although there existed opposition from 
Belarus\' neighboring countries. However, Italy, angered by 
non-related EC decisions on the shoe trade, voted against the 
suspension of GSP in retaliation. After the October 12 
postponement, reliable Embassy sources characterized the move 
as a \"face-saving\" measure for the EC, which feared it did 

not have enough votes for the suspension. 


10. (C) The big talk and no action on the part of the EC 
exacerbated doubts by many on Minsk that the EC would suspend 
the GSP. During the breakfast, political analyst Valeriy 
Karbolevich said economics were the only lever of pressure in 

the EC\'s arsenal, so the EC was still debating whether to use 

it. Petersen agreed that the GSP was the EC\'s only weapon 

and that its delay in phe vote made the EC look weak. 

However, he noted that Germany\'s latest decision to support 

the GSP suspension (Germany abstained from the September 
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vote) and the unlikelihood that Italy would repeat its 

September decision would give the EC enough votes to suspend 
the GSP. 


Comment 


11. (C) Not all independent trade union activists support the 
suspension of the GSP for Belarus, fearing that ordinary 
Belarusians would suffer the most. However, many union 
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activists agree that the GOB has no intentions of improving 
labor rights. In recent meetings with local union leaders, 
Poloffs have heard that authorities continue to fire union 
and political activists, deny them full wages and benefits, 
and/or prevent them from carrying out their activities. 


12. (C) The ILO is well-informed of the situation on the 
ground; enough so to separate the truth from the lies in GOB 
arguments. The high-level delegation to Geneva, the decree 
to ease trade union registration, and the \"concept\" on union 
rights are seen largely as last-ditch efforts to prevent or 
postpone the EC\'s decision and not a genuine effort to 
improve labor rights in Belarus. However, the EC\'s 
hesitation to suspend the GSP in the first vote has likely 
given the GOB confidence that European internal disagreements 
will continue to stall adverse action. 

Stewart 
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SIPDIS 


SIPDIS 


E.O. 12958: DECL: 11/13/2016 

TAGS: PREL, PGOV, PHUM, KS, KN 

SUBJECT: ROKG IMPLEMENTATION OF UNSCR 1718: TEXT OF REPORT 
TO SANCTIONS COMMITTEE 


1. (SBU) SUMMARY: The Ministry of Foreign Affairs and 
Ministry of Unification jointly announced at 1500 on November 
13 the ROKG \"Report of the Republic of Korea on the 
Implementation of United Nations Security Council Resolution 
1718 (2006).\" The twelve-page report (see text below) 
comprises an introduction (section |), a description of the 
ROK\'s existing export control system including measures 
focused on the DPRK (sections II and III), and a main section 
describing actions taken or to be taken to enforce paragraph 

8 of UNSCR 1718 (section IV). Based on a preliminary review, 
the report appears to encompass relatively minor changes to 
existing ROK procedures and regulations in response to UNSCR 
1718. It states that the Ministry of Unification is still 

drawing up its list of luxury goods whose trade will be 
restricted. 


2. (C) COMMENT: In a meeting with CDA before the ROKG\'s 
announcement on UNSCR 1718, Dr. Park Sun-won, Secretary to 
the President for National Security Strategy, said that he 
understood that from the USG point of view the steps the ROKG 
was taking in line with UNSCR 1718 would be seen as 
insufficient. He stressed, however, that South Korea\'s 
unilateral actions to date (outside of UNSCR 1718) toward the 
North in response to the missile tests were significant: 

South Korea had suspended suspended provision of 380 million 
USD worth of rice and fertilizer, the transfer of railroad 

and road materials and equipment, the provision of light 
industrial materials valued at 80 million USD, and halted 
implementation of a riverbank sand mining project. Park 
insisted that the aggregate value of all of these suspended 
projects with the North exceeded the impact of steps that 

either Japan or China had taken in response to UNSCR 1718. 
That argument -- that the ROKG\'s post missile-launch actions 
were large enough that there was little left to do after the 
October 9 nuclear test -- is familiar, but Park also hinted 

(on a Strictly confidential basis) that the ROKG will this 

week announce a major change in its human rights policy 
toward North Korea that would represent a significant change 

in North-South policy. We await that announcement with 
interest. END SUMMARY AND COMMENT. 


3. (U) Begin Text: 
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Report of the Republic of Korea on the Implementation 
of United Nations Security Council Resolution 1718 (2006) 


|. Introduction 


The government of the Republic of Korea (ROK) is committed to 
faithfully 

implementing United Nations Security Council Resolution 
(UNSCR) 1718 and to 

rendering full cooperation to the Committee established 
pursuant to OP 12 of the 

Resolution. 


Prior to the adoption of UNSCR 1718, the ROK government 
already had in place a 

range of legislative and executive measures that ensure 
compliance with the 

requirements of UNSCR 1718. In addition, it has been 
conducting a thorough 

review of its policies with a view to identifying further 

steps that may be needed to ensure full implementation. 


For that purpose, the ROK government established an 
Inter-Ministerial Task Force 

comprising 14 ministries and government agencies co-chaired 
by the Deputy 

Minister for Policy Planning and International Organizations 
of the Ministry of 

Foreign Affairs and Trade and the Deputy Minister for 
Unification Policy and Public Relations of the Ministry of 
Unification. Beginning with its first meeting on 24 October, 
the Task Force has convened on a regular basis to collect 
information on the various measures that the respective 
ministries and agencies are taking in relation to UNSCR 1718 
as well as to identify loopholes in the implementation system 
and find ways to better implement UNSCR 1718. 


Il. Export Control System of the Republic of Korea 

The Republic of Korea is a member of all international 
non-proliferation and export control regimes relating to 
nuclear, chemical and biological weapons, missiles and 
conventional weapons, such as the Nuclear Suppliers Group 
(NSG), the Missile Technology Control Regime (MTCR), the 
Australia Group (AG), the Zangger Committee (ZC) and the 
Wassenaar Arrangement (W A). Through participation in these 
multilateral regimes the ROK has been implementing strict 
export and import controls over WMD, missiles, other weapons 
and related materials in conformity with international 
standards. 
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(omitted: Table 1. ROK\'s Membership in Export Control 
Regimes) 


Major laws and regulations on export controls include the 
Foreign Trade Act, 

Technology Development Promotion Act, Atomic Energy Act, 
Defence Industry Act, 

South-North Exchanges and Cooperation Act, and their related 
regulations. The 

Combined Notice of Export/Import of Strategic Items and 
Technologies covers all 

controlled items from the five multilateral export control 
regimes, and provides for detailed export control 

regulations, specification of controlled items, and 

guidelines for catch-all controls. 


(omitted: Table 2. Export Control-related Laws) 


The ROK government established its export control system for 
strategic items in 

1992. The system has been strengthened and expanded over the 
years. Since 

January 2003, the catch-all system, which controls the export 
of non-controlled 

items and technologies that could be used for the development 
of weapons of mass 

destruction, has been in force. Furthermore, a comprehensive 
revision of the 

Foreign Trade Act was undertaken in September 2003, and the 
Combined Notice of 

Export/Import of Strategic Items and Technologies was wholly 
amended in October 

2004 so as to fully meet international levels. 


In light of the increasing importance of the issue worldwide, 
the Ministry of Commerce, Industry and Energy (MOCIE) 
established the Strategic Items Control Division in February 
2004 to reinforce the export control of strategic items. 


Furthermore, the Strategic Trade Information Center (STIC), a 
special organization affiliated with the Korea International 
Trade Association, was established in August 2004 to assist 
companies in the conduct of business related to strategic 
items. The STIC is entrusted by the government with the task 
of conducting preliminary reviews of strategic items. The 
Center operates an on-line Strategic Trade Information System 
jointly with MOCIE to assist companies in exercising 

voluntary export controls by providing relevant information 
on-line regarding preliminary reviews, export licensing 
procedures, global trends and domestic regulations governing 
strategic items. 
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To strengthen the controls on sensitive technology, the 
Ministry of Science and 

Technology is currently revising the Technology Development 
Promotion Act and 

its related decree to provide a legal basis for controlling 
intangible technology transfers (ITT). The revision is 
expected to come into force by June 2007. 


III. Export Control with regard to the DPRK 


ROK nationals are generally prohibited from supplying and 
transferring 

commodities as well as weapons to the Democratic People\'s 
Republic of Korea 

(DPRk) based on the National Security Act which has been in 
force since 

December 1948. 


However, since 1990 the ROK government has allowed 
commodities to be taken out 

to the DPRK with the permission of the Minister of 
Unification when deemed 

necessary for the promotion of mutual exchanges and 
cooperation between South 

and North Korea. In order to regulate related procedures, the 
South-North 

Exchanges and Cooperation Act and its related decree and 
regulation were enacted 

in August 1990. 


Pursuant to the South-North Exchanges and Cooperation Act, 
its related decree and regulation, the approval of the 

Minister of Unification is required to take controlled items 

out to the DPRK. If a person obtains approval to take out 
strategic items to the DPRK in a fraudulent or dishonest 
manner or takes them out without approval, he or she is 
subject to imprisonment of up to three years or a fine of up 

to ten million won, which is equivalent to US$ 11,000. 


For non-listed items, the ROK government has applied 
catch-all controls. For 

example, in 2005 it refused to approve the transfer of 26 
items, including fermenters and freeze-drying equipment, 
requested by the DPRK in relation to their efforts to prevent 
the spread of Avian Influenza, in light of the possibility of 
the conversion of the items for WMD use. 


Furthermore, the ROK government has imposed stricter customs 
control on items 
taken out to the DPRK. The Public Notice on Customs Clearance 
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in South-North 
Trade gives clear guidance in this regard. 


IV. Implementation 

(omitted: citation of text of UNSCR 1718 OP 8(a)) 
(Action taken and/or to be taken) 

-Controlled Items 


To control the items specified in UNSCR 1718, the Ministry of 
Unification is 

revising its Public Notice of the List of Goods for Approval 
for Taking-to or 

Bringing-from the DPRK, and the Public Notice on the List of 
Goods Banned for 

South-North Visitors and the Disposal of Such Goods. The 
Ministry of Construction and Transportation will also 
incorporate the controlled items under UNSCR 1718 into the 
list of prohibited items in the Guidelines on Approval of 
Aircraft Passing through the Territorial Airspace under the 
Aviation Act. 


The Ministry of Unification is also drawing up a list of 
luxury goods. Once the list is finalized, the Ministry will 
revise the above-mentioned Public Notices. 


The main items brought in from the DPRK to the ROK are 
currently agricultural 

and fishery products, and metal products, while those taken 
to the DPRK are 

principally textile goods, and agricultural and fishery 
products. 


-Strengthened Customs Clearance Procedure 

Following the adoption of UNSCR 1718, the ROK government is 
in the process of 

strengthening the customs clearance procedure under the 
Public Notice on Customs 

Clearance in South-North Trade in order to ensure that no 
controlled items will be taken out to the DPRK. In this 

regard, emphasis will be put on those commodities taken to 

the DPRK through land routes. 


-Prevention of Supply, Sale or Transfer by ROK Nationals 


In order to prevent trade in items prohibited by UNSCR 1718, 
the Ministry of 

Unification will strictly enforce the requirement of prior 
permission for nationals of the ROK wishing to contact a 
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national or an entity of the DPRK or visit the DPRK. 


Under the South-North Exchanges and Cooperation Act, to 
contact any DPRK 

national, an ROK national must report to the Minister of 
Unification in advance 

indicating the details of that contact. A national of the ROK 
or the DPRK must 

obtain permission from the Minister of Unification to visit 
the other side. 


The Ministry of Commerce, Industry and Energy (MOCIE) is 
presently in the 

process of revising the Foreign Trade Act in order to have 
the brokering of 

controlled items subject to the prior approval of the 
government. 


Additionally, the persons and entities to be designated by 
the 1718 Committee 

pursuant to OP 8(d) will be added to the MOCIE\'s Database 
List of Persons and 

Entities Not Suitable for Export of Strategic Items. 


-Prevention of Supply, Sale or Transfer through ROK Territory 


There is no air route that allows airplanes to fly from or to 

the DPRK through any part of the territorial airspace of the 
Republic of Korea. An aircraft which arrives from or departs 
for the DPRK, suspected of carrying controlled items pursuant 
to UNSCR 1718, will not be allowed to fly through the 
territorial airspace of the ROK. 


Regarding a vessel of a third country which is in the 

territorial waters of the ROK and suspected of carrying 
controlled items as designated by OP 8(a) of UNSCR 

1718, the ROK government will take relevant action according 
to the Territorial 

Sea and Contiguous Zone Act. 


(omitted: citation of UNSCR 1718 OP 8(c)) 
(Action taken and/or to be taken) 


The ROK government is currently revising the Regulation on 
South-North 

Economic Cooperative Projects and the Regulation on 
South-North Socio-Cultural 

Cooperative Projects to prevent any transfers of technical 
training, advice, services or assistance related to the 
provision, manufacture, maintenance or use of the items in OP 
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8(a)(i) and OP 8(a)(ii). 


The ROK government will reinforce its review process with 
regard to the 

requirement of prior permission for ROK nationals wishing to 
contact a national or entity of the DPRK or visit the DPRK 
under the South-North Exchanges and 

Cooperation Act. 


Prior to their departure for the DPRK, the Ministry of 
Unification briefs visitors on activities prohibited during 
their stay in the DPRK. 


(omitted: citation of UNSCR 1718 OP 8(d)) 
(Action taken and/or to be taken) 


The ROK government has drafted a new integrated public notice 
and is ready to take necessary action in accordance with OP 

8( d) of UNSCR 1718 once the 1718 

Committee or the Security Council designates the persons or 
entities under OP 8(d). 


(omitted: citation of UNSCR 1718 OP 8(e)) 
(Action taken and/or to be taken) 
-DPRK Nationals 


For ROK nationals, contact with DPRK nationals or visits to 
the DPRK are 

generally prohibited under the National Security Act. For 
nationals of the DPRK, 

the ROK government controls entry into the territory of the 
ROK through the 

review of applications for a visit permit. 


ROK nationals crossing the border to the DPRK and DPRK 
nationals crossing 

over to the ROK with the visit permits are subject to border 
screening procedures 

under the South-North Exchanges and Cooperation Act. 


-Foreigners 


The ROK government will revise the Entry Control List of the 
Immigration Control 

Act so that foreigners to be designated as persons stipulated 
in OP 8(e) are denied entry into or transit through the 
territory of the Republic of Korea. 
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(omitted; citation of UNSCR 1718 OP 8(f)) 


(Action taken and/or to be taken) 
-Inspection of Land Cargo 


The ROK government has been inspecting cargo going to or 
coming from the 

DPRK in accordance with the Public Notice on Customs 
Clearance in South-North 

Trade. 


Following the adoption of UNSCR 1718, emphasis will be put on 
those 
commodities taken to the DPRK through land routes. 


-Inspection of Sea Cargo 


As a peace regime has not yet been established on the Korean 
Peninsula following 

the end of the Korean War, the ROK government does not 
recognize the right of 

innocent passage in its territorial waters for DPRK vessels, 
either commercial or non-commercial, except for those granted 
permission under the South-North 

Agreement on Maritime Transportation (hereinafter referred to 
as \"the Agreement"). 


Maritime transportation between the ROK and the DPRK is 
currently governed by 

the above-mentioned bilateral Agreement which entered into 
force on August 1, 

2005. Through the Agreement, the ROK and the DPRK have 
designated sea lanes 

between some ports of the two sides, allowed vessels of one 
side to navigate in the sea lanes with prior permission from 
the other side, and given commercial vessels of the other 
side the same treatment in their ports as they grant to their 
own vessels. The sea lanes thus designated in the Annex to 
the Agreement lie well beyond the outer limits of either 
side\'s territorial seas except for the Jeju Channel between 
the Korean Peninsula and Jeju Island, where a sea lane of 
approximately 41 miles cuts through the territorial waters of 
the Republic of Korea. 


Pursuant to the Annex to the Agreement, DPRK vessels which 
plan to navigate 

through the maritime areas under ROK control shall submit an 
Application Form 

for Navigation (indicating the names of the crew and 
passengers as well as a list of the cargo) to the ROK 
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maritime authorities three days prior to their departure 
(Article 1 (1) of the Annex). During their passage through 
the waters under ROK control, such DPRK vessels shall not 
engage in, inter alia, transportation of \"weapons or any 
parts thereof\' or \"undermine peace, public order or security 
of the other Party by acts irrelevant to the navigation\" 
(Article 2 (6) of the Annex). Pursuant to the Agreement, any 
vessel in breach of Article 2 (6) of the Annex, refusing to 
respond to radio enquiries or suspected of fleeing or 
undertaking any unauthorized deviation from designated sea 
lanes may be subject to such measures as stopping, boarding 
or inspecting for verification by the maritime authorities 
(Article 2 (8) of the Annex). If the vessel in question is 

found to have violated the Annex, the maritime authorities 
may caution the vessel, take corrective actions, or demand 
that the vessel leave the sea lane immediately (Article 2 (9) 
of the Annex). 


Bearing in mind the letter and spirit of UNSCR 1718, the ROK 
government is 

committed to not granting a navigation permit under the 
South-North Agreement on 

Maritime Transportation to any DPRK vessel carrying on board 
or suspected of 

carrying any items prohibited under UNSCR 1718. 


Consistent with the Agreement and its Annex, the ROK 
authorities stand ready to 

take any necessary steps, including stopping, boarding, and 
inspecting of any 

DPRK vessel passing through ROK-controlled maritime areas 
which has been 

granted a permit under the Agreement but is suspected of 
breaching the Agreement, in particular by shipping weapons or 
their parts. If the ship is found to be carrying weapons 

and/or their parts, or is in any other violation of the 
Agreement, the ROK authorities will take all necessary 
measures as appropriate to the specific circumstances, in 
accordance with the Agreement. 
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proceed, he said. U/S Joseph said that he was impressed by 
the turnout from a variety of Japanese domestic agencies. 
The three governments would require the participation by all 
their relevant agencies if they hoped to achieve success at 
implementing all aspects of UNSCR 1718. 


5. (S) The passage of UNSCR 1718 was of critical importance 
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to the U.S. and represented several things, U/S Joseph 
continued. North Korea,s nuclear test changed the regional 
security environment and has undermined the nonproliferation 
regime, he said, and UNSCR 1718 represents the international 
community,s response to that challenge. It also presents 

and opportunity to put into place missile defense 

capabilities to protect countries in the region. The U.S. 
trilateral agenda, would touch on a number of things: 


-- Review of steps toward implementing UNSCR 1718 that have 
been completed. 


-- Discussion on a maritime inspections regime. 


-- Architecture for detection of nuclear, radioactive 
substances. 


-- Adoption of steps beyond UNSCR 1718 in the context of and 
in preparation for improving the security environment. These 
future steps would include financial tools to disrupt DPRK 

illicit activities, or steps to improve missile defenses. 


6. (S) DFAT Deputy Secretary Ritchie voiced strong support 
for international action toward North Korea. The DPRK,s 
nuclear test, he continued, brought into focus the threat to 
peace and security in the region, as well as the threat to 

the nonproliferation regime. Australia welcomed North 
Korea,s decision to return to the Six-Party Talks, but would 
insist that the DPRK abandon its nuclear program as called 
for in the September 19, 2005 statement from the last 
Six-Party Talks. Canberra would call for the full 
implementation of UNSCR 1718, independent of Pyongyang,s 
decision to return to the talks, Ritchie said. 


7. (S) The U.S., Japan, and Australia were likely to reach 

easy agreement on next steps toward implementing UNSCR 1718, 
Ritchie noted. It would be important, however, to look for 

ways to mobilize support among countries in the region, 

especially for those states that did not directly participate 

in the Proliferation Security Initiative (PSI) but which 

nevertheless wanted to increase pressure on North Korea. The 
trilateral countries must do something to &catalyze action8 

in the international community, the DFAT official said. 


8. (S) DFM Nishida said that Japan welcomed Beijing,s 
announcement that the U.S., DPRK, and PRC had reached 
agreement on the North,s return to the Six-Party Talks. The 
resumption of the Six-Party Talks, however, was not an end in 
itself. The DPRK, Nishida said, would need to comply with 
UNSCR 1695 and 1718, and would have to abandon its nuclear 
program in a full and verifiable manner. Even if the 
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Six-Party Talks resume, the DFM added, Pyongyang would still 
not reach full compliance with the UNSCRs. Japan would 
therefore not relax its sanctions, he noted. Nishida stated 

that the trilateral countries would need to work with China, 
South Korea, and Russia to apply pressure on the DPRK. 


9. (S) DG Nakane distributed a handout that summarized the 
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measures that Tokyo has already taken against the North: 


-- Banned official travel to/from DPRK, passenger ferry Man 
Gyong Bong, charter flights. (July 5) 


-- Designated 15 entities plus one individual as being 
connected with WMD and/or missile transactions. (September 
19) 


-- Banned entry into Japan of DPRK ships, DPRK goods, and 
DPRK citizens. (October 11) 


10. (S) Japan had already implemented many of the items 
stipulated under UNSCR 1718, Nakane noted, but needed to 
consider two points further: cooperative action on 1) 

inspecting cargo and 2) luxury goods. The Japanese 
delegation distributed an &lllustrative List8 of luxury 

goods to be banned, which Nakane emphasized was not final and 
that Tokyo wanted the U.S. and Australia to refrain from 
disseminating. The Japanese government was engaged in 
internal discussions about how to define luxury goods in 

hopes of meeting the November 13 deadline for countries to 
submit lists to the 1718 sanctions committee. It might not 

be possible for the U.S., Australia, and Japan to agree on 

every item on the list, he noted. However, the Abe 
Administration wanted to talk to trilateral participants 

about &timing,8 and to review the items that were being 

given to the regime. Tokyo understood that some UN members 
were having trouble compiling a list of luxury good, and was 
anxious to hear other ideas, Nakane said. 


11. (S) The U.S. viewed UNSCR 1718 as a means to apply 
leverage against North Korea to comply with its obligations, 
Joseph responded. Sanctions must remain until the DPRK has 
undertaken the complete, verifiable, and irreversible 
elimination of its nuclear program. He emphasized that the 
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next round of Six-Party Talks would not be conducted on a 
&business as usual8 basis, and that the parties must work 
toward achieving a meaningful and concrete outcome. 


12. (S) Outlining steps that Washington has taken pursuant 
UNSCR 1718, the Under Secretary noted that the U.S. has: 


-- Communicated with all relevant UN parties about the need 
to fully implement the resolution. 


-- Urged PSI participants to implement the agreement. 


-- Urged key states to withhold bunkering services and to 
inspect suspect cargo. 


-- Warned nations that the activities of the Korean Mining 
Development Trading Company (KOMID) may violate the 
provisions of UNSCR 1718. 


-- Worked to identify suspect vessels and to persuade other 
countries to inspect suspect cargo. 


-- Coordinated with Australia and Japan to achieve consensus 
in the Nuclear Suppliers Group (NSG), Missile Technology 
Control Regime (MTCR), and the Australia Group (AG). 


-- Engaged with Taiwan to regulate entities producing machine 
tools. 


-- Identified entities for designation under E.O. 13382 in 
order to disrupt DPRK illicit financial activities. 


-- Cooperated with Japan to develop a list of persons and 
entities subject to a travel ban and financial restrictions 


-- Implemented existing legislation to re-impose economic 
sanctions under the Arms Control Export Act ) a step that 
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has practical as well as symbolic importance. 


13. (S) DFAT DepSec Ritchie stressed that UNSCR 1718 would 
need to be implemented independent of the Six-Party Talks 
process. While Australia was not a party to the talks, 

Canberra nevertheless remained skeptical that the next round 
of Six-Party Talks would achieve anything. He suggested, 
therefore, that trilateral discussion might proceed as if the 
Six-Party Talks would not make any progress. 
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14. (S) Ritchie reviewed steps that Australia had taken in 
support of UNSCR 1718: 


-- Issued a condemnation of the DPRK,s October 9 nuclear 
test. 


-- Encouraged many countries to support UNSCR 1718 provisions 
such as bunkering services and port inspections. 


-- Implemented import controls regarding military and dual 
use goods. Encourage implementation of the NSG, MTCR, and 
AWG regimes. 


-- Developed legislation aimed at implementing UNSCR 1718. 


-- Directed the customs service to implement to the ban on 
the import/export of prohibited goods. 


-- Coordinated action across the Australian government to 
proactively restrict cargo from North Korea. 


-- Targeted transshipped cargo. 
-- Worked at developing a luxury goods list. 


15. (S) Canberra had also identified 12 entities plus one 
individual as engaged in activities related to WMD and/or 
missile proliferation, banned port access for North Korean 
vessels and tightened visa requirements to restrict entry of 
DPRK citizens, Ritchie reported. 


16. (S) U/S Joseph prefaced the U.S. inspection regime 
proposal by noting that when Secretary Rice visited Japan and 
the region three weeks earlier, she made it clear the U.S. 

did not envision the inspection provision of UNSCR 1718 as an 
embargo or blockade of North Korea. We would envision, 
however, as a prerequisite to implementation of UNSCR 1718, 
giving close scrutiny to North Korean cargo. U/S Joseph 
stated that China, Russia, and South Korea must give close 
scrutiny to North Korean cargo transiting their territory via 

rail, road, and air, as well as their territorial waters, and 

that the U.S. was encouraged by the responses from China, 
Russia and South Korea. 


17. (S) PDAS Patricia McNerney presented the U.S. proposal to 
create an inspection regime for UNSCR 1718 implementation. 
PDAS McNerney, reiterating that the inspection regime is not 
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a blockade or embargo, highlighted that the burden of 
enforcement is placed on United Nations member states, with 
the onus on the states to ensure their territories, waters, 

and airspace are not used to support activities proscribed in 
UNSCR 1718. PDAS McNerney stressed that actions should be 
taken where maximum legal authority exists, and that law 
enforcement actions will be essential, to include active 
involvement of customs and border officers, enforcement of 
export control laws, training of officers to detect 

prohibited items, and robust use of the MOU on Port State 
Control in the Asia-Pacific Region (the so-called \"Tokyo 
MOU\") to inspect North Korean ships. (In connection with 
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this last point, PDAS McNerney noted that 40 percent of North 
Korean ships were detained in Tokyo MOU ports between January 
and March 2006, very often for reasons of cracked hulls or 

other similar maritime safety issues.) PDAS McNerney added 

that securing the commitment of states in the region, 

particularly China and other ASEAN states, will be key to 
successful implementation of UNSCR 1718. 


18. (S) PDAS McNerney stressed that we should reach out to 
states to secure commitments to do the following: (1) 
Subject cargo passing through their territory, airports, and 
seaports -- regardless of specific information on the cargo 

-- to increased inspection and scrutiny if going to or from 
North Korea; (2) Implement increased screening of road and 
rail shipments at border crossings (especially China and 
Russia); (3) Agree to allow boarding and inspection of 
vessels using their flag for compliance with UNSCR 1718; (4) 
Pledge to increase information sharing regarding cargos and 
deceptive practices used by North Korea to evade UNSCR 1718; 
and (5) Endorse the PSI Statement of Interdiction Principles 
if they have not yet done so. 


19. (S) Turning to the issue of developing a cooperative 
approach for use in international waters, PDAS McNerney 
stated that, consistent with national and international laws, 
states should consider available actions on the high seas, in 

a manner that will create a deterrent effect on North Korea. 
These actions should include (1) consensual boarding, in 
which we should build on the work of PSI to target 
third-country flagged vessels to North Korea and seek 
commitment from states to allow boarding when we have reason 
to believe UNSCR 1718 is being violated; (2) non-consensual 
boarding when these are consistent with international law, as 
no new boarding authorities were granted in UNSCR 1718; and 
(3) deterrence actions, such as increased use of the 
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peacetime rights of \"approach\" and \"visit\" on the high seas 
to determine a ship\'s nationality and increased overt 
tracking of ships to and from North Korea. The goal of these 
(and perhaps other possible) actions is to increase the 
calculation on North Korea\'s part before it undertakes 
shipments or transfers of proscribed items. 


20. (S) PDAS McNerney presented the U.S. proposal for the 
creation of a U.S.-Japan-Australia UNSCR 1718 Working Group, 
which could identify and discuss the national and 

international resources and assets available to implement 
UNSCR 1718, develop a plan for increased information sharing 
and for sharing the burden of implementation, and develop and 
implement a plan to undertake radiation detection on the high 
seas using existing capabilities. (Additional states, 

including PSI partners such as Singapore, could later be 

added to the Working Group.) Pointing out the sensitivity of 
the following areas, PDAS McNerney suggested the Working 
Group should also explore additional measures including overt 
tracking, surveillance, and querying of North Korean owned, 
operated, and/or flagged ships on the high seas and in 

straits; clandestine surveillance of, and intelligence 

gathering on, ships known to have been involved in 

trafficking activities or otherwise raising suspicions that 

they may be carrying prohibited cargo; and identifying "UNSCR 
1718 scrutiny zones,\" areas constrained by geographic 
coordinates and time for the purpose of intensified scrutiny. 


21. (S) In conclusion, PDAS McNerney summarized that a 
comprehensive inspection architecture requires strong 
declaratory statements by states on readiness to fully 
implement UNSCR 1718, credible actions by states to back up 
statements, including increased scrutiny of cargo to and from 
North Korea, enhanced use of authorities in international 
waters, and an expanded working group to investigate what can 
be done on the high seas. 


22. (S) Following PDAS McNerney\'s presentation, U/S Joseph 
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briefly summarized the U.S. position by underlining the need 
for a formal mechanism such as the proposed 1718 Working 
Group. U/S Joseph stressed that any actions taken in 
international waters would be fully consistent with legal 
authorities -- which UNSCR 1718 does not expand -- and he 
further stressed that the United States envisioned very 
selective actions, rather than \"Rambo-like\" actions, based on 
assessments that a vessel is carrying cargo related to WMD or 
missile systems. The U.S. position reflects the seriousness 
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with which we view the North Korean threat, U/S Joseph 
stated, and emphasizes detection, as the U.S. is concerned 
North Korea might transfer nuclear materials to other rogue 
states or terrorist groups. 


23. (S) In response to the U.S. proposal, Australian DFAT 
Deputy Secretary Ritchie pronounced Australia in \"violent 
agreement" with what had been said by the U.S. 
representatives, and stated that Australia would welcome the 
creation of the Working Group, which he predicted would be 
very valuable. Ritchie foresaw two key issues that would 
arise in connection with the inspection regime, namely how 
participants would mutually task and coordinate maritime and 
other assets, and how they would share intelligence. Ritchie 
noted that the inspection provision of UNSCR 1718 had been 
widely misinterpreted in public commentaries. Consequently, 
it was important to stress that the inspection regime was not 
an embargo, he said, echoing comments of U/S Joseph and PDAS 
McNerney. 


24. (S) The only significant area in which the Australian 

view did not coincide perfectly with the U.S. view pertained 
to PSI: Ritchie underscored the need to communicate to 
current non-participants in PSI that \"we love them too,\" and 
he gently cautioned against scaring any countries off by 
pushing PSI too aggressively. Although some countries have 
lingering doubts about PSI, even those countries might still 
participate in the inspection regime against North Korea. 
Ritchie cited the case of Indonesia to highlight this point, 
relating that although we had not convinced Indonesia to join 
PSI, Ritchie judged that Indonesia would take action if it 
were provided specific information on suspect North Korean 
cargo transiting Indonesian territory. Ritchie also 
emphasized the great value in talking to Singapore, a natural 
partner, and he cautioned against neglecting Malaysia or 
Thailand, in addition to Indonesia. 


25. (S) Deputy Vice Minister Nishida thanked the U.S. 
government for its efforts, and expressed Japan\'s 
understanding for the proposed selective, rather than 
\"Rambo-type,\" actions with regard to the inspection regime. 
Nishida stated that in order to obtain broad cooperation from 
other states, we would need to emphasize the inclusive, vice 
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exclusive, nature of our efforts, and to enlist the help of a 
broad array of participants. Japan has been working with 
other countries and obtaining agreement in principle for 
cooperation, but it is difficult to obtain support in 

practice. Nishida further mentioned that he is slated next 
week to visit India, another country hesitant to participate 
in PSI, but an important player nonetheless. In concluding 
his response, Nishida declared that intelligence exchange 
must be maintained, the morale of customs and police officers 
must be boosted, and mutual trust among the participating 
countries would determine the success or failure of our 
efforts against North Korea. 


TOKYO 00006497 007 OF 010 


26. (S) DG Nakane stated that Japan wanted to take necessary 
actions, including cargo inspections, and pointed out that 
Japan has been an active participant in PSI, has encouraged 
other countries to participate in PSI, and desires to further 
strengthen cooperation with other states in PSI and to 

broaden PSI activities. Nakane pointed out that a maximum 
effort is necessary within the scope of national legal 

authorities, and to that end, Japan is investigating what is 
actually allowed under Japanese law. With regard to China, 
Japan was pleased that China has already expressed an 
intention to expand its cargo-monitoring activities. Japan 

is also hopeful that South Korea will consider PSI 

participation. In response to the specific U.S. proposal for 

a UNSCR 1718 Working Group, Nakane stated that Japan cannot 
formally respond at this time, but would need to examine the 
proposal, which would involve several government agencies, 
and formulate an official response. (Nishida subsequently 
indicated Japan,s interest in &follow-on8 discussions.) 


27. (S) Before moving to the next agenda item, U/S Joseph 
commented briefly on the Australian and Japanese responses. 
U/S Joseph agreed with the Australian point that we must not 
scare away any countries by insisting on full PSI membership. 
While the U.S. views PSI participation as the standard of 
good non-proliferation behavior, we also need to extend a 
welcome hand to countries outside the PSI framework. U/S 
Joseph cited two recent cases of success in expanding PSI to 
Central Asia and to the Persian Gulf: Four of five key 

Central Asian states have endorsed PSI and agreed to deny 
over-flight rights to aircraft flying between North Korea and 
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Iran in cases where we have information on WMD cargo. This 
year, five of six Gulf States have endorsed PSI, with Bahrain 
hosting a PSI exercise the previous week. These developments 
have sent a clear message to Iran, he pointed out. 


28. (S) U/S Joseph acknowledged the Chinese and South Korean 
sensitivities to PSI, but noted that each have come a long 

way in their acceptance of the initiative. U/S Joseph 

further agreed on the need to reach out to Singapore, and 
expressed complete agreement with DVM Nishida\'s view that we 
must be inclusive, not exclusive, in confronting the North 

Korean problem. Finally, U/S Joseph expressed firmly the 

hope that Japan will be able to respond to the Working Group 
proposal very soon. The urgency of the threat means that, if 

we are serious, we need to cut through the bureaucracy, he 
stressed. 


29. (S) William Tobey, Deputy Administrator for Defense 
Nuclear Nonproliferation, DOE/NNSA, briefed the assembly on 
U.S. concepts for deterring North Korean nuclear 

proliferation. The primary mission of the proposed detection 
architecture is deterrence, not comprehensive inspection of 

all cargo. Such deterrence is achieved by increasing the 
probability of detection for illicit transfers of nuclear 

weapons materials, and by declaratory policy regarding the 
consequences of attempting such transfers. Tobey stated that 
the U.S. is most concerned about North Korean transfers to 
the Middle East, and therefore several transit areas were 

key: China, Russia, Central Asia, the Straits of Malacca, 

and the Suez Canal. 


30. (S) Tobey reviewed the Megaports program, whereby NNSA 
provides radiation portal monitors (RPMs) at seaports to 

screen cargo containers; the \"Second Line of Defense\" (SLD) 
RPMs provided at airports and land border crossings (road and 
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rail); the DHS/CBP Container Security Initiative (CSI), 
wherein CBP officers are posted to foreign seaports to 
identify and refer high-risk containers to host customs 
counterparts for inspections; opportunities for aircraft 
inspections via an extended SLD program; the possibility of 
opportunistic inspections using U.S.-provided radiation 
detection equipment; and the Commodity Identification 
Training (CIT) program, which familiarizes foreign customs 
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inspectors with WMD technologies sought by procurement 
programs and proliferators. 


31. (S) Ritchie noted the detection architecture briefing was 
interesting, adding that Australia had considerable sympathy 
for such programs. Ritchie stated that CSI and Megaports 
were welcome proposals, but needed to be broadened in scope 
to include not only U.S.-bound cargo. (Note: After the 
conclusion of Ritchie\'s remarks, Tobey clarified that CSI 
applied only to U.S.-bound cargo, but Megaports and SLD were 
directed at shipments worldwide, not only those bound for the 
United States. End note.) Ritchie further noted the 

technical difficulties inherent in these programs, such as 

how to effectively screen containers, and suggested it may be 
beneficial if technical experts from each of the three 

countries were to get together and work jointly on the 

technical problems. 


32. (S) DG Nakane responded that, with regard to the 
Megaports initiative, cooperation was still underway between 
Japan and the United States on the customs level. Regarding 
CSI, DG Nakane also pointed out that the program is targeted 
at cargo destined for the U.S., and queried whether the scope 
might be broadened by looking at cargo beyond that headed to 
the U.S. 


33. (S) In response to the comments by Ritchie and DG Nakane, 
U/S Joseph expressed U.S. openness to extending the scope of 
programs like CSI and to collaborating on research and 
development into nuclear materials detection. Although there 

is a level of confidence in our ability to detect nuclear 

materials, we are limited by current technology and we need 

to do more. He seconded Ritchie\'s suggestion to bring 
technical experts in this field together, in particular to 

examine what we can do on the problem of remote detection of 
nuclear materials, as this represented a gap in current 

detection capabilities. U/S Joseph further suggested that 

the technical experts\' discussions could take place in the 
context of the proposed Working Group. U/S Joseph expressed 
every confidence that Japan would be able to participate in 

the Working Group, given the gravity of the threat. 


34. (S) DVM Nishida shared his personal view that there is 
indeed a potential for cooperation on research and 
development, and that the technical experts should convene as 
proposed. As a final point, Nishida stressed the need to 
ponder on a theoretical level what can be done beyond UNSCR 
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1718. 


35. (S) In the final minutes of the session, which had ran 

over the allotted time, Ritchie returned to the issue of 

maritime inspections, noting the importance of Japan, 

Australia, and the U.S. sending coordinated, common messages 
to other countries in the region. The three countries need 

to share with each other the messages they are giving to 

other countries on this topic, as well as the outcomes of 

such briefings, in order to better coordinate their 
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approaches to other regional partners. Nishida again called 
attention to China, Russia, and South Korea, as North Korea\'s 
land-connected neighbors, and expressed Japan\'s hope for a 
positive outcome to U/S Joseph\'s next stops on his current 
East Asian tour. To this U/S Joseph responded that the U.S. 
was encouraged by the outcome of recent U.S. officials\' 

visits to China, South Korea, and Russia, and that we 

intended to explain in depth to our Chinese, South Korean, 
and Russian colleagues how we can collaborate on UNSCR 1718 
implementation, and how this implementation relates to the 
Six-Party Talks. 


36. (U) Participants: 


Unite States 


Robert G. Joseph, Under Secretary for Arms Control and 
International Security 

David Stephens, NSC, Acting Senior Director for 
Counter-Proliferation Strategy 

Joseph Donovan, DCM, U.S. Embassy 

Patricia McNerney, ISN PDAS, DOS 

Connie Taube, Embassy 

William Tobey, Deputy Administrator for Defense Nuclear 
Nonproliferation, DOE 

MG Timothy Larsen, Deputy Commander, USFJ 

Eliot Kang, ISN/RA Senior Advisor, DOS 


Tsuneo Nishida, Deputy Foreign Minister 
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Takeshi Nakane, DG for Disarmament, Nonproliferation, and 
Science, MOFA 

Kiyoshi Serizawa, Director, Arms Control and Disarmament 
Division, MOFA 

Yasushi Masaki, Director, International Legal Affairs 

Division, MOFA 

Takehiro Funakoshi, Senior Foreign Policy Coordinator, 
Foreign Policy Division, MOFA 

Makita Shimokawa, Cabinet Counsellor, Office of the Assistant 
Cabinet Secretariat for Foreign Policy, Cabinet Secretariat 
Kenichi Takahashi, Cabinet Counsellor, Crisis Management and 
Security, Cabinet Secretariat 

Keiichiro Nakao, Cabinet Information Research Office 

Mr. Ishikawa, National Police Agency 

Mr. Manabe, Director, Policy Division, Self-Defense Agency 
Mr. Takaya, Director, General Affairs, Immigration 

Bureau, MOJ 

Mr. Sugiyama, Director, First Division, Second Research 
Bureau, Public Security Agency 

Mr. Uno, Director, Investigation Division, Customs Bureau, MOF 
Mr. Naka, Director, Research Division, International 

Bureau, MOF 

Mr. Hosotani, Director, Trade Control, METI 

Mr. Takeda, Ministry of Land, Infrastructure and 

Transportation 

Mr. Watanabe, Security Planning, Japan Coast Guard 


Australia 


David Ritchie, Deputy Secretary, DFAT 

Murray Perks, Acting Head, Strategic Policy Division, DoD 
Sophia McIntyre, Executive Officer, Counter-Proliferation 
Section, DFAT 

Justin Whyatt, Executive Officer, International Security 
Division, DFAT 

Group Captain Mathew Dudley (DoD), Australian Embassy 
Robert Rushby, Counsellor (Customs), Australian Embassy 
Jenny Bloomfield, Counsellor (Political), Australian Embassy 
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37. (U) The U/S Joseph delegation cleared this message. 
SCHIEFFER 
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but have no mechanism for sharing with their Japanese 
interagency colleagues. With Cabinet Office guidance, they 
are now establishing such a mechanism. How, Yanagisawa 
asked, did the United States intend to handle information 
sharing among relevant countries? 


Column 3 

6. (C) Noting that this was an important question, U/S Joseph 
stated that successful cargo inspection would depend on 
information sharing, as well as the operational, legal and 
technical aspects. In the trilateral, he had proposed the 
establishment of a U.S.-Japanese-Australian working group in 
the near term to address these issues. The United States 
would look forward to sharing information with Japan and 
Australia and would selectively share information with other 
countries, based on the specific circumstances. Deputy 
Foreign Minister Nishida had earlier indicated that Japan 
would participate in the proposed follow-on meetings, the 
Under Secretary noted. 


7. (C) Responding to Ando\'s questions on the proposed 
working group, Joseph explained that the United States did 
not intend to make it public, but would simply refer to 
\"follow-on meetings,\" which would be expected. Asked whether 
the \"terms of reference\" (TOR) would be limited to cargo 
inspections only or address all UNSCR 1718-related issues, 
U/S Joseph replied that the United States did not envision 
formalizing the working group through a TOR, but, rather, 
intended it to be an informal process addressing technical 
issues as the need arose. As to level, he suggested the 
working group be conducted \"at a level that is as low as 
possible but still able to resolve issues.\" The United 

States hoped to have a practical proposal to present to Japan 
as quickly as possible. 


8. (C) China\'s participation in the cargo inspection process 
would be very important, Ando stressed, particularly the 
inspection of land-based cargo passage. He asked the Under 
Secretary whether he thought China was really serious about 
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cargo inspection. U/S Joseph observed that when he was in 
Beijing with Secretary Rice in late October, the Chinese had 
told the Secretary that they would fully and effectively 
implement UNSCR 1718. While he did not expect China to 
interdict DPRK-flagged ships, he did expect it to greatly 
enhance its inspection of land cargo. At the close of the 
meeting, U/S Joseph promised to stay in close contact on 
issues related to UNSCR 1718 sanctions. 


9. Participants 


United States 

Robert G. Joseph, Under Secretary for Arms Control and 
International Security 

Joe Donovan, DCM, U.S. Embassy 

David Stephens, Acting Senior Director for Counter- 
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Proliferation Strategy, NCS 

Patricia McNerney, ISN Principal Deputy Assistant 
Secretary, DOS 

William H. Tobey, Deputy Administrator for Defense Nuclear 
Nonproliferation, DOE/NNSA 

Dr. Victor Cha, Director, NSC/EAP 

Eliot Kang, Senior Adviser, ISN/RA, DOS 

Carol Reynolds, U.S. Embassy (notetaker) 


Hiroyasu Ando, Assistant Cabinet Secretary for Foreign 
Policy, Cabinet Secretariat 

Kyoji Yanagisawa, Assistant Cabinet Secretary for Crisis 
Management and Security, Cabinet Secretariat 

Makita Shimokawa, Cabinet Counsellor, Office of the 

Assistant Cabinet Secretary (Ando), Cabinet Secretariat 

Atsushi Kato, Office of the Assistant Cabinet Secretary 
(Ando), Cabinet Secretariat 

Kenichi Takahashi, Office of the Assistant Cabinet 
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Secretary (Yanagisawa), Cabinet Secretariat 


10. (U) The U/S Joseph delegation cleared this message. 
SCHIEFFER 
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E.O. 12958: DECL: 11/01/2016 
TAGS: PGOV, PREL, BM 
SUBJECT: GAMBARI FINDS LITTLE GIVE IN BURMESE GENERALS 


REF: A. RANGOON 1670-CHARGES FILED AGAINST OPPOSITION 


LEADERS 

B. RANGOON 1609-TRYING TO GET A POLITICAL DIALOGUE 
GOING 

C. RANGOON 1538-RESTRICTIONS ON HUMANITARIAN 
ASSISTANCE CONTINUE 

D. RANGOON 1269-ASSK IN GOOD HEALTH BUT NOT FREE 

E. RANGOON 679--MAY GAMBARI VISIT 


Classified By: CDA Shari Villarosa for Reasons 1.4 (b) and (d) 


1. (C) Summary: UN Under Secretary General Ibrahim Gambari 
made a second visit to Burma November 9-12 to try to geta 
political dialogue going and increase the space for 
humanitarian assistance. It does not appear at this time 

that he made much, if any, progress. He met with Burma\'s 
senior military leadership and Aung San Suu Kyi (ASSK). 
Although the UN had hoped to arrange a more varied set of 
meetings away from government-controlled (and bugged) 
premises, Gambari only succeeded in having a few meetings 
outside of government premises. Gambari recognized, and 
informed the generals, that he needed to take back concrete 
results. He appears to be returning empty-handed. End 
Summary. 


Generals On a Train 


2.(C) Gambari met with Rangoon-based Chiefs of Mission on 
November 11 to offer a less detailed briefing about his 
meetings than after his first visit last May (ref E). He 

clarified that he came as an emissary of the Secretary 
General under the good offices mandate of the UN General 
Assembly, separate from the UN Security Council process that 
has also gotten underway since last May. He will brief both 
the Secretary General and the Security Council on his return. 
His objectives for this visit: \"build on the trust between 
military leaders and him\" to continue the process of dialogue 
and engagement; promote tangible results in making the 
regime\'s \"roadmap\" more credible and inclusive; seek the 
release of political prisoners; ensure greater access for 
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humanitarian assistance; and stop hostilities in Kayin 

(Karen) State. The final point did not appear to get much 
attention since he only reported that he understood a 
ceasefire may be in the works. He said he would not \"have 
been invited back if there was no desire to continue 
discussion\" in response to a question whether he still saw 
opportunities. He expressed the hope that some results would 
follow after his departure, but did not expect them 
immediately. He said he told the generals that even the 
members against Security Council action wanted to see results. 


3. (C) Burmal's political future appeared to be the primary 
focus of this visit. This time the military leaders pushed 

back: challenging the number of political prisoners and 
announcing that the National Convention was the only way 
forward. Gambari described the discussions as \"real give and 
take,\" but in the end he seemed to accept that the military\'s 
way \"was the only game in town\" leaving it to the 

international community to decide how to deal with this fact. 
Gambari said that he emphasized the need for a fair, all 
inclusive process and advised the generals that \"a 
constitution must reflect diverse views so that it lasts.\" 

If relevant parties are excluded the chances of peace would 
diminish, according to Gambari, without peace, there would be 
no sustainable development, and without democracy and human 
rights, there would be no peace or development. He did not 
offer any information on the military leaders\' response. 


4.(C) Gambari clearly received the message that the 

generals were in a hurry to finish, adding that the \"train 

may have left the station, so the opposition must decide.\" 

The NLD senior leaders, with whom he met at UN offices, did 

not have a \"coherent response,\" but Gambari acknowledged that 
they favor dialogue and compromise. He later added that the 
\"NLD can wait or become irrelevant because the military is 
determined to move the train.\" Gambari also met with 
representatives of the 17 ethnic groups participating in the 
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National Convention (on the NC premises) and said they all 
favored humanitarian assistance. He did not offer any 
insights as to their views of the NC process. 


Pro-Democracy Supporters Left Behind 


5.(C) Richard Horsey of the ILO provided Charge and the 
French Ambassador a readout of Gambari-ASSK meeting since 
Gambari met with UN reps after his meeting with her. It did 
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not take place at her residence as Gambari requested, but at 
the state guest house, and lasted over an hour. Gambari 
found her well, but press reports said she requested to see 
her doctor more regularly (a request she also made in 
May--see ref E; her doctor has not been permitted to see her 
since August 24--ref D). Gambari told the diplomats that 
that he had messages from the military leaders for ASSK, but 
did not offer any specifics. ASSK, according to Horsey 
repeated her conditions and said that she would not abandon 
her party. We interpret this as Gambari\'s attempt to follow 
up on a letter ASSK wrote to Than Shwe in 2004, as 
recommended by Leon de Riedmattan in ref B. 


6. (C) Gambari also met with representatives of the National 
Union Party (set up as the military party to contest the 1990 
elections in which they garnered less than 20 % of the votes) 
and the Myanmar Womens Federation (a government organized 
NGO) on UN premises. He requested a meeting with 
representatives of the students, but did not get to see them, 
although he said he hoped to obtain written suggestions from 
them. Gambari said that he specifically requested the 
release of the five Generation 88 students (ref A), and 
received the impression that a debate is already going on 
inside the regime with regard to these particular prisoners. 


7.(C) Most of the follow-up questions referred to the train 
metaphor. Could anyone get on? Gambari said he suggested 
that the train be stopped and views invited. Otherwise, he 
suggested \"to get ready for the next station\" of a referendum 
or elections. He acknowledged that whether these would be 
free and fair would be another issue, saying he volunteered 
UN assistance, if requested by the GOB, to assist with 
elections and/or monitoring. To highlight the sense of 
urgency on the part of the military, he said they were 

already taking action at local levels to put in place 

civilian leaders. 


Who Says We Have Problems? 


8.(C) Gambari left it to UN Resident Coordinator to 
describe the discussions on humanitarian assistance, after 
saying that he repeatedly expressed his full confidence in 
Petrie as \"humanitarian coordinator\" in all his meetings. 
Petrie said that after detailed discussions with the Foreign 
and Labor Ministers it became clear that GOB perceptions of 
the Burma\'s current situation varied greatly from those of 
the UN and INGOs. So an agreement was reached for Secretary 
One Lt. Gen. Thein Sein (number 4 in the hierarchy) to chair 
an inter-ministerial meeting with UN representatives to 
review the situation. However, Petrie did not get the 
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high-level liaison he sought (ref C). 


Comment 


9.(C) Nothing indicates that Gambari found the generals in 

a listening mood. Instead they set their conditions, which 
Gambari accepted and then turned around and tried to pressure 
the weaker party. Gambari does not appear to recognize the 
fact that ASSK cannot even meet with her own supporters to 
consult on how they should move forward, and that he was used 
to present her with essentially a \"take it or leave it\" 

offer. Gambari did not have any follow-up meetings planned 
with the Senior Generals, so we doubt they even expected her 
to take their offer. We\'re no experts on \"good offices,\" but 
would expect a UN envoy to be more of an intermediary, 
carrying messages back and forth rather than one way. The 
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UN\'s willingness to accept a sham constitutional process does 
not offer the Burmese people any greater say in their future 
than they have now and could actually bind them more tightly 
into an even more rigid framework. Most of the Ambassadors 
briefed concluded that Gambari had failed to achieve any of 
his objectives. 


10. (C) We learned that one of the reasons Gambari came back 
this time, was to strengthen his pitch to be designated the 

next UN Special Envoy for Burma based on his good rapport 
with the generals. No doubt they find him easy to manipulate 
since Gambari failed to even stay where he wanted and had to 
attend the National Convention, which he also sought to 

avoid. It is his ready willingness to dismiss the desires of 

the majority of the Burmese people for a more open and 
democratic government, however, that disqualifies him in our 
eyes. 
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E.O. 12958: N/A 

TAGS: PGOV, IN, CE 

SUBJECT: MILITARY ATTACKS IN SRI LANKA: TAMIL NADU URGES CENTER TO 
\"RETHINK AND FIND AN ANSWER\" 


REF: A) Colombo 1884 B) New Delhi 7305 


1. (SBU) SUMMARY: Pro-Eelam Tamil rhetoric has again gone into high 
pitch in Tamil Nadu following the recent Sri Lankan army attacks in 
Tamil areas (ref a) and in anticipation of the upcoming India visit 

of Sri Lankan President Rajapakshe. Chief Minister Karunanidhi 
cited the recent attacks on Tamil civilians and asked the question: 
\"How long India is going to keep patience?" He urged the Center to 
\"rethink and find an answer" to the problem. Top DMK sources tell 
post that the DMK will not embarrass the Center or the Congress on 
the issue, but they will ask Prime Minister Singh to diplomatically 
restrain the Government of Sri Lanka from continuing its military 
attacks. Meanwhile, refugees continue to trickle into Tamil Nadu, 
with this year\'s arrivals now exceeding 16,000. END SUMMARY 


HOW LONG WILL INDIA KEEP PATIENCE?, ASKS KARUNANIDHI 


2. (SBU) On November 9, in a public statement titled \"Sinhalese Army 
on the Rampage,\" Tamil Nadu Chief Minister Karunanidhi said that 
\"hundreds of Tamils staying as refugees have been brutally killed by 
bombings\" at Mattakkallappu in Sri Lanka. He said this occurred 
even before memories had faded of the gruesome attacks on innocent 
children in Sencholai a few months ago. Pointing out that even a 
Norwegian peace team came under fire, Karunanidhi said, \"I wish to 
bring to the notice of the Central Government the pertinent question 
which has now arisen as to how long India is going to keep patience. 
The time is now ripe to rethink and find an answer.\" Continuing in 
the same vein on November 11, Karunanidhi reportedly told the press 
corps in the Tamil Nadu city of Trichy that the Center should think 

of an appropriate solution to end the war in Sri Lanka, and that he 
would express his views on the situation to Prime Minister Singh 

when an opportunity arises. 
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WE WANT TO PUT PRESSURE ON SRI LANKA, SAYS DMK MINISTER 


3. (SBU) Highly placed and influential DMK Treasurer and state Power 
Minister Arcot Veerasamy told post on November 13 that the Chief 
Minister\'s purpose is to urge Prime Minister Singh to put diplomatic 
pressure on Sri Lanka in order to restrain it from carrying out 

military attacks on the Tamil population. \"If the present trend 
continues,\" Veerasamy said, \"the Tamil population will be wiped 
out.\" He added that the DMK will not embarrass the GOI or the 
Congress party on the issue: \"We understand the sensitivities the 
Congress party has, particularly after the (Rajiv Gandhi) 
assassination.\" Veerasamy pointed out that since 1991 the DMK has 
stayed away from supporting the LTTE. That policy will continue, he 
said. 


DMK PLEASED WITH PM SINGH\'S COMMENT 


4. (SBU) Veerasamy mentioned that the DMK is pleased with the Prime 
Minister\'s assurances, made in response to Karunanidhi\'s November 9 
statement, that he is equally concerned over the human tragedy in 

Sri Lanka. According to The New Indian Express newspaper 
(11/11/06), Union Shipping Minister T.R. Balu (DMK) met the PM on 
behalf of Karunanidhi to seek immediate, appropriate intervention by 
India to end the unprovoked and indiscriminate offensive of the Sri 
Lankan army against innocent Sri Lankan Tamils. Balu handed over a 
copy of Karunanidhi\'s November 9 statement to the PM, whereupon the 
PM made his comments. 


JOURNALIST EXPECTS MORE ACTION BEFORE RAJAPAKSE VISIT 


5. (SBU) Senior Correspondent of New Indian Express, K.N. Arun sees 
Karunanidhi\'s statement in the context of the upcoming India visit 

of Sri Lanka President Rajapakse. Pro-LTTE parties and 
organizations such as the MDMK of Vaiko, the Pattali Makkal Katchi 
(PMk) and the Dravida Kazhagam have raised objections to the visit 
of Rajapakse. The MDMK has announced plans to hold a rally on 
November 17 in front of the Sri Lankan Deputy High Commission in 
Chennai to protest the visit. According to Arun, some of 
Karunanidhi\'s constituencies also have urged him to speak out on the 
issue, but Karunanidhi still has no intention of dictating terms to 

the Center. Arun told post that before the Rajapakse visit takes 
place, the Prime Minister may consult with Karunanidhi, either 

directly or through National Security Advisor Narayanan. 


REFUGEES CONTINUE TO TRICKLE IN; NUMBER CROSSES 16,000 
6. (SBU) Meanwhile, Tamil refugees continue to trickle into Tamil 
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Nadu. According to the Organization for Eelam Refugee 

Rehabilitation, 16,046 refugees have reached India since January. 

The flow had peaked in August when 5769 people landed. In September 
it fell to 3749 and in October, perhaps due to rough sea conditions, 

the number dwindled to 735. In the first 12 days of November 

another 134 people have arrived. Tamil Nadu Rehabilitation 
Commissioner PWC Davidar (protect) told post that the numbers do not 
pose a major concern to the governments of India or Tamil Nadu. 
According to him, the DMK government is quietly doing its best to 
create favorable conditions to the refugees. The Tamil Nadu Chief 
Secretary expressed the same views recently when we met with him on 


SIPDIS 
other subjects. 


7. (SBU) Citing contacts with recently arrived refugees, South 
Indian newspapers have prominently reported the harsh living 
conditions in Jaffna after the closure of the A-9 Highway. 
According to the reports, short supply has raised the price of rice 
from Rupees 35 to 150. Likewise, kerosene is said to be sold at 
Rupees 150 and petrol at Rupees 500, forcing people to flee. 


DMK STILL NOT FOR CONFLICT WITH THE CENTER 


8. (SBU) COMMENT: In addition to pacifying some sections of his 
constituency through expressions of sympathy for the suffering 
Tamils of Sri Lanka, Karunanidhi seems to have a genuine desire to 
influence the GOI dialogue with Colombo - to the extent possible 
without alienating the sensitive Congress establishment. Despite 
the strong words in Karunanidhi\'s November 9 statement, he is 
unlikely to allow the issue to develop into a conflict with the 

Center. END COMMENT 
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PLEASE PASS TO NSA HADLEY AND SECRETARY RICE FOR THE 
PRESIDENT FROM AMBASSADOR PASCOE 
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Classified By: AMBASSADOR B. LYNN PASCOE FOR REASONS 
1.4(B) AND (D). 


1. (S) Summary: Mr. President: Your visit to Indonesia 
provides an excellent opportunity to consolidate recent gains 
in U.S.- Indonesian relations and showcase the success of our 
core political values ) freedom, democracy, and economic 
development ) in this, the world,s largest Muslim-majority 
nation. People in Indonesia must see that their interests 
lie in a cooperative effort between the world,s third and 
fourth largest countries to build a better future, not in a 
peevish Third-Worldism or Islamic Utopia. President 
Yudhoyono shares our basic values and is genuinely committed 
to implementing them in Indonesia despite the many economic 
and political challenges he faces and the country,s steady 
string of natural disasters. Indonesia is a Muslim success 
story with serious problems to be sure, but it has earned our 
support. Its continued success will not only solidify 
stability in this critical region (and minimize a potentially 
major terrorist threat), but also demonstrate that countries 
that choose the right path will prosper politically and 
economically. By showing that you care about Indonesia\'s 
future, and highlighting the major commitments that your 
Administration has implemented and supports, the visit can 
set the tone for continued cooperation in years to come. 


Yudhoyono has the Right Vision 

2. (S) You, of course, have met President Yudhoyono several 
times and know he has a clear vision for his country that any 
American can support. What is refreshing about him is that 
he truly understands and believes in a democratic future for 
his country. Indonesia\'s dictatorship collapsed only eight 
years ago, and the road forward has been a rocky one. But 
Yudhoyono knows Indonesia needs a democratic system that 
translates into real benefits for his people so that they 
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will buy into democracy for the long term. He was elected on 
a platform for increased attention on education, health, and 
rural infrastructure, to clean up the massive corruption that 
tarnishes government operations, and to resolve the domestic 
conflicts that had threatened the Indonesian state. On the 
world scene, he espouses (even in hostile surroundings such 
as the Havana NAM Summit or Saudi Arabian University) a 
policy of political and religious moderation and broad 
international cooperation that rejects extremism, terrorism, 
nuclear proliferation and unnecessary international 

conflicts. He calls on countries and individuals to resolve 

their problems through good governance, religious tolerance, 
economic development, and education. He wants to help tackle 
real issues in the world, thus his early offer of 

peacekeepers for Lebanon. He fights within Indonesia against 
the kind of sectarian and ethnic hatred that threatens so 

many societies around the world. In his public comments 
during your visit, Yudhoyono will emphasize the issues that 
are closest to his people\'s hearts: health, education, 
economic growth, and natural disaster management, as well as 
alternative energy and information technology. He hopes to 
make the benefit of our friendship tangible for the average 
Indonesian. 


Pushing Reform has been Tough 

3. (S) As in any democracy, Yudhoyono has had to find the 
balance between satisfying his constituents, parochial 
interests and bringing about tough, but necessary changes. 
His instincts and policies have been excellent, but the 
obstacles are daunting. They include slow rolling by a 
stunningly recalcitrant bureaucracy and parliamentarians who 
literally expect to be paid off to vote for positive votes on 
critical legislation. Nonetheless, Yudhoyono has placed 
reformers in the key economic ministries and heading the 
military and police, and his government has arrested some 
major government and corporate thieves. He had to make the 
unpopular decision to slash fuel subsidies, thus doubling 

fuel costs and causing his poll ratings to drop significantly 

for atime. By doing so, however he saved $6-10 billon for 
the national budget that the government is plowing into 

social spending. He knows he has been unable to improve 
living standards quickly enough, and hopes to draw in more 
foreign investment to raise economic growth to 7%. Keeping 
our assistance at robust levels will make the difference now 
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and next year, helping him produce the results he needs 
before coming up for reelection in 2009. President Yudhoyono 
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is by nature careful in making decisions, but he can be quite 
decisive and is unquestionably the best Indonesian leader on 
the horizon. 


American Success in Indonesia 

4. (S) The United States has significantly raised our 
contribution to Indonesia,s development in recent years. 

U.S. assistance following the 2004 tsunami in Aceh, both 

public and private, may have reached a billion dollars and 

has been greatly appreciated in Indonesia. One extremely 
significant ongoing program is the education initiative you 
announced in Bali in 2003. That program, designed to produce 
dynamic teachers and involved parents, is expanding from 1000 
to 1500 public and Islamic schools, is widely accepted as the 
model in other school districts, and is crucial for shaping 

the next generation of Indonesian leaders. We have also 
provided major assistance to their anti-terrorism activities, 
restored military-to-military ties with an emphasis on 

training and management, given crucial backing in the fight 
against avian influenza and on other health issues, and 
supported other efforts from elections to economic and 

judicial reforms. In short, we are working quite effectively 

to help the Yudhoyono government and the people of Indonesia 
succeed. 


Moving the Agenda Forward 

5. (S) In addition to showing the world that Indonesia can be 
a model of progress, your visit will provide a major 
affirmation to Indonesians that we take their country 
seriously. Although many Indonesians criticize U.S. policy 
in the Middle East (and demonstrations are a normal sight 
here), your visit is widely welcomed and appreciated. Most 
Indonesians will be proud that you will have taken the 
trouble to come. You can also help nudge the Indonesians 
forward in areas where they have good intentions, yet still 
lag behind. Promoting issues such as improving the 
investment climate, intensifying the fight against avian 
influenza, supporting the fight against corruption, and 
improving governance will provide the basis for a more stable 
Indonesia, and block forces trying to destabilize this vital 
zone of Asia. 


The Fight Against Terrorism 

6. (S) Although your host prefers that counterterrorism and 
security issues not emerge as major public themes, progress 

in this critical area has been consistently strong since 
Yudhoyono became President. Hundreds of terrorists have been 
arrested and successfully prosecuted in the last few years. 
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Sentences imposed by the courts are getting longer and the 
ringleader of the group that killed two Americans in Papua in 
2002 was just sentenced to life imprisonment. While much of 
Indonesia\'s success is directly related to assistance we and 
the Australians provide, it is also important to note 

Yudhoyono has improved the public tone on terrorism markedly 
in the last two years. Indonesians have moved well beyond 

the denial of a few years ago to the point that the public 

has come to accept that terrorists who conduct or are 

planning attacks on Indonesian soil must be hunted down. In 
his public statements, Yudhoyono emphasizes that Islam is and 
must be compatible with a free and open democratic society 
and placed himself squarely in the camp against all those who 
would use violence to further their political ends. 


7. (S) In sum, Mr. President, your visit here will allow you 

to highlight Indonesia as a clear example of a country that 
sees and is pursuing the benefits of democracy, appreciates 
our help while doing so and whose success will make the 
region and the world safer from international extremism. It 
will also help convince the Indonesian population that their 
future lies in a partnership with the United States. We look 
forward to your visit. 

PASCOE 
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SUBJECT: MAOISTS KIDNAP AND TORTURE MP\'S BROTHER 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


SUMMARY 


1. (C) A Nepali Congress (NC) Member of Parliament 
representing Bajhang District told us recently about the 
kidnapping of Malla\'s younger brother October 29 by the 
Maoists. Suresh Malla, who leads a faction of 15-20 
anti-Maoist MPs, told Emboff that his brother had been 
tortured for three days and threatened with death because, 
according to the kidnappers, his \"brother (Suresh Malla) is a 
problem.\" Malla also discussed the lack of law and order in 
his home district and his concern that Prime Minister 
Koirala, surrounded by \"Maoist sympathizers,\" had not been 
discussing the peace talks with others in the NC leadership. 


MAOISTS KIDNAP, TORTURE MP\'S YOUNGER BROTHER 


2. (C) Suresh Malla, a Nepali Congress MP, told Emboff 
November 8 that Maoists had kidnapped and tortured his 
younger brother ten days previously. According to Malla, 
20-25 Maoists kidnapped his brother off the street in the New 
Road shopping district of Kathmandu at seven o\'clock in the 
evening on October 29. According to Malla\'s brother, the 
Maoists arrived in three taxis and three motorbikes, wearing 
civilian clothes and carrying 10-15 small bags with pistols 
inthem. They had cell phones from \"SPICE\" company, a 
competitor of the Nepal Telecom Corporation -- the main local 
provider of cell phone service in Kathmandu. Malla said the 
Maoists grabbed one of his brother\'s friends and forced the 
friend to reveal Malla\'s brother\'s whereabouts. The Maoists 
then located and abducted Malla\'s brother. 


3. (C) Malla said his brother was held for three days in 
Sindhupalchowk district, north of Kathmandu. He was 
blindfolded and first driven to Bhaktapur and Khavre 
districts before finally arriving in Sindupalchowk. (Note: 
Both Khavre and Sindhupalchowk districts are Maoist 
strongholds. End note.) While there, he was poorly fed and 
continually watched by 15 Maoists, who threatened him with 
execution. They also tried to break his arms and legs but he 
resisted. Malla\'s brother reported that the Maoists 

torturing him had said, \"Your brother is a problem ... he is 
against us ... and if you report this to anyone, we will come 
for your family.\" 
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4. (C) The Maoists called Suresh Malla and demanded 1 million 
Nepali Rupees (approx. USD 13,888) ransom, but Malla 
eventually gave the Maoists 200,000 Nepali Rupees (approx. 
USD 2,777) for his brother\'s release. Malla reported that 

two of the Maoists in charge were identified as Chitra Rana 
Magar and Min Gopal Shrestha. Malla also said that his 
brother was initially afraid to give him details because the 
Maoists had threatened that if the brother told anyone, they 
would kill him. 


BACKGROUND: MP MALLA 


5. (C) MP Malla is a member of the Nepali Congress party, and 
a staunch democrat who spent three months in jail during the 
King\'s direct rule. He is adamantly anti-Maoist and speaks 
against them often in the Parliament, where he leads a 

faction of 15-20 like-minded MPs. He told Emboff that the 
Maoists were after his faction\s members, and that he now had 
a personal security guard in Kathmandu, on duty 24/7. He 
expressed concern that people he characterized as Maoist 
sympathizers in the political parties were surrounding Prime 
Minister Koirala. He complained that Koirala had not 
consulted senior members of his own party, the NC, during 
negotiations with the Maoists. He lamented that it was 

unclear whether the Parliament would be able to review the 
peace deal or vote on it. 


Maoists Control In The Countryside 


6. (C) Malla also updated Emboff about the lack of government 
presence in his home district of Bajhang in far-western 

Nepal. He said he had visited for the first time in over 

three years during the Tihar holiday (October 22-26), and the 
Maoists were in complete control of the district. Malla told 
Emboff separately that the Government of Nepal (GON) could 
not provide safety and security to the citizens of the 

district. Malla said the local Maoist leadership warned him 

that he could visit the district but that they would not 

allow him to speak against them in any political forum. 


COMMENT 


7. (C) News of a Maoist kidnapping of an MP\'s brother is 
futher evidence of Maoist disdain for the Government of Nepal 
(GON), with which it has been negotiating a peace agreement 
and which it aspires to join. The incident once again 
highlights the pressing need for the GON to enforce law and 
order and punish the Maoists for criminal behavior. 
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Effective GON law enforcement will be an essential element of 
a peace process that frees Nepalis from the fear of Maoist 
intimidation. 

MORIARTY 
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(USG-participating agencies would include DHS, Energy, NSC, 
the intelligence agencies, State and Defense). DOE/ NNSA 
Deputy Administrator Tobey added that the group could also 
discuss research and development, but for this topic, the 
group should be small so discussion could be candid. Deputy 
Secretary Ritchie added that the group should meet soon, 


SIPDIS 
perhaps in the next couple of weeks. Joseph said that the 
United States would propose an agenda, date and venue. 


7. (S) Ritchie asked when Joseph thought Six-Party Talks 
would resume. Joseph replied that it was hard to say, that 
much depended on the DPRK. The six parties could not just 
agree to talk. There would have to be some promise of a 
concrete outcome and some indication that the DPRK is moving 
toward de-nuclearization. That might require some 

preliminary negotiation, he suggested. 


8. (C) Turning to China, all agreed that Beijing is the key 

to success. Joseph said that Secretary Rice had been 
encouraged by China\'s position during her recent visit and 
that China may be reassessing its relations with the DPRK. 
China must press for action by the DPRK. A return to talks 
must be part of the process, not an end in itself. China 
must not be allowed to throttle back its actions simply 
because talks resume. Talks must produce concrete progress. 
On detection and inspection, the United States hoped that 
China would continue to be fully supportive. Maritime 
interdiction might prove more difficult. As an aside, the 
U.S mentioned that the Russians were moving in the right 
direction on inspection and detection as well, but still had 

a ways to go on interdiction. 


9. (C) On Korea, all agreed that domestic political problems 

will continue to limit ROK options. Other partners must work 

to bring South Korea along. Nakane asked what others thought 
the DPRK was likely to do. No one had a concrete answer, but 
agreed that they would do almost anything that they thought 
would improve their negotiating position. Ritchie and Joseph 
both mentioned the DPRK statement that Japan should not be 
party to the talks as ridiculous. 


10. (C) Joseph asked about prospects for increased missile 
defense cooperation. Ritchie replied that there are active 
talks and exchanges between the Australians and the U.S. 
leading up to the annual AUSMIN meeting, and that there may 
well be some positive suggestions in the next three months. 
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11. (U) Participants 


United States 

Robert G. Joseph, Under Secretary for Arms Control and 
International Security 

Joe Donovan, DCM, U.S. Embassy 

David Stephens, Acting Senior Director for 
Counter-Proliferation Strategy, NCS 

Patricia McNerney, ISN Principal Deputy Assistant Secretary, 
DOS 

William H. Tobey, Deputy Administrator for Defense Nuclear 
Nonproliferation, DOE/NNSA 

Dr. Victor Cha, Director, NSC/EAP 

Joyce Rabens, EST Minister Counsellor, U.S. Embassy 
(notetaker) 


Australia 
David Ritchie, Deputy Secretary, Department of Foreign 
Affairs and Trade (DFAT) 
Murray Perks, Acting Head, Strategic Policy Division, 
Department of Defense 
Sophia McIntyre, Executive Officer, Counter-Proliferation 
Section, Arms Control and 

Counter-Proliferation Branch, International Security 
Division, DFAT 
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Justin Whyatt, Executive Officer, International Law Group and 
Trans-crime Section, 

International Legal Branch, International and Legal 
Division, DFAT 
Jenny Bloomfield, Counselor (Political/Strategic) Australian 
Embassy 
Shane Flanagan, Second Secretary, Australian Embassy 
(notetaker) 


Japanese 

Takeshi Nakane, Director General, Disarmament, 
Nonproliferation and Science Bureau 

Kiyoshi Serizawa, Director, Arms Control and Disarmament 
Division 

Yasushi Masaki, Director, International Legal Affairs Division 
Takehiro Funakoshi, Senior Foreign Policy Coordinator, Policy 
Coordination Division 

Kenichi Kobayashi, Senior Coordinator, Northeast Asia Division 
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Kaoru Magosaki, Principal Deputy Director, Non-Proliferation, 
Science and Nuclear 

Energy Division 
Ono Shou, Deputy Director, Arms Control and Disarmament 
Division (notetaker) 


12. (U) The U/S Joseph delegation cleared this message. 
SCHIEFFER 
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STATE FOR EAP/MLS; PACOM FOR FPA; USDA FOR FAS/PECAD, 
FAS/CNMP, FAS/AAD, APHIS; BANGKOK FOR USAID:JMACARTHUR, 
APHIS:NCARDENAS, ESTH:JWALLER AND CDC; CDC ATLANTA FOR CCID 
AND COGH 
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SUBJECT: BURMA: Al UPDATE 
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1. (U) Summary: GOB authorities have not reported any new 
cases of Avian Influenza in Burma since the outbreak in 
poultry in Mandalay and Sagaing Divisions was contained in 
April 2006. On October 30, the government imposed a ban on 
the import and use of Al vaccine, as well as on animal bones 
and meat powder. The UN\'s Senior Coordinator on Al, David 
Nabarro, visited Burma in mid-October and praised Burma\'s 
cooperation with WHO and FAO on Al issues. WHO and FAO 
conducted a series of workshops on vaccination contingency 
plans, surveillance, and early warning. End summary. 


2. (SBU) On October 30, the GOB imposed a ban on the import 
and use of Al vaccines in Burma. Dr. Maung Maung Kyin, 
former Livestock Breeding and Veterinary Department (LBVD) 
epidemiologist and current FAO advisor, explained that the 
GOB would only use vaccination as a final measure, if all 

other efforts to contain a future outbreak have failed. He 

said that commercial poultry farmers want to vaccinate their 
flocks, but the government refused to approve vaccine 

imports, and advised poultry breeders not to vaccinate. 


3. (SBU) Authorities warned that if a private breeder 

violated the ban, the GOB would cull all poultry and evacuate 
people in the affected area. The LBVD currently inspects all 
large farms every three months and issues \"Al-free\" 
certificates. LBVD plans to extend the inspection program to 
small and medium-sized farms soon. Maung Maung Kyin admitted 
that farmers may attempt to smuggle the vaccine illegally 
over the border, but, he said, the GOB had a good chance to 
detect any vaccination efforts through its regular program of 
sero-surveillance of poultry. LBVD also instituted a ban on 
the import of animal bones and meat powder to prevent the 
spread of infectious diseases. 


International Cooperation Continues 

4. (U) Two representatives from RAND, including one American, 
joined international experts and local facilitators at a 

tabletop exercise on October 16. On 18 October, David 
Nabarro, the UN Senior Coordinator for Avian Influenza, 

visited Burma as part of a regional trip. He met with WHO, 
UNDP, Ministry of Livestock and Ministry of Health officials, 

as well as representatives of key donors. Nabarro later told 
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reporters that he was impressed by the high level of 
vigilance in the country, and praised Burma for its open and 
cooperative approach on Al issues. 


5. (SBU) With Japanese funding, FAO and LBVD hosted a 
workshop to develop animal vaccination contingency plans for 
Burma on October 24 and 25. An American consultant to FAO, 
David Castellan, led sessions on \"Role and Use of Vaccination 
in Current OIE and FAO Recommendations for the Prevention and 
Control of HPAI H5N1,\" and \"Contingency Plan for Control of 
HPAI H5N1 in Burma.\" On November 8, LVBD Director General 
Maung Maung Nyunt told econoff that he had just received 
agreement in principle from the Minister of Livestock and 
Fisheries to adopt Castellan\'s Vaccination Contingency 

Planning recommendations. 


6. (SBU) On November 8-10, AusAID funded a FAO/LBVD workshop 
on Surveillance and Early Reporting of HPAI, and Dr. 

Castellan led sessions on Epidemiology, Field Investigations, 

and Laboratory Training Needs. In the opening address, Maung 
Maung Nyunt reiterated the GOB\'s commitment to following 
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ASEAN, OIE, FAO and Kunming Initiative guidelines. On the 
margins of the workshop, Maung Maung Nyunt told us that the 
Yunnan government had provided 200,000 Yuan to equip four 
labs LBVD had constructed on the Burma/Thai and Burma/China 
borders. LBVD personnel stationed at these labs conduct 

active and passive surveillance of the surrounding farms, as 

well as checking poultry imports and exports. The DG also 

said he plans to attend a JICA-sponsored meeting on the 
Thai/Burma border to address trans-boundary Al issues, anda 
meeting about migratory wild birds and Al in early December. 


Compensation Begins 

7. (U) At an earlier meeting with emboff, Maung Maung Nyunt 
described the GOB\'s compensation plan for farmers affected by 
the extensive culling carried out in March and April to 
eradicate Al-infected poultry. The government has begun to 
give affected farmers long-term leases for plots of land on 

the outskirts of their villages. The GOB hopes to encourage 
the creation of poultry zones further away from population 
centers. The DG said that many villagers do not want farmers 
to establish poultry farms within village limits. Farmers 

will also be eligible to receive free or discounted day-old 
chicks, building materials, and electricity from the GOB. 

The FAO provided funding for the purchase and import of 
breeding chicken pairs to begin local production of day-old 
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chicks. LBVD also has distributed cell phones to farm 
extension workers to facilitate communication and reporting 
on Al in rural areas. 


8. (SBU) Comment: The GOB continues to work closely and 
cooperatively with international organizations and foreign 
governments to strengthen its ability to identify and combat 

Al. It knows it has a long way yet to go, but readily 

accepts and adopts international recommendations and 
guidelines. LBVD and Ministry of Health officials make a 

point of thanking the US for reacting first to the 

March-April outbreak and for our expertise in the field. The 
mid-level bureaucrats and technicians who attend FAO- and 
WHO-sponsored workshops do not have much decision making 
authority, but are sending evaluations and recommendations to 
those who do. The GOB also appears willing to cooperate with 
the country\'s neighbors, who are both a potential source of 

Al transmission across the border and are the most 
immediately vulnerable to new Al outbreaks originating in 
Burma. End comment. 

VILLAROSA 
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E.O. 12958: N/A 

TAGS: OTRA, ASEC, AMGT 

SUBJECT: COUNTRY CLEARANCE GRANTED TO MICHAEL LATHAM AND ARBEN GEGA 
NOVEMBER 14, 2006 


REF: SKOPJE 01083 


1. US Office Pristina welcomes and grants country clearance to 
Economic Officer Mr. Michael Latham and Commercial Assistant Arben 
Gega to visit Pristina November 14, 2006. The purpose of the visit 

is to attend the grand opening of a Macedonian financed facility in 
Xerxe, Rahovec. Control Officer for this visit will be Economic 

Officer Shante Moore, who can be reached at: office 381-38-549-516 
ext. 3141; GSM 377-44-501-745; fax 381-38-549-890. 
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2. Post understands that no assistance is required. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


3. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


4. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


5. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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DEPT FOR EAP/MLS, EAP/IET, MED/DASHO/EMR AND MED 

DEPT FOR G/AIAG AND OES 

DEPT PASS TO USDA/FAS/DLP/HWETZEL AND FAS/ICD/LAIDIG 

DEPT ALSO PASS TO USDA/FAS/FAA/DYOUNG AND USDA/APHIS/ANNELLI 
DEPT ALSO PASS TO USAID/ANE/CLEMENTS AND GH/CARROLL 

DEPT ALSO PASS TO HHS/WSTEIGER/ABHAT/MSTLOUIS AND HHS/NIH 
NSC FOR JMELINE 


E.O. 12958: N/A 

TAGS: TBIO, AMED, CASC, EAGR, AMGT, PGOV, ID, KFLU 

SUBJECT: INDONESIA - AVIAN INFLUENZA (Al) AND THE PRESIDENT\"S 
VISIT 


REF: A) Jakarta 13143 (NAMRU Negotiations) 
B) Jakarta 12828 (Al Update) 
C) Jakarta 12775 (GOI 2007 budget) 
D) Jakarta 11379 (GOI Social Spending) 


1. (SBU) Summary. Although the Government of Indonesia has not 
yet finalized its FY 2007 allocations for Al control programs, 

senior GOI officials including Coordinating Minister Bakrie and 
Minister of Finance Sri Mulyani Indrawati have assured the 
Embassy that total Al spending will match or exceed 2006 levels. 
The Ambassador and Foreign Ministry Director General Eddi 
Hariyadhi opened negotiations on a new Memorandum of 
Understanding for the Naval Medical Research Unit (NAMRU-2) on 
November 9. At that meeting, Dr. Triono Soendoro, the Director 

of the Indonesian National Institutes of Health Research and 
Development advocated strongly on NAMRU-2\'s behalf. On November 
8, an Embassy interagency team conducted a site visit to Bogor to 
see the Participatory Disease Surveillance (PDS) program in 

action and better understand the Participatory Disease 
Surveillance/Response program (PDS/PDR). With our Al agenda 
moving forward on all fronts, we continue to urge Washington to 
announce a bold deliverable of increased USG financial assistance 
on Al during the President\'s November 20 visit. End Summary. 


Al Budget Remains Unclear But Assurances Given 


2.(U) Despite our efforts to seek GOI clarification on Al 

program spending, the GOI has not yet finalized this information. 
Parliament passed a broad FY 2007 budget on October 17, but this 
document does not contain program-by-program spending breakdowns. 
The GOI will likely release more detailed program information o/a 
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November 30. However, Finance Minister Sri Mulyani Indrawati, 

in a meeting with the Ambassador on October 30, reiterated that 

the GOI would increase its Al spending in 2007, not decrease it. 

This statement is similar to Coordinating Minister for People\'s 
Welfare Aburizal Bakrie\'s announcement to the press on September 
15. 


3. (SBU) On November 7, Executive Secretary for the National 
Committee for Al Control and Pandemic Prevention Bayu 
Krisnamurthi told us that he will not know final Al numbers 

until November 15 at the earliest. However, Bayu assured us that 
total Al spending would not be lower than 2006 levels. He 
further explained that last year, GOI treated Al spending similar 
to \"disaster management\" spending. However, this year, senior 
officials have recognized Al as a long term problem that must be 
budgeted and organized accordingly. Bayu noted therefore that 
analysts\' efforts to compare Al spending relative to last year 
may not result in a simple apples-to-apples comparison. Pots of 
money may be different. 


NAMRU Negotiations Underway 


4. (SBU) Ambassador Pascoe and Deplu Director General [xxxxx] 
opened negotiations on a new NAMRU-2 MOU on November 9. The 
negotiations lasted for several hours. During the negotiation 
session, Dr. Triono Soendoro, the Director of the Indonesian 
National Institutes of Health Research and Development strongly 
advocated on NAMRU-2\'s behalf. Both sides agreed to stress the 
importance of NAMRU-2 in the visit communiqu and resume 
discussions after the PresidentVs visit. 


PDS/PDR Program Observations 


5. (U) On November 8, representatives from NAMRU-2, APHIS, FAS, 
USAID and the Economics Section visited Bogor for a field site 

visit to better understand the Food and Agricultural Organization 
(FAO) PDS/PDR program. Two veterinarians, including one poultry 
specialist from APHIS and one veterinarian from NAMRU-2 
participated in the site visit. The field trip included a 

presentation given by FAO representatives, followed by a brief 

visit to the Local Disease Control Center and observation of PDS 
team interviews in the field. Throughout the trip, the group 
discussed the issues of vaccination, culling, compensation, 
program staffing, and PDS/PDR strengths and limitations. 


Usefulness and Availability of Vaccine 


6. (U) The team discussed with FAO presenters vaccine policy, 
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supply and effectiveness. The GOI blanket vaccination policy 
suffers from limitations including the potential for vaccinators 

to spread the disease and insufficient vaccine supply. There is 
some evidence of chickens dying with Al symptoms soon after 
vaccination. There may be two reasons for this: vaccinators may 
be vaccinating already infected chickens or vaccinators may 
unwittingly carry the virus from farm to farm. The PDR team 
trains poultry owners to vaccinate poultry at their own farms to 
avoid spreading the virus. 


7. (U) FAO raised the issue of limited vaccine supply. Currently 
the Government of Indonesia (GOI) has only 45 million doses of 
vaccine against an estimated need of 1.2 billion. However, the 
Minster of Agriculture announced last week that the GOI would 
make available 450 million doses in the 2007 budget cycle. The 
World Bank and USAID will also provide additional vaccine in 
early 2007 and USAID will pilot social marketing of the vaccine 
as a more sustainable long-term community financed approach. 
However, additional resources will be necessary to meet the 
vaccine need. 


Culling, Compensation, and PDS/PDR Staffing 


8. (U) FAO recommends focal culling when teams identify Al 
infected chickens. The GOI has a compensation program of Rps 
12,500 per culled bird (about US$1.35) that is rarely applied. 
FAO noted that decentralization and fear of anti-corruption laws 
play a significant role in hampering timely compensation to 
affected farmers. Decentralization impedes the speed of funds 
flowing from national to local levels. Given limited 
compensation, poultry owners are often reluctant to cull and PDR 
teams must persuade local communities that culling is in their 
best long-term interests. FAO reported at present, approximately 
50% of focal culling was taking place through PDR. In other 
areas not covered by PDR, culling is rare. In collaboration with 
the FAO and USG, the World Bank has earmarked funds for 
developing a more effective compensation system. 


9. (U) FAO stated that training was ongoing. By May 2007, FAO 
will have trained 1240 Ministry of Agriculture staff members (650 
teams) and approximately 200 trainers in PDS/PDR. 


PDS/PDR Successes and Challenges 


10. (U) The visiting embassy team noted that the primary strength 
of the PDS/PDR program is that FAO teams are on the ground, 
highly focused on the issue, and gain significant insights about 
the prevalence, nature and spread of Al among poultry 
populations. Teams interview numerous farmers, local village 
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leaders and owners in the informal poultry sector (sector 3-4). 
By speaking to this largely informal sector, PDS/PDR officials 
are able to gain valuable information and educate the population 
on preventative measures and dealing rapidly with outbreaks. 


11. (U) FAO representatives acknowledged that the PDS/PDR program 
alone will not contain Al given compensation and culling 
challenges, ineffective poultry transportation regulations, 
insufficient vaccination programs, and the absence of full 
implementation of the GOI national strategic plan. FAO stressed 
that the effort to contain the disease will require additional 

inputs from GOI, FAO, and the international donor community. The 
U.S. Department of Agriculture representative also cited the lack 

of a comprehensive policy to control the virus in larger 

industrial farms (sector 1-2) as a significant weakness in the 

effort to control the disease in Indonesia, although this lies 

outside the scope of the PDS/PDR program. Observers noted the 
need for PDS/PDR teams to provide local communities with 
handouts, flyers and other ancillary items to ensure better 
knowledge of safe poultry rearing and handling practices and to 
provide ongoing references on poultry and human health risks. 
FAO officials stress that they welcome opportunities to improve 

the program and will conduct an external evaluation of all 
Southeast Asia FAO Al programs in January 2007. 


Comment: POTUS Visit: Important Opportunity on Al 


13. (SBU) We share the view of other donors that the GOI has made 
significant progress in the past year in managing the Al threat. 
But even under the best case budget scenario, GOI will not be 
able to meet the requirements for an effective revised Al control 
program without increased contributions from donors, including 
the U.S. Perhaps more importantly, announcing a major increase 
of USG assistance for Al control programs will give us strong 
leverage to seek a stronger private and public commitment from 
President Yudhoyono to increase the GOI\'s Al control programs. 
The Indonesian press has already reported that Presidents Bush 
and Yudhoyono will discuss Al control during President Bush\'s 
visit, and announcing an increase in assistance would enable us 
to show that we are ready to back up our concern with concrete 
assistance. In this context, we continue to urge Washington to 
announce a bold deliverable of increased Al financial assistance 
during the President\'s November 20 visit. 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PGOV, PTER, PREL, PREF, NP 

SUBJECT: FOREIGN MINISTER OLI PESSIMISTIC ON PROSPECTS FOR 
PEACE 


REF: A. KATHMANDU 3014 
B. KATHMANDU 2931 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) In a November 10 meeting with the Ambassador, Deputy 
Prime Minister and Foreign Minister KP Oli expressed strong 
personal reservations about the November 8 agreement between 
the Government of Nepal (GON) and the Maoists (ref A). Oli 
worried that the November 8 agreement set a bad example by 
letting the Maoists into government and Parliament without 
having taken part in legitimate elections. Oli felt he had 

been purposely left out of negotiations during his trip to 

New Delhi, and said that Prime Minister Koirala and other 
political players were more interested in their own positions 
than in creating a sustainable peace in the country. The 
Deputy Prime Minister was pessimistic about the prospects for 
monitoring or holding the Maoists accountable for any breach 
of the November 8 agreement. Oli also discussed the future 

of the Bhutanese refugees living in Nepal and his upcoming 
talks with the Bhutanese government on the issue. 
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Personal Opinion: November 8 Peace Agreement Not Good 


2. (C) On November 10, Deputy Prime Minister and Foreign 
Minister KP Oli told the Ambassador that the GON\'s official 

view was that the November 8 agreement between the GON and 
the Maoists was a \"great achievement, and the GON and the 
Maoists should be congratulated for their hard work toward 
peace.\" However, Oli made it clear that his personal opinion 
was that the agreement was not a step forward, but merely a 
vehicle for the Maoists to continue to pursue their agenda. 


3. (C) The Deputy Prime Minister explained that there were 
three main risks to the agreement for the GON. First, the 
Maoists had not declared an end to their policy and ideology 
of violence. Second, the figure of 35,000 soldiers that the 
Maoists claimed they would put in the camps was ridiculously 
high; the Maoist People\'s Liberation Army had at most 15,000 
soldiers. This, the Maoists would use the movement into 
cantonments as an excuse to recruit and train new soldiers. 
Finally, the Maoists now had the opportunity to assert 
themselves in the interim government and legislature, without 
having participated in legitimate elections. Oli stated that 

he was sure that Lilamani Pokharel, MP for the United 
People\'s Front, and others from civil society would join a 
coalition with the Maoists, giving them the largest party in 

the interim legislature. Oli feared that, with Maoists in 

the government, if the Maoists decided to cause problems, the 
rest of the government would have to capitulate. The Deputy 
PM worried that Maoist abuses would continue to occur, and 
that the agreement would not stop them. 


Everyone Wants To Please The Maoists 


4. (C) Oli told the Ambassador that everyone wanted to please 
the Maoists, \"but no one seems to see the risks.\" Oli said 
that the GON had continued to give in to the Maoists during 
negotiations because of threats and intimidation. He also 

said that the Maoists had extorted \"billions of rupees\" and 
were spending them to help get their way. Oli stated that 

now that the Maoists were entering into the government 
through negotiations, the people will feel more like the 
Maoists have won through intimidation. The Deputy PM 
reiterated that he felt like the only one in the Cabinet who 
opposed the Maoists, and that he had intentionally been 
excluded from the negotiations leading up to the November 8 
agreement. (Note: Oli was in New Delhi when the negotiations 
began, and was in the process of returning when they 
concluded. End Note.) 
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Arms Management Will Be Ineffective 


5. (C) The Ambassador asked Oli how the GON could make the 


arms management process as effective as possible, in order to 
drain the fear of the Maoists in the countryside. Oli stated 

that it was impossible in the current situation to do so, 

because the Maoists maintained effective control over their 
weapons. The November 8 agreement gave them the only key, so 
they could get their weapons back at any time. Although Oli 
hoped that the November 16 peace agreement might be more 
specific in limiting Maoist access to their weapons once they 
were locked up, he doubted the Maoists would agree. Oli 
worried that, having accepted the Maoist position on an 

interim government, an interim legislature, and cantonments, 
the GON would continue to accept the Maoist position on other 
issues as well. 


Where Do Maoist MPs Come From? 


6. (C) Oli wondered where the Maoist MPs would come from in 
an interim legislature. The Deputy PM said that the Maoists 
did not have people of the \"caliber\" to sit in Parliament or 

run a government and suggested that perhaps Maoist militia 
members would be MPs. Oli worried that the Prime Minister 
and the leaders of the other Seven-Party Alliance parties 

were only looking out for their own best interests and not on 
holding the Maoists accountable for their actions. Oli 

stated that, WPrime Minister Koirala is just looking for his 
Nobel Prize.\" 


Expanded Police Force From Maoists 


7. (C) Oli acknowledged that the police force would be 
expanded to enforce law and order during the transitional 
period. He feared, however, that many of these new recruits 
would come from the Maoist militia. The Ambassador told Oli 
that he had been assured that Maoists would not be integrated 
into the police force. The Deputy PM responded that it was 
impossible to tell a Maoist from a non-Maoist when recruiting 
for the police force. 


Meeting With Bhutan About Refugees 


8. (C) Oli was convinced that his upcoming meeting with the 
Bhutanese Foreign Minister on November 21 would not resolve 
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the refugee issue. The Deputy PM said he did not believe 
Bhutan would agree to repatriate any refugees. He stated 
that, if that was the case, he would be ready soon to look at 
\"other options.\" The Ambassador repeated the U.S. offer to 
take at least 60,000 refugees and thanked Oli for allowing 

the UNHCR to conduct a census of the camps. Oli responded 
that Nepal had a fear that resettlement in a third country 
would encourage Bhutan to expel more refugees. He insisted 
that Nepal would not allow more refugees to cross the border 
into Nepal in the future. Oli said he had spoken with the 
Indian Prime Minister and Foreign Minister when he was in New 
Delhi and they had said the Government of India would be 
supportive, although Oli did not explain what they meant by 
this. Oli stated that he would \"stop the bilateral talks!" if 

the November 21 meeting did not lead to a breakthrough. 


Comment 


9. (C) Oli seems more and more like the odd-man out in the 
Cabinet as peace talks between the GON and the Maoists move 
toward their conclusion. Unfortunately, the Deputy PM is one 
of the few voices in the Seven-Party Alliance willing to hold 

the Maoists accountable for their past and present actions. 

Oli is convinced that the interim government will be filled 

with people who are \"Maoists or Maoist sympathizers,\" but he 
has increasingly less room to make his case in public. We 

will continue our efforts to buck up Oli and a few others 

like him (e.g. Finance Minister Ram Sharan Mahat). A 
comprehensive peace deal may be signed later this week but it 
will be even more important for leaders like Oli to speak 
openly about Maoist abuses in the days and weeks ahead. 
MORIARTY 
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E.O. 12958: DECL: 11/13/2031 

TAGS: PGOV, TW 

SUBJECT: RESIGNATION OF TWO PROMINENT DPP LEGISLATORS 
INCREASES PRESSURE ON CHEN 


Classified By: AIT Deputy Director Robert S. Wang, 
Reason 1.4 (b/d) 


1.(C) Summary: On November 13, DPP legislators Lin Cho-shui 
and Lee Wen-chung dropped a political grenade by announcing 
their resignation from the Legislative Yuan (LY), to take 

effect by the end of the week. Lin and Lee are taking 
responsibility for being unable to fulfill their previous 
commitment that President Chen should step down if implicated 
or indicted in the Presidential Office budget investigation. 

DPP leaders are calling for party unity, with party Chairman 

Yu Shyi-kun urging members to respect Lin and Lee\'s decision 
and remain \"calm and rational.\" The two resignations, 
nevertheless, will add to the pressure on Chen generated most 
recently by three prominent individuals and former 

supporters, including former Academia Sinica President Lee 
Yuan-tseh, who have called on him to consider resigning. End 
Summary. 


2. (SBU) In a televised press conference on November 13 
Democratic Progressive Party (DPP) LY members Lin Cho-shui 
and Lee Wen-chung announced their intention to resign from 
the LY by the end of the week. Lin and Lee said they were 
taking responsibility for being unable to fulfill their 

commitment that President Chen should step down if implicated 
or indicted in the investigation into the Presidential Office 

state affairs budget. The party\'s decision last week to 

close ranks behind Chen despite the release of a prosecutor\'s 
report implicating him in a corruption case against his wife 

Wu Shu-chen was a disappointment to the people of Taiwan, 
according to Lin and Lee. Claiming continuing loyalty toward 
the DPP and unwillingness to break ranks with the party 
consensus to join the opposition-led recall, Lin and Lee 

vowed to continue to fight on as regular party members for 
reform, clean government, and Taiwan autonomy. 


3. (SBU) In response to the announcement by the two 
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prominent legislators, DPP leaders have called for party 
unity. DPP Chairman Yu Shyi-kun said the party respects Lin 
and Lee\'s decision and urged all members to remain calm and 
rational. He rebutted media speculation that conflict 

between pro-Chen \"royalists\" and reformers led to Lin and 
Lee\'s decision. Kao Chih-peng, a strong supporter of the 
President, called on fellow legislators to respect Lin and 
Lee\'s decision and to refrain from personal attacks. Kao 
said he regretted their departure from the LY, but stressed 
that their resignation would not have a domino effect on 
other DPP legislators. Lai Ching-te, from Lin and Lee\'s 
reform-oriented New Tide faction, expressed surprise at their 
announcement, emphasizing that at this critical junction the 
party needs all of its \"warriors\" to stay on the political 
battlefield. In a note of dissonance, Legislator Kuan 

Pi-ling observed the resignations showed that the party had 
not been effective in communicating with intellectuals and 
idealists within its ranks and needed to further reflect upon 

its mistakes. 


4. (SBU) Because one of the two new vacancies cannot be 
filled, DPP representation in the Legislative Yuan will drop 
from 85 to 84 legislators, still far more than it needs to 

block the opposition\'s third recall against President Chen 
from passing on November 24. The party is expected to move 
quickly to fill Lin\'s representational seat. Lee holds a 

district seat from Taipei County and his seat will go vacant. 
Lee\'s resignation is also a blow to the DPP because he was 
the party\'s leading expert on the LY Defense Committee and 
had worked closely with MND or arms procurement and other 
defense issues. 


5. (SBU) The two resignations come as President Chen faces 
renewed calls to step down from three prominent individuals 
who have served the administration. Former Academia Sinica 
President Lee Yuan-tseh on November 9 issued an open letter 
in which he urged President Chen to \"seriously consider\" 
resigning for the sake of the people and national stability. 
Former Presidential Office Secretary-General Chen Shih-meng 
on November 12 urged President Chen to \"temporarily leave 
office\" next year to wait for the court\'s ruling on the 

indictment of his wife on corruption charges. Chen 
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Shih-meng, a long-time close aid to and strong supporter, 
urged the president to follow former President Chiang 
Kai-shek\'s precedent of stepping down in the face of crisis 
and returning to office if exonerated. Kao Chih-ming, a 
former national policy advisor to President Chen and head of 
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the I-mei Corporation, has also publicly urged him to leave 
office \"in grievance,\" even though he may not be guilty, for 
the sake of national stability. 


Comment 


6. (C) The resignations by two prominent reformist 
legislators will increase pressure on President Chen to step 
down. The initial reactions from other DPP LY members and 
party leaders suggests that the DPP mainstream will act to 
maintain unity in the run-up to the December 9 elections in 
Taipei and Kaohsiung. If the DPP loses in Kaohsiung as well 
as Taipei, further divisions may appear in the Green camp, 
increasing the pressure on Chen to step down. 

YOUNG 
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E.O. 12958: DECL: 11/13/2016 

TAGS: MNUC, PARM, CH, IR, SN 

SUBJECT: (S) SINGAPORE DETAINS CHROMIUM-NICKEL STEEL PLATES 
SHIPMENT 


REF: STATE 184097 
Classified By: EP Counselor Ike Reed for reasons 1.4 (b)(d) 


1. (U) This is an action message. Post would appreciate 
Washington\'s responses to Singapore\'s questions posed in para 
3 by no later than November 24, 2006. 


(S) Singapore\'s Ministry of Foreign Affairs presented the 
following points (see para 3) in response to reftel demarche. 
Yvonne Ow, MFA Assistant Director, Counter Proliferation and 
International Security Branch, told Econoff on November 13 
that, without information from the United States linking the 
chromium-nickel steel plates in question to Iran and its 

missile program, Singapore would not be able to hold the 
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shipment beyond November 24 so as not to disrupt legitimate 
trade. 


3. (S) BEGIN TEXT: 
Secret/Releasable to the US 
SIPDIS 


Further to the information that the US Embassy in Singapore 
shared with MFA at 11:45 am on 8 Nov 2006 on the possible 
transshipment of chromium-nickel steel plates for Iran,s 

missile programme through Singapore, Singapore authorities 
acted on the information provided and found that the vessel 
&Pacific Bridge8 was at port in Singapore on 8 Nov 2006 and 
was off-loading the goods to a 2nd vessel, the %OOCL 
Antwerp8. OOCL Antwerp was scheduled to leave Singapore at 
7:00 am on 9 Nov 2006 and call at Port Klang (Malaysia). The 
next port of call after Port Klang was Jebel Ali, Bubai. 


In the evening of 8 Nov 2006, Singapore authorities offloaded 
the container of interest to ascertain whether it contained 
steel plates. 


The authorities conducted a physical inspection of the cargo 
in the container and detained 3 cases of steel plates. 


The authorities did not come across any information 
pertaining to the shipment/cargo that links it to either the 

two companies listed in the US, note; i.e. i) Sahand 
Aluminium Parts Industrial Company or SAPICO and, ii) Iran,s 
Shahid Hemmat Industrial Group (SHIG), or the intended 
end-use in Iran,s missile re-entry vehicles programme. 


Consistent with our support for counter-proliferation efforts 
in conformity with international laws and our domestic laws 
and regulations, and in the light of UNSC resolution 1696, 
Singapore will continue to take appropriate steps in respect 
of the current investigations. In view of the good 
cooperation with the US, we would appreciate further 
information as follows: 


a) Would the US be able to provide more information on the 
technical specifications of the chromium-nickel steel plates? 


b) In the US, note, it was stated that the steel plates, 

though not controlled by the MTCR, can be used in 
manufacturing missile reentry vehicles. We would appreciate 
more background and technical information on how the steel 
plates can be part of a missile programme. 
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c) From our investigations, there are no indications that the 
steel plates are bound for Iran. Would the US be able to 
provide more information on the steel plates, link to Iran? 


d) Any other information regarding the supplier and end-user 
of the steel plates. 


Any other relevant and specific information regarding the 
abovementioned case will greatly assist our on-going efforts. 


We would appreciate replies to the above by 24 November 2006. 
In the absence of further information and evidence linking 

the steel plates to Iran,s missile programme, it is not 

possible for Singapore to continue to detain the steel plates. 


13 November 2006 


END TEXT. 
HERBOLD 
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TAGS: PREL, PTER, ECON, ETRD, EINV, OPIC, MNUC, AF, PK 

SUBJECT: ASSISTANT SECRETARY BOUCHER\'S MEETING WITH PAKISTANI PRIME 
MINISTER AZIZ: A \"MARSHALL PLAN\" FOR AFGHANISTAN, NO MORE BAJAURS 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d). 


1. (C) Summary: On November 7, Assistant Secretary Boucher met 
with Prime Minister Shaukat Aziz. Aziz discussed the political 
situation, remarking that the Bajaur incident had played into the 
hands of the religious opposition, and that the mood of the general 
populace was truly angry. He repeatedly stressed the serious, 
deteriorating nature of the situation in Afghanistan, advising the 

U.S. to act quickly via a \"Marshall Plan,\" and to engage other 
countries, particularly the Gulf States, at the highest levels. His 
government is moving forward on the amendments to the Hudood 
Ordinance and on border security, and asserts its right to lobby for 
civil nuclear technology. The Prime Minister asked for U.S. support 
for the Pakistan Infrastructure Fund, and hinted that they may 
purchase more Boeing aircraft. He also suggested that we look to his 
speech at Princeton University later in the week as a major policy 
speech for Pakistan. End Summary 


2. (U) On November 7, Boucher, accompanied by Ambassador Crocker, 
Senior Advisor Hayden, and Econ Counselor (note taker), met with 

Prime Minister Shaukat Aziz. Khalid Saeed, Principal Secretary to 

the Prime Minister; Zameer Akram, Additional Secretary, Prime 
Minister\'s Secretariat; Shahid Kamal, Additional Secretary, Ministry 

of Foreign Affairs; and Mamoona Amjed, Additional Press Secretary; 
were also present. 


3. (C) Domestic Politics: The Prime Minister said that political 
reform was going well. The current government was moving into its 
final year, with elections expected late next year. \"We are getting 
geared up [for the elections]; we will go in as a coalition.\" He 
indicated that initially the Pakistan Muslim League had hoped to 
engage with more parties, but had encountered opposition from their 
own supporters, particularly on the issue of past corruption. The 
religious parties were looking for issues to rally the people, he 

said, but they did not have a credible program to offer. The poverty 
level has declined from 35 percent to 24 percent under the present 
government, although he acknowledged that many people had not felt it 
directly, especially in rural areas. The education system and skills 
levels had deteriorated, he said, and, while the government is 
responding with crash programs, more is needed. The thrust of the 
government\'s message is, \"if you want more of this, support us." 


4. (C) Aziz expressed concern about the impact of Bajaur on the 
government\'s credibility and the ability of the religious parties to 
increase their franchise. \"Bajaur has damaged us. We can\'t sustain 
one more incident like this. In the drawing rooms of Pakistan, 
everyone is discussing this and they are not convinced by what we 
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[the government] have told them.\" 


5. (C) Hudood Ordinance: In response to a question from Boucher, 
the Prime Minister said that the government believed it should push 
ahead with amending the Hudood Ordinances, as this will help move the 
gender issue forward and nothing in the amendments violates the 
Koran. The mullahs were using Hudood as an issue, he said, 
acknowledging that even within his own party there were differing 

views. He did not seem concerned with the prospect of members of his 
own coalition resigning from Parliament, noting that by-elections can 
take place. 


6. (C) Afghanistan - More Must be Done: Aziz said he had met the 
previous day with Afghan Finance Minister Ahady. \"The Afghans are 
feeling disenfranchised, and the very dangerous nexus between 
terrorism and drug money is growing more than people realize." 
There is also a tide of rising nationalism opposed to the presence of 
foreign troops. He said that, if the Taliban\'s influence continues 

to increase, Afghanistan would be the biggest loser, followed by 
Pakistan. The Prime Minister had several suggestions for the United 
States on how to remedy the deteriorating situation: 

-- Engage the visible stakeholders (Pakistan) as well as the 

invisible stakeholders (Iran, Russia) at all levels, many of which 

are active in Afghanistan in order to embarrass the U.S. and the 
coalition and are much more dangerous that the world realizes. 

-- Establish a very broad-based \"Marshall Plan\" for Afghanistan, 
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soliciting funding from a variety of sources, including China and 
Japan. The Prime Minister urged the U.S. to apply pressure (\"soft 
arm-twisting\") on the royal families in Saudi Arabia, the United Arab 
Emirates, Kuwait, and Qatar for additional funding. 

-- Bring in UN peacekeepers. 


Boucher responded that the U.S. was gearing up for a major effort to 
improve governance and services in the South, and that the EU and 
NATO were fully engaged. 


7. (C) Border Security: Pakistan is ready to move on improving 

security in the \"porous, undermanned, treacherous\" border areas. The 
government intends to fence and mine selected areas. The Prime 
Minister had spent a few days in Quetta recently, where there are 
reportedly 500,000 refugees from Kandahar. The refugee camps provide 
a safe haven for militants who form alliances with local religious 
elements. \"We want the camps closed,\" Aziz stated emphatically. He 
also met with all 1200 Balochi sardars, who told him unanimously that 
they wanted peace and opposed a Taliban presence in Quetta. 


8. (SBU) Reconstruction Opportunity Zones: The Prime Minister said 
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he had been updated, and his only concern was that the zones should 
be moving faster. Boucher explained the need for legislation before 
the zones could be implemented. Prime Minister Aziz said, although 
he had heard of Afghan reservations about the zones, he had spoken 
with President Karzai when he was in Jalalabad recently to inaugurate 
a Pakistan-financed road, and the Afghan president had given him 
\"carte blanche\" regarding the zones and was very positive about their 
job creation aspects. 


9. (C) Civil Nuclear Cooperation: The Prime Minister clarified 
Pakistan\'s position on access to nuclear technology. The country\'s 
energy needs were growing 8-12 percent annually, and nuclear power 
could play a critical role in meeting this requirement. \"We are not 
happy with the U.S.-India nuclear deal, and we have every right to 
ask, demand, solicit and lobby for our case.\" Boucher said the 
agreement with India was not criteria based, and Pakistan\'s lobbying 
the Nuclear Suppliers\' Group for a different outcome was inconsistent 
with commitments made by President Musharraf and Foreign Minister 
Kasuri in Washington. 


10. (SBU) Miscellaneous: The Prime Minister asked for U.S. support 
for the Pakistan Infrastructure Fund (based in London), which he said 
the Overseas Private Investment Corporation had been investigating. 
He noted that OPIC and the U.S. Export-Import Bank had been very 
helpful to Pakistan and said that the government was considering 
buying more Boeing 777 aircraft. 


11. (U) This cable was coordinated with SCA - Caitlin Hayden. 
CROCKER 
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E.O. 12958: DECL: 11/09/2016 

TAGS: MCAP, MOPS, PGOV, PREL, PTER, AF 

SUBJECT: BOUCHER AND SPANTA ON JIRGAS, MUSA QALA, IRAN AND 
STRATEGIC PARTNERSHIP 


Classified By: AMBASSADOR RONALD NEUMANN FOR REASONS 1.4 (B) AND (D) 


1. (C) Assistant Secretary for South and Central Asian 
Affairs Richard Boucher used his November 8 meeting 
with Afghan Foreign Minister Spanta in Kabul to draw 
out Afghan expectations on cross-border jirgas and 
press for early consultations with Islamabad to bridge 
differences. Spanta described the overall Afghan 
security situation as improved. The success of 
NATO\'s Operation Medusa in Kandahar had contributed to 
public confidence. Spanta shares the public\'s serious 
concerns about the Musa Qala Agreement and agreed it 
must be tested to ensure government authority in the 
area. Spanta acknowledged increased Iranian 
involvement in Afghanistan over recent months, but 
underlined its opposition to the Taliban, terrorism 

and drugs. He urged a peaceful resolution to concerns 
over Iran\'s nuclear program. Boucher and Spanta 
agreed that working groups for the Strategic 
Partnership will meet over the next two months to hash 
out substantive issues well before the plenary session 
scheduled for early next year. Boucher pressed for 
more aggressive efforts to return Afghan refugees 
living in Pakistan. Spanta raised possible creation 

of an Afghan Transparency Commission to end 
corruption. End summary. 


2. (C) Spanta generally offered the same comments 
President Karzai and National Security Advisor Rassoul 
in their later meetings with Assistant Secretary 
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Boucher on the goals, participation, and organization 

of cross-border jirgas. He expressed relief that 
President Karzai had named the commission to take on 
the planning responsibilities, as Spanta had been 
spending up to 80 percent of his time on the 

issue over recent days. Spanta would continue to 

work with Pakistani Foreign Minister Kasuri and to 
move the process forward, but the day to day work 
would fall to the committee. 


3. (C) Spanta agreed that the jirgas should focus on 
bringing cross border violence under control and that 
the participation in both jirgas should be national. 

\"This is not an ethnic problem, it is an Afghan 
problem, he said. Terrorism is not a border region 
issue, as it has national implications in both 

countries. He expressed that the jirgas should be 

more about discussion than decisions. Boucher reviewed 
his positive meeting with Ambassadors Durrani and 
Jawad in Washington and said the U.S. was prepared to 
actively support the process. As in his meetings with 
Karzai and Rassoul, Boucher underlined the need for 
early Afghan-Pakistani discussions to avoid 

differences in expectations and approach becoming 

too set. 


4. (C) Boucher stated that the U.S. is willing to be 
actively involved, but that it expects Afghanistan 
and Pakistan to work together constructively to 
find common ground on key issues. Spanta 
acknowledged that this could be a challenge for 
both sides without international involvement. 
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5. (C) Spanta made the same points National Security 
Advisor Rassoul made in his meeting with Boucher later 
that day, including that the overall security 

situation had improved over recent weeks. Spanta 

noted it was not entirely clear why, but there have 

been significant improvements in Kabul, some successes 
in the southern provinces, and less change in 

the East. Boucher corrected Spanta\'s assertion 

that the number of cross-border attacks had spiked 

after the signing of the North Waziristan Agreement, 
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noting that they actually had risen significantly when 
the negotiations began and have not decreased since. 
He underlined the importance of both Pakistan and 
Afghanistan committing to quiet diplomacy. Spanta 
agreed, but said the public expects to see a reaction 

to provocation and violence. Karzai cannot respond 

to suicide attacks with silence. The government 

must, at a minimum, provide services or compensation 
to the victims to show some form of action. 


6. (C) Boucher reported on his meeting in Islamabad 
with President Musharraf, during which there was 
agreement that it was too early to assess the effects 
of the North Waziristan Agreement. Boucher noted 
Musharraf\'s stated willingness to take military 
action, if necessary, or change the political 
parameters to make the agreement stick. He also 
shared Musharraf\'s comments that many initially 
doubted a similar agreement signed by Pakistan 
regarding the Kashmir border area, but in the 

long run, there was less infiltration into the area. 
Boucher said there is recognition that, even if the 
Waziristan Agreement sticks, activity in Quetta still 
remains a major problem. 


7. (C) Spanta expressed \"serious concerns\" about 
the possible outcome of the Musa Qala Agreement 
between the local shura and Governor Daoud. 
People in the region who are loyal to the central 
government reportedly are having problems living, 
working and doing business there; whereas, 

those with Taliban sympathies are doing very well 
and able to move freely throughout the region, 
Spanta alleged. Spanta asserted there needed 

to be clarity on \"whether the agreement is between 
NATO and the Taliban or between NATO and tribal 
and local elders.\" 


8. (C) The Ambassador acknowledged general 
nervousness about the agreement but pointed out 

that the idea started with Governor Daoud of Helmand 
Province. The Ambassador also reminded that 

Karzai had agreed with General Richards and the 

British Ambassador that a force of roughly 50-100 
police from outside Helmand Province would go down to 
enforce the agreement. (Note: During the November 8 
Policy Action Group meeting, the option of bringing in 
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police from outside was no longer on the table. We 
are pushing to reinstate the idea. End note.) 


9. (C) The Ambassador said that the use of police 
from outside Helmand would serve as a test with three 
possible outcomes: (1) the outside force would be able 
to provide security, making the agreement a success; 
(2) Taliban may attack the outside police force, 
possibly leading the locals to weigh in on behalf of 

the government forces, or (3) local residents might 
join the Taliban in attacking the forces, making 

the agreement a failure. The Ambassador stressed 
the agreement must be tested before any conclusions 
could be reached. Most important, no other such 
agreements should be made until the Musa Qala 
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arrangement is tested. 


10. (C) Spanta reiterated that he considered the 
Agreement to be a very dangerous game, as it sends 
the wrong message to the Afghan public. In Afghan 
culture, when the party in the weaker position is 

seen to be forced into an agreement with the other 
side, the stronger side\'s position is validated. 
According to Spanta, the Taliban went into the 
position as the stronger party. It is therefore 
inevitable that the public will read the agreement as 
a sign of NATO and Government weakness. 


11. (C) Boucher asked Spanta if there were 
examples of places where a strategy of following 
successful military operations with security and 
services had been implemented and successful. 
Spanta responded with several examples of positive 
results -- in southern Konar, southern Laghman, 
northern Paktika, and some parts of Khost, Zabul 
and Uruzgan. Boucher stressed that the U.S. 
sees this as an effective strategy and is seeking 
resources to allow for its implementation to all 
the major parts of Afghanistan. 


12. (C) Boucher outlined the U.S. plan to have 
larger, more coordinated engagement in Afghanistan, 
especially from the Afghan National Police. 
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He stressed the need to see increased Afghan 
efforts regarding governance. Boucher also 
highlighted EU efforts to put together a 
seven-year budget for assistance to Afghanistan, 
including enhanced German and Italian support 
for the police. 


13. (C) Boucher said it was unfortunate that 

the international public viewed engagement in 
Afghanistan only in military terms. There is 

little appreciation for efforts in support of 
governance and development. Boucher 

said the U.S. is pushing NATO to invest more 
money in the Provincial Reconstruction Teams 
and the provinces, in line with the U.S. 

position that each country with a military 
component must also participate in development. 


14. (C) Turning the conversation to the Strategic 
Partnership, Boucher agreed to Spanta\'s 
suggestion that the working groups (dealing with 
prosperity, governance, security and counter 
narcotics) should start meeting over the next 
two months to ensure there is progress on 
commitments before the next formal meeting 
after the first of the year. This would allow 

the plenary sessions to be used to announce 
progress made. Spanta said the Afghan Foreign 
Ministry would serve as the face of the strategic 
partnership in Afghanistan and the \"locomotive\" 
driving the process. 


15. (C) According to Spanta, the best way to avoid 
ethnic tensions in Afghanistan is to: (1) clean up 
corrupt authorities; (2) get participation from all 
sides; (3) ratify tribal structures; and (4) 
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that one possible instrument on the table is creating 
a National Transparency Commission with members 
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appointed by Karzai. In closing the discussion on 
corruption, Spanta expressed his concern that Attorney 
General Sabit may \"create more problems than 
solutions\". Boucher reminded that, \"anytime you 
sweep, you inevitably get some dust in the air.\" 


16. (C) Boucher raised the issue of refugee 

camps in Pakistan and urged action to encourage 
returns, with UN involvement. Spanta mentioned 

that the onset of winter will make it particularly 

difficult to move forward in the coming months, but 
added that, from Afghanistan\'s perspective, the 
biggest challenges are support and reintegration of 
the refugees, dealing with any security issues 
connected to returnees, and ensuring compliance with 
the principle that all repatriation be voluntary. 

Boucher emphasized the importance of closing the camps 
as expeditiously as possible. 


17. (C) In response to a question from Boucher, 
Spanta acknowledged increased Iranian involvement in 
Afghanistan over the last two months. Iran\'s motive, 
he said, is to demonstrate its power and ability 

to \"be a distraction\" in the region should it be 

attacked by the U.S. When pressed for specifics on 
Iran\'s involvement, Spanta acknowledged that Iran was 
increasing its \"agent network\" to promote anti- 
American and anti-NATO sentiment in Afghanistan, but 
also stressed that Iran\'s activities had no clear link 

to terrorist groups or planned military activities in 
Afghanistan. According to Spanta, Iran wants a stable 
Afghanistan and realizes that the failure of the 

Taliban is in Iran\'s interests. 


18. (C) Regarding Iran\'s nuclear program, Spanta 
stressed that Afghanistan is against the idea of a 
nuclear Iran but cautioned that if there is an 
escalation of military tensions between the U.S. and 
Iran, Iran would be likely to increase its activities 

in Afghanistan. He reiterated how important it 

is for Afghanistan that the U.S. and Iran resolve 

the nuclear issue peacefully and diplomatically. 
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19. (U) Assistant Secretary Boucher cleared this 
cable. 

NEUMANN 
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SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: DECL: 11/13/2016 

TAGS: PGOV, PREL, UNMIK, YI 

SUBJECT: KOSOVO: KOSOVAR ALBANIAN LEADERSHIP ACCEPTS DELAY 
IN STATUS PROCESS QUIETLY, FACES DOWN PRESS CRITICISM 


Classified By: COM Tina S. Kaidanow for reasons 1.4 (B) and (D). 


1. (C) Summary: Though apprehensive about the political 
repercussions of a delay in the status process, Kosovar 
Albanian leaders represented in the Unity Team (the 
negotiating team participating in Vienna negotiations) 
uniformly accepted the announcement by UN Special Envoy 
Ahtisaari that his presentation of the status package would 
be held until after Serbian parliamentary elections January 
21. Unity Team officials met together in emergency session 
the afternoon of November 10 and, in consultation with COM, 
drafted a statement that regretted the delay and evinced 
concern that the Serbian electoral timetable had influenced 
the decision, but noted Kosovo\'s continuing trust in the 
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Vienna process. Though it does not preclude further problems 
down the road, the measured reaction by the Kosovar 
leadership, and the specific acceptance by the opposition of 
this temperate position, was key to maintaining stability in 
Kosovo as the status process moves forward. End summary. 


2. (C) President Ahtisaari, after meeting with Contact Group 
representatives the morning of November 10, informed the 
Kosovo \"Unity Team\" of his decision to postpone presentation 
of his Kosovo status recommendation until after Serbian 
parliamentary elections in late January. Ahtisaari also 
provided the team with the text of a short press statement 
issued by the UNOSEK office to that same effect. 


3. (C) The Unity Team came together in emergency session 
with two members absent (ORA opposition leader Veton Surroi, 
now in the U.S., and Prime Minister Ceku, away in Croatia) to 
discuss reaction to the Ahtisaari statement. Careful 
preparation by COM and earlier visits by Special Envoy Wisner 
and EUR Assistant Secretary Fried had laid the foundation for 
a considered and moderate response by the Kosovar team to a 
possible delay, but government and opposition officials in 

the Team were nonetheless concerned that their response to 
the delay must convey their determination to conclude the 
status process quickly, and thereby discourage extreme Kosovo 
voices from demanding counter-productive unilateral action in 
support of independence. 


4. (C) Unity Team members consulted COM on elements of a 
public statement, understanding correctly the importance of 
how they phrased their response for an international, as well 
as a domestic, audience. The statement as issued expressed 
\"deep regret\" over the delay and concern that the 
postponement had been tied to the Serbian parliamentary 
elections, but noted that the Kosovar leadership continues to 
believe that a resolution of status through the Ahtisaari 
process will contribute to regional stability and is in the 

best interests of all the people of Kosovo. The Team 
reaffirmed its intention to seek the independence of Kosovo, 
pledging to use the remaining period before the status 
decision to work closely with UNMIK, the new International 
Civilian Office planning team, the U.S. and the EU on 
transition arrangements for the post-status period. 


5. (C) Immediately following issuance of the statement, the 
Unity Team members appeared jointly in front of the press 
(their second appearance of the week -- two days prior to the 
postponement decision, they had come together for a two-hour 
television interview on the main TV channel speaking about 
the Vienna negotiations) to convey a united front and combat 
press charges that the international community had gone back 
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on its \"promise\" to decide status by the end of 2006. Unity 
Team members firmly rejected the notion of international 
\"perfidy,\" with PDK opposition leader Hashim Thaci -- goaded 
persistently by reporters trying to induce him to take a 

stand at odds with the government -- particularly impressive 

in his resolve: Thaci proclaimed to the media crowd that 
\"Kosovo had never been betrayed by the West, and therefore 
Kosovo, its politicians and its people must never allow 
themselves to deviate from their commitment to the 
partnership with the United States and European Union.\" 
(Note: Thaci departed the following day for a visit to the 
United States, where, among others, he will see Special Envoy 
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Wisner and Department officials.) 


6. (C) Comment: While they were prepared for the likelihood 
of a delay in the status decision by quiet intercession from 

U.S. officials and others, Kosovo leaders deserve credit for 

the mature and sober approach they demonstrated to the 
Ahtisaari announcement. This is particularly the case given 
the immediate and predictable onslaught of media commentary 
criticizing the Unity Team for its \"failure\" to attain status 

by the end of 2006. Cognizant both of the international and 
domestic repercussions of their response to the postponement, 
Unity Team members hit the right note in their collective and 
individual statements. There will be, without question, more 
political fallout in Kosovo from the delay, with intensified 
disaffection and anger if the presentation of the Ahtisaari 
package is pushed even further into 2007. Nevertheless, this 
was an encouraging demonstration of flexibility and 
understanding, one that sets the stage for a relatively quiet 
political season into the first part of the new year. End 
Comment. 


7. (U) U.S. Office Pristina clears this cable for release to 
U.N. Special Envoy for Kosovo Martti Ahtisaari. 
YAZDGERDI 
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E.O. 12958: DECL: 11/13/2016 
TAGS: PGOV, PREL, PHUM, PREF, KDEM, TH, BM, KN 
SUBJECT: THAI PM PLANS TO LIFT MARTIAL LAW 


REF: BANGKOK 6816 (PLAN TO LIFT MARTIAL LAW) 
Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


SUMMARY 


1. (C) Interim Prime Minister Surayud Chulanont told the 
Ambassador the RTG planned to lift martial law during the 
celebrations of the King\'s December 5 birthday, and might 
even take this step earlier. In a November 13 meeting with 

the Ambassador, Surayud indicated that he hoped to address 
unhelpful remarks by some political figures before lifting 
martial law. He said Thaksin should not return to Thailand 
before the country\'s next constitution is complete. Surayud 
responded in a positive tone when the Ambassador raised 
concern over freedom of the press and over the safety of the 
wife of a prominent missing lawyer. Surayud agreed that 
militants in southern Thailand had not responded positively 

to his efforts to promote reconciliation, but he did not 

indicate whether the lack of progress would influence his 
future steps. Surayud intends to travel to Burma but will 

also monitor discussion of Burma at the UN. He said he would 
seek to assist the USG on the resettlement of Burmese, Hmong, 
and North Korean refugees, but he also hoped to limit the 
influx of North Koreans into Thailand. End Summary. 


LIFTING MARTIAL LAW 


2. (C) In a November 13 call on interim Prime Minister 

Surayud Chulanont, the Ambassador recounted his November 8 
conversation with Council for National Security (CNS) 

Chairman Sonthi Boonyaratglin, in which Sonthi said the RTG 
planned to rescind martial law during the celebrations of the 
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King\'s birthday (reftel). The Ambassador requested to 
confirm this plan directly with Surayud. Surayud replied 
simply saying \"it should be OK, (even) before the King\'s 
birthday.\" The Ambassador asked what factors would influence 
the decision. Surayud replied there were \"so many factors,\" 
including the disposition of former Prime Minister Chavalit 
Yongchaiyudh, who in recent days made public statements 
antagonistic toward Surayud\'s administration and the CNS. 
Chavalit had also called for former PM Thaksin to be allowed 
to return home. Noting the desirability of defusing 

Chavalit, Surayud said, \"We have to accommodate him.\" 


TIMING THAKSIN\'S RETURN 


3. (C) The Ambassador asked about Surayud\'s disposition 
toward Thaksin, noting Surayud\'s public comments on November 
12 to the effect that Thaksin should remain outside of 

Thailand until a new elected government is in place. Surayud 

told the Ambassador that this would indeed be the most 
appropriate time for Thaksin\'s return. However, he would 

also consider it legitimate for Thaksin to return prior to 

the elections, if he wanted to carry out the duties of a 

political party leader under whatever provisions would exist 

under the new (not yet drafted) Constitution. 


NEW CONSTITUTION: \"NOT MY JOB\" 


4. (C) The Ambassador inquired about the ongoing formation of 
the National People\'s Assembly, which will then select the 
Constitutional Drafting Assembly. Surayud indicated he was 
not monitoring this process carefully and was not aware of 

the timelines for further developments, saying it was \"not 

his job.\" (Note: Under the interim Constitution, the CNS 
nominates and the King appoints the NPA\'s members; the 
cabinet does not play a role in this procedure. End Note.) 


MEDIA RESTRICTIONS 


5. (C) Recalling Surayud\'s public remarks to the effect that 

the government was not constraining the Thai media, the 
Ambassador explained reports the Embassy had received that 
government officials had contacted officials of television 

station iTV and had sought to minimize coverage of the 

suicide of a taxi driver who opposed the September 19 coup. 
The government had also increased the presence of soldiers at 
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iTV. Surayud said he had not been aware of this development. 


CONCERN FOR MISSING LAWYER\'S WIFE 


6. (C) The Ambassador noted that Angkana Neelaphaijit, the 
wife (and presumed widow) of Somchai Neelaphaijit (a Muslim 
lawyer abducted by the security forces in 2004), had 
expressed concern about her safety to an Embassy officer. 
Progress in investigating Somchai\'s disappearance could lead 
the culprits to engage in further acts to intimidate those 

who might provide evidence against them. Surayud expressed 
concern on this matter and told his accompanying staff, \"We 
should help (Angkana).\" 


SOUTHERN VIOLENCE 


7. (C) Turning to the violence in southern Thailand, the 
Ambassador praised Surayud\'s efforts to advance 
reconciliation with the Muslim communities in that region. 

It seemed that the militants were responding with increased 
violence, however. Surayud said he had noted this trend. It 
appeared militants were trying to strengthen their grip on 
the local population, focusing on consolidating their hold at 
the village and sub-district level, and in the process 

driving non-Malays out of the region. 


BURMA TRAVEL 


8. (C) The Ambassador asked about Surayud\'s intention to 
travel to Burma. Surayud said he planned to go after the 

APEC meeting in Hanoi, although he did not mention whether he 
had a specific date arranged, or if he would travel directly 

from Vietnam to Burma. Surayud said he also would monitor 
Burma-related developments at the UN, implying that the tone 
emerging from UNSC consideration of Burma could influence 
Thailand\'s policy toward its neighbor. 


REFUGEES 


9. (C) The Ambassador thanked Surayud for providing access to 
Burmese refugees in Thailand, noting our hopes soon to begin 
USG processing for resettlement from the largest of the camps 
(Mae La). Surayud said he had no qualms about U.S. 

resettling Burmese refugees -- or, for that matter, even 

Hmong. 
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10. (C) Recognizing RTG concerns over a possible influx of 
North Koreans to Thailand, the Ambassador said the USG 
nevertheless stood ready to resettle North Korean refugees. 
Surayud promised to \"try my best" to cooperate on this issue. 
He indicated he would try to show flexibility on North 

Koreans already in Thailand, but he also would encourage Thai 
authorities to exert better control over the country\'s 

borders and prevent North Koreans from entering. 

BOYCE 
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Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) In aNovember 13 meeting with the Ambassador, Indian 
Ambassador Shiv Shankar Mukherjee emphasized the need for 
rapid action in the United Nations regarding Maoist arms 
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management and peace and election monitoring in Nepal. 
Ambassador Moriarty stressed the need for a UN Security 
Council resolution so that lan Martin\'s UN team would have a 
clearer and broader mandate, and Mukherjee agreed. Mukherjee 
said he had talked to Shiv Shankar Menon, India\'s Foreign 
Secretary, and that Menon had agreed that a Security Council 
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Resolution would be acceptable to the Government of India, as 
long as it could be passed quickly. Mukherjee stated that 

both the Seven-Party Alliance (SPA) and the Maoists had 
agreed that ex-Gurkhas (both Indian and British) would be 
good candidates for a monitoring/observer team to Nepal. 


Rapid Action Necessary 


2. (C) On November 13, Indian Ambassador Shiv Shankar 
Mukherjee told the Ambassador that rapid UN action was 
necessary in order to make the peace process in Nepal 
successful. The Ambassador stressed to Mukherjee that this 
could best be accomplished through a UN Security Council 
Resolution, which would give the UN team in Nepal a broader 
and clearer mandate. Mukherjee agreed, and said that Indian 
Foreign Secretary Shiv Shankar Menon had told him that the 
Government of India could support whatever necessary, action 
by the UN General Assembly or the Security Council, as long 
as it was thorough and quick. Mukherjee stated that if the 
experts thought a UNSC resolution was necessary, so be it. 


Limited UN Mandate 


3. (C) Mukherjee noted that the UN Secretary General\'s 
representative in Nepal, lan Martin, had suggested that a 
UNSC Resolution on Nepal could set up a \"limited mandate\" for 
arms management. Mukherjee had followed up with Vijay 
Nambiar, UN Under Secretary General and Special Adviser to 
the Secretary General, and Nambiar had said there was some 
confusion about a \"limited mandate\" in UN Headquarters. 
Nambiar felt that, if the UN were to seek a mandate, the UN 
should go for a broad mandate, not something limited. The 
Ambassador told Mukherjee that part of the confusion around a 
UNSC resolution might be a desire that the mandate be clearly 
defined and limited in time. The Ambassador said that he 
assumed any resolution would be tied to the election process; 
at a date certain after the elections were over, UN monitors 
would leave. 


Two Resolutions Necessary 
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4. (C) The Ambassador told Mukherjee that two separate UNSC 
resolutions would likely be needed, one on arms management 
and one on the UN role in peace and election monitoring. 

Both Mukherjee and the Ambassador agreed that they wanted to 
see an arms management resolution adopted this week and the 
Ambassador indicated that it might be possible but was not 
certain. Mukherjee reported that lan Martin had told him 

earlier that it might take six weeks after a UNSC resolution 

was adopted to get arms monitors on the ground. Mukherjee 
said that the Government of Nepal (GON) wanted them on the 
ground much sooner. 


5. (C) The Ambassador told the Indian Ambassador that another 
UN assessment team might need to come to Nepal to lay the 
groundwork for the second resolution. Mukherjee agreed and 
stated that he had been telling New Delhi that large numbers 

of foreign observers/monitors were going to be needed in 

Nepal so that people would not be afraid to report abuses, 

and New Delhi seemed to be supportive. He also said that a 
large group of international observers would be crucial in 

the lead-up to the elections. 


Use Gurkhas As Monitors/Observers 


6. (C) Mukherjee told the Ambassador that he had spoken to 
the leaders of the SPA and the Maoists and both sides were 
fine with using former Indian or British Gurkha soldiers in 
either an arms management or peace monitoring role. The 
Ambassador pointed out that this would have the advantage of 
getting people on the ground quickly with little training 

needed who would be fluent in English, Nepali, and Hindi. 
They would make excellent force multipliers for the other UN 
monitors. 


Pushing For Speed 


7. (C) Mukherjee indicated he was planning to meet with lan 
Martin later on November 13 to push him on the need to obtain 
a UNSC resolution on arms management quickly with a 
resolution on peace and elections to follow. The Ambassador 
told Mukherjee that he would do the same on the USG side. 


Comment 


8. (C) According to the Indian Ambassador, the Government of 
India\'s position on the UN\'s role in Nepal has changed. The 
Government of India now seems to support a Security Council 
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resolution on arms management and monitoring and may also 
support follow-up resolutions. India also shares our sense 

of urgency on getting a UNSC resolution in place as soon as 
possible. 

MORIARTY 
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SUBJECT: FORMER DEPUTY PM EXAMINES HIS OPTIONS 


Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


SUMMARY 


1. (C) Former Deputy Prime Minister Somkid Jatusripitak told 
the Ambassador he intends to retire from politics, although 
top politicians are angling for his support. In a November 9 
meeting, Somkid said public support for Thaksin and the Thai 
Rak Thai (TRT) party remains strong; therefore, he surmised 
the Constitutional Tribunal will likely order TRT\'s 

dissolution. He said the coup leaders are frustrated that 

they take the blame for governance problems, despite having 
turned over most authority to the new administration. Somkid 
said General Winai Phattiyakul is trying to form a political 
party to ensure he retains political influence. Somkid was 
generally supportive of the USG\'s response to the coup but 
urged the USG to engage in a friendly manner with the RTG at 
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APEC. He expressed positive views about China. End Summary. 


THE POLITICAL MAP 


2. (C) The Ambassador met November 9 with Somkid 
Jatusripitak, former Deputy Prime Minister and Deputy Leader 
of TRT. (Background note: In the final months of the Thaksin 
administration, TRT officials saw Somkid as the figure most 
capable of holding TRT together in the event of Thaksin\'s 
departure from politics. He also was widely seen as best 

able to replace Thaksin as Prime Minister. Thaksin appeared 
concerned by Somkid\'s popularity and ambition, and publicly 
adopted an increasingly hostile tone toward Somkid prior to 
the coup.) 


3. (C) Somkid, accompanied by advisor Uttama Savanayana, 
appeared visibly relaxed and claimed he felt relieved to be 

out of the political melee and enjoyed having free time to 

spend golfing. He quipped that he also had to \"play hide and 
seek\" with former legislators seeking to ally themselves with 
him. Former Labor Minister Somsak Thepsutin (leader of the 
largest faction of former TRT legislators) and Pracharat 

party Leader Sanoh Thienthong had separately approached him, 
and both had encouraged public speculation that Somkid would 
join their respective teams. Somkid told the Ambassador he 
had listened to their pitches but made no commitments. The 
time was not yet right, and the rules of the political game 
remained unclear. 


4. (C) Aside from Sanoh and Somsak, Somkid also saw former 
Health Minister Pinij Jarusombat as positioned for future 
influence. Somkid expressed low regard for TRT Acting Leader 
Chaturon Chaiseng; Chaturon had no option other than staying 
in TRT, as he had no power base to make him useful to other 
parties. By contrast, TRT Deputy Leader Sudarat Keyuraphan 
was more flexible and mobile. The military would feel 
threatened by Sudarat\'s remaining with TRT, Somkid said; 
Sudarat knew this and consequently had adopted a low profile. 


VIEW OF THAKSIN 


5. (C) Somkid had not spoken directly with Thaksin or 
Thaksin\'s wife since the coup, he said, but he had heard 
indirectly that they did not want him to form a new party. 
Somkid had sent an indirect message to them that he planned 
to retire from politics. Somkid expressed pity for Thaksin, 
surmising that the deposed PM had recently traveled to China 
because he was heckled by hostile Thai expatriates in London. 
Somkid guessed that Thaksin was \"very lonely.\" 
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VIEW OF THE CNS 


5. (C) Somkid had dined the night before with Council for 
National Security (CNS) Chairman Sonthi Boonyaratglin, he 
related. Somkid characterized the CNS as \"too nice,\" having 
surrendered \"all power\" to the interim government. The 

interim government was not performing well, however, and the 
CNS was taking the blame. But it was difficult for the CNS 

to confront the interim government, because interim Prime 
Minister Surayud Chulanont was the CNS leaders\' former senior 
officer. Nevertheless, the CNS soon would have to \"adjust 

the system,\" Somkid said, implying a more assertive role for 
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6. (C) Somkid spoke highly of Sonthi, characterizing him as a 
professional soldier, very proper in his ways, and someone 
who did not seek to promote himself. Sonthi was not 
interested a political role. CNS Secretary General Winai 
Phattiyakul, on the other hand, was trying to form a 

political party, Somkid related with confidence. This new 
party would possible involve Pinij Jarusombat, as well as 
Deputy PM Pridiyathorn Devakula, but Somkid noted Pinij and 
Pridiyathorn seemed unlikely to get along well together. 


THE UNDERCURRENT 


7. (C) Both TRT and Thaksin remained highly popular, Somkid 
said. He characterized the political situation as 

\"explosive,\" particularly as the public would come to realize 
the Thaksin administration was more effective than its 
successor. Thus, the Constitutional Tribunal, which Somkid 
seemed to consider susceptible to politicization, would find 

it imperative to dissolve TRT when ruling on a pending 
election fraud case. 


8. (C) Surayud played a special role in stabilizing the 

situation and containing Thaksin\'s supporters, Somkid said. 
Because of his status as a Privy Councilor, Surayud\'s 
accepting the position of interim PM signaled royal support 

for the coup and helped to calm those who would otherwise be 
more angered by the coup. Somkid also lauded Surayud\'s lack 
of political ambition, his even temperament, and his good 
judgment, and Somkid considered it important that Surayud had 
the trust of Privy Council President Prem Tinsulanonda. 
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VIEW OF USG 


9. (C) The USG had taken a reasonable and appropriate stance 
in response to the coup, Somkid said. Thais understood that 
the USG would oppose the military takeover and stand up for 
democracy. That said, Somkid urged a positive interaction 
between President Bush and Surayud at APEC. 


VIEW OF THE PRC 


10. (C) Somkid noted he was not dismayed by the speed with 
which the Chinese government, previously close to Thaksin, 
had welcomed the coup. Thais knew that the Chinese were 
pragmatic and not focused on democracy. If he were to travel 
to the PRC today, Somkid said, he would still consider the 
Chinese as good friends. He also noted parenthetically that 
he hoped to study Chinese in his spare time. 


COMMENT 


11. (C) Somkid quit TRT soon after the coup, but to many 
Thais he still represents much that was good about the 
previous administration (effectiveness, competence, 
modernity), while his public split with Thaksin also 
distances him from some of the negatives (corruption, 
arrogance). Somkid is indeed widely courted and would 
provide a meaningful boost to whatever party he joins or 
forms. We doubt he sincerely wishes to retire from politics 
-- even if he is currently thinking along such lines, his 
resistance to overtures will surely erode over time. 
BOYCE 
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Classified By: DCM Geoff Pyatt for Reasons 1.4 (B, D) 


1. (C) SUMMARY: Reflecting the rapid maturation and 
quickly broadening scope of US-India strategic 
coordination, visiting Assistant Secretary for South and 
Central Asian Affairs Richard Boucher and Ministry of 
External Affairs Joint Secretary (Americas) Dr. Subramanyam 
Jaishankar discussed the outcome of bilateral nuclear 
talks, China\'s role in global affairs, ideas for advancing 
the bilateral relationship, one possible problem in the 
pol-mil relationship that could prevent procurements from 
U.S. defense firms, funding for the Agriculture Knowledge 
Initiative, a North Korean ship seized in an Indian port, 
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Sri Lanka, and Bangladesh in a two-hour lunch meeting on 
November 10 in New Delhi. END SUMMARY. 


THE BILATERAL AGENDA: EXCELSIOR! 


2. (C) Citing the visitor schedule, Boucher said upcoming 
meetings in Delhi for General Kohler, Under Secretary 
Edelman, Secretary Johanns, Hank Crumpton, Virginia Palmer, 
and many others revealed a robust relationship with a broad 
agenda. The two governments now needed to think beyond the 
nuclear initiative to see what next could be accomplished, 
pressed Boucher. Jaishankar said there was a document 
floating around the Indian bureaucracy that envisioned the 
possibility of \"Next Steps in the Strategic Partnership - 

IN" to keep the agenda moving. The U.S.-India Chief 
Executive Officer Forum\'s validated end-user scheme (aka 
\"The White List\") had been well-received, pleasing Tata 
Chief Executive Ratan Tata, who was pushing for it. Over 
the longer term, India would have to revisit its position 

on the Australia Group, which had the potential to become a 
\"significant obstacle.\" Boucher affirmed that the U.S. 

would continue to work to align its export control policy 

with new overall policy initiatives, particularly toward 

India. General Kohler could be helpful in this regard. 
Jaishankar agreed that policies needed to get re-calibrated 
with reality. The visiting Lockheed Martin Chief Executive 
and former Defense Secretary Bill Cohen were not, he added, 
\"haunted by history.\" Companies like Lockheed Martin and 
General Electric were not just here for sales, but because 

the viability of their future global competitiveness 

demanded it. Boucher cautioned that we needed to escalate 
from merely talking about our relations to focusing more on 
actually doing things together. 


AGRICULTURE KNOWLEDGE INITIATIVE FUNDING 


3. (C) Boucher asked if India had resolved its stance on 
funding for the Agriculture Knowledge Initiative. 

Jaishankar answered that India had a cumbersome budgetary 
process and that, while matters had taken longer than they 
should have, India was now fairly confident that sufficient 
funding had been secured. In addition, that funding 

provided India sufficient flexibility within the internal 

budgetary process to respond quickly to any changes both 
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sides might seek. During the upcoming board meeting with 
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Secretary Johanns, India intended to assert that it 
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understood clearly that it needed to offer more funding 

than the U.S. for the success of the initiative, and that 

India needed to be serious about committing its resources. 
The current figure, mentioned Jaishankar was USD 80 million 
over eight years. At the board meeting, India would spell 

out its funding plan, which, while a \"different animal\" was 
definitely going to be fulfilled. 


SCOPE FOR EXPANSION OF MILITARY TIES 


4. (C) Jaishankar also wished for greater connectivity 
between the Pentagon and the Ministry of Defense on 
strategic cooperation. His Ministry had told the Defense 
Ministry it was content to allow it to speak freely to the 
Pentagon, but the Defense Ministry was fearful that the 
Ministry of External Affairs was trying to spring 

atrap. Old habits die hard, but Jaishankar said India 
would seek to use the upcoming Defense Policy Group as an 
action-forcing event to make progress on many issues, 
including the State Department-Ministry of Defense Joint 
Working Group proposed by Assistant Secretary Hillen. 
India was keen to put both sides\' acquisitions and 
licensing gurus together on the sidelines of the meeting. 
The consultations also needed to address whether or not 
India and the U.S. would invite other countries to military 
exercises. For Malabar this year, Jaishankar had exerted 
his authority over Canadian affairs in the Indian 
bureaucracy to secure Canadian involvement. Outside his 
area of responsibility, inviting others would get more 

tricky. Boucher said Singapore would be an excellent 
candidate for broadened exercises. Boucher added that our 
talks should encompass the world, not the region, and the 
U.S. and India should develop a broad joint strategy for 
the Indian Ocean basin, to include the Gulf. Jaishankar 
noted with satisfaction that Indian attitudes had come a 
long way in a short period of time. While the Air Force as 
recently as three years ago saw air exercises with the U.S. 
as a \"waste of time and an indulgence of the Ministry of 
External Affairs,\" today the current Air Force Chief would 
never think such a thing. 


WITH ONE POSSIBLE HICCUP 


5. (C) Jaishankar alerted Boucher to an issue that India 
planned to raise in the Defense Policy Group. India had 
decided to get away from sole source defense procurements, 
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explained Jaishankar, but in the process of doing so it had 
learned more about how the rest of the world goes about 
selling equipment. The Arms Export Control Act of the U.S. 
has a provision that allows the U.S. to inspect and verify 
equipment after the sale. This concern had come up during 
the LPD Trenton acquisition, but the Indians had overlooked 
it because delays on their side had already stretched 
American patience. For the upcoming Request for Proposals 
for fighter aircraft, however, and other large deals, the 
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Indian side would not/not acquiesce to such a condition. 

The Indian Air Force would not permit any visits to forward 
operating bases, even if India recognized that the U.S. has 
an expanded version of such commitments with Pakistan. The 
same insistence had caused serious friction with the 

Soviets, and even now the Israelis are not permitted to 

view or service their equipment at forward bases. The 

reason for this depth of feeling was because the Indians 
tightened restrictions after the 1962 and 1965 wars, anda 
decision made under duress then remained deeply held in the 
system. Jaishankar said it was vital that this problem be 
headed off before India issues the Request for Proposals. 

As it was, Jaishankar would watch the request drafting 
process like a hawk to make sure nobody would specifically 
insert language to skew the results. Boucher urged 
Jaishankar to raise the matter at the Defense Policy Group, 
and assured him he would also raise it with Assistant 
Secretary Hillen upon return to Washington. 


SIPDIS 


123 TALKS: WANDERING IN THE WILDERNESS? 


6. (C) Sharing with Jaishankar the nuclear negotiating 
team\'s frustrations, A/S Boucher asked for the underlying 
philosophy that had guided the Indian side\'s strategy, 
because the end result had been disappointment for the U.S. 
and a sense that little had been accomplished. Jaishankar 
archly responded that he viewed the talks as a \"reasonable 
success\" because both sides had come away with similar 
levels of disappointment. Boucher pushed back, asking how 
the Indian team had not been prepared to negotiate text 
even though that had been the American expectation. 


7. (C) Jaishankar sniffed that many elements of the Indian 
team had felt frustration for months about a lack of 
transparency emanating from the U.S. over the efforts in 
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Congress to manage the legislation and within the 
bureaucracy to refine U.S. thinking on various Indian 
proposals. The second element that gave the Indian side 
pause was the fact that the legislation remained tied up in 
the Senate, and its passage would directly affect the 123 
agreement. Many Indian negotiators were reluctant to make 
commitments or compromises on 123 when the Senate\'s 
decisions could shift or alter anything the two sides might 
agree. The talks had been helpful with regard to the 
management of the Indian atomic scientists because they now 
had yet again and in full detail vented their frustration 

about aspects of the legislation that worried them. In 

having done so in such exquisite detail, they now felt that 
the U.S. side genuinely appreciates their nervousness. 


8. (C) When Boucher explained that we had purposely 
avoiding sequencing talks so that we could push ahead on 

all fronts, Jaishankar admitted we had collectively 
underestimated the complexities and there were still large 
problems that needed discussion between the two countries. 
The question of supply assurances remained binding in the 
House text, Section 106 restricting trade in enrichment and 
reprocessing technology remained unresolved, programmatic 
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consent for reprocessing spent fuel was a problem, and, 
collectively, these matters could be negotiated for a whole 
year if both sides let it. To avoid that fate and the ire 

of our respective political masters in Delhi and 
Washington, India would work on a counter draft. The 
details touched on many conceptual, emotional, 
psychological sensitivities for the Indians, especially due 
to the raw nerves that still lingered because of fuel 
supplies to Tarapur back in the 1970s. \"You don\'t know 
what it\'s like to be pressured by you,\" smiled Jaishankar. 
The Myth of Tarapur had taken on a life of its own, such 
that even the atomic scientists had a distorted view of 
what had actually happened, and sought a watertight 
agreement as a result. Whenever Jaishankar implored them 
not to seek iron-clad solutions, they clung to their 
orthodoxy. Boucher commented that he understood the 
underlying sentiments, but the scientists also needed to 
understand that things like tests would also immediately 
kill the political will in the U.S. for the initiative. 


CHINA: RISING DRAGON, HIDDEN AGENDA? 


9. (C) Jaishankar shifted the conversation to China, 
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asking, with the exception of working with America on North 
Korea, are they generally helpful in world affairs? 

Boucher said China was trying to be more helpful in the UN 
-- such as by sending police to Haiti -- but its reluctance 

to coordinate on Sudan or Iran due to energy interests 
remained a frustration. While modestly helpful in 
Afghanistan and by building roads in Tajikistan, the 
Chinese were only at times helpful. However, opined 
Boucher, China still had some distance to go before it 
would be a responsible stakeholder in world affairs. 
Boucher emphasized that it was critical to keep in mind 

that one could not say about China what all are saying 
about India, namely, that the scope for potential 
cooperation is wide open. For example, India and the U.S. 
could cooperate on propagating electoral best practices and 
systems worldwide, but the U.S. could not do so with China. 


10. (C) Jaishankar asked if the U.S. took seriously China\'s 
intentions in the Indian Ocean by cultivating Pakistan and 
Burma to establish a toe-hold on Indian shores. Jaishankar 
admitted it was conceivable to think these actions were not 
part of any grand strategy, but the net effect was the 

same. Boucher said it seemed that much of China\'s actions 
seemed driven by commercial motives, such as the port at 
Gwadar, which was a white elephant because of the situation 
in Baluchistan and the inability to move goods into the 
interior from there. Boucher continued by comparing 
China\'s efforts to secure cheap raw resources in Africa as 

a Marxist take on neo-colonialism. 


11. (C) What remained worrisome, insisted Jaishankar, was 
the Chinese emphasis on infrastructure in Pakistan and 
Burma. The Pakistan-China all-weather road may not be a 
serious trade route, but it unlocked the ability of China 

to ship many other worrisome things to Pakistan. The 
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influx of Chinese into Burma was also worrisome, to which 
Boucher echoed Kyrgyz concerns about similar influxes 
there. Boucher also agreed that the Chinese railroads and 
pipelines into Kazakhstan were not serious vectors for 
trade. Jaishankar agreed on the trade point, arguing that, 
therefore, the alternative hypothesis gains currency. Did 
we understand the full collateral implications of their 
activities, he asked? Boucher countered by explaining 
China\'s obsession with stability, but argued that spending 
large sums on governments such as Uzbekistan\'s and 
Turkmenistan\'s was not necessarily wise. China, he opined, 
was relentlessly investing in bad deals. Due to the 
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stability obsession, China had even argued for preserving 
the King in Nepal in the face of \"anti-government\" (never 
Maoist) forces, he noted, to which Jaishankar acidly 
remarked how times had changed. 


12. (C) Jaishankar commented that the Chinese proposal for 
three way talks with the U.S. and India was \"not serious,\" 
but China and India both shared a desire for stability. 
Boucher argued that Beijing remained averse to change at 
home and abroad because it posed a risk to the Party. 
Jaishankar concluded by remarking that the quality of 
discourse between India and China was in no way comparable 
to discussions with the U.S., with the two great Asiatic 
powers engaging in indirect and obscure formulations to 
mask an open dialogue. Boucher accepted that unless China 
seriously challenged American power and influence, or 
threatened Taiwan, the U.S. was comfortable with the status 
quo, but conceded that India probably still harbored more 
suspicions. 


SRI LANKA: WHAT WILL INDIA DO TO EASE A MURKY SITUATION? 


13. (C) On Sri Lanka, Jaishankar and Boucher agreed that 
the U.S. and India had no choice but to keep plugging away, 
and to remain hopeful while engaging with the Government of 
Sri Lanka in a \"smart and hopeful" manner. Jaishankar 
noted that the \"metrics are always better on paper than in 
reality\" in Sri Lanka. With a robust army, large police, 
paramilitaries -- often comprised of ex-Tiger and other 

entities -- there were entities the government controlled 

and others over which it exercises no control. Boucher 
interjected that President Rajapakse always insists the 

military is firmly under control, to which Jaishankar 

responded, \"What else can he say?\" Former Prime Minister 
Ranil Wickremasingha had disbanded the Deep Penetration 
Strike Force as a sign of good will to the Tamils to permit 
political progress, but the new government\'s attitude 

seemed, asserted Jaishankar, \"We don\'t want to know, and we 
don\'t need to know.\" Continuing, Jaishankar said politics 
there are so murky that the new U.S. and Indian Ambassadors 
in Colombo should speak frequently, just as our Embassies 
have done for years in Kathmandu. 


14. (C) Boucher said the U.S. looks to India to make clear 
how much it wants to be engaged, and how much the U.S. 
should also press. The Sri Lankan government listened to 
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both Delhi and Washington, and the U.S. would certainly 
welcome further Indian involvement, along the lines of 
former Indian Chief Justice PN Baghwati\'s membership of a 
commission to examine human rights abuses. Boucher 
mentioned that in his meeting earlier in the day with 

Ministry of External Affairs Joint Secretary (Bangladesh, 
Burma, Sri Lanka, Maldives) Mohan Kumar, Kumar had gone 
straight to the crux of the matter involving the 

commission: would the members of the oversight panel be 
governmental or non-governmental personalities? Boucher 
continued that while India should make that decision, it 
remained to be seen to what extent India even wanted to be 
involved. 


15. (C) Jaishankar said the Indian formula involved greater 
federalism. However, it was difficult to get the 

government in Colombo to devolve power even to other 
Sinhalese. The government always parses its commitments on 
decentralization to such an extent that practical 

application is watered down. Complicating matters is that 
President Rajapakse hails from the deep south, where 

Sinhala chauvinism remains strong. As long as the extremist 
monks remain a necessary vote-getting machine for Rajapakse, 
the \"incentives will remain mis-aligned.\" In any case, 

affirmed Jaishankar, \"we will plug away to the extent that 

we feel comfortable.\" 


BANGLADESH: BRACING FOR ELECTIONS 


16. (C) Boucher mentioned that India and the U.S. shared 
the same concerns about Bangladesh in the lead-up to 
elections, including about the need to ensure that the 
electoral commission is constituted carefully to minimize 
the risk of violence. The U.S. wanted to stay in close 
coordination with India on Bangladesh as a result. 


NORTH KOREAN SHIP 


17. (C) Boucher mentioned press reports of the 
detention in Mumbai port by Indian authorities of a North 
Korean ship headed for Iran. Jaishankar said he would 
immediately contact the Indian Navy to find out what they 
knew. 


18. (U) Assistant Secretary Boucher cleared this message. 
MULFORD 
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SUBJECT: SECOND DAY OF OPPOSITION BLOCKADE GRIPS BANGLADESH 


Classified By: DCM Geeta Pasi, reason para 1.4 d. 


1. (SBU) Summary. In the second day of the nationwide 
transportation blockade led by the Awami League, one 
demonstrator in Dhaka was killed and several dozen injured. 
Clashes, however, were sporadic, the number of demonstrators 
was relatively modest, and the violence was less than many 
had feared. The caretaker government today mounted a late 
effort to reconstitute the Election Commission to meet a 
principal opposition demand, while the Bangladesh Nationalist 
Party threatens to launch its own program against \"anarchy\" 
tomorrow if the blockade continues. Embassy operations are 
close to normal. End Summary. 


Violence 


2. (SBU) During scattered clashes in Dhaka today between 
police and several thousand demonstrators, one activist was 
killed and another was critically injured when they were 
struck by a police van near the Sonargaon, one of the city\'s 
leading hotels. Enraged demonstrators then burnt several 
vehicles, including a police car, and police fired rubber 
bullets to disperse the crowd, injuring at least ten people. 
Opposition leaders appealed for the \"peaceful\" enforcement of 
the blockade program. The violence near the Sonargaon 
reportedly occurred shortly after President/Chief Adviser had 
transited the area to his office. 


3. (SBU) For a second straight day, demonstrators shut down 
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Chittagong port and effectively all major transportation 
arteries except aviation as part of their \"indefinite\" 
nationwide blockade to protest the caretaker government\'s 
failure to implement an 11-point electoral \"reform\" program. 
Schools and many businesses in Dhaka and other cities 
remained closed, with very light vehicular traffic. 


4. (SBU) In Sylhet, a train was set ablaze, another one was 
derailed in Mymensingh, and rail tracks were removed near 
Siraganj, according to press reports. Inter-city air service 

is functioning, but an airline official told us flights have 
been consolidated due to low passenger demand. 


Military 


5. (C) Late November 12, the caretaker government met to 
consider calling on military support to restore law and order 

and reportedly took several actions indicating deployment was 
imminent. At around 2300 local, however, it released a 
statement denying press reports that deployments were already 
underway and saying that such deployments would occur only 
when necessary. 


Late Effort to Break Impasse 


6. (C) On November 13, Mokleshur Chowdhury, the influential 
press secretary of President/Chief Adviser Ahmed, conveyed to 
Ambassador that Ahmed plans to appoint two additional 

Election Commissioners in a bid to meet Awami League demands 
for a reconstituted Commission. Ahmed, he said, asked 
Ambassador to urge the Awami League to accept this proposal 
as the most he could do constitutionally to change the shape 

of the Commission. Ahmed is reportedly open to suggestions 
from the parties and anyone else on whom he should appoint. 


7. (C) Ambassador reported later to Chowdhury that she had 
informed the Awami League of this proposal and that Awami 
League president Sheikh Hasina is willing to engage with 
government advisers, but Ambassador reiterated her suggestion 
that Ahmed contact Hasina directly. 


8. (SBU) Adviser Hasan Mashud Chowdhury, the former army 
chief who last week went with Ahmed\'s military secretary to 

ask Chief Election Commissioner Aziz to resign, told 

journalists today that the Council of Advisers has approved 

an unspecified initiative to reconstitute the Election 

Commission. A committee has been formed, he said, to discuss 
with the two major parties what he believes are mutually 
acceptable proposals. 
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9. (SBU) At 1500 local, the caretaker government\'s 

information adviser told journalists that government 

officials would meet with the Awami League and the Bangladesh 
Nationalist Party to discuss outstanding issues. 


Embassy Operations 
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10. (SBU) Embassy operations were close to normal today, 
with the great majority of Locally Engaged Staff reporting 

for duty. A liberal leave policy and restrictions on 

personnel movements remain in effect until further notice. 
The area of demonstrator activity closest to the chancery was 
about two kilometers away. 


Counter-Punch? 


11. (SBU) The Bangladesh Nationalist Party has called for 
counter-programs on November 14 to stop what they described 
as \"anarchy\" and a \"conspiracy\" to derail elections. 


Comment 


12. (C) Both major parties are showing unexpected restraint 
thus far. The government has not rushed to call on military 
support or head towards emergency rule; the police, by local 
standards, have been relatively tolerant of demonstrators; 
the Awami League appears cautious about being blamed for a 
humanitarian disaster and conceivably emergency rule if its 
blockade were ruthlessly enforced, and the Bangladesh 
Nationalist Party has largely stayed out of the fray, perhaps 
because it thinks it holds a strong position thanks to its 
political alliances and the basically sympathetic attitude 
shown it by the caretaker government. Nevertheless, 
political pressure not to \"lose face\" is huge, party 

positions on the Election Commission appear diametrically 
opposed, and the next week is likely to be critical. 

BUTENIS 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, ECON, EINV, EPET, ENRG, ET, KE, GE, CH, SU 
SUBJECT: OIL IN SOUTHERN SUDAN - THE STORY OF \"CROOKS AND NANNIES\" 


1. (SBU) Summary: The history of oil exploitation in Sudan has 
been marked by northern domination, killings, displacement, 
community destruction, environmental degradation, arms purchases, 
and accusations of cheating on revenue sharing. To break with this 
legacy, the Government of Southern Sudan (GOSS) is working to 
establish an indigenous oil industry independent of Khartoum. 
Southern initiatives include exploration and production contracts, 

and ambitious plans for refineries and pipelines serving central and 
eastern Africa. Nile Petroleum Company (NilePet), the GOSS-owned 
oil company, has signed international production sharing agreements 
(IPSA) with British, German, Moldovan, Dutch, and Chinese companies. 
The GOSS believes a strong southern oil industry will help them 
enforce the wealth-sharing protocols of the Comprehensive Peace 
Agreement (CPA) and yield more transparency in the oil sector. The 
GoSS also hopes this will allow for either unity with the north on 

more equal terms or independance. End Summary. 


2. (U) The November 1-4, 2006 visit to Juba of a USG-hired oil 
expert, Phil Garrison, and a member of the Sudan Programs Group 
(SPG), Pamela Fierst, provided an opportunity to meet with a wide 
spectrum of GOSS officials, civil society, and private oil sector 
members, and obtain extensive documentation on oil contracts in the 
South. (Note: All documents were provided to SPG Officer Fierst 
for Washington. End Note). As one speaker said in a Freudian slip 
at an oil conference in Juba that coincided with the visit, we must 
look at all the \"crooks and nannies\" to understand the oil situation 

in Sudan. 


General Overview 


3. (U) The GOSS has moved quickly to try to establish an 
independent oil industry that it asserts is consistent with the 
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wealth-sharing provisions of the CPA. The GOSS-owned NilePet has 
signed at least five production sharing agreements for oil 

exploration, development and sales. These controversial contracts 
have created divisions within the GOSS over their legality, their 

lack of transparency, and their ramifications for CPA. Oil experts 
believe that Southern Sudan may cover one of the largest 
under-explored oil basins in the world. Southern Sudan and Abyei 
already account for more than 90 percent of Sudan\'s approximately 
330,000 b/pd of current oil production. 


4. (U) Sudan\'s current oil production is controlled by Khartoum and 

is dominated by three foreign oil companies, all state-owned -- the 

Chinese National Petroleum Company (CNPC), Petroliam Nasional Berhad 
(Petronas, Malaysia) and ONGC Videsh (India). According to a recent 
Wood Mackenzie report, Sudan is the largest overseas operation for 

all three of these companies. 


5. (U) In addition to its production agreements, the GOSS has begun 
to explore prospects for a pipeline to \"connect to the Kenya-Uganda 
pipeline somewhere in Uganda\" and then transport refined oil to 
Mombasa, according to one official. Others speak of building a 

pipeline to Matadi in the Democratic Republic of the Congo. The 
GOSS sees NilePet eventually supplying an African market which 
includes southern Sudan, parts of Ethiopia, Somalia, Kenya, Uganda, 
Northern Tanzania, Rwanda, Burundi, Eastern DRC and Central African 
Republic. 


Southern Sudan Players 


6. (SBU) NilePet: NilePet was established in 2003 as a subsidiary 

of the \"New Sudan Public Corporation,\" which was itself created by 
the \"Civil Authority of the New Sudan\" (CANS) under the Chairmanship 
of then-Vice Chairman of the SPLM, Dr. Riek Machar. The legal 
status of CANS is uncertain. NilePet was subsequently incorporated 
in Yei, southern Sudan in July 2004. NilePet\'s purpose was to 
facilitate the development of the mining industry of \"New Sudan,\" 
including the petroleum industry, and to find partners with 

appropriate technical and financial resources. In 2004, the CANS 
awarded NilePet all unassigned blocks in southern Sudan. This 
includes the enormous superblock B, which Khartoum awarded to a 
Total-led consortium in 1980. The GOSS claims block B was available 
because the Total contract had expired and was not renewed until 
December 2004, after they had given the block to NilePet. NilePet\'s 
directors are Dr. Bullon Bol, a petroleum engineer; Kuol Manyang 
Juuk, Government of National Unity (GNU) Minister of Transportation; 
and Simon Kun Puoch, a current member of the National Petroleum 
Commission and Director of the South Sudan Relief and Rehabilitation 
Commission (SSRRC). Since the signing of the CPA in January 2005, 
NilePet has become wholly-owned by the GOSS. 
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7. (SBU) White Nile Limited (WNL): WNL is registered in the 
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Guernsey Islands and traded on the Alternative Investment Market 
(AIM) of the London Stock Exchange since February 2005. It owned 
equally by NilePet and the Central African Mining and Exploration 
Company (CAMAC). A \"shell company,\" it acquired oil exploration 
rights from NilePet for Block Ba, a GOSS-created section of block B 
that Total believes has the greatest potential. WNL has no oil 
expertise or proven development capacity, but it may be able to 
deliver significant returns for the GOSS. NilePet\'s initial capital 
ownership share value of WNL was USD 27.9 mil the day before its WNL 
agreement went public; it reportedly jumped to USD 279 the day 
after. 


8. (U) WNL and Total are currently in litigation in the UK over 

Block B, which Total continues to claim as part of a consortium 

which includes Marathon Inc. and Kuwait Petroleum. WNL asserts that 
its claim is based on the August 2004 CANS award to NilePet. Total 
was originally awarded Block B by Khartoum in 1980 but abandoned 
this huge area of savannah and marshland when war erupted in 1983. 
Total pulled out in 1984 following the killing of one of its workers 

but kept paying the north an annual fee to maintain its claim. 

Total then renewed its contract with Khartoum in December 2004, just 
before the signing of the CPA. While the CPA states existing oil 
contracts cannot be renegotiated, because the NilePet deal preceded 
the Total renewal, GoSS officials claim their deal is the valid 

existing contract. 


9. (SBU) SET Energy Gmbh (SET)/Industrial and Financial Group ASCOM 
S.A. (ASCOM): SET is a German company headquartered in Hamburg, 
while ASCOM is a Moldovan company. This consortium signed an IPSA 
with NilePet on June 28, 2005, covering Block 5b, a block that 

Khartoum had previously assigned to a Petronas-led consortium. 

ASCOM has already brought in drilling rigs and other heavy equipment 

and has reportedly begun construction of an airstrip to access its 

block. 


10. (SBU) Shaanxi Yan Chang Petroleum Group (SYC): SYC is a 
partnership between the Provincial Government of Shaanxi and Yan 
Chang International, Ltd (YCI), a Hong Kong-based company. NilePet 
signed an IPSA with SYC for block Bc, a GOSS-created sub-block on 
the southern edge of superblock B, in November 2005. SYS is also 
preparing a feasibility study for the design, construction and 

operation of a 150,000 b/pd refinery in the south and is interested 

in the production of liquefied natural gas (LNG). 


Column 3 

11. (SBU) Apex Petroleum N.V. (APEX) and Supex Petroleum N.V. 
(SUPEX): APEX and SUPEX, based in Curacao, each signed separate 
contracts with NilePet in 2005 for Blocks Dc and 7S respectively. 
These blocks were previously unassigned by the north. 


12. (SBU) Taken together, Nilepet has already netted signing 
bonuses from these contracts totaling at least USD 25 million, the 
majority of which is purportedly being held in international banks. 
The contracts provide fairly generous terms for the GOSS over time, 
high quotas for training and employing southern Sudanese, large 
amounts of funding for community development projects, and strong 
environmental protections. The contracts also give the government 
of the producing states 7 percent of net revenues, more than the 2 
percent provided for under the CPA. 


13. Nevertheless, there are rumors and recriminations among senior 
SPLM members who want an accounting of the bonuses paid and more 
transparency in the deals. Many suspect Vice President Riek Machar, 
among others, of profiteering, although a key minister, albeit with 
reported ties to Machar, assured CG Juba officials that the bulk of 

the funds are banked. Several GOSS contacts have asserted that 
President Salva Kiir has ordered these contracts nullified, but 

there is no evidence that such an order has been carried out. The 
SPLM leadership says they have set up an investigative committee to 
get more answers on oil deals. Many in the party admit the deals 

lack transparency, but assert that the SPLM had the right to sign 
these contracts and say they want to handle the corruption issues 
internally. 


CPA Compliance: Blame to go Around 


14. (SBU) The GOSS asserts that its contracts are legal under the 
CPA, as they cover areas controlled by the SPLM/A before January 
2005 and not otherwise assigned (they did not recognize Total\'s 
continuing claim before the new contract in 2004). Other contracts, 
GOSS claims, are justified post-CPA as falling under the Interim 
Southern Sudan Constitution Article 183 (2) which allows for the 
\"development and management of . . . petroleum development in 
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Southern Sudan in consultation with the relevant communities, within 
the overall framework of petroleum development during the interim 
period. \" 


15. (SBU) The GOSS also argues that because NilePet was awarded all 
unassigned blocks in 2004, its agreement is an existing oil contract 
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under the CPA and not subject to renegotiation or ratification by 

the National Petroleum Commission (NPC). The GOSS position is that 
it will, however, submit its contracts for review by the NPC to 

determine how much \"profit oil\" is available for division between 

the Government of National Unity, GOSS, and the Oil Producing States 
of Southern Sudan. 


USG Help Sought 


16. (SBU) The GOSS is seeking USG technical assistance to help them 
develop policies and capacity to monitor existing northern oil 

contracts and participate fully in the NPC when it becomes 

operational. Southern officials question the usefulness and 

objectivity of a Norwegian oil advisor who consults with both 

Khartoum and the south. The Garrison/Fierst visit provided insight 

into potential areas of assistance that would be supportive of the 

CPA. There are growing concerns that oil could become the source of 
separation or renewed violence. A full trip report is being 

prepared by the USG oil expert for Washington\'s review. 


HUME 


85362 

RR RUEHHM RUEHLN RUEHMA RUEHPB 

DE RUEHLO #7916/01 3171150 

ZNR UUUUU ZZH 

R 131150Z NOV 06 

FM AMEMBASSY LONDON 

TO RUEHC/SECSTATE WASHDC 0413 

RHEFHLC/DEPT OF HOMELAND SECURITY WASHINGTON DC 

RUWDQAC/COMDT COGARD WASHINGTON DC//G-Cl/G-L/G-LMI/G-P/G-PS/G-R/G-RP/G- 
RUEAWJA/DEPT OF JUSTICE WASHINGTON DC//CRIM-CTS, NDDS, OIA/CIVIL-ENRD// 
RUCPDC/NOAA EDS WASHINGTON DC 

RUEKJCS/SECDEF WASHDC 

RULSDMK/DOT WASHDC 

RUEHZN/ENVIRONMENT SCIENCE AND TECHNOLOGY COLLECTIVE" "UNCLAS SECTION 01 ( 


SIPDIS 
SIPDIS 


STATE PLEASE PASS TO IO/IOC FOR D. QUEEN, OES/OA, OES/OLP, L/OES, 

L/LEI, EB/TRA/OTP, L/UNA, S/CT, UT 

DOD FOR OUSDP/PDUSD 

DOD PLEASE PASS TO CODE 10 OF US NAVY 

DOJ FOR CRIMINAL DIVISION, OFFICE OF INTERNATIONAL AFFAIRS, 
COUNTERTERRORISM SECTION, AND NARCOTICS AND DANGEROUS DRUG SECTION 
AND FOR CIVIL DIVISION, ENVIRONMENT AND NATURAL RESOURCES DIVISION 

DEPT OF HOMELAND SECURITY PLEASE PASS TO TSA 


Column 3 
TSA FOR GENERAL COUNSEL 


SIPDIS 

NOAA FOR GENERAL COUNSEL 

DEPT OF TRSY PLEASE PASS TO CUSTOMS 
CUSTOMS FOR OFFICE OF INTERNATIONAL AFFAIRS 
DEPT OF TRANSPORTATION FOR C-10 AND C-20 
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E.O. 12958: N/A 

TAGS: IMO, EWWT, AORC, ASEC, UK, PTER 

SUBJECT: INTERNATIONAL MARITIME ORGANIZATION (IMO) REPORT OF THE 
NINETY-SECOND SESSION OF THE LEGAL COMMITTEE, PARIS, OCTOBER 16-20 
2006. 


1. SUMMARY: The International Maritime Organization (IMO) Legal 
Committee held its 92nd session in Paris, France at UNESCO, October 
16-20 (LEG 92), under the chairmanship of Professor Lee-Sik Chai 
(Republic Of Korea). The Legal Committee discussed, among other 
issues, the Draft Wreck Removal Convention (DWRC), provisions of 
financial security relating to the Athens Convention Protocol, and 
voluntary guidelines for the fair treatment of seafarers. The 

Committee re-elected Professor Lee-Sik Chai as Chairman for 2007 by 
acclamation and also by acclamation elected Mr. Kofi Mbiah (Ghana) 
and Mr. Walter de Sa Leitao (Brazil) as Vice-Chairmen. END 
SUMMARY. 


2. DELEGATION INFORMATION: Delegations from sixty-eight (68) 
States, associate member Hong Kong, along with twenty (20) other 
intergovernmental and nongovernmental bodies, including the 
International Labour Organization, attended LEG 92. The United 
States delegation for LEG 92 consisted of Captain Chuck Michel, U.S. 
Coast Guard (Representative); Lieutenant Commander Laurina 
Spolidoro, U.S. Coast Guard (Alternate); and the following advisers: 
Lieutenant Commander Bud Darr, U.S. Coast Guard; Lieutenant Lonnie 
Kishiyama, Department of Homeland Security Office of the General 
Counsel; Mr. Robert Blumberg, Department of State, Bureau of Oceans 
and International Environmental and Scientific Affairs; Mr. Gregory 
Linsin, Department of Justice, Environment and Natural Resources 
Division; Mr. Stephen Miller, Department of State, Office of 
Transportation Policy; Mr. Walter Rabe, U.S. Coast Guard; Special 
Agent John Cornett, U.S. Coast Guard Investigative Service; Ms. 
Lizabeth Burrell, Maritime Law Association of the United States; Mr. 
Douglas Stevenson, Center for Seafarers\' Rights, Seamen\'s Church 
Institute. 


3. DRAFT WRECK REMOVAL CONVENTION (DWRC): 

This Convention is being drafted in order to create a uniform scheme 
for States Parties to take measures established under the Convention 
to remove wrecks posing a hazard in the Exclusive Economic Zone of a 


Column 3 

State Party. The Convention provides for compulsory insurance and 
direct action against the insurer. The negotiations have been 
ongoing for well over ten (10) years and continued at LEG 92. 


A. The DWRC will be taken to a Diplomatic Conference in Nairobi, 
Kenya from 14 to 18 May 2007. Two suggestions, discussed 
informally, for Chairmanship of the Dip Con include Mr. Gaute 
Sivertsen (Norway) and Mr. Mark Gauthier (Canada). The IMO 
Secretariat welcomes other suggestions. 


SIPDIS 


B. The Committee conducted an article-by-article review of the 

draft text considering and approving most of the editorial 
amendments proposed by the Secretariat and the lead delegation of 
the Netherlands in the annex to LEG 92/4. The text for the 
diplomatic conference will be prepared and circulated by the 
Secretariat as soon as possible. The Committee also considered the 


SIPDIS 

substantive issues raised in written submissions to the Committee. 
As discussed below, two significant substantive changes will be 
reflected in the text for the diplomatic conference. The text of 
paragraph 2 of article 13 will be placed in square brackets, 
following lengthy and controversial discussions of provisions to 
allow States to opt to extend the scope of all or portions of the 
DWRC to a coastal State\'s territory and territorial sea. Article 16 
will incorporate by reference the compulsory dispute settlement 
mechanisms in Part XV of the United Nations Convention on the Law of 
the Sea, 1982 (UNCLOS). 


C. Article 11(1) - terrorism exemption. The International Group of 

P and | Associations (P and | Clubs) and the International Chamber 

of Shipping (ICS) proposed to exempt shipowners from liability for 

acts of terrorism by amending article 11(1)(a) to include the word 
\"terrorism\" as a complete defense. LEG 92/4/4. The Netherlands and 
the U.S. were in favor of retaining the current base text, but some 
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delegations supported the exemption. The issue remained unresolved 
as the Chairman noted that without a Member Government proposal to 
modify the text, it would remain unchanged, and the issue is likely 

to be raised again at the diplomatic conference. 


D. Article 16 - mandatory dispute settlement. 


(1) Italy and Germany proposed two alternative amendments to 
article 16 concerning the settlement of disputes. LEG 92/4/1. The 
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first would incorporate the mandatory dispute settlement mechanism 
in Part XV of UNCLOS. The second would require submission of 
disputes to the International Tribunal on the Law of the Sea 

(ITLOS). Some delegations, including the U.S., preferred to leave 
the draft text unchanged. The ITLOS option was rejected, and the 
Chairman invited Italy and Germany to work with interested 
delegations to revise their proposed text to take into account 
concerns raised about the complexity of importing UNCLOS Part XV. 


(2) The new proposal, in LEG 92/WP.6/Rev.1, was adopted over 
explicit objections from the U.S. and several other delegations that 
the Committee had not taken a decision to amend the current text of 
article 16. 


(3) Delegations that supported maintaining the current text, some 

of whom could accept alternative text as a compromise, included: 
Argentina, Turkey, Cyprus, U.S., Panama, Ecuador, Ukraine, the 
Bahamas, the Netherlands, China, Liberia, Sweden, India, Republic of 
Korea, Belize, Ghana, the Philippines, Nigeria, Denmark, U.K., and 
Algeria. The Secretariat reported a tally of those who intervened: 
twenty-one (21) spoke in favor of the current text; twenty-nine (29) 
spoke in favor of the first option, five (5) or six (6) of whom 

preferred the current text; eight (8) spoke in favor of the second 

option. When the compromise text in LEG 92/WP.6/Rev.1 was accepted 
by the Chairman, the U.S. and several other delegations (Turkey, 
Panama, Cyprus, and Liberia) intervened to state their understanding 
that a decision had not yet been taken to amend the current text. 
Several other delegations sided with the Chair\'s recollection that a 
decision had been taken, and the U.S., Panama, and Cyprus requested 
to have their objections noted in the report. 


E. Extension of the scope of the Convention. 


(1) Norway, Italy, and Denmark proposed two alternatives to extend 
the scope of the Convention beyond the Exclusive Economic Zone (EEZ) 
into a coastal State\'s territory, including the territorial sea. 

LEG 92/4/3. The first alternative was a mandatory extension of the 
scope of the Convention through an amendment to the definition of 
\"Convention Area.\" The second alternative was in the form of an 
opt-in provision that would allow States Parties to apply the 

provisions of the DWRC to their territory, including the territorial 

sea as against the world, including States Parties and potentially 

non States Parties (see below discussion regarding Article 17) who 
have not similarly opted-in. The second alternative included 
consequential amendments to other provisions in the DWRC, including 
the definitions of \"Convention Area\" and \"ship.\" 


(2) Debate on this issue was lengthy and contentious with Cyprus, 
the Netherlands, and others calling for a vote on the issue of 

whether to amend the current base text. As a compromise, the Chair 
accepted a subsequent proposal from Denmark to place article 13(2) 
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in square brackets for the diplomatic conference and invite 
interested delegations to meet in London 12-16 March 2007, and by 
correspondence to further consider the issue and to develop text 
that might be more acceptable. 


(3) During the review of the draft report, there was significant 
debate over whether a majority of the Committee had preferred to 
keep the current base text rather than amend it. It was recalled 
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that out of twenty-eight (28) delegations who spoke, fifteen (15) 
had preferred to keep the present text, but some of those 
delegations could accept some kind of opt-in provision. In the end, 
it was decided that the report would indicate that although a slight 
majority favored retaining the current text, the Committee was 
divided. 


F. Article 17 - application to non States Parties. The U.S. 

proposal to amend the text of article 17 to provide that the 
Convention does not purport to alter rights of non Parties under 
customary international law was supported by Japan, Turkey, Peru, 
and Brazil. Cyprus and Argentina expressed concerns with the 
Convention\'s application to non States Parties if the scope of the 
Convention is extended to the territorial sea or internal waters. 
Canada, Greece, and most of the other delegations stated that the 
U.S. proposal was not necessary because it is self-evident, under 
article 34 of Vienna Convention on the Law of Treaties 1969, that 
States cannot be bound without their consent. Canada added that 
including the U.S. proposed language would be harmful in that it 
would call into question the customary international law codified in 
article 34 of the Vienna Convention for treaties that did not 

contain similar language. The U.S. then requested that it be 
reflected in the report that the Committee had decided that the DWRC 
does not bind and cannot be applied to non-Parties who have not 
consented to be bound, in accordance with the Vienna Convention on 
the Law of Treaties. 


4. PROVISIONS OF FINANCIAL SECURITY/CREW CLAIMS: The Legal 
Committee encouraged the Joint IMO/ILO ad hoc Expert Working Group 
on Liability and Compensation regarding Claims for Death, Personal 
Injury and Abandonment of Seafarers to continue its work on finding 

a longer term sustainable solution to the problem. The Joint 

Secretariat was invited to schedule a meeting for the sixth session 


SIPDIS 
of the Joint Working Group. 


5. PROVISIONS OF FINANCIAL SECURITY/ATHENS CONVENTION: The Legal 
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Committee adopted Guidelines for implementation of the Athens 
Convention as proposed by Norway in LEG 92/WP.5. The Guidelines 
encourage States to ratify the Convention with a reservation 

allowing States to issue and accept insurance certificates 

certifying that cover for terrorism liability, in the war risks 

market, is available and limited to SDR 250,000 per passenger up to 
a total of SDR 340,000,000 per ship, per incident and further 

limiting carrier liability for acts of terrorism to the same amount. 

The U.S. intervened to reiterate our procedural treaty law concerns 
with employing a standard reservation clause to amend important 
terms of the 2002 Protocol and our position that carriers should not 
be exempt from liability for acts of or related to terrorism without 
regard to fault. Although several delegations, including Denmark, 
acknowledged that the Diplomatic Conference had decided that 
carriers should not be exempt from liability for terrorism, the 
prevailing view was that the compromise Guidelines were necessary to 
allow States to ratify the 2002 Protocol and presented the best 
possible current solution to the problem of the market\'s inability 

to meet the compulsory insurance requirements of the Protocol. 


6. FAIR TREATMENT OF SEAFARERS: As decided at LEG 91, the Legal 
Committee convened an ad hoc Working Group to review the Guidelines 
on Fair Treatment of Seafarers in the Event of a Maritime Accident 

that entered into effect on 1 July 2006. The Working Group was 

tasked to consider concerns raised by Governments at LEG 91 and 

during the intersessional period. 


A. The Working Group considered the issues noted in the paper 
submitted by the U.S., Canada, Spain, the Netherlands, and France. 
LEG 92/6/2. Although some delegations, including the U.S., believed 
there was agreement on the proposal of the International Chamber of 
Shipping (ICS), the International Shipping Federation (ISF), and the 
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International Confederation of Free Trade Unions (ICFTU) in LEG 
92/6/4 at paragraph 6, to amend a wage provision in the Guidelines, 
the report concluded that the Working Group was unable to reach 
consensus on any amendments to the Guidelines. The Chair of the 
Working Group, when introducing the report, explained that there had 
in fact been agreement in the group on the wage proposal. LEG 
92/WP.7, para. 6.9. 


B. Due to time constraints, the Committee did not approve the 
revised terms of reference for the Joint IMO/ILO ad hoc Expert 
Working Group on Fair Treatment of Seafarers in the Event of a 
Maritime Accident and agreed to retain the item on the agenda for 
the next Legal Committee meeting in the fall of 2007. 


Column 3 

C. The U.S. intervened to state that we cannot fully implement the 
Guidelines and supported continuing review of the Guidelines by the 
Legal Committee. The Netherlands also intervened to state that 
because the Guidelines were not amended, they would continue, until 
a solution is found, to interpret the wages provisions in a way that 

is consistent with their domestic law in order to implement the 
Guidelines. 


7. TECHNICAL COOPERATION ACTIVITIES RELATED TO MARITIME 
LEGISLATION: The Director of the Technical Cooperation Division 
proposed, in LEG 92/9/1, to report on the Technical Cooperation 
sub-programme related to maritime legislation biennially rather than 

on a semi-annual basis. The Committee decided that, for the time 

being, it is preferable to receive the reports semi-annually. 


8. BIENNIUM ACTIVITIES WITHIN THE CONTEXT OF THE ORGANIZATION 
STRATEGIC PLAN: After some discussion noting the need for a clear 
programme of work and benchmarks to measure progress, the Legal 
Committee approved the Secretariat\'s proposed planned outputs for 

the Committee in part 2 of the annex to LEG 92/10. The Committee 

also approved amendments to the Guidelines on Work Methods and 
Organization of the Work of the Legal Committee accounting for the 
Strategic Plan of the Organization, annex 2 to LEG 92/10, and 

requiring the establishment of intersessional Correspondence Groups 
when Working Groups are formed, LEG 92/10/1. The revised Guidelines 
will be issued as LEG.1/Circ.4. 
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1. Summary: Kenya has made minimal progress in its efforts 
to combat trafficking in persons (TIP), but there are 

ambitious plans for the near future. Senior GOK officials 
acknowledge the gravity of the TIP problem in Kenya, and 
have expressed support for the establishment of a Steering 
Committee to develop a National Plan of Action and to 
coordinate anti-trafficking efforts. The Ministry of Home 
Affairs has taken the lead in organizing and coordinating 
activities at the district level, but these activities have 

yet to bear the full hoped-for harvest. End Summary. 


Recent Arrests, Investigations, 
or Prosecutions of Traffickers 


2. In August, two police officers were suspended from duty 
over a suspected child trafficking syndicate operating 
between Kenya and Uganda. However, the officers were 
reinstated to active duty pending disciplinary action from 
Police Headquarters, which has yet to be meted out. The 
officers, based at Endebess Police Station in Trans-Nzoia, 
were interdicted after they allegedly helped a suspected 
child trafficker escape from custody. The suspect was 
subsequently re-arrested on August 27 trying to sneak an 
allegedly stolen child to Uganda. We are still trying to 
discover the fate of the alleged trafficker and will 

follow-up with any such information via septel. 


Tracking Anti-trafficking Law Enforcement Efforts 
Throughout the Country 


3. The Kenya Police Service (KPS) has been working on 
tracking trafficking cases in the coast region, especially in 
Mombasa, and in the Rift Valley, but there is still no 

evidence of a comprehensive countrywide coordinated effort. 
A lack of awareness of human trafficking-related issues among 
law enforcement officials throughout Kenya continues to 
severely undermine the KPSVs ability to properly identify and 
track human trafficking cases. 


Steps to Establish a National TIP Working Group 
National Plan of Action 


4. The various ministries and government departments with 
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TIP-related responsibilities expressed strong support for the 
development of a National TIP Steering Committee. The 
International Organization for Migration (IOM) has funding to 
support the establishment of the Committee, the National 
Action Plan, and training for implementation, with the 
Ministry of Home Affairs taking the lead role for the GOK. 
IOM has hosted several large stakeholders\' meetings, and 
Government agencies are currently determining which one 
should convene the initial meeting. Post has, in conjunction 
with IOM, offered to facilitate the first such meeting, 
preferably before end of December 2006. 


Status of the Human Trafficking Unit 


5. No further information has been forthcoming about the 
operational effectiveness of the Human Trafficking Unit 

(HTU). Minimal efforts have been taken to strengthen its 
anti-trafficking efforts. Among the items to be addressed at 
the planned government inter-ministerial meeting is the 
proposal to make the HTU accountable to the National Steering 
Committee. 


Efforts to Enforce the Code of Conduct 


6. The Kenya Hotel Owners Association, Coast Branch, 
recently told Ambassador Ranneberger that the majority of all 
Coast hotels had signed the ECPAT Code of Conduct against 
child sex tourism (CST). However, the hotels in Malindi, 
which is one of the centers for CST, have not yet signed up. 

It is envisaged that the Code of Conduct will also be 
presented to hotels in Nairobi as well as hotels in other 
Kenyan towns. Private beach cottages and villas in Malindi, 
which have been suspected of conducting underhand businesses, 
have now been forced to obtain hotel licenses and are subject 
to examination by government inspectors. 


Embassy Procedures to Assist Suspected Trafficking Victims 


7. Embassy officials plan to refer any suspected trafficking 
victims we may become aware of to civil society organizations 
providing various forms of assistance to trafficking victims. 
Additionally, we will inform the relevant Kenyan government 
authorities of the alleged trafficking case and work with 

them to ensure an investigation is conducted. 


Forthcoming TIP Legislation and Awareness 
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8. The Trafficking in Persons Bill drafted by NGOs is now 
being re-drafted at the Attorney General\'s Office. Although 
the Attorney General\'s office assured a recent meeting of the 
NGO TIP Network that the Bill would be ready by the end of 
the year, this seems unlikely given the numerous other 
crucial bills that are in queue for discussion by Parliament. 


9. The Kenyan media, especially the government-owned Kenya 
Broadcasting Corporation, has reported cases of suspected 
human trafficking. One such recent case involves a female 
worker who had been held illegally in Saudi Arabia, and who 
managed to return to the country in October. We plan to 
support civil society to conduct national and community-level 
awareness-raising activities through radio, print materials, 

and community workshops. 


10. We have attended training sessions for journalists with 
the aim of increasing both the quantity and quality of local 
coverage of trafficking-related issues. The results are very 
encouraging, as there has been a marked improvement in 
reporting TIP matters. Post continues to cooperate with 
civil society in advocacy and follow up for the enactment of 
counter trafficking legislation that was presented to the 
Attorney General\'s Chambers in May 2006. Post hopes to 
continue its support for specialized training targeting 
police, judiciary, immigration officials, and health workers. 


Ambassador Hosts Anti-TIP Forum 


11. On November 13, 2006, Ambassador Ranneberger hosted a 
forum for key foreign donors and potential donors who deal 

with TIP matters to discuss priorities, strategies, and areas 

for collaboration to advocate for sustained Kenyan government 
action to combat TIP in Kenya. The Embassy representatives 
and international organizations agreed to establish a working 
group to coordinate and focus their efforts with GOK agencies 
and NGOs. 

RANNEBERGER 
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SUBJECT: AN INTRODUCTORY MEETING WITH COMMUNIST LEADER 
SITARAM YECHURY 


REF: KATHMANDU 3024 
Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary: In a November 13 meeting with PolCouns, 
CPI(M) leader and ideologue Sitaram Yechury expressed a 
desire to maintain regular relations with the Embassy. With 
a straight face, Yechury was adamant that good relations 
benefited both India and the US and had moved beyond the 
stage of partisan politics. He then listed a number of 

issues where the US and the CPI(M) were in agreement, 
including: the Civil Nuclear Agreement, and the need for 
peaceful settlements in Sri Lanka and Nepal. He also implied 
that the CPI(M) may be willing to accept investment by 
WalMart in India, if the company accepted unionization of its 
Indian outlets. Yechury sees a domestic political situation 
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in which both Congress and the BJP are in decline, with the 
formation of a Left-dominated \"third front\" government all 
but inevitable. Citing events in Latin America, Yechury 
expressed his belief that the Left was ascendant everywhere 
and that his party was part of a world-wide process that 
would rein in the excesses of \"neo-liberalism\" and address 
deep-rooted poverty. He apparently feels that his party 
needs to cultivate cordial ties with the USG to keep the 
process moving. Yechury is the most flexible of the senior 
Communists in the CPI(M) in Delhi, and this conversation 
revealed he is someone with whom we can have a sustained 
dialogue. End Summary. 


An Amiable Meeting 


2. (SBU) On November 13, PolCouns and Poloff made a courtesy 
call on CPI(M) leader and ideologue Sitaram Yechury in his 

New Delhi office. For over an hour, Yechury reviewed foreign 
policy, political and economic issues, and concluded by 
expressing his willingness to meet with Embassy 

representatives on a regular basis. 


Relations With the Big Powers 


3. (C) Stating repeatedly that \"relations with the big 

powers are a foregone conclusion,\" Yechury was gratified that 
India enjoys good relations with China, Russia and the U.S., 
even though his party remains deeply suspicious of 
Washington. He opined that the recent US midterm elections 
would not affect the growing ties between India and the US, 
stating that there is a \"continuum\" in the relationship that 
transcends partisan politics both in India and the US. 
Relations with these big powers are \"fixed\" in any case and 
do not pose serious problems for New Delhi. Yechury\'s big 
concern is that India is Wsurrounded by failed states,\" 
making regional relations much more problematic. 


Positive on the Nuke Deal 


4. (C) Calling the US/India civil nuclear deal \"settled,\" 
Yechury emphasized that it is \"in the interests of everyone,\" 
both India and the U.S., and hoped that it could be passed 
quickly by the U.S. senate in its upcoming \"lame duck\" 
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session. He said the Prime Minister had addressed all of the 
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CPI(M)\'s concerns with his August 17 address to the 
Parliament. 


Consensus on Nepal 


5. (C) Yechury insisted that India and the U.S. were reading 
from the same sheet of music on Nepal. He welcomed PolCouns\' 
assertions that the USG wanted to support the recent 
agreement between Maoists and the government. Confirming 
that he would be traveling to Nepal on November 15, Yechury 
revealed that the CPI(M) had pressed the Maoists to accept UN 
mediation and come to an agreement with the GON. He asserted 
that the CPI(M) wants the UN to oversee the process, as it 
would lend it \"legitimacy and credibility." PolCouns replied 
that effective arms management may require a high-level UN 
mandate, adding that entry into the political process 

requires the Maoists to put aside their arms. Yechury 
suggested that the Maoists remain fearful that their enemies 
will exact revenge if they disarm while leaving the Nepalese 
Army and police fully armed. Yechury claimed that he 

recently assured Nepalese Maoist leader Prachanda that UN 
oversight will provide the necessary protection. While in 

Nepal, Yechury plans to urge the Maoists to convert their 
military forces into a GON paramilitary force. He suggested 
that they could provide much needed \"forest protection\" that 
would prevent Nepalese forest mafias from destroying the 
environment. Yechury pointed out that it has taken the 

CPI(M) over two years to convince the Maoists to lay down 
their weapons and accept a negotiated settlement, and the 
party now hopes to craft a coalition between the Maoists and 
Communists that will grant it a sizable number of 

parliamentary seats to balance an expected Center/Left 
coalition. 


As Well as Sri Lanka 


6. (C) Yechury noted that the CPI(M) agrees with the USG 
that a peaceful settlement is required in Sri Lanka and that 
there is no military solution to the conflict. He pointed 

out that his party has long called for a solution that would 
provide \"maximum autonomy within a united framework.\" 
Yechury said this was far different from the position of the 
two leading Sri Lankan political parties that called for a 
\"unitary state,\" which he said was nothing less than an 
expression of \"Sinhala Chauvinism.\" He further emphasized 
that the CPI(M) has called on the GOI to stop all deliveries 
of lethal materials to Colombo, as they only prolong the 
bloodshed. 


Column 3 
Implied Willingness to Accept Walmart 


7. (C) During a discussion of retail trade, Yechury 
acknowledged that both Indian and foreign retailers were 
planning to make large investments in India. He appeared 
intrigued when he learned that WalMart is currently 
purchasing over USD one billion from Indian suppliers, 
primarily textiles for sale in stores around the world. 

Stating that the CPI(M) did not differentiate between foreign 
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and domestic firms when it came to large retail operations, 
Yechury pointed out that WalMart recently agreed to allow 
unionization of its many Chinese employees, and that he hoped 
this would set a precedent for the rest of the world. 


Unhappy with Uttar Pradesh 


8. (C) Conceding that the opposition in Uttar Pradesh had a 
point that the law and order situation there is bad and 
deteriorating, Yechury opposed the pending proposal to 
dismiss the Samajwadi (Socialist) Party (SP) government and 
declare President\'s rule, stating that it is now too close to 

the March, 2007 elections. Any move by New Delhi to dismiss 
the UP government, he said, would be widely interpreted as 
undue interference in the election process. Yechury felt 

that the GOI was likely to dismiss the government, as it 

would benefit Congress, but would not do so until after the 
next session of Parliament, which is set to begin on November 
22. He pointed out that the Indian Constitution requires 
Parliament to approve the imposition of President\'s rule 
within \"six months,\" but by the time it comes up for a vote, 
the election will have already taken place with the SP 
government likely voted out of office. Although the SP and 
CPI(M) have an electoral agreement in UP, Yechury was quick 
to dismiss the party as having \"long deviated\" from its 
\"socialist principles,\" while granting that it has suborned 

the police and interfered with free elections. 


History is on Our Side 


9. (C) Domestically, Yechury was confident that India was 
heading for a future \"third front\" government and that the 
CPI(M) would likely be a key player. He opined that Congress 
would have difficulty maintaining its current level of 

support over the medium to long term, and would likely lose 
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seats in the future. Under such a scenario, Congress would 
have no choice but to support a third front government 
dominated by the Left. He dismissed the prospect of a return 
of the declining (and dreaded) BJP to power as \"highly 
unlikely.\" 


In Latin America and Around the World 


10. (C) Yechury depicted the recent round of leftist 

electoral victories in Latin America as the harbinger of big 
changes to come, not just in Latin America, but in Asia and 
around the world. He pointed out that Latin America had 
swung left because of its bad experience with 
\"neo-liberalism\" and its discovery that economic 
liberalization would have to be done in a humane way that 
truly benefited the poor and did not lead to concentration of 
wealth. Warming to his subject, Yechury maintained that the 
end-result would be a new \"social order\" that addressed the 
issue of poverty and ensured economic benefits to everyone, 
and that it did not matter which party was responsible. 
Stating that the issue had gone beyond parties, it no longer 
matter what a party was called as long as it delivered the 
goods. 
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Comment: A Pragmatist in an Ideological Party 


11. (C) Yechury represents the \"pragmatic\" wing of the 
CPI(M) and is less doctrinaire than Party General Secretary 
Prakash Karat. He demonstrated his pragmatic streak 
throughout the meeting, maintaining an amiable and friendly 
countenance and stressing areas of agreement between his 
party and the USG. Starting with the civil nuclear 

agreement, Yechury made it clear that the CPI(M) wants 

cordial relations with the US and that the Agreement is one 

of several issues where it will not persist in challenging 

the UPA government. Yechury tried to make it clear that the 
CPI(M) is working hard to rein in the Maoists (both in India 

and Nepal) and ensure that they renounce violence and adopt a 
parliamentary/democratic approach. He also wanted to 
demonstrate the amount of leverage the CPI(M) enjoys over GOI 
foreign and economic policy, claiming credit for the GOI 
approach on Nepal and Sri Lanka. Yechury implied that his 
party will demand unionization as the price for the entry of 
WalMart and other US retailers into India\'s retail market. 
Yechury and other Communist leaders are historic determinists 
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who see the march of history on their side, see vindication 

in the sweep of Left electoral victories in Latin America and 
foresee similar developments in South Asia. They believe 
that things are only going to get better for them and that it 

is \"inevitable\" that they come to power in the future. As 

such, they have decided to cultivate the USG and open a clear 
line of communication with the Embassy. We will keep talking 
to Yechury. 


12. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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SUBJECT: BELGIAN NUCLEAR ENERGY REASSESSED 


REF: A. BRUSSELS 2249 
B. BRUSSELS 2945 


1. (SBU) SUMMARY. Pressed by global energy concerns and 
climate change targets, Belgium is reassessing the country,s 
use of nuclear energy and its future energy policy options. 
Although current law commits Belgium to decommissioning its 
nuclear-powered generating installations from 2015-2025, 
media, business and political circles are focusing attention 

on the costs and alternatives, and several studies point 
toward rethinking the decommissioning policy. 


2. (SBU) Comment: Belgium,s challenge is to align political 
will with environmental, economic and financial realities. 
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While Federal elections in May 2007 will impede reaching a 
definitive decision, the timeframe for considering 

alternatives before action must be taken to implement current 
law is fast shortening. The weakened economic liberal 
parties may not be up to the task of forging a consensus on 
electric power for the next 30 years. End Summary. 


3. (SBU) Belgium is second only to France among EU countries 
in terms of its dependence on nuclear-sourced electric power. 
55 percent of Electrabel,s capacity comes from the seven 
nuclear generating plants in Belgium, and Electrabel supplies 
over 90 percent of the country,s electricity. While nuclear 
power stations are less than 40 percent of installed 

generating capacity, their reliability and cost advantages 
permit them to cover over half the country,s electricity 
demand. When Green parties were part of the governing 
coalition back in January 2003, the Federal Parliament passed 
legislation committing Belgium to backing out of nuclear 
power starting in 2015. Following the Federal election in 

the May 2003, the Greens were ousted from the coalition. 
However, the ruling liberal-socialist government has not 
pressed openly for reversing the policy, both because it is 
enshrined in a Royal Decree and to avoid losing support from 
the socialist parties in the coalition who have not favored 
nuclear energy. 


4. (U) Over the past year the future of nuclear power in 
Belgium has been the focus of numerous media articles, a 
Ministry of Economy study (not yet publicly released), and an 
independent public policy research study by the Jean Gol 
Center (which has ties to the liberal party). Intimations by 
federal and regional ministers of finance, economy and energy 
about the value that nuclear power offers Belgium have tested 
the waters of public opinion, but the federal government 

itself has studiously avoided tackling the issue head-on. 
Recent publicity about climate change and the costs Belgium 
faces in trying to meet its Kyoto Protocol targets have 

pushed nuclear energy to the front pages. The widespread 
electricity blackout in Germany, France, and Belgium on 
November 4 further also prodded Belgians to reconsider the 
reliance on foreign suppliers for the Belgian grid that would 
only increase if the nuclear power option was foreclosed. 


5. (U) Overall, the new studies of Belgium,s energy sector 
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indicate that, in terms of energy security, Belgium would be 
worse off by withdrawing from nuclear power. Belgium is 
already dependent on imports for 76 percent of its energy 
needs, more than France (50 percent) or Germany (62 percent). 
Moving from nuclear to fossil fuel for generating 

electricity would increase dependency on imports. Importing 
gas from Norway and the UK for electricity generation would 
leave Belgium vulnerable to the coming drop in North Sea 
production; starting imports from Russia would add new 
vulnerability and put Belgium in competition with Germany and 
other users farther up the pipeline. Importing gas from 
Algeria and Libya (already marginal suppliers) would increase 
trade and political dependence on those countries. Domestic 
coal, a low-grade sulfurous product, is an available and 
secure energy source, but its practical use awaits real 
progress on clean coal technologies. While EU and US 
research to develop new clean energy technologies is 
progressing, whether such technology will be economically 
feasible by 2015 is uncertain. 


6. (U) Environmentally, Belgium has little hope of meeting 
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its Kyoto CO2 gas emissions targets if it switches from 
nuclear to fossil fuel generating plants. At present, 

Belgium is straining to reduce its CO2 emissions to 7.0 
percent below its 1990 level. Gas-fueled alternatives might 
produce two to three times more emissions than those 
currently produced from electricity generation. Coal 
generation with current technology would be worse. Renewable 
technologies exist, but not cheap or plentiful enough to meet 
demand. Belgium,s few hydroelectric options are already 
fully exploited, and account for only 5 percent of 

electricity needs. Investments in wind power along the 
Belgian coast are underway, but are capital intensive, 
unpopular with local residents, and require fossil fuel 
back-up facilities. Bioethanol fuel can be created, although 
one energy expert confided to Econoff that this process 
actually consumed more energy to produce than it replaced in 
imported gasoline. Total renewable and alternative energy 
generation is projected to provide only 8 percent of total 
electric energy consumption by 2010 ) nothing that will 
compensate for losing over half of the national capacity if 
nuclear plants are shuttered. Flemish Minister of 
Environment Kris Peeters conceded recently that achieving 
Belgium,s Kyoto objectives would be inconceivable if the 
nuclear energy option were excluded. 


7. (U) Economically, price stability is best assured by 
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minimizing oil and gas imports. Belgian businesses pay 
electricity rates above those in France (11.16 cents/kilowatt 
hour versus 9.05), but lower than those in Germany (13.34). 
Belgian electricity rates have fallen by 5 percent since 

2000, their relative stability versus other forms of energy 

has been due to the low level of imports needed to supply the 
national grid. Belgium,s Employers\' Federation (FEB/VBO) 
and the local American Chamber of Commerce have listed high 
energy costs as a competitiveness concern for operating in 
Belgium. Greater uncertainty in Belgium,s electricity rates 
with the closure of nuclear plants would not enhance the 
Belgian investment climate. 


8. (U) Despite the fact that the European Atomic Energy 
Community (EURATOM) was one of the founding institutions that 
motivated European countries to organize the supranational 
mechanisms that evolved into today,s European Union, EU 
policy input regarding nuclear energy is slim. The demise of 

a European consensus in the 1980s about nuclear energy,s 
desirability left the Commission little basis for action in 

the field. Nuclear energy policy is chiefly the domain of 

the member states, coordinated through international 
organizations such as the IAEA. EU policy initiatives 

regarding nuclear power have focused on safety and waste 
management issues. Nonetheless, the EU Greenpaper on Energy 
Supply, issued March 8, 2006, distinctly kept nuclear energy 
open as an option for those states that wished to pursue that 
technology. 


9. (SBU) Having little guidance from the EU, Belgium has 
continued to pursue security of its electricity supply 

through nuclear power. Since establishing its first reactor 
and nuclear research center in 1955, Belgium has built and 
operated seven nuclear power reactors, and in 1986 developed 
the mixed-oxide reprocessing technology to produce fuel rods 
from plutonium dioxide and uranium dioxide. The nuclear 
industry directly employs over 6,000 Belgians, and another 
35,000 work for Tractebel, the engineering firm allied with 
Electrabel. The contribution of the nuclear industry to 
Belgium\'s energy security and price stability in a nation 
devoid of most resources is significant. Belgium,s Federal 
Planning Office foresees domestic electricity demand growing 
at the rate of 1.2 percent annually until 2030. The Gol 

Report observes that the planned decommissioning of all 
nuclear plants from 2015-2025 would create a gap in the 
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nation,s energy supply and significantly change Belgium,s 
energy context. Greater dependence on imports of gas, oil or 
low-sulfur coal would be the natural result, with the 

attendant political risk. No one overtly advocates for 

nuclear power; it simply remains the only realistic option 

left. 


10. (SBU) Belgian media report that replacing over 5800 
megawatts of generating power starting in 2015 would entail 
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20 billion euros of investment, depending on the type of 
generating plants to be constructed. The business sector and 
the Gol Report agree that creating the right mix of 

investment incentives, tariff policies, and regulations will 

be essential to assure the country enough power in the future 
through private sector investment. Revising the 2003 law on 
decommissioning has also been proposed by some; extending the 
useable life of existing nuclear plants to 50 or 60 years may 

be considered. A projection by the Federal Planning Office 

of Belgium claims new nuclear facilities would cost the 

economy 0.6 percent of GDP annually in 2030; with replacement 
gas turbine/cogeneration facilities, the cost to the economy 
would be 2.7 percent of GDP, and an added drawback of 38 
percent higher CO2 emissions than Belgium emitted in 1990, 
the Kyoto baseline. 


11. (SBU) While none of the reports come down squarely 
against present Belgian policy to phase out nuclear energy, 

in terms of political and economic sustainability 

(reliability and cost), environmental sustainability (reduced 
emissions), and social sustainability (affordability) they 

all clearly opt for including nuclear power generation in the 
future. Less than nine years remain before decommissioning 
of Belgium,s nuclear capacity should start; the timeframe is 
tight for investment and construction of alternatives. The 
challenge for Belgium,s leaders is to align political will 

with environmental, economic and financial realities. 

Federal elections in May 2007 will impede decisionmaking, as 
politicians will avoid this hot issue during their campaigns. 

In general, Belgian socialist parties and green parties 

oppose nuclear power, while conservative Christian democratic 
parties (CD&V and CDH) back it. This leaves the politically 
troubled liberal parties (Flemish VLD and Francophone MR) in 
the balancing and coalition-building role, a difficult task 

for a weakened political team. 
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Korologos 
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Deputy Polcons on 9 November delivered reftel demarche to MFA 
Director for EU affairs, Livia Rusu. Rusu said she 

appreciated the points, but noted that Romania would likely 
continue to join the EU consensus at the upcoming GAERC 
meeting. 

Taubman 
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TAGS: KCRM, PREL, PTER, LE, SY 

SUBJECT: LEBANON: HARIRI PREPARED TO PASS TRIBUNAL, 
EXPECTS SHIA RESIGNATIONS AND VIOLENCE 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1. (C) The Ambassador and Econoff met with Saad Hariri on 
November 11 to discuss the results of that morning\'s national 
consultations and the March 14 coalition\'s plans. Hariri 
reported that the coalition is unified, will not back down in 
refusing to give the pro-Syrians and Aoun a blocking 
minority, and intends to approve the UN tribunal drafts on 
Monday. Hariri predicted that the Shia cabinet ministers 
would resign, and that Lebanon was likely to see additional 
bombings and assassinations soon, as Syria and its allies 
feel more threatened by the approval of the tribunal. A half 
hour into the meeting, one of Hariri\'s staff announced that 
the Shia cabinet ministers had resigned. Finally, Hariri 
asked for greater U.S. military assistance to Lebanon. End 
Summary. 


MARCH 14 REMAINS UNITED, DETERMINED 


2. (C) the Ambassador began by congratulating the March 14 
coalition for holding fast and making Hizballah think twice 
about taking to the streets. Hariri commented that the March 
14 coalition indeed remains solid, the Prime Minister is 

Vvery strong,\" and the group will fight \"all the way" to 

retain Justice Minister Charles Rizk. 


3. (C) Responding to to the Ambassador, Hariri reported that 
the March 14 coalition is not working to split Aoun away from 
Hizballah. At the same time, they can see that Aoun\'s 
followers don\'t want to be a part of street violence and 

there is some potential for a split in the Aoun camp. Hariri 
criticized Aoun for being inflexible and having a history of 
alliance with the Syrians. Hariri had been serious about 
offering Aoun inclusion in the cabinet, giving him four seats 
and expanding the cabinet to 30. He believes that many 
Christians are asking the Maronite Patriarch to tell Aoun to 
accept just four cabinet slots, but Aoun is unwilling to 
compromise. Hizballah pretended to support Aoun for the 
presidency, but before the war Nasrallah had told Haririri 
that he would never trust Aoun. There is no new hope for a 
change in the presidency, and control of the presidency is 
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another reason why Hizballah and Aoun insist on a blocking 
minority (one third of the cabinet plus one). 


4. (C) Hariri said that he now has absolutely no dialogue 

with Hizballah. He tried to see Hassan Nasrallah at the end 
of Ramadan but Nasrallah refused him. \"I\'ve tried to find a 
solution, and in this showdown with Hizballah, my conscience 
is clear,\" Hariri remarked. \"We tried to find a way to work 
with them in the government and they fought to stay with 
Iran.\" 


SAAD PREDICTS RESIGNATONS, 
VIOLENCE, TRIBUNAL PASSAGE 


5. (C) Hariri predicted that pro-Syrian cabinet ministers 
would resign on Saturday, without specifying grounds for 
their resignation, and expected Syrian-ordered bombings and 
assassinations to follow. A half hour into the meeting with 
the Ambassador, one of Hariri\'s staff interrupted the meeting 
with the news that the five Shia cabinet ministers had 
resigned from the cabinet. Hariri immediately commented, 
\"this is all for the tribunal.\" Hariri favored the idea that 

PM Siniora not accept the resignations, commenting that the 
ministers leaving the government at such a time of national 
crisis is \"unacceptable.\" Such people can\'t be trusted with 
a blocking minority. He also vowed to proceed with Monday\'s 
cabinet meeting and passage of the interntional tribunal 
legislation. 


6. (C) Hariri said the tribunal is the first real move 

against Syria under the current government, and will create a 
new mood in the country. Short of killing Siniora, nothing 

can stop the cabinet from signing the draft legislation on 
Monday. The document has been officially circulated and 

added to the cabinet agenda. Although Lahoud may not come to 
the cabinet meeting in an effort to cripple it, the cabinet 

will override the President\'s objection and the resignations 
won\'t disrupt the cabinet\'s 2/3 majority. Hariri attributed 

the withdrawal of Russian objections to the tribunal 
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documents to French President Chirac\'s influence. 


7. (C) Hariri worried that increased radical allegiance to 
Hizballah since the war could be translated into allegiance 

to Iran, which would be dangerous if Khamenei issues a fatwa 
to bring down the GOL. Hizballah knows that street action 
will lose for the party all that it has gained in the Arab 
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world but, Hariri wondered, will Hizballah prompt this 
nonetheless? Hizballah is now seeking GOL guarantees that it 
will not try to disarm Hizballah\'s forces, rather than 

seeking the personal guarantees of individual leaders that 
previously satisfied them. 


U.S. ASSISTANCE NEEDED 


8. (C) Hariri urged that the U.S. take action against Syria 
(\"move the Sixth Fleet offshore Latakia and see what 
happens\"), and asked what the U.S. was prepared to do if 
bombings and assassinations started again. He urged more 
U.S. aid to the LAF. He is planning to accompany a 
parliamentary delegation to visit Congress, and suggested 
that the U.S. send a naval presence to Lebanon to intimidate 
Hizballah and prevent it from acting.\" He also asked that 
U.S. officials \"be bullish\" on Paris Ill, urging that pledges 
be twice as large as at Paris Il. 


COMMENT 


9. (C) Rumors are circulating in Beirut that Hariri had 
made -- and then broke -- a deal with Nabih Berri and 
Hizballah (via MP Mohammed RaVad) that, in return for Shia 
support of the special tribunal, Hariri would get March 14 
leaders on board for conceding a blocking minority to the 
Shia and Michel Aoun. With us, Hariri absolutely rejected 
the concept of giving up the blocking minority. We don\'t 
know what the truth is. It is plausible that the impetuous 
Hariri would have been so ill-advised as to offer such a 
trade-off and then faced rejections by Jumblatt, Siniora, and 
others. But it is equally plausible that the pro-Syrians are 
planting such a story knowing that it will be believed and 

will contribute to resentment against Hariri by all sides. 
FELTMAN 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PGOV, PREL, PTER, EAID, MARR, AF 

SUBJECT: RASSOUL REVIEWS AFGHAN SECURITY SITUATION WITH 
BOUCHER 


Classified By: Ambassador A/DCM ASimmons for reasons 1.4 (B) and (D) 


1. (C) National Security Advisor Rassoul used his November 8 
meeting with Assistant Secretary for South and Central 
Affairs Richard Boucher to review Afghanistan\'s evolving 
security situation, which he characterized as generally 
improving due to NATO operations in the South, but still 
affected by developments on the Pakistan side of the border. 
He expressed concerns about the Musa Qala agreement, 
particularly if there were calls for it to be duplicated in 

other districts. He agreed on the importance of working 
closely with Pakistan on cross-border security, intelligence, 
and plans for the cross-border jirgas. Boucher briefed 
Rassoul on discussions in Islamabad, including assurances 
that President Musharraf is willing to do what is needed to 
enforce the North Waziristan Agreement. Rassoul said 
priority is being given to building up Afghanistan\'s 
inadequate and overstretched security forces, and welcomed 
the prospect of greater assistance. He told Boucher that the 
Policy Action Group (set up to deal with the security threat 

in the southern provinces) is proving to be an effective 
means to produce coordinated and effective action. The focus 
in now on delivering more at the local level. End Summary. 
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2. (C) Afghan National Security Advisor Rassoul\'s November 8 
meeting with Assistant Secretary Boucher focused on a review 
of the security situation, particularly in the four southern 
provinces (Helmand, Kandahar, Uruzgan, and Zabul) where, 
after a \"hot summer\", there seems to be an improvement. 
Rassoul gave credit for the shift to NATO\'s successful 
operations, particularly Operation Medusa. He said Medusa 
was successful for two reasons. First, militarily, the 

Afghan National Army performed well despite being 
ill-equipped. Second, Medusa fostered increased confidence 
and trust among the Afghan people toward NATO. Prior to 
Medusa, many doubted the capabilities of NATO. Canada was 
slow in getting up to speed, but the Medusa successes 
provided a psychological boost. Rassoul said the challenge 
now is ensuring the Afghan National Security Forces move in 
behind NATO operations to provide stability and security. 
Standing up more Afghan National Police and Auxiliary Police 
forces and moving more visibly on reconstruction and 
development are key priorities in the Policy Action Group. 


4. (S) Rassoul expressed concern over the increased frequency 
of suicide bombings, particularly in Kandahar. The 
Government was analyzing the root causes. One reason for the 
increase was that Operation Medusa had effectively dismantled 
the enemy\'s logistics and command and control system, causing 
it to resort to more asymmetric tactics. Rassoul reported 

that many would-be suicide bombers had been arrested while 
crossing the border -- from Waziristan to eastern 

Afghanistan, and then to Kandahar. He expressed hope that 
the Pakistan side would do more to disrupt the flow. Since 

Eid the government had noted a decrease in the suicide 
attacks, and there is a sense the situation in Kandahar is 
coming under control, with businesses returning. 


5. (S) Rassoul characterized Uruzgan province as \"stable at 
the moment.\" He noted the Dutch maintain a presence while 
U.S. Special Forces conduct operations. The situation has 
improved over the last six months. Rassoul described Zabul 
as another stable province, but one that had to be watched 
carefully. He noted that Romania had taken over the 
Provincial Reconstruction Team and that a small group of U.S. 
Special Forces was patrolling in the province. 


Helmand Province and Musa Qala 
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6. (S) Rassoul hightlighted Helmand as a \"problematic area.\" 
The security situation is better than two months ago, but the 
government is watching the Musa Qala deal closely. Rassoul 
said he had sought assurances that it is a \"genuine deal\" 
with tribal leaders in charge rather than \"something else\" (a 
deal with the Taliban). He said there were different views 

on Musa Qala, but the important point was that Musa Qala was 
a special case which should not be duplicated in other 
districts. Boucher underlined that the test would be whether 
the agreement becomes a vehicle for introducing government 
authority and creating an environment for allowing 
reconstruction and development into the area. 


7. (S) Turning to eastern Afghanistan, Rassoul said the 

region was better than before, particularly in Konar where 
roads and schools were being built. He remained concerned, 
however, about the North Waziristan Agreement as attacks 
continue to come from across the border. Boucher pointed out 
that the increase in attacks occurred before the agreement 
was signed but have stayed at a high level. He said the deal 
was not a failure, but could not be called a success. 

Rassoul agreed that it was not a success and said Kabul would 
continue to closely monitor developments in the east. 


8. (S) Rassoul reported that Afghanistan is working more 
closely with Pakistan on security questions. At the same 
time, the government will use the quieter winter months to 
prepare for a possible increase in the insurgency next 
summer. The goal is to use reconstruction and development 
projects to create a more stable political and security 
situation. 


9. (S) As a complement, the government is working hard to 
build up the Afghan National Army. The priority is to 
\"Afghanize\" the fight against terrorism. This will require 
outside help, as the Afghan National Army is currently 
overstretched and police numbers and skills are still a 
problem. Boucher said that close coordination will increase 
prospects for success. As NATO clears an area, Afghan 
security forces should move in to provide stability, allowing 
reconstruction and development, education, and services to be 
developed. He explained that Washington was currently 
reviewing priority areas and was hoping to do as much in as 
many areas as possible. 


Column 3 
Assurances Boucher Heard in Pakistan 


10. (S) Boucher briefed Rassoul on his November 7 meeting 
with President Musharraf. He described his discussions as 
\"frank\" and said that Musharraf understands that the 
Waziristan agreement is not successful, although he is 
determined to make it work. This would mean more military 
action, especially if the U.S. or Afghanistan could provide 
intelligence. Musharraf had said he wanted to build up the 
authority of the tribal elders who have lost out to the 

military, and that he was determined to gain control of the 
border. Boucher had told Musharraf that closing the border 
would not be feasible and suggested to him that the question 
be discussed in military channels. He told Rassoul that the 
U.S. was becoming more economically involved in the tribal 
areas. 


11. (S) Rassoul stated that closing the border was not 
supportable politically or from a practical standpoint. He 
described the real problem as not the border itself, but the 
madrassas that were producing the terrorists who were coming 
across with the many legitimate travelers. Fencing will not 
help if the training of extremists and radicals continues. 
Rassoul reiterated that the solution must be to get to the 


KABUL 00005444 003 OF 003 


root causes. Boucher explained that he discussed both issues 
with President Musharraf. In response to a question from 
Boucher, Rassoul agreed that refugee camps were also a source 
of terrorism, especially those in the Izlami and Peshawar 

areas. 


12. (S) In response to Boucher\'s query, Rassoul said there 
was not yet much progress on the intel exchange agreed to in 
Washington in September, but he did report the process had 
started. Rassoul reported on his meetings with his Pakistani 
counterpart Aziz whom he invited to visit Afghanistan. He 
said they had \"spoken freely without provoking each other\". 
Rassoul regretted the public posturing between the two 
Presidents at the Washington tripartite meetings, but said 
President Karzai had to respond to provocation in order to 
maintain credibility with the Afghan public. Rassoul saw a 
need for more bilateral discussions as a complement to those 
in the tripartite military channels. Boucher noted that the 

key issue that both countries shared was trying to extend 
governance on both sides of the border. Rassoul will be 
inviting Azziz to visit Afghanistan after November 16, when 
the Pakistani side hopes to meet to work out ideas for the 
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jirgas. (Note: According to Rassoul, Aziz does not like to 
fly, so the meeting will likely take place in Jalalabad.) 


13. (S) Boucher said there appeared to be two different 
conceptions of the cross-border jirgas developing and urged 
discussions to begin immediately before differences get 
locked in. He reiterated that the U.S. was willing to help, 
but encouraged Rassoul to work directly with his Pakistani 
counterparts. 


14. (S) Rassoul said Afghanistan needed U.S. help \"because we 
want the jirgas to work.\" President Karzai is focused on 
creating a climate for discussions that will bring about real 
results. This involves a central role for tribal chiefs, 

backed by national authority. Rassoul explained that the 
tribal chiefs have played an important role for thousands of 
years, encouraging moderate, secular civil society, including 
controlling mullahs. While this role has been undermined to 
some extent, the jirgas are an opportunity to revive this 

role and are the best means to bring radicals who are behind 
the violence under control. 


15. (C) Rassoul saw the Policy Action Group process (set up 
earlier this year to address the security crisis in the 

South) working quite well. He said it had been producing 

good results. The weekly meetings served as an important 
coordination mechanism and Rassoul himself was in charge of 
ensuring follow-up and implementation. President Karzai\'s 
attendance once a month ensured that key issues and decision 
were brought to his attention. The group was now working to 
deliver more at the local level. Boucher responded that we 
saw the group as a good mechanism for turning policy into 
action. Rassoul agreed, noting that in the past it was a 

talk shop with little action but was now focused on 
implementation of its four pillars: security, development, 
governance, and communications. 


16. (U) This cable was cleared by Assistant Secretary Boucher. 
NEUMANN 
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E.O. 12958: DECL: 08/30/2011 
TAGS: PGOV, PREL, SNARR, MARR, KJUS, ASEC, KCRM, HA 
SUBJECT: A/S PATTERSON PUSHES FOR COOPERATION WITH GOH 


Classified By: Classified by Ambassador Janet A. Sanderson for reasons 
1.4(b) and (d). 


1. (C) Summary. INL A/S Anne W. Patterson urged increased 
cooperation on law enforcement and intelligence gathering to 
combat narcotics trafficking through Haiti during her 
meetings on November 3 with President Preval and senior GoH 
and MINUSTAH officials. Repeatedly referring to the 1997 
illicit maritime drug traffic agreement between the U.S. and 
Haiti, Preval indicated that he expected the U.S. to prevent 
drugs entering Haiti and evinced impatience with and 
less-than-thorough understanding of the need for bilateral 
cooperation to conduct interdictions. A/S Patterson 
re-iterated that successful international counter-narcotics 
efforts were the result of painstaking and long-term 
collaboration. She also urged the GoH to consider ways to 
remove Haitian narcotics trafficking suspects to the U.S. in 
the absence of a legal instrument to extradite Haitian 
nationals from Haiti. The Minister of Justice replied that 

the matter was \"under consideration.\" The director general 
of the Haitian National Police (HNP), Mario Andresol, 
reported that he had initiated a process to \"certify\" the 
identity of each HNP officer in the field; UN-led vetting and 
certification of HNP officers would begin with the completion 
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of that process, starting with himself. He explained that 

HNP special units accompany MINUSTAH forces on patrol in Cite 
Soleil, but estimated that he needed 250 officers stationed 

in Cite Soleil to maintain a permanent presence. MINUSTAH 
officials thanked A/S Patterson for assistance to UNPol and 
the HNP and asked her to provide more Creole speaking 
American UNPol officers. The generally good news A/S 
Patterson received on the security front, from preparations 

for upcoming elections to the improving situation in Cite 

Soleil, reflects progress made by the HNP under Andresol and 
the indispensable impact of our INL programs. The disjointed 
exchange with Preval, however, illustrates the need for 
determined diplomacy at the highest levels of the GoH to 
provide a realistic picture of how meaningful 

counter-narcotics cooperation must proceed. End Summary. 


President Preval 


2. (C) A/S Patterson, accompanied by the Ambassador, 
Polcouns, and post\'s Senior Police Advisor, met on November 
3 with President Preval, Prime Minister Alexis, and Minister 

of Justice Magloire at the presidential palace. A/S 

Patterson highlighted the importance of the USG assistance to 
the police and praised the leadership of DG Andresol. She 
stressed the importance of proceeding with vetting of HNP 
officers, and argued for closer cooperation among the GoH, 
the HNP, and DEA and U.S. law enforcement to develop 
intelligence against powerful trafficking organizations 

within Haiti. To that end, she urged the GoH to consider 

ways to transfer Haitian nationals indicted in the U.S. to 

face U.S. justice, not only to remove the threat they posed 

to Haiti, but to develop further intelligence to use against 

other traffickers. A/S Patterson stressed that the U.S. 

could not by itself shut down the transshipment of narcotics 
through Haiti and that progress could only be achieved 
through painstaking law-enforcement collaboration. 


3. (C) President Preval cited \"frustration\" regarding the 
continued problem of narcotics transiting Haiti. Citing the 
1997 cooperation agreement, which he signed during his first 
administration and allows U.S. forces to pursue, search, and 
seize, vessels suspected of transporting narcotics in Haitian 
territorial waters, Preval asked why the U.S. had not made 
more progress in interdicting narcotics arriving in Haiti. 
(Comment: This has become a theme in Preval\'s discourse 
regarding the U.S. In another setting he recently noted that 
the U.S. was \"good at catching the boats with people, but 
didn\'t seem to care about the boats with drugs.\" End 
Comment.) Interrupting the justice minister\'s discussion of 
the extradition/removal issue at one point, Preval 
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rhetorically asked his minister what good changing Haitian 
law would be if the U.S. could not increase interdictions. 
He expressed skepticism that the HNP could effectively 
challenge narcotics trafficking within Haiti, downplaying the 
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role of the anti-kidnapping unit, and referring to 

allegations against the HNPYs second ranking officer. (Note: 
Post will report the details of charges against 

investigative police director Michael Lucius and his ongoing 
dispute with judicial authorities septel. End Note.) 


4. (C) Minister of Justice Magloire expressed his 
appreciation for U.S. law-enforcement assistance, 
particularly support for the Haitian coast guard. Magloire 
outlined plans to establish an inter-ministerial task force 

to better combat illicit trafficking and control the ports 

and border with the Dominican Republic and his intention to 
re-establish a special intelligence unit to police the 
international airport in Port-au-Prince. He indicated his 
ministry was \"considering\" the issue of removing Haitian 
nationals to the United States for prosecutions, noting the 
Haitian constitution prohibited the extradition of Haitian 
nationals. In the meantime, he hoped to establish 
specialized courts and judges to deal with the most serious 
trafficking offenses. Magloire raised the issue of 
deportations, claiming that criminal deportees from the 
United States seriously contributed to criminality in Haiti. 


Police Chief Andresol 


5. (C) HNP Director General Andresol reported that the HNP 
was completing a registration of HNP officers throughout 

Haiti in advance of the vetting process, which would begin 
shortly, starting with himself and other senior officers. He 
pronounced himself satisfied with the HNP reform plan drafted 
in conjunction with MINUSTAH, and pointed to better relations 
with MINUSTAH since the arrival of Deputy UNPol Commissioner 
for Reform Richard Warren. Implementation of the reform 
plan, he stated, was a chance to create a \"professional 

police force,\" which Haiti had never had and an opportunity 
remove many unprofessional officers from its ranks. 


6. (C) Andresol accepted A/S Patterson\'s congratulations on 
the improvement of HNP performance and his own leadership. 
Andresol responded that progress was slow and cited a myriad 
of difficulties in improving HNP performance. Officers were 
under equipped and stations were understaffed. The HNP\'s 
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special units, crowd control (CIMO) and SWAT, were coming 
under increasing pressure to perform a variety of tasks as 

they were his most reliable and best-equipped units. CIMO and 
SWAT patrolled with MINUSTAH in Cite Soleil as they were the 
only units with armored vehicles. In order to maintain a 
permanent presence in Cite Soleil, he would require roughly 
250 fully equipped regular officers, which he did not have. 

In the meantime, he had to divert CIMO and SWAT units from 
their regular responsibilities. 


MINUSTAH 


7. (SBU) Acting SRSG David Wilmhurst, accompanied by 
MINUSTAH political chief Gerardo Lechevalier, provided A/S 
Patterson a list of concerns on the security front that they 
asked the USG take into account in formulating its 

assistance. Wilmhurst highlighted the contribution of 
Creole-speaking UNPol officers within the U.S. contingent and 
asked that the U.S. increase their number. He pointed to 
Haitian lack of capacity to control its ports and borders, 

citing the arrival the previous day of a cargo ship from 

Boston in the port of St. Marc that had unloaded its cargo 
without any government inspection. He also asked for more 
information sharing between MINUSTAH, the GoH, and the U.S. 
to better monitor this kind of traffic. Wilmhurst underlined 

the enormous impact kidnapping had on the security climate, 
leading A/S Patterson to agree that kidnapping had a 
particularly adverse impact on foreign investment and tourism. 


8. (SBU) In a separate meeting, senior members of the U.S. 
UNPol contingent told A/S Patterson that they had witnessed 
progress related on a number of fronts. Security cooperation 
with the HNP for the first two rounds of elections worked 
well and they expected and the security plan for the third 
round on December 3 was well along. A trainer reported that 
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INL-funded in-service training in Cap Haitien and Les Cayes 
concluded successfully. HNP officers were motivated and 
eager to improve their capacity. An officer advising CIMO 
reported that the specialized units comprised dedicated 
officers and that on the whole the HNP had mostly capable 
officers. 


Comment 


9. (C) A/S Patterson\'s visit underscored both the progress 


Column 3 

and remaining challenges in rebuilding the HNP. On the verge 
of disintegration in the aftermath of Aristide\'s departure in 
February 2004, the HNP is now present on the streets of 
Port-au-Prince and directly contributing to the improved 
security atmosphere as a direct result of our training and 
assistance. Though MINUSTAH efforts to mentor and implement 
reform have been more halting, MINUSTAH has also achieved 
significant successes, particularly in training the HNP\'s 
specialized units. The challenge to closer cooperation 
remains with senior government officials, beginning with the 
president. Preval witnessed first-hand the destruction of 

the HNP as an institution under Lavalas leadership and is 

still skeptical that they will ever have the capacity or be 
sufficiently rid of corruption to tackle powerful criminal 

interests in Haiti. We need to continue to impress on Preval 
that his government must allocate sufficient resources to the 
HNP to make it self-sustaining, and to support and encourage 
the honest officers within its ranks. Most importantly, we 

need to make clear to Preval and his security team that 
neither the U.S. nor any other international partner can help 
address narcotics, arms and other trans-national crime in 

Haiti without functioning Haitian law-enforcement 

institutions and pro-active collaboration of GoH officials. 
Cooperation on the removal of Haitian nationals to the U.S. 

to face criminal charges is one of the most important 
benchmarks of that collaboration, and post will follow-on A/S 
Patterson\'s visit to attempt to secure GoH cooperation. 


SANDERSON 
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E.O. 12958: DECL: 11/09/2016 
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OFFICIALS 

SUBJECT: FOREIGN MINISTER CITES MILITARY COOPERATION AS 
SIGN OF STRENGTH OF BILATERAL RELATIONS 
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Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


1. (C) Foreign Minister Shaikh Khalid bin Ahmed Al Khalifa 
told the Ambassador November 6 that Bahrain\'s participation 
in the late October Proliferation Security Initiative Leading 
Edge was a sign of the strength of the U.S.-Bahrain 
relationship. He noted that Iranian Foreign Minister Motakki 
had asked to visit Bahrain during the exercise but the GOB 
had refused, saying it was too busy at that time. Shaikh 
Khalid was pleased to learn that Bahrain had now formally 
joined the combined naval coalition patrolling the Arabian 
Sea and Gulf. The Ambassador expressed disappointment that 
former Secretary Albright\'s October visit had not resulted in 
a path for NDI to return to Bahrain. The Minister said 

Bahrain would continue to work with NDI and indicated that 
the GOB was not pleased with the management of NDI\'s 
potential partner, the Bahrain Institute for Political 
Development. In response to the Ambassador\'s suggestion, 
Shaikh Khalid said that he would talk to the Crown Prince 
about leading a business delegation to the United States to 
promote the free trade agreement. The Minister said he would 
visit Moscow soon, and the first item on the agenda is 
Russia\'s position on Iran, which \"is making us 
uncomfortable.\" End Summary. 


2. (C) Ina November 6 meeting covering several subjects 
(septels), Foreign Minister Shaikh Khalid bin Ahmed Al 
Khalifa told the Ambassador that Bahrain\'s participation in 
the late October Proliferation Security Initiative exercise 
Leading Edge, which took place in the Gulf off the coast of 
Bahrain, was a sign of the strength of U.S.-Bahraini 
relations. Bahrain\'s relationship with the United States, 
Shaikh Khalid said, was its most important in the world, and 
Bahrain would continue to work with the U.S. as an ally, 
partner, and friend. \"This is His Majesty\'s (King Hamad) 
view, and our policy,\" the Minister declared. 


3. (C) Shaikh Khalid noted that some allies in the region, 
notably Kuwait and Saudi Arabia, had shied away from Leading 
Edge. The Kuwaiti chief of staff\'s statement \"puzzled us.\" 

If he did not want to come, that is fine, Shaikh Khalid said, 
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but he did not have to talk about it publicly. The 

Ambassador indicated that Kuwait may have stayed away because 
of Iranian pressure, noting that Foreign Minister Motakki 

visited Kuwait just two days after the exercise. Shaikh 

Khalid said that Motakki had also wanted to visit Bahrain, 

during the exercise, but the GOB had refused, saying it was 

\"too busy\" at that time. 


4. (C) The Ambassador stated that Navcent\'s ties to Saudi 
Arabia were improving and that the Saudi government was 
cooperating with Navcent to protect oil facilities following 

the recent threat. He also noted that Bahrain had now 

formally joined the combined naval coalition patrolling the 
Arabian Sea and Gulf. Shaikh Khalid said he and the GOB were 
very pleased to be the first in the Gulf to be a part of the 
coalition. 


5. (C) The Ambassador expressed his disappointment that 
former Secretary Albright\'s October visit had not resulted in 

a path for NDI to return to Bahrain. Shaikh Khalid pledged 
that the GOB would continue to work with NDI, saying it had 
not cut relations. The problem, however, was not NDI, but 
that \"ten similar organizations from other countries\" would 
want to work in Bahrain under the same conditions as NDI if 
they were permitted to do so. (Note: Bahraini officials 

often mention Iran in this context.) The Minister said that 

after Bahrain\'s (November 25 and December 5) elections, the 
GOB would conduct a review of presumptive NDI partner the 
Bahrain Institute for Political Development\'s (BIPD) internal 
operations. \"We\'re not comfortable with the way things are 
going,\" he said. He commented that many in Bahrain feel that 
BIPD Secretary General Lulwa Al Awadhi is a problem. The 
Ambassador added that members of the BIPD board have told him 
that they have a hard time working with Al Awadhi, saying the 
board does not meet nor discuss issues. 
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6. (C) The Ambassador briefed Shaikh Khalid on his 
mid-October tour of four American cities with eight other 
U.S. Ambassadors to Arab countries to promote trade and 
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investment ties. He stated that U.S. economic relations are 
growing with all countries in the region and Bahrain has to 

do a better job promoting itself if it wants to attract 

American business. He suggested that the GOB send 
delegations to the United States to promote Bahrain and the 

free trade agreement. Shaikh Khalid agreed, saying that 

perhaps Crown Prince Shaikh Salman bin Hamad Al Khalifa could 
lead a \"hefty\" business delegation to several American 

cities. He promised to talk the CP about this idea. 


7. (C) The Minister noted that he would depart shortly for 

an official trip to Moscow, the first ever by a Bahraini 

foreign minister for a bilateral visit. He will meet with 

President Putin, Foreign Minister Lavrov, and former Foreign 
Ministers Igov Ivanov and Yevgeny Primakov. He was going 
simply because he had received an invitation, noting that he 
has known Lavrov since 1986. The primary issue, he said, is 
Russia\'s position on Iran, which \"is making us 
uncomfortable.\" They are arguing for procrastination, Shaikh 
Khalid said. Russia\'s position should be that Iran must 

abide by international law and legitimacy and should not 
develop WMD. Russia\'s position on Lebanon is also worrying. 
Russia appears to be against the Lebanese government\'s own 
position that the international criminal court should try the 

Hariri assassination case, \"like that for Milosevic.\" Russia 
apparently wants a lower level court to take on the case. 


8. (C) Shaikh Khalid said he would participate in the 

November 15-16 Yemen Consultative Group meeting in London. 
Bahrain will support Yemen through the GCC. Yemen prefers 
that countries provide direct assistance to the government, 

but Bahrain wants to work through the World Bank, which can 
provide project review and an assessment of Yemen\'s ability 

to absorb assistance. It is important to help Yemen because 
Iran is supporting terrorists there. Shaikh Khalid said that 

other upcoming meetings include the GCC Summit, Forum for the 
Future in Jordan, IISS Gulf Dialogue in Manama, and NATO ICI 
meeting in Kuwait. 
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E.O. 12958: DECL: 11/13/2016 
TAGS: AL, BH, GG, MK, MK MACEDONIA, PBTS, RO, SR, UP, EN 
SUBJECT: ESTONIA: BRIEFING ON KOSOVO 


REF: STATE 179829 
Classified By: DCM Jeff Goldstein for reasons 1.4 (b) & (d) 


(C) On November 9, Pol/Econ Chief discussed reftel points on 
Kosovo 

with Kristina Meius, Director of Division and European 
Correspondent in 

the MFA. Meius commented that the GOE \"completely agrees\" 
with the 

United States that Kosovo should not be cited as a precedent 
for the 

resolution of other conflicts in the region. 

WOS 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PGOV, PREL, ECON, MASS, KDEM, NI 

SUBJECT: SCENESETTER FOR GENERAL WARD\'S NOVEMBER 2006 VISIT 
TO NIGERIA 


Classified By: Ambassador John Campbell for Reasons 1 .4 (b and d) 


1. (C) Your visit to Nigeria comes at a critical, though 
tumultuous time in the country\'s political evolution. 
Increasing instability in the Niger Delta threatens the 
nation\'s oil production, the government\'s primary source of 
income; continuing outbreaks of avian influenza threaten the 
nation\'s poultry industry, the source of livelihood for 
thousands of Nigerians and the primary source of protein for 
millions more; and a precipitous rise in political 

recrimination and violence, as Nigeria lurches towards 
presidential and legislative elections next April, threatens 
the first transition from one elected regime to another in 
Nigeria\'s history. While May 2007 may signal the end of 
President Obasanjo\'s second (and last) term, election plans 
remain tenuous. Voter registration is off to a rocky start, 
several state governors are under threat of impeachment, a 
state of emergency was imposed in Ekiti state, and there is 
widespread perception that Obasanjo may manipulate the 
uncertainty and chaos surrounding 2007 as a pretext for 
extending his rule. 


2. (U) Acrisis of legitimacy grips the nation, as the 

federal government\'s Economic and Financial Crimes Commission 
(EFCC) recently began to investigate 33 of the nation\'s 36 

State governors on charges of corruption. Impeachment 
proceedings that would strip governors\' of their immunity 

have begun in a few states, allowing Obasanjo to declare a 

state of emergency and impose an ex-military \"Administrator\" 

to replace the elected government in Ekiti. 


3. (C) During the first half of 2006, Nigerians wrangled 

over the idea of extending Obasanjo\'s presidency for a third 
term. Supporters of a constitutional anendment bill that 
would have enabled Obasanjo to elongate his term allegedly 
used bribery and intimidation to gather National Assembly 
support for the bill. Anti-third term protests took place 
throughout the country, and major political figures, 

including Vice President Atiku Abubakar, national 
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legislators, state governors, particularly those from the 
North, publicly decried the third term bid. On May 16, in an 
ostensibly pre-determined outcome, the National Assembly 
defeated the bill - proponents failing to secure the 

requisite simple majority. Intrigue on this matter persists, 
with few Nigerians willing to accept Obasanjo\'s promise to 
leave office. Rumors abound that Obasanjo will attempt to 
extend his rule by resurrecting the third term amendment in 
advance of the December primaries, appointing and leading an 
Interim National Government in May 2007, or \'instigating\' a 
national or electoral crisis that deems impossible the 
holding of elections. 


4. (C) Most media and popular attention is focused now on 
election preparations for 2007. While no clear candidate has 
emerged, former president (1985-93) and Obasanjo ally, 
General Ibrahim Babangida (IBB) announced on November 8 his 
desire to run on the ruling PDP ticket. Along with IBB, 

another ex-military ruler Muhammadu Buhari (1983-85) is 
considered a principal contender. Amidst the current impasse 
with Obasanjo, VP Abubakar has made no secret of his 
aspirations for office. While several other candidates, 
including State governors, and new parties are now emerging, 
none is of any great distinction. With primaries approaching 
and political campaigns launching almost weekly, there has 
been a precipitous rise in political recrimination and 

violence. Several politically-motivated assassinations and 
botched attempts of State governors and others have occurred 
recently, and the Nigerian police have appeared either unable 
or unwilling to thwart future attacks. 


5. (C) Nigeria,s Independent Electoral Commission (INEC) is 
responsible for voter registration and the conduct of the 

polls. INEC has been dogged by poor organizational planning, 
and inefficient procurement of election equipment. After a 
long battle to move from a manual to an electronic voter 
system, INEC is failing in its promise to make the process 
more efficient and transparent. A severe shortage of Direct 
Data Capture machines for the registration process resulted 
in a delayed start to the registration process and, so far, 

only an estimated one percent of the country,s 65 million 
voters have actually registered, despite a December 15 
deadline. While the GON and INEC both publicly highlight the 
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progress they are making in their electoral preparations, we 
remain deeply concerned that not enough progress has been 
made to ensure not just that credible elections occur, but 
that elections occur at all. 
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6. (C) Hostage-taking has become a lucrative enterprise for 
armed militants in the impoverished, under-developed Niger 
Delta region. Most recently, on November 6, two oil workers 
from the U.K. and the U.S. were released five days after 
being taken hostage. In October, four Britons were seized 
and later released after gunmen raided an expatriate 
residential compound. August saw the release of twenty 
foreign oil workers, including one American, after being held 
for over two weeks. In January and February, the Movement 
for the Emancipation of the Niger Delta (MEND) kidnapped 
thirteen expatriates, including four Americans, and held them 
in the jungle areas of Bayelsa and Delta States. 


7. (C) Attacks on oil facilities have continued to reduce 
Nigeria,s oil output, including a November 6 attack on an 
Agip platform that shut down a further 55,000 barrels per 
day, bringing total loss near to one third of production 
capacity. The GON established a commission to look into 
Delta regional development, but Delta leaders and militants 
are divided regarding participation in the GON\'s efforts. 
Although the Delta supplies the majority of the nation\'s 
wealth, it remains poor and under-developed inducing a 
climate of despair and anger and giving rise to the current 
political malaise. The emergence of MEND, which has also 
blown up oil installations, is a new and worrying trend in 

the region, although the underlying frustrations are endemic 
to the Delta. MEND and other copycat groups continue to 
issue threats - most recently in November 2006 - against oil 
installations and expatriates. If provoked, the militants 
have said they would no longer take hostages, but rather kill 
anyone they found working in defiance of their 
\"restrictions.\" On May 10, an American oil executive was 
killed in Port Harcourt in an unrelated incident, but this 

new mode of dealing with expatriates raises the stakes 
significantly for all parties involved and has led to the 
imposition of travel and security restrictions for the Delta 

by both Shell and diplomatic missions. 


8. (C) Any major military action could exacerbate the 
already tense situation and, likely, endorse increased 
hostage-taking. While the GON has so far been able to 
restrain the military from rash action, military and 
political officials maintain the indispensability of a 
military solution to the crisis. Obasanjo, frustrated by 
disruptions to oil production, called for the military to 
respond using \"force for force\" and, characterized the 
hostage-takers as \"terrorists.\" 


Column 3 


9. (C) While the Nigerian military has been better funded, 
more professional and clearly subordinate to civilian rule 
since 1999, it remains under-manned, under-equipped, and 
under-trained for its myriad international peacekeeping and 
internal security engagements. The high operational tempo 
required to maintain its many domestic and international 
deployments gives little rest to the weary. It is unclear 

how long the current pace can be maintained. Although there 
is no sign of atrophy at present, the Chief of Defense Staff, 
while in his previous assignment as Army Chief, noted the 
army\'s difficulty in mustering additional troops for Darfur 
while also maintaining its internal security missions (NOTE: 
In August, Nigeria withdrew 3500 troops from the disputed 
Bakassi Peninsula. END NOTE). 


10. (U) Despite Nigeria\'s position as the anchor of 
U.S.-supported peacekeeping operations in the region, 
Congressionally-imposed sanctions for the October 2001 Benue 
massacre (lifted in 2004) and the protracted presence of 
Charles Taylor reduced a security assistance program that had 
been the second largest in sub-Saharan Africa. While Charles 
Taylor was sent to face justice in Sierra Leone earlier this 

year and Nigeria claims partial credit for brokering the 

recent African Union (AU)-led agreement reached in the Darfur 
peace talks, security assistance programs have not yet been 
fully resuscitated. 
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11. (U) Nevertheless, a significant number of 

military-military activities continue. A seminar with the 

Nigerian Air Force to develop a strategic vision, a robust 

DOD HIV/AIDS program, and an active humanitarian assistance 
program are in operation. In addition, several new programs 
are underway, one of which links up the Nigerian military 

with the California National Guard as part of the State 
Partnership Program. In view of Nigeria\'s major peacekeeping 
commitments, Nigerian military began training in April under 

the Africa Contingency Operations Training Assistance (ACOTA) 
Program. 


12. (C) The senior Nigerian military leadership seems to 
see participation in peacekeeping missions, especially UN 
operations, as a means of restoring both soldiers\' pride and 
public confidence in the military. Nigeria has two 
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battalions of UN peacekeepers in Liberia and three battalions 
in the AU Mission in Darfur. Obasanjo has noted the 
possibility of committing troops to missions in Somalia, Cote 
d\'lvoire, and DROC, but he has not stated where these 
soldiers would come from. 


13. (C) Due in part to the impetus given to the process by 
NAVEURVs March visit, the US-UK-Nigeria talks on Gulf of 
Guinea security are moving forward. At the Washington 
session in April, the USG offered to work with the GON to 
develop a \"train and equip\" program aimed at building a 
riverine capability for operations in the Delta. A joint 
US-UK-Nigeria assessment team visit helped to develop a 
detailed proposal. In addition, the GON agreed to receive a 
briefing team that will make a presentation of the Regional 
Maritime Awareness Capability (RMAC) Program and explore GON 
receptiveness to hosting an RMAC system. The initial concept 
visit occurred in July, with follow-up technical and site 

surveys scheduled for Fall 2006. 


14. (C) While we have received no specific threats against 
American interests, and most Nigerians view the U.S. 
favorably and admirably, significant segments of the 
population oppose specific USG policies. In Northern Nigeria 
- home to most of the nation\'s 70 million Muslims - 
opposition to USG actions in Iraq and Afghanistan have served 
to embolden public opinion against the U.S. and characterize 
itas an enemy of Muslims. Since most Northern Nigerians 
empathize and identify with the plight of their Muslim 

brethren across the Islamic world, events there will 
necessarily dictate and inform attitudes vis--vis the USG 
here. It remains unlikely that public dislike for USG 

policies translates into terrorism or poses any direct danger 
to the U.S. Undeniably, rampant poverty, desperation, lack 
of education, and incendiary preachers help fuel antagonism 
for the U.S. in Northern Nigeria. 


15. (U) Nigeria\'s robust economic reforms appear to be 
losing momentum in the run-up to elections, hastened in part 
by the August dismissal of Foreign Minister Ngozi 
Okonjo-Iweala as the head of the Economic Intelligence Team. 
We are watching closely Nigeria\'s increasing inflation rate 
(running at 14%) and the management of its windfall revenues 
from high oil prices. Although the GON successfully paid off 
its sovereign debt (est. USD 30 billion) in April, 70% of 
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Nigerians subsist on less than $1/day inhibiting most from 
meeting basic needs. Trade and investment concerns, 
including arbitrary policies and deteriorating 

infrastructure, are among the most contentious in the 

bilateral agenda. Nigeria recently began implementing the 
ECOWAS Common Economic Tariff, though its impact is mixed. 
Despite Nigeria\'s improvement in Transparency International\'s 
most recent Corruption Perception Index, most Nigerians 
express continued, even growing frustration over corruption 
and GON anti-corruption efforts are broadly viewed as 
politically-motivated. 


16. (U) Nigeria\'s score dropped on the most recent UNDP 
Human Development Index. Declining school attendance and 
literacy as well as a life expectancy of 43.4 years - driven 
mainly by increased infant mortality and prevalence of 
HIV/AIDS - characterize the plight of Africa\'s most populous 
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nation. Widespread mistrust over safety has marred 
U.N.-sponsored efforts to combat polio in Nigeria. The 

impact of Avian Influenza (Al) - though under-reported by the 
GON - has been extensive and devastating to commercial 
poultry production, a major industry and employer. Aside 

from Al becoming an epidemic and possibly mutating into its 
human strain, the outbreak is almost certain to impact an 

even greater number of subsistence farmers who rely on small 
backyard flocks to supplement their diet and income. 
CAMPBELL 
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E.O. 12958: DECL: 11/09/2016 
TAGS: PGOV, PREL, AF 
SUBJECT: BOUCHER MEETS WITH AFGHAN JUSTICE LEADERS 


REF: A. A) KABUL 05400 
B. B) SECSTATE 182847 


Classified By: Ambassador Ronald Neumann for Reasons 1.4 (B) AND (D) 


1. (C) SUMMARY: During their November 8 meetings with 
Assistant Secretary Boucher, Afghan Chief Justice 
Azimi and Attorney General Sabit highlighted salary 
support, added space, housing, and transportation as 
the major needs to improve the quality of both their 
institutions. Boucher questioned each on their 
challenges, the informal justice system, and anti- 
corruption efforts. Azimi said that a lack of 

qualified judges and accountability was creating a 
disconnect with the provinces. He hopes to combat this 
by increasing communication with the provinces and 
assigning Supreme Court Justices to oversee and visit 
each one. The informal system still plays a major role 
in resolving cases, especially civil cases, but 

efforts are being made to ensure more criminal cases 
are reviewed by the formal system. According to Sabit, 
anti-corruption efforts are impeded by the inability 

to enforce rulings and orders from the Supreme Court 
and Attorney General. Boucher and the Ambassador 
suggested that Sabit focus enforcement efforts on a 
province with a cooperative governor and police chief, 
and then build on his successes until he can do more 
in the north. Overall, donor coordination with regards 
to both offices will be a key to success. Post will 
attempt to use the upcoming Dubai meetings to focus 
international efforts on the justice sector. END 
SUMMARY. 


Expanding the Reach of the Supreme Court 


2. (SBU) During his meeting with Assistant Secretary 
for South and Central Asian Affairs Richard Boucher in 
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Kabul on November 8, Chief Justice Azimi said that he 
is looking at the whole court system and trying to use 
his human capital better. He has selected 50-60 judges 
to work under him in Kabul and is looking for 34 
others to lead in the provinces. These judges will be 
Provincial Chief Justices and will not only be 
administrative heads but also act as Azimi\'s voice and 
ears outside the capital. He understands that he 
cannot control all of the provinces by himself and is 
making the selection of these judges a priority. 
According to Azimi, the biggest problem in connecting 
to the provinces is communication. To address this, he 
has divided Afghanistan into eight zones and has 
assigned each to a Supreme Court Justice for them to 
monitor. He will rotate these zones approximately 
every six months. He has also asked each province to 
report back to their respective Justices statistics 

such as the number of criminal and civil cases and the 
age of each case. The provinces have begun reporting 
on a monthly basis. Presently there is no 
accountability but the Chief Justice hopes that if 

more attention is paid to the provinces they will 
become more manageable. 


3. (SBU) One major roadblock is that many judges lack 
proper educational credentials. Most of these were 
appointed during the King\'s reign, and Azimi is unsure 
how he will deal with removing or training them. He 
presently oversees 1500 judges in 335 districts. Only 
about half of these judges have the appropriate 
qualifications. Additionally, to retain qualified 

judges, Azimi\'s five-year plan hopes to dignify their 
positions by providing salary supplements, vehicles, 
and housing. 


Informal Justice Systems 


4. (C) Azimi supports the informal system and said it 
plays an important role in Afghan culture, history, 
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and religion. Both sides have to willingly agree to 

use the informal shuras, and in many cases it is 

better than a court. According to Sabit, the informal 
system largely handles civil cases and most criminal 
cases are brought to the formal system. This trend 
needs to be reinforced to prevent unjust informally- 
reached judgments such as the stoning of adulterers or 
the transfer of women to settle debts. 


Column 3 
Anti-Corruption Efforts 


5. (C) Originally, Sabit said he thought that 

corruption was the biggest problem he confronted, but 
after traveling around the country trying to fight 
corruption he feels that a lack of rule of law is a 
bigger issue and feeds corruption. There is an 
inability to enforce court rulings and orders issued 

by his office, which limits efforts to prevent 

corruption and bring corrupt officials to justice. \"l 
don\'t see how | can go on this way,\" he said. For 
example, the Attorney General attempted to arrest the 
Mayor of Mazar-e-Sharif but was unable to do so 
because Governor Atta refused to enforce the arrest 
warrant, demanding that prosecutors present him with 
the evidence and let him decide the merits of the 
case. Warlords and former commanders still have 
impunity in many areas. He added that he also did not 
want to call on President Karzai to demand his orders 
be enforced, because if they were not it would only 
serve to weaken the President\'s image. 


6. (C) The president has cautioned Sabit to not open 

too many high-profile investigations too soon, a 

sentiment echoed by both Boucher and the Ambassador. 
The Ambassador recommended that he focus on areas 
where he can make some progress, areas with supportive 
governors and police chiefs. The Ambassador also 
mentioned that Sabit may be able to work with the 
Germans to have them apprehend some of the people that 
the Governor is protecting. He also recommended that 
Sabit focus on areas that the Afghan Security Forces 

are already deployed in larger numbers, such as Farah 

or Ghazni. One of the most important factors will be 
showing the public that Pashtuns are not exempt from 
Sabit\'s anti-corruption campaign. At the end of this 
discussion the Attorney General said that he would 

likely go to Khost, where the Governor will cooperate 

with him. 


7. (C) Internally, the Attorney General is trying to 
recruit and utilize younger officers who have not yet 
been corrupted to revitalize his office. Sabit has 
also created a new inspector general\'s office and 
hopes to create an Afghan Federal Bureau of 
Investigation with 100 officers to hunt for corruption 
in the provinces. 


Needs of the Attorney General\'s Office 
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8. (SBU) The Attorney General highlighted his major 
needs as assistance in recruiting young and newly- 
trained prosecutors, additional office space, cars, 
and salary support. He complained there is a severe 
lack of space with, in some offices, 23 prosecutors 
sharing three desks. Salaries are also a major issue. 
He has 458 prosecutors in Kabul, and while has told 
them he will not tolerate corruption, they cannot 
survive on their $60 a month salary. The Afghan 
Government has already promised to fund new facilities 
for the Supreme Court and the Attorney General\'s 
Office. Government funding for salaries, however, 
seems much more unlikely. Until salaries begin to 
improve, Sabit requested help to improve the 
prosecutors\' quality of life, such as, opening a store 
with subsidized food and a medical clinic to care for 
employees and their families. The Chief Justice has 
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made similar requests for housing, transportation, and 
salary support. 


Comment 


9. (SBU) Coordination on rule of law issues has begun 
to improve with the arrival of the new Embassy Rule of 
Law Coordinator and a willingness of the international 
community to work together. Boucher said that there is 
a great deal of international interest right now and 

that the European Commission, Germany, United Kingdom, 
and Italy seem keenly interested in the justice 

sector. The Embassy and INL in Washington have been 
working together to bring donors together in Dubai for 

a working level conference to address many of the 
issue brought up by the Chief Justice and Attorney 
General. In particular, the Chief Justice\'s five year 

plan and the needs of the Attorney General\'s office 
have been highlighted for discussion. The Embassy has 
been discussing using Afghan strategies as a basis for 
meeting Afghan National Development Strategy 
benchmarks and hopes to expand this debate to the 
international community in Dubai. END COMMENT. 
NEUMANN 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PGOV, PREL, EAID, AF 

SUBJECT: BOUCHER\'S CONVERSATION WITH KEY DONORS ON WHATYS 
NEEDED IN AFGHANISTAN 


REF: STATE 


Classified By: Ambassador Ronald Neumann for reasons 1.4 (B) and (D) 


1. (SBU) In a working lunch in Kabul on November 8, the 
Ambassador, British Ambassador Evans, Japanese Ambassador 
Kosuge, and Deputy EU Representative Michael Semple told 
Assistant Secretary for South and Central Asian Affairs 

Richard Boucher the UN-led Joint Coordination and Monitoring 
Board Process set up by the London Compact is working -- but 
would benefit from more donor support. Special 

Representative of the Secretary General (and UN Assistance 
Mission in Afghanistan head) Tom Koenigs explained that 
regular informal meetings of donor Ambassadors provided 
agreement on strategies for using the Coordination and 
Monitoring Board to motivate the ministries on London Compact 
benchmarks. There is no formal assignment mechanism for 
donors\' tasks or financial responsibilities, but the process 

does identify targets for assistance and investment. All 
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agreed the process is producing results. Boucher conveyed 
that, in capitals, there is sense that more coordination is 
needed. The Ambassadors agreed that coordination is best 
done in Kabul. Koenigs said he supported the idea of a Joint 
Coordination and Monitoring Board Political Directors meeting 
in Berlin. Koenigs underlined the need to balance aid in 
provinces in crisis with support for relatively stable 

regions. Evans said he wanted to flag UK concerns about a 
change of strategy on counternarcotics, and Koenigs stressed 
the importance of encouraging Pakistani-Afghan dialogue. 
Semple and Evans acknowledged concern with the Musa Qala 
Agreement, but argued it established peace and some sort of 
governance where none had existed. End Summary 


2. (SBU) In a lunch in Kabul on November 8, with Assistant 
Secretary Boucher, Special Representative of the Secretary 


SIPDIS 

General and Head of the United Nations Assistance Mission in 
Afghanistan, Tom Koenigs joined the British and Japanese 
Ambassadors, Deputy EU Representative, and the Ambassador in 
explaining how major donors work together in Afghanistan. 

They said the Joint Coordination and Monitoring Board set up 
under the London Compact in December 2005 was proving to be 
an effective body for getting the ministries to become 
responsible for achieving Compact benchmarks. Koenigs 
convenes the key donor Ambassadors (in informal \"tea club\" 
meetings) to agree on strategies for engaging the ministries. 
While there continues to be a good deal of hand-holding, 
Koenigs said the ministries have taken ownership of the 

working groups, where actions are taken to move initiatives 
along. Koenigs pointed out that a progress report, flagging 

need for greater effort, would be approved at the Board 

meeting on November 11. The UN Security Council would be 
attending the opening session. While tough, the report was 
evidence that Compact benchmarks were being taken seriously. 
Boucher was provided a copy of the draft report. 


3. (SBU) Answering Boucher\'s question, Deputy EU 
Representative Michael Semple said that the Board was not 
meant as a mechanism to coordinate donor activities, but 
that, by providing an agreed agenda, does identify targets 
for investment. While the report does not identify 
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underfunded initiatives, it does flag areas where there is a 
need for \"more effort.\" When Boucher asked if the process 
results in greater converging of donors\' efforts, Koenigs\' 
response was that there is at least less divergence among the 
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donors than in the past -- especially in Kabul. Tea Club 
discussions regularly focus on the funding gaps. The 
Ambassador described the process as one of harmonizing the 
agendas rather than formal coordination. British Ambassador 
Evans agreed, saying that the process allows for slight 
differences in philosophy and approach, while encouraging 
complementarity. He noted, as illustrative, that Britain 

favors putting money into the Afghan Reconstruction Trust 
Fund, while the U.S. is doing more direct assistance. 

Koenigs noted that some countries have chosen to specialize, 
while other have taken a broad-based approach. He cited 
Japan\'s sponsorship of the Disbandment of Illegal Armed 
Groups program and Britain\'s focus on Helmand, contrasting 
these efforts to the broader focus of U.S. efforts. Each is 
invaluable as it is. 


4. (SBU) Boucher said there is a sense in capitals that 
there is no effective donor coordination on Afghanistan. 
Koenigs acknowledged at this perception exists, but said, in 
his view, it reflected in part military impatience with the 

pace of redevelopment. There is too little appreciation that 
institution building is inherently slow, and that recovery 

and development will take time. The Ambassadors agreed. 
Boucher invited comments on the idea of donor countries 
\"adopting a province.\" Ambassador Evans said he thought such 
an approach would inevitably undermine the central 
government, which would contradict a central premise of the 
London Compact. 


5. (SBU) Koenigs said he liked the idea of a Joint 

Monitoring and Coordination Board Political Directors meeting 
in Berlin, as proposed by the Germans, in order to increase 
attention on Afghanistan. This might lead to a more solid 
long-term commitment in capitals. Koenigs was clear that 
more commitment to long-term support is essential, but also 
underlined the conference should not attempt to redo the work 
of the London Conference or attempt to coordinate in capitals 
at a level of detail that can only be done in Kabul. 
Ambassador Neumann reiterated the value of coordination on 
the ground and asked what the goal of the meeting would be. 
Boucher explained that it could be used to encourage donors 
to work off a list of unfunded priorities to direct pledged 
monies that had not already been allocated to specific 
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sectors or projects. Ambassador Evans offered that the NATO 
Riga Summit could \"set the mood music\" for such a meeting, 
complementing the Berlin meeting, which would identify 
potential targets. 


6. (SBU) In response to Boucher\'s question about the link 
between the provinces and the central government, Semple 
noted that the responsibility formally lies with the Ministry 

of Interior, which he described as the \"weakest of the lot.\" 

He acknowledged the role Provincial Reconstruction Teams play 
in building a partnership between the provincial and central 
governments, and also gave credit to long-established 
Non-Governmental Organizations. Semple observed that even 
President Karzai talks about the role that these 

organizations have played in building support for the state. 
Asked by Boucher about UN Mission\'s reach into the provinces, 
Koenigs said that there are currently ten provincial offices, 

with four more soon to be opened. In response to the 
Ambassador\'s query about UN priorities for the future, 
Koenigs listed the Joint Coordination and Monitoring process, 
robust police vetting, increased human rights monitoring, 
action against corruption, and encouraging a balanced 
approach to assistance. This last concern was to prevent 
concern with the \"provinces in crisis\" in the South leading 

to a failure to invest enough in maintaining the stability of 

the northern provinces. 


Musa Qala Agreement: What Does it Mean? 
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7. (SBU) In a pre-lunch conversation, there was an exchange 
of views on the Musa Qala Agreement. Semple argued that it 
was important to start with what governance had existed 

before the agreement -- which was \"nothing.\" He went on to 
observe there has been much rumor mongering and defended the 
action of the elders, whom he characterized as not being part 
of the Taliban. His information indicates that the agreement 
represented a real social compact, but he agreed that the 

test would be whether the government would be allowed to play 
arole. If not, there is no Afghan Government authority even 

if its flag flies. Evans agreed with Semple\'s analysis, 

adding that the Deputy British Commander has reported that 
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genuine elders (rather than the Taliban) seem to be in 
control. He acknowledge reports that one mullah was 
reportedly beaten and another person had reportedly 
disappeared, but said it was not clear the Taliban were 
responsible. Evans noted the agreement does provide for 
access to the district and reported the Provincial Police 

Chief intends to travel to Musa Qala -- but will avoid 
confrontation. Boucher and the Ambassador emphasized the 
outcome of the agreement must meet two tests. The Taliban 
can have no authority, and the current arrangement must 
evolve into a situation where there is real Government of 
Afghanistan authority. It would not be acceptable for the 
result to be a fragmented, disconnected local governance 
structure outside the authority of Kabul. Asked if the UN 

has a presence in Helmand, Koenigs said no. 


8. (SBU) Semple compared the situation in Musa Qala after 
the agreement with that in Kunar, where he said much of 
province is essentially governed by tribal elders who have a 
\"healthy\" relationship with provincial officials who are able 
to exercise a measure of authority. Boucher asked if the 
Taliban is working to control governance in the provinces. 
Semple responded that it is more a matter of the Taliban 
designating a de facto monitor to districts. This is the 

case in Uruzgan Province, except in Gizab District, where 
there is a governance vacuum and the Taliban have moved in to 
take effective control. Boucher asked how much actual 
(versus planned) development activity is taking place in the 
southern provinces. Koenigs reported that even under current 
security conditions, there are several hundred small 

projects, through UN organizations and using local 
implementing partners under the National Solidarity Program. 
Security is not such a problem on these small projects, as 
adjustments can be made on a day to day basis. On large 
projects, shutdowns due to security are more costly. Semple 
agreed, adding that, using local contractors increases local 
buy-in to the project. When locals are prepared to defend 
the projects to protect their jobs, this provides the best 
security. 


9. (C) Ambassador Evans asked for a moment to speak on 
counternarcotics issues, saying he wanted to flag for A/S 
Boucher the UK position that priority should be given to 
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fully implementing Afghanistan\'s National Counternarcotics 
Strategy rather than introducing a new policy (eradication). 
Evans said that progress on implementing the strategy is 
inhibited by security problems, but it should not be 
abandoned. A/S Boucher responded that efforts to reward 
reduction in cultivation are strengthened when backed by 
increased eradication -- including spraying. He noted that 
poppy production is highest in some of the regions where 
there are the highest expenditure on alternative livelihood 
programs. (Note: A BBC article had appeared the day before 
the meeting, citing an Anti-Narcotics Ministry spokesman as 
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saying the Afghan government was considering aerial spraying 
as a last resort. End note) 


10. (SBU) Koenigs closed the meeting with the observation 
that efforts be increased to encourage Afghan-Pakistani 
dialogue and cooperation on as many levels and in as many 
sectors as possible. The UN is pushing for the joint 
economic commission to be reinstated and for the national 
security advisors to meet more regularly. 


11. (U) Assistant Secretary Boucher cleared this cable. 
NEUMANN 
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E.O. 12958: N/A 

TAGS: EFIN, KCRM, PREL, PGOV, PHUM, RS, EN 

SUBJECT: MURDERED RUSSIAN CENTRAL BANKER\'S VISIT TO 
ESTONIA 


1. (U) In early October, Estonian investigative paper 
Eesti Ekspress published an article noting that recently- 
murdered Russian Central Bank Vice-President Andrei Kozlov 
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visited Tallinn in June to meet with the Estonian Financial 
Supervision Authority (FSA). According to the article, 

Kozlov verbally demand the closing of several bank accounts 
at Sampo Bank and Uhispank. He claimed that the accounts 
were being used to launder large sums of Russian money 
destined for the West. He alleged that the money 
represented proceeds from tax evasion and money-laundering 
schemes. Kozlov only made oral accusations; he did not 
offer a written account. Since the October Eesti Ekspress 
article was published, news regarding Kozlov\'s trip to 
Estonia has dropped out of the Estonian press. 


2. (SBU) GOE officials tell us that they have not found 

any evidence of money laundering related to Kozlov\'s 
warning. Andres Palumaa, financial auditor for the FSA, 
told Poleconoff that, despite Kozlov\'s warning, the FSA 
considers the accounts in question to be lawful and 
reflective of normal volumes and activity. Palumaa 
stressed that investigations were ongoing. While 
contending that there is the possibility that something 

illegal may be going on with the accounts at some level, 
Palumaa said there is currently no evidence of wrongdoing 
specifically tied to the Estonian accounts. Palumaa 
speculated that the Estonian accounts could be one link in 
along chain of international financial transactions. As 

to why Kozlov issued his warning orally instead of in 

written correspondence, Palumaa stated that no Memorandum 
of Understanding (MOA) exists between Russia and Estonia 
concerning money laundering matters. As such, there was no 
\"official\" method in place for Kozlov to give information 

to the FSA. Palumaa said that after Kozlov\'s warning, the 
FSA followed up with their Russian counterparts in Moscow, 
but the Russians said that they had no information to 
substantiate Kozlov\'s accusations. 


3. (SBU) According to MFA Russia Desk Officers Lauri 
Kuusing and Marge Mardisalu-Kahar, the MFA considers 
Kozlov\'s money-laundering warning a non-issue due to lack 
of proof. However, Kuusing and Mardisalu-Kahar expressed 
concern about the contract-style killing. They stressed 

that the murder of a public official on city streets 

underlines Russia\'s instability, specifically in the areas 

of human rights and democracy. These issues, they stated, 
not Kozlov\'s unproven allegations concerning Estonian bank 
accounts, are Estonia\'s biggest worries about its neighbor. 
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WHA/CAR FOR RANDALL BUDDEN 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR US IMET IS 
DECEMBER 11, 2006 


1. Post requets the Department\'s assistance in screening the 
following candidate of the Jamaican Defense Force (JDF) who 
has been nominated for training in the U.S., pursuant to the 
Leahy Act and Foreign Assistance Act. Post has no derogatory 
information. 


2. The name of the proposed candidate: 


Name: EDWARDS, Andre Anthony 
Gender: Male 
Occupation: JDF Officer 
Unit: 1st BTN (1JR) 
Service No.: JCA/1520 
DOB: 30 Dec 1979 - Kingston, Jamaica 
Type of Training: Military Police Basic Officer Leaders 
Course 

Ft Leonard Wood, MO 65473-5000 
Training Starts: 11 Dec 2006 
Travel Date: 11 Dec 2006 


3. Post appreciates Department\'s assistance. 
Johnson 
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E.O. 12958: DECL: 11/13/2116 
TAGS: PREL, PINS, KPKO, CD, IR, SU, GB 
SUBJECT: AFRICAN LEADERS MEET BASHIR IN CHINA 


Classified By: Ambassador Barrie Walkley for reasons 1.4 and d 


1. (C) On November 10, immediately upon the Gabon 
delegation\'s return from the China-Africa summit, Ambassador 
Walkley met with Foreign Minister Jean Ping for a read-out 
regarding discussions concerning Darfur/Sudan. Ping said 

that on October 12, Abdoulaye Wade -- identifying himself as 

the Coordinator of the African Union \"Comite des Sages\" -- 

sent Bashir a document in French titled \"Projet de points 
d\'engagement des Etats-Unis et du Soudan.\" (FYI: In that 
document, Wade at times purports to speak for the US: \"The US 
will begin, without delay, the process of lifting sanctions 

against Sudan... . President Bashir will be invited to the 

US for an official visit,\" etc.) The essential thrust of 

Wade\'s document is that the US will undertake to persuade all 
factions to sign and accept the Abuja accord, that there will 

be no NATO troops in Darfur, and that any UN force will be 
comprised of AU troops \"meeting UN standards,\" supplemented 
by soldiers from other countries \"chosen in consultation with 
Khartoum.\" Ping said all of these elements are important to 
Bashir. 


2. (C) On November 4, Omar Bongo decided to take advantage of 
opportunities offered by the Africa/China summit and invited 
Bashir, Sassou Nguesso, Wade, Obasanjo and Alpha Konare to 
his suite to discuss Darfur. Bongo and the group pushed 

Bashir hard and demanded a written response to Wade\'s 
document. The three-page response, in English and signed by 
Bashir, was delivered the next day. In essence, Bashir states 

that Sudan is currently involved in a dialogue with US 

Special Envoy Natsios aimed at \"finding a third track out of 

the impasse created by UNSC resolution 1706.\" He then offers 
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\"a solution within the formula AU plus a UN financial, 

logistical and technical support.\" He next calls for a \"new 
omnibus UNSC Resolution, overriding 1591, 1593 and 1706\" that 
will determine the expected role of the "UN Peace Mission in 

the Sudanese Region of Darfur.\" 


3. (C) In Ping\'s view, this \"AMIS plus\" formula is the best 
solution yet put forward. Bashir accepts a UN Mission (the 
Ambassador specifically asked Ping: \"Does Bashir accept that 
this is a blue helmet force?\" Ping\'s reply: \"Yes\"). Ping 

says that Bongo, Obasanjo and the other \"sages\" believe that 
it perhaps can be made to work -- if pressure is constantly 

put on Bashir. The next step, according to Ping, is to get 

the response of the US and France (Ping said he has already 
spoken to Douste-Blazy) and of the UN (Obasanjo and Konare 
will be pursuing those lines). If the responses are 

favorable, the \"Comite des Sages\" will request a meeting with 
Bashir in Khartoum. Ping said that plans are underway to 
expand that group, to include South Africa, Egypt (Arab 
participation is necessary) and Libya (Qadhafi can ruin 

things if he thinks he is being excluded). Ping said that he 

has spoken to the Egyptian Foreign Minister and that Bongo 
has already spoken to Mubarak. 


4. (C) Ping also said that the Chinese have been approached 
regarding Darfur and have agreed to put pressure discreetly 
on Bashir. 


5. (C) As this Embassy is not directly involved in the Darfur 
process, we do not know whether any of this information is of 
interest or significance. We report it at Ping\'s request. 

Ping says that Bongo is available to help move anything 
forward \"either in the background, doing the real work, or in 
public.\" For the time being, Wade and Sassou Nguesso will be 
the public face of the initiative. Ping gave the Ambassador 
copies of Wade\'s document and Bashir\'s response; both have 
been transmitted to the Department. 


WALKLEY 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PHUM, PREL, PGOV, UN, CE 

SUBJECT: UN SPECIAL ADVISOR ROCK EXPRESSES DEEP CONCERN 
ABOUT FORCED RECRUITMENT OF CHILD SOLDIERS AND 
DETERIORATING RIGHTS SITUATION IN SRI LANKA 


REF: COLOMBO 1887 


COLOMBO 00001895 001.2 OF 002 


Classified By: Ambassador Robert O. Blake, Jr. for reasons 
1.4 (b) and (d). 


1.(C) Summary: In a November 13 briefing for Co-Chair and other 
selected Ambassadors, UN Special Advisor for Children 
Affected by Armed Conflict Allan Rock expressed his deep 
concern about forced abductions of children by the LTTE and 
the breakaway Karuna faction. Rock received many eyewitness 
accounts that the GSL security forces often openly assist the 
Karuna faction in its child abductions. Rock also lamented 

the deteriorating human rights situation in Sri Lanka, and 

the climate of impunity due to the failure of the Government 

to enforce laws and protects its citizens. Rock reported his 
findings to Sri Lankan President Rajapaksa, who professed not 
to be aware of the collusion between his security forces and 

the Karuna faction, and undertook to establish a special 
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investigative unit to investigate all of Rock\'s charges and 
then punish those responsible. Rock plans to prepare a 
written report for UN Special Representative for Children 
Affected by Armed Conflict Radhika Coomaraswamy. His 
report will recommend a special investigative unit that is 
credible, with human rights monitors from Louise Arbor\'s 
office to be deployed in each of the six major geographical 
regions of Sri Lanka. End Summary 


Climate of Impunity 


2. (C) Rock spent eight days in Sri Lanka, visiting the 
cities of Ampara, Batticaloa, Killinochchi, Anuradhapura, 
Jaffna and Colombo. In each he met with the Government 
Agents, military commanders, senior police officials, civil 
society and NGO representatives, and the families of child 
victims. 


3. (C) Rock said he had found a consistent pattern of fear 
and insecurity, a climate of impunity, and a situation where 
\"the fabric of society is disintegrating,\" where police and 
military cannot be relied on to maintain order or enforce 

laws and local institutions are ineffective so there is no 
remedy to the extensive problems faced by the Sri Lankan 
people. Furthermore he heard that anyone who speaks up 
becomes a target of one side or the other or shadowy factions 
and militias such as the Karuna group. He said the Tamils of 
the east face harassment by local authorities, and threats 
from the Karuna faction. They have no sense that their 
rights can be respected. 


Empty LTTE Promise for Action 


4. (C) Rock met for two hours with LTTE leader Thamilselvan 
in Killinochchi regarding child recruitment. Despite the 
LTTE\'s professed respect for children\'s rights, Rock found 
that the LTTE actively recruits child soldiers, has not 

fulfilled its action plan commitments, and has no plans to do 
so. Rock said that he and Thamilselvan worked out a plan 
under which Thamilselvan pledged to work with UNICEF ona 
mechanism to release all child soldiers under the age of 18 

by January 1, 2007 with progress to be reported on a 
week-by-week basis until then. Thamilselvan also committed 
to work with UNICEF on a protocol to train LTTE military 
commanders on child recruitment issues and establish a 
disciplinary process for violators. Thamilselvan 

categorically refused RockYs quest for UN access to LTTE 
camps. Rock admitted he had no illusions that the LTTE would 
keep to its pledge. 
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Karuna Faction Also Responsible and.... 


5. (C) Rock met in Colombo with the Chief Political Officer 

of the Tamil Makkal Vidutalai Pulikkal (TMVP), which is the 
new name of the Batticaloa-based Karuna Group which broke 
away from the LTTE in 2004. She blithely denied that TMVP 
was recruiting or abducting children or had any soldier under 
the age of 18. Rock dismissed her blatant lies calling her a 
\"real amateur.\" The TMVP representative told Rock the TMVP 
has no policy on child recruitment, but is developing one. 

Rock commented that the Karuna faction in fact has been very 
active in forcible abduction of children. He cited UNICEF 
figures that show that as of October 31, 2006, the Karuna 
faction has forcibly abducted 156 children, 100 since May 
alone. 


Receives Active Collusion from GSL 


6. (C) In what will be his most explosive finding Rock said 

he had found strong and credible evidence that the Karuna 
faction was forcibly abducting children with the collusion 

and at times active help of government security forces. He 
noted that many TMVP offices are located near army camps and 
that numerous eyewitnesses have seen Karuna militia pass 
through government checkpoints unmolested while everyone else 
was subject to extensive searches and checking of paperwork. 
In Batticaloa, parents of abducted children told Rock that 
security forces conducted a round up of all children in a 

given village from which Karuna militiamen hand-picked and 
abducted those they wanted. In another instance parents told 

of security forces coming one day to photograph selected 
children. The next day Karuna militia kidnapped those same 
children. In all such cases Rock charged there had been an 
\"abject failure\" on the part of the government to investigate 
these crimes. 


President Rajapaksa unaware 


7. (C) Rock reported all these findings to President 
Rajapaksa earlier in the day. The President said he was not 
aware of the collusion between his security forces and the 
Karuna faction. He undertook to establish a special 
investigative unit to investigate all of Rock\'s charges and 


Column 3 

then punish those responsible. He agreed to Rock\'s request 
that Rock make this public at a press conference Rock would 
hold later in the day. 


8. (C) Rock said he plans to prepare a written report for 

UN Special Representative for Children Affected by Armed 
Conflict Radhika Coomaraswamy. He said his report would 
contain action recommendations, including how to fashion a 
special investigative unit that is credible. Rock said he 

would also likely press for human rights monitors from Louise 
Arbor\'s office to be deployed in each of the six major 
geographical regions of Sri Lanka. He realized that the GSL 
will likely resist this recommendation. Ambassador Blake 
thanked Rock for his presentation, which the Ambassador said 
tracked closely with the Embassy\'s own findings. The 
Ambassador recommended that for this special investigative 
unit to be credible, Ms. Coomaraswamy\'s office would need to 
remain closely involved either by appointing someone to work 
directly with the unit or at a minimum by tracking closely 

the unit\'s efforts. Rock agreed. 

BLAKE 
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E.O. 12958: DECL: 11/13/2016 

TAGS: PREL, PGOV, MEPN, KPAL, UNSC, UNGA, ARABL, EG, IS 
SUBJECT: ARAB LEAGUE FOREIGN MINISTERS CALL FOR \"LIFTING 
SIEGE\" AGAINST THE PALESTINIANS 


CLASSIFIED BY MINISTER COUNSELOR FOR ECONOMIC AND POLITICAL 
AFFAIRS WILLIAM R. STEWART FOR REASONS 1.4 (B) AND (D). 


1. (C) FOLLOWING A NOVEMBER 12 EXTRAORDINARY SESSION OF ARAB 
LEAGUE FOREIGN MINISTERS HELD IN CAIRO, THE GROUP ISSUED A 
STATEMENT (TEXT BELOW) PLEDGING TO \"BREAK THE SIEGE\" AGAINST 
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THE PALESTINIAN PEOPLE, CALLING FOR AN INTERNATIONAL 
INVESTIGATION OF THE BEIT HANOUN ATTACK, THE SENDING OF 
INTERNATIONAL FORCES TO PROTECT THE PALESTINIANS, AND AN 
INTERNATIONAL CONFERENCE TO RESOLVE THE ARAB-ISRAELI 
CONFLICT. THE STATEMENT MARKS A BREAK FROM THE QUARTETS 
FUNDING BLOCKADE ON THE HAMAS GOVERNMENT. IT REMAINS UNCLEAR 
WHETHER ANY ARAB STATES OR THE LEAGUE HAVE RELEASED ANY NEW 
FUNDS TO THE PALESTINIAN GOVERNMENT IN RESPONSE TO THIS CALL. 
ACCORDING TO A PALESTINIAN EMBASSY CONTACT IN CAIRO, 
PALESTINIAN FOREIGN MINISTER AL ZAHAR DEPARTED SHORTLY AFTER 
THE MEETING FOR TEHRAN. 


2. (C) ON NOVEMBER 13, TWO SENIOR ARAB LEAGUE STAFF MEMBERS 
DESCRIBED TO POLOFF A COLLECTIVE SENSE OF ARAB FRUSTRATION 
AND ANGER OVER THE USG DECISION TO VETO THE ARAB GROUP\'S 
DRAFT RESOLUTION ON GAZA, PRESENTED TO THE SECURITY COUNCIL 
LAST WEEK. THE U.S. VETO, THEY SAID, PROVIDES POLITICAL 

COVER FOR ISRAEL TO CONTINUE ITS PRACTICE OF COLLECTIVE 
PUNISHMENT AGAINST PALESTINIAN CIVILIANS IN THE OCCUPIED 
TERRITORIES. ARAB GOVERNMENTS, THEY ADDED, WILL CONTINUE 
PRESSING THE ISSUE IN THE UN GENERAL ASSEMBLY, AND WILL DO 
EVERYTHING THEY CAN TO PRESS FOR PROGRESS ON THE REGIONAL 
PEACE TRACK. 


3. (U) UNOFFICIAL EMBASSY TRANSLATION OF THE NOVEMBER 12 
ARAB LEAGUE COUNCIL OF MINISTERS STATEMENT. 


BEGIN TEXT: 


\"ISRAEL,S CONTINUED AGGRESSIONS AGAINST THE PALESTINIAN 
PEOPLE AND METHODS OF DEALING WITH THEM:\" 


THE LEAGUE COUNCIL, AT THE LEVEL OF MINISTERS, HELD AN 
EMERGENCY MEETING ON NOVEMBER 12, 2006. 


AFTER REVIEWING: THE ARAB LEAGUE GENERAL SECRETARIAT,S 
MEMORANDUM AND THE REPORT ON THE ISRAELI MASSACRE IN BEIT 
HANOUN; 


THE AL COMMUNIQU ISSUED AT ITS NOVEMBER 6, 2006 EMERGENCY 
SESSION; 


THE UN SECURITY COUNCILYS DRAFT RESOLUTION ON THE SITUATION 
IN GAZA, BLOCKED BY THE AMERICAN VETO ON NOVEMBER 11, 2006; 


THE PRESENTATION OF THE REPRESENTATIVE OF THE STATE OF 
PALESTINE; 


AND IN THE LIGHT OF THE AL SECRETARY GENERAL,S PRESENTATION 
AND DISCUSSIONS BY MINISTERS AND HEADS OF DELEGATIONS; 
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AND IN IMPLEMENTATION OF THE ARAB CONSENSUS ON THE IMPORTANCE 
OF THE PALESTINIAN CAUSE AND THE NEED FOR A PEACEFUL AND FAIR 
SOLUTION TO THE ARAB-ISRAELI CONFLICT FOR THE SAKE OF THE 
SECURITY AND STABILITY OF THE REGION; 


AND AFTER PRAISING THE PALESTINIAN PEOPLE,S STEADFASTNESS IN 
FACE OF THE ISRAELI AGGRESSION AND ASSURING THEIR RIGHT TO 
LEGITIMATE STRUGGLE TO ESTABLISH AN INDEPENDENT PALESTINIAN 
STATE ON ALL THE PALESTINIAN TERRITORIES OCCUPIED IN 1967, 
AND AFTER STRESSING THE NEED TO REACH A COMPREHENSIVE AND 
JUST SOLUTION TO THE ARAB-ISRAELI CONFLICT ON THE BASIS OF 
THE RELEVANT INTERNATIONAL RESOLUTIONS AND THE ARAB PEACE 
INITIATIVE; 


THE COUNCIL DECIDES TO: 


-- (1) CONDEMN THE CONTINUOUS ISRAELI AGGRESSION AGAINST THE 
PALESTINIAN TERRITORIES, AND DENOUNCE THE ISRAELI CRIMES, THE 
LATEST OF WHICH IS THE BEIT HANOUN CRIME WHICH TARGETED 
UNARMED CIVILIANS, ESPECIALLY CHILDREN AND WOMEN. REGARD 
THESE CRIMES AS WAR CRIMES AS STATED BY THE RULES OF 
INTERNATIONAL HUMANITARIAN LAW. 


-- (2) EXPRESS EXTREME DISSATISFACTION AT THE UNITED STATES, 

USE OF THE VETO AGAINST THE ARAB DRAFT RESOLUTION AT THE 
SECURITY COUNCIL, WHICH CONSTITUTES AN UNFRIENDLY STANCE 
TOWARDS THE ARAB STATES AND PEOPLES, AND WHICH PREVENTS THE 
SECURITY COUNCIL FROM CARRYING OUT ITS ROLE AND SHOULDERING 
ITS RESPONSIBILITIES, THUS ENCOURAGING ISRAEL TO PROCEED WITH 
ITS AGGRESSION. MOREOVER, ITS VETO DOES NOT HELP ESTABLISH 
PEACE IN THE REGION AND IT AFFECTS THE CREDIBILITY OF THE 

UNITED STATES IN PLAYING A CONSTRUCTIVE ROLE IN THE 
ESTABLISHMENT OF PEACE IN THE REGION. 


-- (3) BREAK THE BLOCKADE IMPOSED ON THE PALESTINIAN PEOPLE 
IMMEDIATELY, AND CALL UPON THE INTERNATIONAL COMMUNITY TO 
LIFT ALL FORMS OF BLOCKADE IMPOSED ON THE PALESTINIAN PEOPLE. 


-- (4) CALL UPON ALL PALESTINIAN FACTIONS TO EXPEDITE THE 
FORMATION OF A NATIONAL UNITY GOVERNMENT TO CONFRONT THE 
DANGEROUS CHALLENGES FACING THE PALESTINIAN PEOPLE. 


-- (5) CALL FOR THE IMMEDIATE RELEASE OF PALESTINIAN 
PRISONERS, ESPECIALLY WOMEN, THE ELDERLY, AND CHILDREN. 


-- (6) CALL FOR THE IMMEDIATE RELEASE OF THE PALESTINIAN 
GOVERNMENT MEMBERS AND OFFICIALS, AND THE RELEASE OF THE 
ISRAELI SOLDIER. 


-- (7) CALL FOR A HALT TO ALL ISRAELI MILITARY OPERATIONS AND 
ACTS OF VIOLENCE AGAINST CIVILIANS. 
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-- (8) EXPRESS EXTREME DISSATISFACTION AT THE VETO FOR 
HAMPERING THE SECURITY COUNCIL ROLE IN DEALING WITH THE 
DEVELOPMENTS IN THE ARAB-ISRAELI CONFLICT, AND ALSO AT THE 
SILENCE OF THE QUARTET AND ITS FAILURE TO SHOULDER ITS 
RESPONSIBILITIES FOR REVIVING THE PEACE PROCESS. 


-- (9) IN LIGHT OF IMPEDING THE SECURITY COUNCIL FROM 

CARRYING OUT ITS RESPONSIBILITIES: TAKE UP THE ISSUE IN AN 
EMERGENCY SESSION OF THE UN GENERAL ASSEMBLY WITHIN THE 
FRAMEWORK OF \"UNITY FOR PEACE.\" CALL FOR AN INTERNATIONAL 
INVESTIGATION INTO THE BEIT HANOUN MASSACRE AND THE ISRAELI 
VIOLATIONS AGAINST PALESTINIAN CIVILIANS IN THE OCCUPIED 
TERRITORIES, AND FOR SENDING INTERNATIONAL FORCES TO PROVIDE 
PROTECTION FOR THE PALESTINIAN PEOPLE. CALL FOR AN EMERGENCY 
SESSION OF THE UN HUMAN RIGHTS COUNCIL TO DISCUSS THE ISRAELI 
VIOLATIONS AGAINST THE PALESTINIANS. 


-- (10) CALL FOR HOLDING A PEACE CONFERENCE TO BE ATTENDED BY 
ARAB PARTIES, ISRAEL, AND THE PERMANENT MEMBERS OF THE UN 
SECURITY COUNCIL, TO REACH A JUST AND COMPREHENSIVE SOLUTION 
TO THE ARAB-ISRAELI CONFLICT ON ALL TRACKS IN ACCORDANCE WITH 
THE RELEVANT INTERNATIONAL RESOLUTIONS AND THE PRINCIPLE OF 
\"LAND FOR PEACE.\" 


-- (11) FORM AN ARAB MINISTERIAL DELEGATION OF THE CURRENT 
PRESIDENCY OF THE LEAGUE, THE ARAB MEMBER ON THE UN SECURITY 
COUNCIL, AND THE AL SECRETARY GENERAL TO CONDUCT THE 
NECESSARY CONSULTATIONS AND CONTACTS WITH VARIOUS 
INTERNATIONAL PARTIES, ESPECIALLY THE MEMBERS OF THE QUARTET 
AND PERMANENT MEMBERS OF THE UNSC, TO FOLLOW UP ON THE 
IMPLEMENTATION OF THIS RESOLUTION AND CONTINUE EFFORTS TO 
REACTIVATE THE PEACE PROCESS AND MAKE SURE THAT EACH PARTY 
SHOULDERS ITS RESPONSIBILITIES. 


-- (12) CALL UPON THE INTERNATIONAL COMMUNITY TO SHOULDER ITS 
RESPONSIBILITIES AND RESUME SENDING ASSISTANCE TO THE 
PALESTINIAN PEOPLE AND THEIR NATIONAL AUTHORITY, AND CALL 
UPON ISRAEL TO IMMEDIATELY RELEASE THE PALESTINIAN NATIONAL 
AUTHORITY,S TAXATION DUES. 


-- (13) CALL UPON THE ARAB COUNTRIES, ORGANIZATIONS, PRIVATE 
SECTOR COMPANIES, AND CIVIL SOCIETY INSTITUTIONS TO LAUNCH AN 
IMMEDIATE CAMPAIGN TO RECONSTRUCT WHAT THE RECENT ISRAELI 
AGGRESSION HAS DESTROYED IN BEIT HANOUN AND OTHER PALESTINIAN 
CITIES. 


-- (14) STRESS THE ARAB COUNTRIES, COMMITMENT TO CONTINUING 
PROVISION OF FINANCIAL SUPPORT THE PALESTINIAN NATIONAL 
AUTHORITY,S BUDGET IN ACCORDANCE TO THE RELEVANT ARAB LEAGUE 
RESOLUTIONS, THE LATEST OF WHICH IS THE 2006 KHARTOUM SUMMIT 
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RESOLUTION. 


-- (15) KEEP THE COUNCIL IN SESSION TO FOLLOW UP ON LATEST 
DEVELOPMENTS ON THE ISSUE. 


END TEXT. 
RICCIARDONE 
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E.O. 12958: N/A 
TAGS: IS, KMDR 


SUBJECT: ISRAEL MEDIA REACTION 


1. Prime Minster Olmert Visit to the US 


2. Mideast 


All media reported that Prime Minister Ehud Olmert began his visit 
to Washington on Sunday. Israel Radio reported that PM Olmert had 
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met Secretary of State Condoleezza Rice and that the meeting was in 
preparation for Olmert\'s meeting with President George Bush. The 
media noted that the main topic of the Olmert-Bush meeting would be 
Iran and the Palestinian issue. Yediot reported that PM Olmert 

would urge President Bush to: \"instill fear into Iran.\" On the 
Palestinian issue the media reported that Olmert intended to tell 
President Bush that he is prepared to approve the Palestinian Bader 
Brigade to enter Gaza from Jordan, provided that the troops come 
without their families and that the units be rotated once every 

three months. He is also prepared to approve a weapons transfer from 
Egypt and to release funds for humanitarian purposes. 


All media cited Iranian Foreign Ministry sookesman Mohammad Ali 
Hosseini as saying, in response to several Israeli figures\' 
statements that Israel may attack Iran, that Iran would put its 
Revolutionary Guards into action if Israel attacked the Islamic 
Republic: \"If Israel takes such a stupid step and attacks, the 
answer of Iran and its Revolutionary Guard will be rapid, firm and 
destructive and it will be given in a few seconds.\" 


HaVaretz quoted Palestinian sources as saying that several key 
positions in the new cabinet of experts will be given to moderate 
figures that are acceptable to the US. According to the sources, 

the whole deal is subject to the US\'s willingness to lift the 

economic sanctions placed on the PA, and on Israel\'s readiness to 
release the imprisoned Hamas cabinet ministers as part of a 
comprehensive deal for the release of abducted Israel Defense Forces 
soldier Gilad Shalit. The paper also reported that Arab League 
countries have decided to lift economic sanctions on the PA. This 
move is in response to the U.S. veto on Saturday in the UN Security 
Council of a resolution sponsored by Qatar denouncing Israel for the 
IDF operation in Beit Hanun last week. 


All media reported that the committee headed by Major General 
(reserves) Doron Almog that was set up to examine the IDF\'s 
functioning during the period leading up to Hezbollah\'s July 12 
attack submitted its findings on Sunday, which were critical of the 
IDF at all levels. Brigadier General Gal Hirsch, commander of the 
Galilee Division (Division 91), submitted his resignation on Sunday 
after Almog had warned him a week ago that he would probably 
recommend his ouster. The media reported that Chief of Staff Dan 
Halutz rejected all criticisms aimed at officers above the level of 
divisional commander and demanded that Almog reexamine his findings 
on these issues. Yediot quoted senior IDF officers as saying that 
only the resignation of CoS Halutz can pull the IDF from the crisis 
it is in. 


Maariv reported that four Palestinian organizations threatened that 
the US would become a target for terrorist attacks. The Palestinian 
threat came in the wake of the US veto at the UN Security Council 
against the proposed resolution to condemn Israel for the deaths of 
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civilians in Beit Hanoun. 


TV Channel 10 ran footage from the surveillance cameras that 
recorded Jonathan Pollard taking classified materiel out of the US 
Navy Intelligence offices shortly before being arrested. 


Maariv reported on negotiations between MK Atniel Shneler, PM 
Olmert\'s representative, and the Yesha Council regarding illegal 
outposts. According to the agreement under discussion, 15 outposts 
will be evacuated, four will be partially evacuated, and eight will 

be legalized. 


All media cited Lebanese President Emil Lahoud as saying that once 
the Hizbullah ministers resigned from the government, the Lebanese 
government lost its legitimacy. 


On Sunday, Yediot reported that the IDF Intelligence Branch has 
recommended that the political echelon examine positively signals 
that Syrian President Bashar Assad has been sending to Israel about 
his willingness to renew peace negotiations between the two states. 
According to the paper, neither PM Olmert nor Mossad Director Meir 
Dagan agreed with the IDF Intelligence assessment. 


Yediot reported that the Palestinians are demanding that Israel 

return all documents it seized in its raid on the Orient House in 

East Jerusalem in 2001. According to the Palestinians, the documents 
contain historic collective memories of the Palestinian people. 


Diplomatic correspondent Aluf Benn wrote in a page-one article in 
the independent, left-leaning HaVaretz: \"There is a price to pay for 
the political handcuffs restraining Bush and Olmert: Israel is 
growing closer to war with Iran and getting sucked deeper into the 
quicksands of Gaza.\" 


The conservative, independent Jerusalem Post editorialized: \"A 
realism worthy of the name would begin with this basic premise: The 
refusal to confront and punish aggressive tyrants will not result in 
their moderation but in the opposite -- more terrorism, greater 
threats, and a less free and more unstable world. We hope that Bush 
does not need Olmert to remind him of this, and that our prime 
minister\'s confidence is better placed than meets the eye.\" 


Block Quotes: 
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|. WA Meeting in Handcuffs\" 


Diplomatic correspondent Aluf Benn wrote in a page-one article in 
the independent, left-leaning HaVaretz (11/12): \"In an ideal world, 
Ehud Olmert and George W. Bush would finish the weighty part of 
their meeting in five minutes and move on to talking about their 
families, their children and sports. Bush would promise to destroy 
Iran\'s nuclear facilities and thus remove the existential threat 
hanging over Israel, while Olmert would promise to withdraw from the 
territories, evacuate the settlers and create a Palestinian state, 

thus giving Bush the Vlegacy of a two-state solution.... The 
Democratic victory in the Congressional elections, which has been 
interpreted as Bush\'s punishment for getting stuck in Iraq, has 
reduced the chances that the U.S. will attack Iran and thus released 
Israel from the unbearably difficult decision of whether or not to 
attack Iran\'s nuclear installations itself.... Olmert, for his part, 

has recently promised territorial compromises and a mass release of 
Palestinian prisoners. These are empty promises, however, at least 
until the government in the Palestinian Authority is replaced... 

There is a price to pay for the political handcuffs restraining Bush 
and Olmert: Israel is growing closer to war with Iran and getting 
sucked deeper into the quicksands of Gaza. The hope that the 
Vinternational community\' would somehow restrain Iranian President 
Mahmoud Ahmadinejad is dying. The pronouncements issued in 
Jerusalem and Tehran are growing more strident as both countries 
increase their military strength and seek diplomatic refuge in the 

UN Security Council... Israel\'s \'low profile\' policy in the face of 

the lranian threat evaporated over the past several weeks as the 
world\'s impotence in dealing with Iran became more obvious.... That 
will be Olmert\'s primary message to Bush. Will a veiled threat be 
sufficient to rouse the U.S. into saving Israel and attacking Iran? 

Will Olmert\'s promises to withdraw from the territories in exchange 
persuade the administration?\" 


Il. \"Bush, Olmert and Iran\" 


The conservative, independent Jerusalem Post editorialized (11/13): 
\"Prime Minister Ehud Olmert arrives in Washington as a leader with 
the dubious distinction of having lost even more popularity over his 
management of a war than has George Bush. Unfortunately, Olmert and 
Bush may be the last leaders on earth who are at all serious when 
they say that an Iranian bomb must be prevented at all costs. In 

fact, it is not clear that Bush himself can still be placed in this 
category.... It is Bush who stated flatly that the US would \'not 

permit the world\'s most dangerous regimes to threaten us with the 
world\'s most destructive weapons.\' Yet at precisely the time when 
his secretary of state seems to have adopted the notion that the US 
must stay in lockstep with Europe ... rather than appointing someone 
who might countervail the current feckless approach, Bush nominated 
a Pentagon chief who can only be expected to reinforce a path of 
accommodation, not confrontation. A realism worthy of the name 
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would begin with this basic premise: The refusal to confront and 
punish aggressive tyrants will not result in their moderation but in 
the opposite -- more terrorism, greater threats, and a less free and 
more unstable world. We hope that Bush does not need Olmert to 
remind him of this, and that our prime minister\'s confidence is 
better placed than meets the eye.\" 


The independent, left-leaning HaVaretz editorialized: \"The situation 
in the Gaza Strip cries out for the world\'s help. After hundreds of 
Palestinians have been killed and hundreds of Qassam rockets have 
landed in Israel, and lacking any exchange between the Palestinian 
Authority and Israel, the two sides once again cannot extricate 
themselves from the miserable situation into which they have 
deteriorated. In light of the situation, the world is called on to 
intervene directly, as is the norm in other areas of conflict.\" 


Palestinian affairs correspondent Danny Rubinstein wrote in the 
independent, left-leaning HaVaretz: \"After all the failed military 
attempts to stop the launching of Qassam rockets, the time may have 
come for a political attempt, based on the rehabilitation of Gaza 

with the help of the new Palestinian government. The lever for its 
establishment will be the release of prisoners in a manner that 

takes Palestinian demands into account.\" 


Columnist Menachem Ben wrote in the popular, pluralist Maariv: 
\"Olmert is starting to show signs of weakness in all that concerns 
our relationship with the Palestinian and Arab enemy who has yet to 
give up anything.... Because the more the enemy recognizes your 
desire and weakness ... [the more] it raises its demands and makes 
everything impossible." 


Block Quotes: 


|. "International Force for Gaza\" 


The independent, left-leaning HaVaretz editorialized (11/13): \"The 
situation in the Gaza Strip cries out for the world\'s help. After 
hundreds of Palestinians have been killed and hundreds of Qassam 
rockets have landed in Israel, and lacking any exchange between the 
Palestinian Authority and Israel, the two sides once again cannot 
extricate themselves from the miserable situation into which they 
have deteriorated. In light of the situation, the world is called 

on to intervene directly, as is the norm in other areas of conflict. 
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There is no need here to detail the danger to peace in the region 
and indirectly to world peace, as a result of the deterioration in 

the Gaza Strip. Israel\'s actions harm innocent civilians, and images 
of the killing broadcast round the world intensify hatred of Israel: 

At the same time, Israel cannot reconcile itself with constant 

rocket fire on its towns. An international force deployed in Gaza, 
primarily in the areas that border Israel and Egypt, could calm the 
situation. Both Israel and the Palestinians should be interested in 
this.... Israel must initiate the move and thus appear interested in 
calming the situation. The world, for its part, should volunteer 

for the mission. The prime minister, who has left for political 

talks in Washington, could bring this idea with him, which has never 
been tried between Israel and the Palestinians and, in doing so, 
advance a new reality." 


II. \"Prisoners\' Deal is the Next Step\" 


Palestinian affairs correspondent Danny Rubinstein wrote in the 
independent, left-leaning HaVaretz (11/13): \"Those who imposed the 
siege -- Israel and the United States, and most of the nations of 

the world, including Arab nations, can congratulate themselves on 
their success. The Hamas government is being forced to resign. Abu 
Mazen also contributed to this. Although he is not a leader like 

the late PA chair Yasser Arafat, whose death two years ago was 
commemorated in the territories this week, circumstances caused him 
to maneuver in a way that forced Hamas to give in.... Abu Mazen had 
no choice but to participate in the international boycott of his 
government. Will the Hamas concessions lead to the establishment of 
the new government and to a calming of the situation in Gaza? That\'s 
not a certainty. After Fatah and Hamas agreed on the two important 
issues -- acommon political policy (based on the \"prisoners\' 
document\") and a government of experts -- a third, no less serious, 
problem remains: the deal to release prisoners in exchange for 
kidnapped Israeli soldier Gilad Shalit. Without a solution on this 
issue, there is no new Palestinian government. In other words, 

there is no chance of removing the siege and of achieving calm... 
After all the failed military attempts to stop the launching of 

Qassam rockets, the time may have come for a political attempt, 
based on the rehabilitation of Gaza with the help of the new 
Palestinian government. The lever for its establishment will be the 
release of prisoners in a manner that takes Palestinian demands into 
account.\" 


II. \"Signs of Weakness\" 


Columnist Menachem Ben wrote in the popular, pluralist Maariv 
(11/13): "Olmert is starting to show signs of weakness in all that 
concerns our relationship with the Palestinian and Arab enemy who 
has yet to give up anything.... Because the more the enemy 
recognizes your desire and weakness ... [the more] it raises its 
demands and makes everything impossible.... Olmert\'s defensive 
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reaction to Syrian peace offers is also worrying.... But most 
worrying is the crawling of the right of return into the 

[legitimate] Israeli [debate].... Instead of Israel sticking to its 
righteous [stand] against the Palestinian and Arab non-compliance, 
instead of it clarifying out load that anyone who talks about the 

right of return actually blocks any possible peace with Israel, a 

new division is made between bad Arabs (who want to destroy Israel 
directly) and good Arabs who want to destroy us by using the right 
of return. Eventually, we could find ourselves signing some sort of 
agreement with the good Arabs on the right of return. Because now 
the main goal is peace; it doesn\'t matter that it will lead to the 
destruction of Israel later.\" 
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E.O. 12958: N/A 

TAGS: UN, UNGA, PHUM, KTIA, SR 

SUBJECT: SERBIAN SUPPORT FOR EU\'S DECISION TO VOTE AGAINST 
CUBA HUMAN RIGHTS AMENDMENT 


REF: A) BELGRADE 1836; B) STATE 184156 


1. On November 09, 2006, poloff met with a representative 
of the Serbian MFA to obtain additional information on 
Serbian (and EU) vote against ref B request on the 
amendment to the resolution on Cuba. Per ref A, Serbia said 
on 08 November 2006 that they would \"constructively 
support\" reftel request. However, Serbia supported the EU 
consensus voting for the resolution and against the 
amendment. MFA representatives said that Serbia voted with 
the EU, supporting its view that the amendment was not the 
appropriate way to deal with the human rights issue in 

Cuba. 


2. Comment: Serbia has and will continue to seek 
convergence with the EU\'s position when it does it not 
conflict with an issue of particular sensitivity to Serbia, 
e.g. Kosovo. This will likely be equally determinative in 
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its positions on the five country human rights resolutions 
that may still be in play in the Third Committee. End 
Comment 
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E.O. 12958: N/A 

TAGS: PGOV, KDEM, PREL, SR 

SUBJECT: NIS Democracy Roundtable Breathes Fresh Air into Local 
Politics 


REF: Belgrade 1719 


SUMMARY 

1. (U) In the first of what Embassy Belgrade hopes to be a series 

of such events, poloff moderated a roundtable in Nis on November 4 
designed to bring together Serbian democratic bloc parties to show 
our support for them and to help them encourage voter participation 
as part of our overall GOTV campaign (reftel). The event, organized 
through the USG-funded Media Center in Nis, featured local chapters 
of the Democratic Party (DS), the Democratic Party of Serbia (DSS), 
G-17 Plus, and the Liberal Democratic Party (LDP) (Serbia Renewal 
Movement (SPO) accepted but failed to appear), and was covered by 
local media. The participants engaged in constructive dialogue on 
topics related to local civic participation and apathetic democratic 
voters. Aside from a minor clash between a representative of LDP and 
his counterpart from DSS on the subject of alleged fraud during the 
recent Constitutional Referendum, conversation flowed smoothly and 
representatives discussed their common ideals, motivations, and 
hopes for the future of Serbia. 


2. (U) Representatives of the democratic parties discussed their 
own motivations for being involved in politics, including fighting 
against the Milosevic regime in the 1990\'s, with an LDP official 
asserting that in Serbia, \"politics is a fight for life.\" 

Participants of the roundtable agreed that democrats need to 
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increase their direct personal contact with voters, remove 
stereotypes of politicians by their own actions, and push for 

greater decentralization and less bureaucratic obstacles to make 
changes in the their communities. As one LDP representative said, 
voter confusion remains a big problem, and the parties need to make 
their platforms clear for citizens in their communities. 


3. (SBU) Local media addressed most of their questions to the local 
party officials, asking pointed questions about their willingness to 
form coalitions and decentralize authority from Belgrade to 
individual municipalities. Following the event, the roundtable was 
covered briefly by national outlets B92, Blic, and Press, which 
focused on poloff\'s comments exhorting potential voters to 
participate in the upcoming elections and signaling USG support for 
democratic parties in Serbia. Encouragingly, neither Kosovo nor 
ICTY came up at all, either in the course of the conversation or in 
the Q and A session that followed. 


COMMENT 


4. (SBU) One conference organizer remarked after the event that 

this was the first time in two years the democratic parties had been 

seen talking to each other in Nis, and their first real interaction 

with the media in some time. Local attendees encouraged the Embassy 
to hold follow-on events in Nis and additional similar events 

throughout the country. Given the success of this roundtable, we 

are looking at replicating the format in selected regions on a 

regular basis in the pre-election period as part of our overall GOTV 
strategy. 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PREL, PTER, PHUM, PREF, MOPS, CE 

SUBJECT: SRI LANKA: TAMIL MP ASSASSINATED IN COLOMBO; 
THOUSANDS PROTEST 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


1. (C) SUMMARY: The assassination of a Tamil Member of 
Parliament in broad daylight in Colombo on November 10 
provoked widespread outrage and condemnation. President 
Rajapaksa issued a forthright statement in which he mourned 
the death of Nadaraja Raviraj, whom he called a friend, and 
ordered an aggressive investigation to find and punish the 
killers. But the brazen murder provoked outrage from Tamil 
and human rights groups who held the government responsible. 
Although a previously unknown group claimed credit for the 
deed, the most likely authors are cadres of the LTTE 

split-off \"Karuna group.\" Following closely on two incidents 

in which government military actions led to the death of 

Tamil civilians, the incident further raises the ante in Sri 
Lanka\'s ethnic conflict. Many fear that the Tamil Tigers 

will retaliate by targeting Sinhalese civilians in Sri 

Lanka\'s south. Embassy Colombo issued a statement deploring 
the assassination and calling on the GSL to launch an 
immediate investigation. END SUMMARY. 


2. (SBU) Unidentified gunmen shot dead Tamil Member of 
Parliament and former Mayor of Jaffna Nadaraja Raviraj 
November 10 near his home in Colombo. His bodyguard was also 
killed. Two assassins on a motorbike shot Raviraj and his 
bodyguard within his SUV in front of a military barracks in 

broad, rush hour daylight. Despite the ensuing traffic jam, 

the assailants managed a clean escape. 


3. (U) Raviraj represented the Jaffna district in Parliament 
for the pro-Tamil Tiger (LTTE) Tamil National Alliance (TNA). 
He was an outspoken human rights activist. Though he 
supported the LTTE\'s political goals, Raviraj had criticized 
the Tiger leadership for recruiting child soldiers while 

their children attend school abroad. 
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4. (U) Sri Lankan President Mahinda Rajapaksa immediately 
condemned the assassination of Raviraj, whom he called a 
friend, in the strongest terms. He also termed the killing 

\"a deliberate attempt to bring the Government into 
disrepute.\" He also asked the UK to provide help from 
Scotland Yard for the investigation. 


5. (SBU) The authors of the crime went to no great lengths 
to cover their tracks. A previously unknown group claimed 
responsibility. However, they posted a lengthy explanation 
of why Raviraj had to die on a website maintained by the 
anti-LTTE \"Karuna group.\" The diatribe stated that TNA 
politicians had no right to live in Colombo under the 
protection of the Sri Lankan government while their 
ideological brethren, the LTTE, made war against the same 
government. 


6. (C) Even without British help, the government arrested 
eight suspects in this case within forty-eight hours by 
launching a dragnet of Tamil neighborhoods where Karuna 
cadres would likely try to hide. As of this writing, the 
roundup was continuing, with reports of more arrests. 


7. (SBU) However, the government has little credibility left 
regarding its protection of the human and civil rights of Sri 
Lanka\'s Tamils. Three days before Raviraj\'s murder, the 
University Teachers for Human Rights (UTHR) released a 
statement contending that the Sri Lanka military command 
structure is dysfunctional and that some soldiers no longer 
answer to their superiors but act as \"mobile killer units 
targeting Tamils.\" (Note: Another TNA parliamentarian, Joseph 
Pararajasingham, was shot and killed by unidentified gunmen 
in Batticaloa on Christmas Eve 2005.) TNA leader R. 
Sampanthan was articulating the feelings of the Tamil masses 
when he told Reuters November 10: \"It is government forces or 
forces aligned with the government. This is an attempt to 

stifle and silence those who can justifiably espouse the 

Tamil cause.\" 
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8. (C) United National Party leader (and leader of the 
opposition) Ranil Wickremesinghe called Ambassador within 
hours of the assassination. Wickremesinghe said he was 
deeply disturbed by the killing, particularly since Raviraj 

was a fluent Sinhala speaker who had made a point of reaching 
out to the Sinhalese majority. Wickremesinghe implied it was 
Raviraj\'s outspokenness in the cause of moderation that had 
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made him a target. In a public statement, the opposition 
leader called Raviraj a friend and a \"visionary leader\" who 
\"advocated for both sides to engage in serious negotiations 
to find a lasting solution.\" 


9. (U) The National Anti-War Front (NAWF), led by Foundation 
for Co-Existence Director Dr. Kumar Rupasinghe, organized a 
demonstration march \"for the right to live\" on November 13. 
Raviraj\'s body was to be carried from the funeral home to the 
Town Hall for public viewing. The Center for Policy 
Alternatives, the National Peace Council and other think 

tanks and NGOs participated. Representatives from most of 
Sri Lanka\'s political parties, including the opposition 

United National Party (UNP), Tamil parties (excluding the 
Eelam People\'s Democratic Party -- EPDP -- and Karuna\'s Tamil 
Makkal Vidutalai Pulikkal -- TMVP), the Communist Party and 
other leftist parties, and Muslim parties including Rauf 
Hakeem\'s Sri Lanka Muslim Congress and Housing and 
Development Minister Feriyal Ashiraf\'s National Unity 

Alliance (NUA) attended. Most Tamil and Muslim shops in 
Colombo closed today in support of a general strike 

(\"hartal\") called by the demonstration\'s organizers. 


10. (U) Text of the Embassy statement: \"The United States 
deplores the assassination on November 10 of Mr. Nadarajah 
Raviraj, member of the Sri Lankan parliament. We express our 
deepest sympathy for this loss to the family of Mr. Raviraj, 

to his parliamentary colleagues, and to the people of Sri 

Lanka, who have been unjustly robbed of his energy and 

talent. It is critical that crimes such as the murder of 

Nadarajah Raviraj not go unpunished. We urge the government 
to begin an immediate investigation into the circumstances of 
his filling and to find, arrest, and prosecute those 

responsible on the most urgent basis.\" 


11. (C) Comment: President Rajapaksa\'s statement gives some 
reason to hope that Raviraj\'s murder will serve as a wake-up 
call to the GSL. Most observers believe that elements of the 
security forces have played with fire by using dissident 

Tamil paramilitaries, including the \"Karuna group,\" as 
proxies in their no-holds-barred struggle with the LTTE. In 
the case of Raviraj\'s assassination, many simply cannot 
accept that security forces had no prior knowledge of an 
attack carried out so brazenly in front of a military 

compound. Even more troubling is the context in which the 
murder occurred: a series of accidental civilian deaths 
through recent GSL military actions such as the bombing of 
the de facto Tiger capital Kilinochchi and the shelling of a 
displaced persons camp in Vakarai. Just two weeks after the 
failure of a negotiating round in Geneva, it is becoming 
increasingly difficult to envision a scenario in which the 
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LTTE -- an efficient, brutal and unforgiving terrorist 
organization -- will not attempt to retaliate against 
Sinhalese in the south. 

BLAKE 
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TEXT RECEIVED FROM DEPARTMENT OF ENERGY 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PARM, KNNP, MNUC, KZ 
SUBJECT: BN-350 SENIOR POLICY WORKING GROUP PROPOSAL 


REF: A. STATE 185480 
B. COONEY-OVMARA E-MAILS 
1. THIS IS AN ACTION REQUEST. See Para. 3 and 4. 


SUMMARY: The USG would like to begin discussions with the 
Government of Kazakhstan on permanent disposition of 
Kazakhstan,s BN-350 spent nuclear fuel. The USG proposes 
that the first formal discussion on options for permanent 
disposition be held in Kazakhstan in December 2006. Post is 
requested to deliver the letter in para 4 to the Minister of 

Energy and Mineral Resources proposing the December meeting. 


2. BACKGROUND: The USG is working with Kazakhstan on the safe 
and secure storage of spent fuel from the BN-350 fast breeder 
reactor in Aktau. The joint BN-350 Spent Fuel Program has 
packaged 300 metric tons (MT) of spent fuel containing 10 MT 
of HEU and 3 MT of plutonium into canisters and plans to move 
the spent fuel into dry storage in large, proliferation 

resistant casks at a long-term storage facility at the 

Baikal-1 site. 

Building on current cooperation, Secretary of Energy Bodman 
and President Nursultan Nazarbayev agreed to begin 
discussions on permanent disposition of the spent fuel during 

a meeting in Washington, DC on September 28, 2006. Cable 
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released by Department of State (reftel) outlined verbal 
demarche to the Ministry of Foreign Affairs and Ministry of 
Energy and Mineral Resources for first approach on policy 
group by Embassy Astana. The USG proposes that a 
senior-level policy meeting be held in December 2006 in 
Kazakhstan to begin discussions on cooperative efforts 
regarding permanent disposition. Specifically, this 
senior-level meeting would establish terms of reference that 
sets the framework for discussions on bilateral cooperation 
for possible permanent disposition. The senior-level policy 
meeting would also create a bilateral technical working group 
to explore the bilateral cooperation and technical 

feasibility, costs, and schedule associated with various 
permanent disposition options. The technical working group 
would report its findings to the senior-level policy group. 
Ideally, the first meeting of the technical working group 
would be in the January-February 2007 timeframe following the 
senior-level meetings so as not to lose positive momentum. 


3. ACTION REQUEST: To follow up on the Bodman-Nazarbayev 
agreement to begin discussion of permanent disposition of the 
BN-350 spent fuel with a meeting in early-mid December, 

action addressees are requested to deliver the following 

letter to the Minister of Energy and Mineral Resources; with 

a copy, released as appropriate, to the Ministry of Foreign 

Affairs. 


4. BEGIN TEXT OF LETTER: 


Minister Izmukhambetov 
Ministry of Energy and Mineral Resources 
of the Republic of Kazakhstan 


Dear Minister Izmukhambetov: 


| am writing to follow up on the productive discussion 

between U.S. Secretary of Energy Samuel Bodman and President 
Nursultan Nazarbayev of the Republic of Kazakhstan on 
September 28, 2006 in Washington, DC. 


One of the items that Secretary Bodman and President 
Nazarbayev discussed was the BN-350 spent fuel program. This 
program has had a very successful year, meeting both of its 
major milestones to start construction of the Aktau Temporary 
Cask Storage Facility and to begin fabrication of storage 

casks. The United States remains fully committed to this 
program and we are beginning to work on the Baikal-1 

long-term storage phase of the project. 


Building on this cooperation, Secretary Bodman and President 
Nazarbayev agreed to begin discussions on possible bilateral 
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cooperation for the permanent disposition of Kazakhstan,s 
BN-350 spent nuclear fuel. To begin this effort, | would 

like to propose that a bilateral senior-level policy meeting 

be held in December 2006. Specifically, | envision that this 
senior-level policy meeting would establish a mutually agreed 
terms of reference that sets the framework for discussions on 
permanent disposition. The senior-level policy meeting could 
create a bilateral technical working group to explore the 
technical feasibility, costs, and schedule associated with 
permanent disposition. The technical working group would 
report its findings to the senior-level policy group. | 

suggest that the first meeting of the technical working group 
take place in the January-February 2007 timeframe after the 
December 2006 senior-level meetings so as not to lose 
positive momentum. 


| would like to suggest that the senior-level policy group 
meeting on permanent disposition be held in Kazakhstan in 
early to mid December. | am appointing William Tobey, the 
Deputy Administrator for Defense Nuclear Nonproliferation, as 
the U.S. Head of Delegation for the December meeting. 
Representatives from the U.S. State Department and the U.S. 
Embassy in Kazakhstan will also participate in our 
interagency senior-level meeting. | look forward to working 
with you closely as we begin discussions on permanent 
disposition options and hope to receive a positive response 

to our proposal to meet in December. 


Sincerely, 


Linton F. Brooks 

Administrator 

National Nuclear Security Administration 
United States Department of Energy 
RICE 
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E.O. 12958: N/A 

TAGS: OTRA, ASEC, PREF 

SUBJECT: COUNTRY CLEARANCE GRANTED TO KAYLYN KVOCHAK 


REF: BELGRADE 1844 


1. US Office Pristina welcomes and grants country clearance to 
Political Section Intern, Kaylyn Kvochak to visit Pristina November 
13-17, 2006. The purpose of the visit is to consult with U.S. 

Office, to meet with UNHCR and selected return related 
organizations, and to conduct site visits, particularly in Peja/Pec. 
Control Officer for this visit will be Political Assistant Mimi 

Jupa, who can be reached at: office 381-38-549-516 ext. 3731; GSM 
377-44-153-577; fax 381-38-549-890. 


2. Post will coordinate arrangements for overland travel. 
Accommodations will be provided in TDY quarters on the USAID 
compound. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


3. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


4. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


5. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
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addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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E.O. 12958: N/A 
TAGS: KMDR, OPRG, OIIP, ETRD, BR 
SUBJECT: MEDIA REACTION: U.S. MIDTERM ELECTIONS; SAO PAULO 


1. "Elections Force Bush To Migrate To The Center\" 


Business-oriented Valor Economico editorialized (11/13): "U.S. 
voters changed the axis of President George W. Bush\'s policy by 
withdrawing support for his continuing to lean to increasingly 
towards the right and forcing him to the center.... The reasons for 
Bush\'s defeat are clear. His most evident mistake is the Iraqi 
war... but corruption scandals in Bush\'s party were almost as 
important for the election returns.... The Democrats have sufficient 
power to paralyze the rest of Bush\'s term, but they do not have a 
clear vision of what they want. There is no easy way out for Iraq, 
and the Democrats have not presented any new strategy on the 
subject, except for the flirtation of some of their factions with 

the possibility of a disastrous unilateral withdrawal.... The new 
Congress tends to be more protectionist than the current one. The 
possibility of renewing the fast track has become remote. Trade 
agreements already signed with Colombia and Peru - and the one being 
considered with South Korea - will run the risk of being vetoed if 
they are not approved by the current Congress.... With the Doha 
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Round\'s failure it is very unlikely that initiatives favoring the 

FTAA will prosper.... Foreign policy is expected to be less 

unilateral and, in regards to the environment, the U.S. will 

probably adopt a more moderate position, following the Democrats\' 
inclination.... The immigration question may also escape from the 
radicalism shown by the wall on the Mexican border.... To obtain 
some efficiency in the two final years of his mandate, Bush will 
have to become a moderate, almost the opposite of what he has been 
in the past six years. What remains to be seen is whether he wants 
or has talent to do so.\" 


2. \"The World And The Democrats\' Victory\" 


University Professor Gesner Oliveira wrote in liberal, largest 

national circulation daily Folha de S. Paulo (11/11): \"What remains 

to be seen is whether the overwhelming Democratic victory in the 

U.S. Congressional elections will represent a relevant change in the 
policy of the world\'s main economy.... The Bush era has not ended 
yet. But Bush has become an even weaker president than a White 
House tenant normally is during the two final years of his second 
term.... The decision to invade Iraq was hasty and disastrous, [but] 

the Democratic majority does not seem to have a concrete proposal to 
face the problem. Like Vietnam, Iraq will be a trauma for several 
administrations, Democrat and Republican. But there is a positive 
aspect. The inclination for unilateral decisions, a George W. Bush 
trademark, is diminishing.... The fall of radical foreign policy 
represented by Rumsfeld suggests more wisdom and pragmatism in other 
areas. Therefore, a less simplistic geopolitical view of Latin 

America will perhaps gain space. That would involve a reevaluation 

of Hugh Chvez\'s real importance.\" 


3. \"Winds Of America\" 


The lead editorial in center-right O Estado de S. Paulo (11/10) 
remarked: \"We have never doubted that the American democracy would 
get out unharmed from the Bush era. The trial of those who took 
advantage of September 11 to try to disfigure it began last Tuesday. 
The ballots not only reinvigorated democratic institutions, but 
confirmed the incomparable authenticity of the American democracy. 
For the first time the House will be led by a woman, Nancy Pelosi. 

For the first time the House\'s Budget Committee will be chaired by 

an African-American, Charles Rangel. For the first time a WASP state 
like Massachusetts will be governed by an African-American, Deval 
Patrick. And for the first time the major Democratic candidates to 
president are a woman, Senator Hillary Clinton, and an 
African-American, Senator Barack Obama.... The winds of America are 
blowing.\" 

McMullen 
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DEPT PLEASE PASS TO NEA/I; NEA/ARP FOR BSHUKAN/SWALKER 


E.O. 12958: DECL: 11/12/2026 

TAGS: PREL, PGOV, PTER, PINR, ECON, IZ, SA 

SUBJECT: FACILITATING GREATER SAG ENGAGEMENT ON IRAQ - A 
REGIONAL APPROACH 


REF: A. SECSTATE 181228 
B. RIYADH 8254 
C. RIYADH 8721 


Classified By: Deputy Chief of Mission Michael Gfoeller for reasons 1.4 
(b) and (d). 


1. (S) This constitutes Post\'s response to Ref A. The 
situation in Iraq remains of great concern to Saudis across 
the political, economic, and social spectrum. The press 
reported on November 13 that Saudi Minister of Interior 
Prince Naif called Iraq a \"major base for terrorism,\" adding 
that the situation is \"deteriorating daily\" and stating that 

Iraq has become a threat to the entire region. Interlocutors 
at every level worry about the ongoing sectarian violence, 

the possibility that it could spill over into Saudi Arabia, 

and the long-term implications of increased Iranian 

influence. The SAG has consistently conveyed the same 
message during recent meetings with high-level U.S. visitors: 
what is in IraqVs best interests is in the best interests of 

the U.S., the region, and the Kingdom. The SAG continues to 
support U.S. efforts in Iraq, but does so in private meetings 
-- noticeably out of the public eye. Ever sensitive to 
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negative public opinion regarding its relationship with the 
USG, the SAG is clearly balancing its role as a regional 
leader against any public support for U.S. efforts in Iraq. 


2. (S) Question: What would be required for the host 
government to be more actively engaged in Iraq? What will 
the host government require of Iraq before it is willing to 
increase support? 


-- Response: The SAG has made it clear to us that Iraq 
remains a priority for it and that U.S. and Saudi objectives 
in this regard are in sync. It has actively engaged on Iraq, 
supporting, for example, the recent Makkah Conference (Ref 
B), meeting with lraqi religious and political leaders, 
providing humanitarian assistance, participating in joint 
border and intelligence initiatives, and supporting the Iraq 
Compact (Ref C). Certainly stability will increase SAG 
engagement in Iraq on the political and financial fronts; 
however, its public stance has consistently been one of 
\"non-interference,\" with officials stating that they will not 
-- and should not -- favor one group over another. We 
anticipate that, for several reasons, this will continue to 
be the case; at least in the near term. 


3. (S) First, there remains some sensitivity regarding the 
SAGVs perception that we did not listen to them\" on issues 
such as disbanding Iraqi military and security forces and 
de-Baathification. Our interlocutors rarely miss an 
opportunity to remind us of this charge. Additionally, the 
ruling family continues to be very averse to public 

criticism. In the wake of the Lebanon crisis, the SAG 
witnessed significant backlash by the Saudi public regarding 
its condemnation of Hezbollah\'s actions, as well as what was 
considered its support for unpopular U.S. policies -- in the 
region in general, but also regarding Lebanon. Overt support 
of U.S. efforts in Iraq, at a time when there is record-high 
anti-American sentiment in Saudi Arabia, is likely to 

generate a firestorm of criticism, and the Al Saud will go to 
great lengths to ensure that this does not happen. 


4. (S) Financially, the SAG has committed at a political 

level to provide debt relief to Iraq. However, it is not 

being pro-active in engaging the GOI to clear up the key 
technical issues, especially the amount of debt outstanding. 
We are working closely with Embassy Baghdad to facilitate the 
debt talks needed to remove the technical issues. Once that 
happens, we believe further political level engagement will 

be needed to get the debt forgiven. In addition, the SAG has 
begun to engage in the Iraq Compact process -- sending 
representatives to the preparatory group meetings in Abu 
Dhabi and Kuwait in September and October. The Ambassador is 
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talking to senior levels of the SAG about hosting an Iraq 
Compact ministerial in late November or early December. 


5. (S) Question: What strategy should the U.S. Government 
take in engaging the host government in order to encourage 
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greater support for Iraq? What specific contributions-- 
financial, political, security or other-- could the host 
government make to Iraq, assuming it was approached in the 
correct manner and at an appropriate level? 


-- Response: Given the significant regional implications of 
the situation in Iraq, as well as the SAG\'s increasingly 

vocal desire to take a leadership role in the region, we 

should support a \"regional\" approach and encourage greater 
multi-lateral engagement. SAG officials have repeatedly 
stated that an \"international approach\" to Iraq is necessary 
and that the leadership must come from Saudi Arabia. For 
example, the Kingdom\'s shared border with volatile al-Anbar 
Province was a factor in its support for the proposed Gulf 
Cooperation Council\'s (GCC) Hudhud Remote Sensing System. 
Financial and political support of such multi-lateral efforts 
would be a safer avenue for the Kingdom to contribute to 

Iraqi stability without appearing to be a partner in the U.S. 
enterprise in lraq. 


6. (S) Also, there exist strong tribal ties between the 

Saudis and Iraqis. For example, the King\'s mother was a 
member of the Shammari tribe\'s ruling family, and Deputy 
Foreign Minister Yousef al-Saadoun is related to many 
Saadouns in both Sunni and ShiVa branches in Iraq. King 
Adullah clearly understands -- and uses to his advantage -- 
tribal networks in Saudi Arabia. We should not underestimate 
the power of such connections and strongly encourage the 
Saudis to leverage these ties to forward our mutual 

objectives in lraq. 


7. (S) Question: What are the host government\'s opinions on 
the relationship between Iraq and Syria? How will the host 
government perceive any change, either for the better or for 
the worse, in the relationship between Iraq and Syria? How 
could the host government be used to influence Syrian 
behavior toward Iraq? 


-- Response: The SAG\'s opinions regarding the relationship 
between Iraq and Syria appear to be increasingly troubled. 

In part, that may be due to Bashar Al Assad\'s recent 
statements referring to the Saudis as \"half-men\" for 
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criticizing Hezbollah\'s actions during the Lebanon crisis. 
While prior to those statements the King pointed to Iran as 
leading the charge (where Iran goes, Syria will go), SAG 
officials are increasingly conveying that Syria should not be 
disregarded as a potential regional threat. 


8. (S) Question: What are the host government\'s opinions on 
the relationship between Iraq and Iran? How will the host 
government perceive any change, either for the better or for 
the worse, in the relationship between Iraq and Iran? How 
could the host government be used to influence Iranian 
behavior toward Iraq? 


-- Response: The SAG has been clear that it is concerned 
about Iran, its pursuit of nuclear weapons capabilities, and 
the fact that Iran is using Iraq to further its consistently 
stated objectives of expanding its influence. The SAG has 
also told us on numerous occasions that Iran is gaining 
ground in Iraq. The Saudis are extremely concerned about 
what they term the massive expansion of Iranian political 
influence in southern Iraq and view with suspicion Iran\'s 
goals there. Our Saudi interlocutors make no secret of their 
intentions to diminish and \"roll back\" Iran\'s role in Iraq. 


9. (S) Saudi Arabia has been and continues to be a key 
strategic partner. The King and other senior members of the 
ruling family have repeatedly emphasized the importance of 
this relationship. However, given the current high level of 
anti-American sentiment in the Kingdom and throughout the 
region, the SAG clearly has to balance its public support of 
our efforts in Iraq against public/regional perceptions. It 

is critical that we understand this complicated dynamic and 
strongly encourage the SAG\'s efforts to forward a cohesive, 
multi-lateral approach that is regionally based. 
OBERWETTER 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, PARM, KNNP, MNUC, KZ 
SUBJECT: BN-350 SENIOR POLICY WORKING GROUP PROPOSAL 


REF: A. STATE 185480 
B. COONEY-OVMARA E-MAILS 
1. THIS IS AN ACTION REQUEST. See Para. 3 and 4. 


SUMMARY: The USG would like to begin discussions with the 
Government of Kazakhstan on permanent disposition of 
Kazakhstan,s BN-350 spent nuclear fuel. The USG proposes 
that the first formal discussion on options for permanent 
disposition be held in Kazakhstan in December 2006. Post is 
requested to deliver the letter in para 4 to the Minister of 

Energy and Mineral Resources proposing the December meeting. 


2. BACKGROUND: The USG is working with Kazakhstan on the safe 
and secure storage of spent fuel from the BN-350 fast breeder 
reactor in Aktau. The joint BN-350 Spent Fuel Program has 
packaged 300 metric tons (MT) of spent fuel containing 10 MT 
of HEU and 3 MT of plutonium into canisters and plans to move 
the spent fuel into dry storage in large, proliferation 

resistant casks at a long-term storage facility at the 

Baikal-1 site. 

Building on current cooperation, Secretary of Energy Bodman 
and President Nursultan Nazarbayev agreed to begin 
discussions on permanent disposition of the spent fuel during 
a meeting in Washington, DC on September 28, 2006. Cable 
released by Department of State (reftel) outlined verbal 
demarche to the Ministry of Foreign Affairs and Ministry of 
Energy and Mineral Resources for first approach on policy 
group by Embassy Astana. The USG proposes that a 
senior-level policy meeting be held in December 2006 in 
Kazakhstan to begin discussions on cooperative efforts 
regarding permanent disposition. Specifically, this 

senior-level meeting would establish terms of reference that 
sets the framework for discussions on bilateral cooperation 

for possible permanent disposition. The senior-level policy 
meeting would also create a bilateral technical working group 
to explore the bilateral cooperation and technical 

feasibility, costs, and schedule associated with various 
permanent disposition options. The technical working group 
would report its findings to the senior-level policy group. 

Ideally, the first meeting of the technical working group 

would be in the January-February 2007 timeframe following the 
senior-level meetings so as not to lose positive momentum. 


3. ACTION REQUEST: To follow up on the Bodman-Nazarbayev 
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agreement to begin discussion of permanent disposition of the 
BN-350 spent fuel with a meeting in early-mid December, 
action addressees are requested to deliver the following 

letter to the Minister of Energy and Mineral Resources; with 

a copy, released as appropriate, to the Ministry of Foreign 
Affairs. 


4. BEGIN TEXT OF LETTER: 


Minister Izmukhambetov 
Ministry of Energy and Mineral Resources 
of the Republic of Kazakhstan 


Dear Minister Izmukhambetov: 


| am writing to follow up on the productive discussion 

between U.S. Secretary of Energy Samuel Bodman and President 
Nursultan Nazarbayev of the Republic of Kazakhstan on 
September 28, 2006 in Washington, DC. 


One of the items that Secretary Bodman and President 
Nazarbayev discussed was the BN-350 spent fuel program. This 
program has had a very successful year, meeting both of its 
major milestones to start construction of the Aktau Temporary 
Cask Storage Facility and to begin fabrication of storage 

casks. The United States remains fully committed to this 
program and we are beginning to work on the Baikal-1 

long-term storage phase of the project. 


Building on this cooperation, Secretary Bodman and President 
Nazarbayev agreed to begin discussions on possible bilateral 
cooperation for the permanent disposition of Kazakhstan,s 
BN-350 spent nuclear fuel. To begin this effort, | would 

like to propose that a bilateral senior-level policy meeting 

be held in December 2006. Specifically, | envision that this 
senior-level policy meeting would establish a mutually agreed 
terms of reference that sets the framework for discussions on 
permanent disposition. The senior-level policy meeting could 
create a bilateral technical working group to explore the 
technical feasibility, costs, and schedule associated with 
permanent disposition. The technical working group would 
report its findings to the senior-level policy group. | 

suggest that the first meeting of the technical working group 
take place in the January-February 2007 timeframe after the 
December 2006 senior-level meetings so as not to lose 
positive momentum. 


| would like to suggest that the senior-level policy group 
meeting on permanent disposition be held in Kazakhstan in 
early to mid December. | am appointing William Tobey, the 
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Deputy Administrator for Defense Nuclear Nonproliferation, as 
the U.S. Head of Delegation for the December meeting. 
Representatives from the U.S. State Department and the U.S. 
Embassy in Kazakhstan will also participate in our 
interagency senior-level meeting. | look forward to working 
with you closely as we begin discussions on permanent 
disposition options and hope to receive a positive response 

to our proposal to meet in December. 


Sincerely, 


Linton F. Brooks 

Administrator 

National Nuclear Security Administration 
United States Department of Energy 
RICE 
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KUWAIT - PLEASE PASS TO APHSCT DELEGATION 


E.O. 12958: DECL: 11/13/2016 

TAGS: ASEC, ENRG, EPET, PGOV, PINR, PREL, PTER, SA 

SUBJECT: SAUDIS BOLSTER TROOP NUMBERS FOR ENERGY SECURITY, 
MOVE QUICKLY TO ESTABLISH JOINT WORKING GROUP 


REF: A. RIYADH 8811 
B. RSILVERMAN E-MAIL 11 NOVEMBER TO SJESSEE AND 
THINNEN WITH PROPOSAL FOR A JOINT WG 


Column 3 
C. RIYADH 5781 


Classified By: DCM MGFOELLER FOR 
REASONS 12958 1.4 B, D, AND E. 


1. (S/NF) In a series of meetings with the Saudi Ministry 

of Interior (MOI) from November 10-11, a joint State/Energy 
visiting delegation learned that the Saudis have made 
progress in improving security at critical energy facilities. 

A force of more than 35,000 soldiers, temporarily drawn from 
the Ministry of Defense and Aviation (MODA), the Ministry of 
Interior, and the Saudi Arabian National Guard (SANG) are 
already on the job. In addition, the delegation and Mission 
representatives made significant progress in developing plans 
for the composition and operations of a Saudi-U.S. Joint 
Working Group (JWG) to oversee improvements in Saudi energy 
infrastructure security. SAG and USG interlocutors agreed to 
aim for an inaugural JWG meeting in Washington during the 
week of December 4, and to work toward quarterly meetings 
thereafter. The Saudi delegation provided comments on the 
JWG proposal (ref B), and requested a cleared version be 
ready for final approval during the November 15 visit of 
Assistant to the President for Homeland Security and 
Counterterrorism (APHSCT) Townsend. 


2. (U) This is an action request. Please see paragraph 16. 


3. (C) Saudi delegation members met with Dr. Saad al-Jabri, 
Special Advisor to the Deputy Minister of the Interior for 
Security Affairs; Dr. Saud al-Samari, Director of both the 
MOI\'s Modernization and Telecommunications programs, and 
other MOI staff. In their role as advisors to the MOI, 

Bearing Point consultants Jay Jones, Senior Vice-President 
for Public Services Global, and Michael Samra, Managing 
Director, Middle East and North Africa, also participated. 
(Note: MOI recently awarded Bearing Point a three-year 
contract to modernize and re-organize all MOI\'s directorates, 
to include the establishment of a critical infrastructure 
security program. End note.) 


4. (C) U.S. delegation members included: 
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--Dr. Bruce Averill, Department of State, Critical 
Infrastructure Protection, Office of Plans, Policy & 
Analysis, Bureau of Political-Military Affairs; 


--Richard Soler, Department of State, Special Agent/Special 
Program Officer, Office of Anti-Terrorism Assistance, Bureau 
of Diplomatic Security (DS); and 


--Alex de Alvarez, Department of Energy, Director of 
Infrastructure Security and Energy Restoration Division. 


Embassy Economic Counselor Silverman, Political-Military 
Counselor Hudson, Naval Attache Hobbes, Legal Attache 
Harrell, Energy Attache Ross, and Deputy Regional Security 
Officer Taylor participated in the key November 11 meeting 
with the MOI. 


Update on Saudi Aramco Security: Improvements 
Implemented Since the July Security Assessment 


5. (S) Dr. al-Jabri opened the meeting by reviewing steps 
the MOI and Saudi Aramco have taken to improve security since 
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the February 24 attack on the Abgaig facility and the July 

2006 joint DS/DOE security visits to three major Saudi Aramco 
facilities. He noted while Saudi Aramco had a strong 

industrial safety program, it remains vulnerable to military 

and terrorist attacks. He stated the SAG had greatly 
increased the number of soldiers deployed to protect 
petroleum infrastructure. A force of more than 35,000 
soldiers, temporarily manned by forces from the Ministry of 
Defense and Aviation (MODA); the Ministry of Interior; and 

the Saudi Arabian National Guard (SANG) now protects critical 
infrastructure throughout the Kingdom of Saudi Arabia (KSA). 
Significantly, these forces are attached to and under the 
operational control of the MOI. The MOI plans to gradually 
replace these soldiers with members of its expanded Facility 
Security Force (FSF), as its recruits become trained and 
functional. 


6. (S) There are additional positive signals regarding 
troops deployed to protect critical infrastructure. Dr. 
al-Jabri noted the MOI had received blanket authority to 
deploy troops as needed to protect petroleum installations. 
Dr. al-Jabri added that since the 2003 compound attacks in 
Riyadh, the MOI controls three battalions on loan from the 
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Land Forces and National Guard. However, intra-ministerial 
cooperation is still not seamless; Dr. al-Jabri also alluded 

to an on-going turf battle between the MOl\'s Directorate for 
Public Security, which retains control over public security 

in all quarters of the KSA, and the newly-established FSF 
Directorate. 


7. (C) Dr. al-Jabri described mobile MOI units, largely 
recruited from the tribes, that are now used to guard oil 
workers working throughout the Rub\' al Khali, or Empty 
Quarter in the KSA\'s southeast. He stated that five to eight 
MOI soldiers with two vehicles are used to guard each team of 
oil workers as they move around this vast region carrying out 
their work. Dr. al-Jabri praised the loyalty and dedication 

of the tribesmen in carrying out their guard duties. He 
explained they enjoyed their work for Saudi Aramco, as it 
allowed them to maintain their traditional nomadic lifestyle 
while still bringing in a salary. He noted the tribesmen had 
refused access to Saudi Aramco catering and other support, 
preferring to maintain their traditional diet and way of life 
while carrying out their escort duties. Saudi Aramco 
requested 128 such teams to be deployed with the largely 
Russian and European oil workers working in the Rub\' al 
Khali; Dr. al-Jabri assessed the MOI had done a reasonable 
job of meeting this request. 


Maritime Attack on Coastal 
Facilities Remains a Concern 


8. (S) Dr. al-Jabri noted the MOI conducted planning to 

take into account the full spectrum of threats facing the 
petroleum installations. However, he remains concerned the 
MOI is not equipped to meet all threats, and specifically 
highlighted the need for additional protection from maritime 
attacks. He clarified the MOIYs Coast Guard was responsible 
for protecting petroleum installations up to 18 miles 

off-shore, while the Royal Saudi Naval Forces (RSNF) assumes 
responsibility for installations farther from shore. Naval 

Attache Hobbes suggested the use of booms to provide 
additional waterfront access control to Saudi Aramco 

facilities. Dr. al-Jabri noted with satisfaction since the 
October 31 visit of Vice Admiral (VADM) Walsh, Commander 
U.S. NAVCENT, to Rear Admiral (RADM) al-Kayyal, Commander 
Royal Saudi Naval Forces Eastern Fleet (ref A), the two 

navies had established a \"hotline\" between their offices. 
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(Comment: While we have confirmed there is no direct hotline 
between their offices, there is secure telephonic 

communication between the NAVCENT Battle Watch and the RSNF 
Eastern Fleet Command Center; the connection is routinely 
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verified. End comment.) 


Plans to Train New FSF Recruits; 
A New Training Academy in the Works 


9. (S) Dr. al-Jabri outlined the MON's plans to hire and 

train FSF members dedicated to protecting critical 
infrastructure. He reiterated that the MOI had authority to 
hire 32,000 new personnel, to bring the total to 35,000. The 
MOI has started recruiting for the FSF, and hopes to hire at 
least 10,000 by the end of this year. MODA and SANG would 
provide basic military training to 6000 and 2000 new recruits 
respectively, with the MOI training the remainder. 


10. (S/NF) After basic military training, Dr. al-Jabri 

indicated the FSF troops would require additional specialized 
training. He stated the FSF would need additional \"train the 
trainer\" courses and high technology equipment, and \"we\'re 
waiting for a move from your side.\" Dr. al-Jabri indicated 

the British and other nationalities had approached the MOI to 
assist with FSF training, but the MOI preferred to work with 
Americans. 


11. (S) Dr. al-Jabri told us the MOI had requested coastal 
land in the Eastern Province from Saudi Aramco to establish 
an FSF training academy, to include explosives and munitions 
labs and testing facilities. He highlighted the need for 

Saudi Aramco to provide specialized safety training for 

troops deployed to petroleum installations. He noted Saudi 
Aramco had been very unhappy in the wake of the Abgaiq 
incident when soldiers deployed to their installations were 
found smoking near volatile petrochemicals. 


Bearing Point Integral to Recruitment, 
Selection, and Training Effort 


12. (SBU) During these meetings and other conversations 
with Bearing Point representatives, we have learned MOI has 
tasked its Bearing Point consultants to design processes to 
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recruit, screen, and hire new FSF personnel. Dr. al-Jabri 
further clarified Bearing Point consultants would also be 
involved with designing and implementing the new training 
academy. 


13. (S/NF) Joking that the MOI does not usually talk to 
foreign parties, Dr. al-Jabri emphasized King Abdullah had 
granted the MOI full authority to work with us on petroleum 
infrastructure protection activities. He stated Crown Prince 
Sultan had sent the MOI cables which provided instructions to 
authorize their work. He also underscored King Abdullah had 
also greatly appreciated VADM Walsh\'s visit to RADM al-Kayyal 
at the King Abdul Aziz Naval Base (reftel A). He stated 

plainly, \"We mean business, we want to protect and make our 
country safe.\" He indicated HRH Prince Mohammed bin Naif, 
Assistant Minister of the Interior, registered a high level 

of interest in the JWG dialogue, and had called him the 
previous night to discuss its progress. Dr. al-Jabri 
underscored the Saudi desire for long-term cooperation with 
the USG on petroleum infrastructure security, explaining 

their motive for institutionalizing this dialogue in the JWG. 

He stated that individuals come and go, but unless 
cooperation is incorporated into a long-term plan, we would 
not move towards our final objective. Dr. al-Jabri also 
explained the JWG would allow the MOI to bypass some of the 
more onerous SAG bureaucracy and protocols, for example, 
allowing MOI officials to speak directly with USG technical 
experts without resorting to formal MFA channels and 
diplomatic notes. 
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Moving Forward on the JWG: December Meeting is the Goal 


14. (S/NF) Dr. al-Jabri agreed the JWG plans should focus 

on including institutions within the MOI, including other SAG 
ministries and agencies as needed. He also concurred with 

USG proposals to aim to hold an inaugural JWG meeting in 
Washington during the week of December 4, and to work towards 
quarterly meetings thereafter. The delegations agreed 

meetings would alternate between the KSA and US as needed. 
He indicated his interest in visiting U.S. and DOE energy 

facilities to better understand their security arrangements. 
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15. (S/NF) Dr. al-Jabri and Dr. Saud al-Samari provided 
comments on the proposal for a joint working group (ref B), 
and requested a cleared version be ready for final approval 
during the visit of APHSCT Townsend. 


16. (S/NF) The Saudi Arabian national security 
establishment has been characterized by a lack of 
inter-service and inter-ministerial coordination, and 
interoperability. The result has been a lack of joint 
operations, exercises, and doctrinal homogenization. The 
direct intervention of King Abdullah and Crown Prince Sultan 
appears to have made progress in obtaining cooperation among 
MODA, SANG, and the MOI. While Mission\'s efforts to 
communicate with the SAG are often stymied by a daunting 
bureaucratic inertia and an insistence on formalities, the 

MOI has clearly received the nod to proceed with dispatch on 
energy infrastructure security cooperation. From the Saudi 
side, this effort appears to be full soeed ahead, with a 
greater commitment than usual to information sharing both 
with us, and across and within the SAGVs 
chronically-stovepiped ministries. 
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E.O. 12958: DECL: 11/10/2016 
TAGS: NATO, PREL 
SUBJECT: NORTH ATLANTIC COUNCIL READOUT NOVEMBER 8, 2006 


Classified By: DCM Richard G. Olson for Reasons 1.4 (b) and (d) 
1. (C) SUMMARY: 


-- Azerbaijan: Azeri President Aliev provides an upbeat 
assessment of Azerbaijan,s reforms, predicts an end to 
Russia,s energy monopoly, and warns that frozen conflicts 
are the biggest threat he sees to regional stability, (see 
separate front channel message). 


-- Afghanistan: Pressure maintained on force generation and 
caveats; UK defends Musa Qala deal. Chairman of the Military 
Committee (CMC) highlights ISAF information operations, and 
NAC gets Intel briefing on record number of attacks by \"other 
militant forces.\" 


-- Balkans: Kosovo Contact Group to meet in Vienna on Nov. 
10; could recommend a delay in the status process. NATO-EU 
hold informal talks on post-status security in Kosovo. 


-- Iraq: Force protection report will recommend immediate 
reinforcement of access control at Ar-Rustamiyah. SYG 
circulates letter from Iraqi PM Maliki requesting NATO 
training for Iraqi military police. 


END SUMMARY. 


2. (SBU) Azerbaijan: Azerbaijani President Aliyev briefed 
the NAC on his nation,s economic, defense, and political 
reforms in the context of implementing its Individual 
Partnership Action Plan with NATO. He predicted that 
Azerbaijan would approach western democratic standards in 
another five years, that Russia\'s energy monopoly will come 
to an end, and that Armenia will become isolated by the 
international community if it does not soon come to terms on 
Nagorno-Karabakh. He also announced that Azerbaijan would 
double its troop contribution in Afghanistan, (Note: 
Azerbaijan currently has 20 troops in Afghanistan). 
Ambassador Nuland saluted Azerbaijan\'s contributions to 
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stability in Kosovo, Afghanistan, and Iraq and its bold 
energy policies, while pointing to the need for further 
democratization. 


3. (S/NF) Afghanistan: NATO Deputy Secretary General Rizzo 
supported SACEUR,s recent letter to Chiefs of Defense 
(CHODs) urging Allies to fill the ISAF CUSOR and to lift 

caveats at the upcoming CHOD meeting in Brussels November 16. 
He urged the Military Committee to complete its work on the 
ISAF Periodic Mission Review (PMR) so that committee work on 
the political side could proceed, and so the NAC could 

endorse the PMR prior to Riga. He told the Council that SYG 
de Hoop Scheffer intends to look again at the issue of PMR 
timing and process in January. CMC Henault briefed on 

ISAF,s information operations, stating that ISAF seeks to 

drown out the Taliban message, while enhancing its own 
message and that of the Afghan government, particularly at 

the local community level. International Military Staff AD 

for Intelligence Admiral Clayton briefed that a record amount 

of attacks by other militant forces (OMF) had occurred in 
September, at least partially attributable to increased 

\"friction\" with ISAF as a result of Operation Medusa. He 
assessed that OMF would seek to maintain activity over the 
winter, particularly in the south and in urban areas. 


4. (S/NF) The UK PermRep defended his government,s recent 
decision to withdraw from the Musa Qala district in Helmand, 
where UK forces had repeatedly fought Taliban insurgents, in 
exchange for a pledge from the local shura to maintain 
security. He asserted that there was no evidence of \"passive 
Talibanization,\" and that local officials believe the 

agreement is working. Spain expressed interest in exploring 
deals with the local populace as the UK had done, and hoped 
to discuss the idea further at NATO. 


5. (SBU) Ambassador Nuland welcomed the new \"ISAF PRT Weekly\" 
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report, which is distributed in ISAF military circles but is 

not yet formally circulated on the political side at NATO. 

She urged all PRT lead nations to contribute, and asked NATO 
international staff to circulate the report weekly to 

delegations. Slovenia announced that its equipment donation 
to the ANA -- 10,000 AK-47s and two million rounds of 
ammunition -- was in transit, with the first part due to 

arrive in Afghanistan on Nov. 8. 


6. (SBU) Balkans: The SYG told the NAC that the next meeting 
of the Kosovo Contact Group (CG) will take place on November 
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10 in Vienna, where Ahtisaari will receive initial feedback 

from capitals on his draft settlement proposal. The SYG 
advised that the CG could recommend a delay due to the 
prospect of Serbian elections and that KFOR would continue to 
monitor any developments which could impact security. He 
also reported that NATO and the EU held informal working 
level discussions last week regarding security post-status in 
Kosovo. Finally, the SYG informed the PermReps that the 
Autumn PMR has been provisionally endorsed by the MC and that 
the Policy Coordination Group (PCG) is expected to begin its 
work next week. 


7. (SBU) Darfur: The SYG noted continuing opposition by the 
Sudanese government (GoS) to any transition from AMIS to the 
UN, adding that the UN is preparing for alternative means of 
support in case the transition does not occur. Attention is 
focusing on two upcoming meetings: on Nov 13, the UN, African 
Union (AU) and GoS will meet in Addis Ababa, and on November 
24, the AU PSC will meet to discuss the future of AMIS beyond 
Dec. 31. The SYG said that work is underway on a draft 
AU)NATO framework agreement and that he intends to raise 

this issue at a PermReps coffee or lunch. 


8. (SBU) CMC Gen. Henault noted that all NATO lifts of AMIS 
troops for the autumn rotation are completed, with the 
exception of Rwandan troops. The AU will send a note verbale 
to NATO clarifying when the Rwandan troops will rotate out. 


9. (U) Iraq: The SYG noted that he had received and 
circulated to PermReps a letter from Iraqi Prime Minister 
Maliki requesting NATO training of Iraqi paramilitary police. 
The SYG said he intends to review this issue in more depth 
during a PermRep coffee or lunch next week. The SYG 
mentioned that the MC has provisionally approved the Autumn 
PMR and that the PCG will begin work on it next week. 


10. (C) Based on conclusions from the Force Protection report 
due out Nov 15, CMC said a new CJSOR will be released during 
the Global Force Generation Conference on Nov. 21-23. The 
report concluded that an immediate reinforcement of security 
for access and control at Ar-Rustamiyah was needed. To help 
address this, CMC said that an additional element of 15 
contract guards has been installed. CMC assured Council that 
this was not a slight to the Iraqi defense battalion which is 
providing proactive Force Protection. Rather, it was due to 
anticipated changes in insurgent tactics that could include 

the possibility of infiltration of the Iraqi Force Protection 
Battalion or the NATO compound. 


11. (U) UNSC Mission to Afghanistan: Speaking on behalf of 
the UNSC, UK PermRep Eldon said that Japan would lead a 
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Security Council mission to Afghanistan from November 10-17. 
During the NAC\'s Afghanistan discussion, the D/SYG asked 
Allies to respond positively to the UNSC\'s request for 
transportation from Dubai to Kabul, which SHAPE has forwarded 
to nations for consideration. 


NULAND 


85391 

FM AMCONSUL JERUSALEM 

TO SECSTATE WASHDC IMMEDIATE 5776 
INFO ARAB ISRAELI COLLECTIVE PRIORITY 
WHITE HOUSE NSC PRIORITY 


NEA FOR FRONT OFFICE; NSC FOR ABRAMS/DORAN/WATERS 


E.O. 12958: DECL: 11/12/2016 

TAGS: PGOV, KPAL, KWBG 

SUBJECT: FATAH REVOLUTIONARY COUNCIL NAMES ABBAS GENERAL 
COMMANDER 


Classified By: Consul General Jake Walles, per reasons 1.4(b) and (d) 


1. (C) Summary: On November 12, the Fatah Revolutionary 
Council (FRC) named President Mahmoud Abbas (Abu Mazen) the 
General Commander of Fatah. That makes Abu Mazen the formal 
leader of the Fatah movement and represents a political 

victory over the Secretary General, Faroug al-Qadummi. The 

FRC also created a field committee to oversee Fatah 
organizational structures in the West Bank and one in Gaza 

and placed Abu Mazen in direct control of both. End Summary. 


ABBAS GENERAL COMMANDER OF FATAH 


2. (C) On the second of three days of meeting, the Fatah 
Revolutionary Council (FRC) named PA President Mahmoud Abbas 
(Abu Mazen) the General Commander of Fatah, a vacant position 
last held by former President Yasser Arafat. In a discussion 

with ConGen FSN political specialist, FRC member Mohammad 
Madani described the FRC decision as a vote of confidence in 
Abu Mazen and his policies by Fatah. Madani also said the 
appointment is a political victory for Abu Mazen over Farouq 
al-Qadummi, who has been the Secretary General of Fatah since 
Arafat\'s death in 2004. Madani and other high-ranking Fatah 
officials note that al-Qadummi and Abu Mazen have been 
engaged in a struggle over the past year to define who is the 
leader of the Fatah movement. These officials argue that the 
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FRC decision places Abu Mazen firmly in that leadership role. 
Qadummi has not responded publicly to the FRC decision yet. 
(Note: The last scheduled meeting of the Fatah Central 
Committee on October 17 did not take place, largely because 
of the power struggle between Abu Mazen and Qadummi 
Following that non-event, Abu Mazen said it was the last time 
the FCC would meet outside the territories, effectively 
excluding Qadummi from FCC meetings. End Note.) 


FATAH GRASSROOTS ORGANIZATION 


3. (C) The FRC also created field committees to oversee 

Fatah organizational structures in both the West Bank and 
Gaza. (Comment: PLC member Mohammed Dahlan had previously 
told us about this proposal and said that he had obtained Abu 
Mazen\'s approval and expected the FRC to launch publicly the 
committees. Dahlan said the purpose of these committees 
would be to limit the power of the FCC at the grassroots 

level. End Note) Madani and other FRC officials noted that 

the FRC placed this committee under Abu Mazen\'s leadership. 
Madani explained that this new structure puts Abu Mazen in 
direct touch with the Fatah grassroots for the first time. 

This new arrangement could create a more organized and 
centralized Fatah movement. Madani added that the details of 
the plan, including composition of the committees, will be 
worked out later in the week after Abu Mazen returns from a 
visit to Jordan. (Note: He departed Ramallah November 12 and 
we expect him to return o/a November 15. End Note.) Madani 
also noted that the field committees are intended to be 
temporary pending internal Fatah party elections. 


CENTRAL COMMITTEE BUSINESS 


4. (C) Madani and other Fatah leaders added that the FRC has 
also decided to reshuffle the portfolios held by various 

Fatah Central Committee (FCC) members, and to create three 
new portfolios: refugees, security and Jerusalem. The FRC 
members also agreed to work towards holding the Fatah Sixth 
Conference -- at which a new FCC will be elected -- in the 

first half of 2007. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 11/13/2016 

TAGS: PHUM, PREL, KTIA, UNHRC-1, UN, SP 

SUBJECT: SPAIN ON UN THIRD COMMITTEE COUNTRY-SPECIFIC 
RESOLUTIONS 


REF: A. STATE 182267 
B. STATE 183547 
C. STATE 156800 


Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1.(C) Emboff delivered reftel A and B demarches to the MFA 
Subdirector General for Human Rights Fernando Fernandez-Arias 
on November 8. Fernandez-Arias said, \"You have nothing to 
worry about from Spain\" with respect to these resolutions. 

He said he thought it was a good strategy to have an up or 
down vote on the Belarus resolution on human rights in the 
U.S. He did note, however, that the two Belarus resolutions 
were well-crafted this year in contrast to previous 

retaliatory resolutions, and he said that the U.S. might face 
difficulty in gaining support outside of Europe. Emboff 

stated that country-specific resolutions were traditionally 

used by the UN only to address the issues of gravest concern, 
and that placing the U.S. in this category seemed 
inappropriate. Fernandez-Arias agreed, and noted that Spain 
has been very careful about limiting the number of 

resolutions it has proposed, despite the fact that he very 

much wants a resolution on human rights in Darfur. 


2.(C) Emboff told Fernandez-Arias that the second Belarus 
resolution was more thoroughly and objectively addressed in 
other resolutions already under negotiation; his colleague 
Antonio Garca Roger, himself just returned from New York, 
said that this is an opinion which is gaining traction in New 
York among European nations. On lobbying for the U.S. 
resolution on Belarus, Fernandez-Arias said that Spain is 
happy to help, but he noted that the EU typically divvies up 
the world according to areas of influence when lobbying for 
resolutions, so he expected that Spain would receive a more 
specific instruction from Brussels or New York on where and 
how to support the resolution. With respect to the U.S. 
resolution on Uzbekistan, Fernandez-Arias said he thought it 
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inconceivable that Spain would not support it, though he said 
that they had withheld their initial support because of 
wording issues. 


3.(C) Fernandez-Arias made a special point of saying that 
Spain greatly appreciated the United States being the first 
nation to sign on as a cosponsor (after the EU) of their 
religious freedom resolution. He emphasized how much Spain 
appreciated this gesture. Lastly, he asked if the U.S. 

intended to seek membership on the Human Rights Council. 
Emboff summarized the points from Ref C and said that the 
organization is not proving itself much more effective than 

its predecessor. 


Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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E.O. 12958: DECL: 11/13/2016 

TAGS: NATO, PREL, MOPS, SP, UP 

SUBJECT: SPAIN SUPPORTS CONTINUED EU, NATO ENGAGEMENT WITH 
UKRAINE 


REF: STATE 180222 
Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1.(C) Emboff delivered reftel demarche to Spanish 

Subdirector General for the EU Carlos Fernandez-Arias on 
November 2 and to Russia and Eastern Europe Desk Officer lago 
Gil Aguado on November 8. Fernandez-Arias told Emboff that 
Ukraine is the most important non-EU European nation as far 

as Spain is concerned and that Spain absolutely favors 

continued engagement. He said that Spain would continue 
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encouraging political reforms in Ukraine. 


2.(C) Gil Aguado told Emboff that the MFA is closely 
following developments in Ukraine and finds the situation 
quite alarming. He noted that Ukraine appears to be \"looking 
eastward\" more than in recent years. He added that one of 
Spain\'s priorities during its 2007 OSCE presidency would be 
to encourage greater Ukrainian engagement with the West. 


Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, RW 

SUBJECT: GACACA: SOME JUSTICE, LITTLE RECONCILIATION, IN 
ONE SMALL CORNER OF RWANDA 


1. (SBU) Summary. On November 7, former energy minister 
Bonaventure Niyibizi traveled to his birthplace in western 
Rwanda to attend the gacaca trial of four men accused of the 
murder of his mother in the 1994 genocide. Some measure of 
justice occurred -- four men offered partial confessions and 
offered pro forma apologizes for the crime. But none took 
real responsibility for the murder, and Niyisbizi faces 

threats and hostility when he visits his family\'s homestead. 
A full accounting of those involved in the murder appears 
unlikely, and little reconciliation has occurred in the tiny 
hillside hamlet. Rwanda\'s post-colonial history of episodic 
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political upheaval, as well as class, ethnicity and simple 

social envy, inform the terrible events of 12 years before in 

a small rural locale. End summary. 

2. (SBU) On November 7, Bonaventure Niyibizi drove to his 
birthplace in mile-high western Rwanda to confront four men 
charged with the murder of his elderly mother at the height 

of the genocide in April 1994. Approaching the village for 

the hearing that morning, Niyibizi pointed to a nearby hill. 
\"That\'s where we hid when | was six years old,\" he said. In 
the turmoil of independence in the early 1960s, he said, a 
Belgian priest armed with a pistol had led Hutu villagers 
armed with machetes on a hunt for Tutsis. Niyibizi, his 
mother, and his brothers and sisters had barely escaped. On 
another hillock, Niyibizi pointed out the family compound, 
where he had begun to construct a new home in 2004. \"We have 
rebuilt seven times since independence,\" he said. \"Seven 
times our home has been destroyed.\" Not a stone was left 
from the home his mother occupied in 1994, he pointed out. 
3. (SBU) Local residents arrived at the morning\'s gacaca 
session on foot, trooping in from the surrounding hillocks, a 
heavy rain pouring down. Niyibizi drove in from Kigali in a 
late-model Toyota 4WD. Previously a minister in the Kagame 
government, he was now a successful banker. No one in the 
village came close to him in terms of social prominence or 
economic success. In 1994, he was a senior advisor at USAID, 
with a good income and steady employment. \"They wanted money 
from my mother,\" he said. \"They assumed she had lots of 
money in the house.\" 

4. (SBU) Niyibizi had let ten years go by before he returned 

to his mother's compound. \"I just couldn\'t face going back,\" 
he said. But in 2004 he decided to rebuild. \"| wanted 
somewhere to bring my children, | wanted to come home.\" 
Things went well at first, he said, but then he began to 

receive threats. \"Not many were very welcoming,\" he said. 
\"The message was that | should stay away.\" His visit that 
day for the gacaca session was his first trip back in over a 
year. 

5. (SBU) At the trial, each of the four men \"confessed\" to 
either accidental or peripheral participation in the crime 

(each had been previously implicated; confessions can qualify 
defendants for reduced sentences). Each offered emotionless 
and insincere apologies to the Niyibizi family. Although 
everyone present was free to contribute to the gacaca session 
(a modified form of traditional justice, with relaxed 

evidentiary standards), few in the spare and chilly 

government office, packed with local residents who had lived 
together for decades, commented on the menVs role in the 
mother\'s death or events in the hamlet 12 years ago. Said 
Niyibizi in a whispered aside to polchief: \"Many know exactly 
what happened, and some of them helped. They are friends and 
relatives; they won\'t speak.\" 
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6. (SBU) The gacaca judges, visibly incredulous at the men\'s 
unconvincing confessions, postponed their decision to review 
previous written statements and seek additional testimony. 
\"You call that a confession?\" said the gacaca president to 
one of the men. \"What are you apologizing for?\" Niyibizi 
then made extensive remarks on the three-day torture and 
killing of his seventy-two year old Tutsi mother to the 

silent assembly of villagers. The four men appended their 
thumbprints to written records of their confessions, and the 
nine gacaca judges, wearing their sashes of office over their 
simple village clothing, filed out from the improvised 
courtroom. 

7. (SBU) After the gacaca hearing had ended, Niyibizi 
stopped at the small house he had begun to construct on the 
neighboring hillside. Nothing had been disturbed since his 
last visit a year before -- the walls and roof were intact, 

and the small yard well-tended. A few workmen had collected 
at the gate, in expectation of his visit, and he began to 
discuss with them what needed to be done to finish the house. 
\"Maybe | will start the work again,\" he said to polchief. 
\"Maybe | will start coming back." 

8. (SBU) Comment. Surveys of Rwandans suggest generally 
broad support for gacaca, although different elements of the 
population express differing fears. Some Hutu rural 


populations fear wholesale imprisonments; some Tutsi 
survivors (those present during the genocide) worry the truth 
will never be known in full, and some face physical threats. 
The head of Ibuka, the survivors\' umbrella organization, told 
polchief recently, \"Perhaps 30 or 40 percent of the truth 

will be known through gacaca. lt,s not enough, but it,s 

better than no justice at all in all these cases.\" 

9. (SBU) Detailed surveys of dozens of gacaca trials by 
Lawyers Without Borders show many gacaca courts striving as 
best they can to reach the truth and make appropriate 
judgments. Individual courts do err, but others reach just 
determinations and impose reasonable punishments. The task 
is monumental, with upwards of 700,000 potential defendants 
to be judged. Individual justice and completely accurate 
accounting of all crimes is a goal and hope that cannot be 
fully realized -- there are limits to the capacity of any 

human institution, particularly in poor and under-resourced 
Rwanda. In this case, the murder of Bonaventure Niyibizi\'s 
mother may never be fully explained. Social envy, pure 
criminality, ethnic extremism, all played their part in her 
death. What will be more important, ultimately, is some 
measure of acceptance and reconciliation in this remote 
hillside community. End comment. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ENRG, PGOV, EFIN, TU 
SUBJECT: TURKEY ELECTION YEAR ENERGY PRICE CONTROVERSY 


REF: ANKARA 6380 
Sensitive But Unclassified. Please handle accordingly. 


1. (SBU) SUMMARY: The prices Turkish consumers pay for 
electricity and natural gas has become a hot political issue in the 
run-up to 2007 presidential and parliamentary elections. With 
state-owned oil and gas pipeline company BOTAS reportedly on the 
brink of bankruptcy and cold weather approaching, the government is 
under strong pressure from the IMF to raise natural gas and 
electricity prices before the end of the year. Despite the 

difficult politics, it seems very unlikely that the AK Party 

government will buck the IMF or allow BOTAS, the sole importer of 
natural gas, to default. Thus, already stretched consumers should 
be prepared for bigger gas and electricity bills. It will be 

interesting to watch how the government spins this pocketbook issue. 
End Summary. 


2. (SBU) BOTAS\ financial difficulties, while not a secret to 
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insiders, hit the headlines on October 31. The press described a 
letter BOTAS reportedly sent to the Ministry of Energy warning that 
the company would be unable to pay for contracted gas from Russia, 
Iran, Algeria and Nigeria this winter, given uncollectible 

receivables from state entities. The letter highlighted debts owed 

by the State Electricity Generation Company (EUAS) and Ankara 
Municipality\'s gas distribution company EGO. The press also 
reported that BOTAS had reached its borrowing limit with banks and 
was unable to finance purchases with bank credit. 


3. (SBU) BOTAS Assistant DG Riza Ciftci confirmed to us that the 
company is in a tough spot due to the GOT\'s policy of maintaining 
low natural gas prices to consumers to encourage extension of 
natural gas around the country. He singled out EGO and EUAS as the 
biggest deadbeats, with debts of $1 billion and $2 billion 

respectively, and noted that BOTAS is constrained from cutting off 
service by law. Nevertheless, Ciftcifelt BOTAS would weather these 
problems throuh a combination of government support and 
re-financing BOTAS\'s debt payments to banks to service about $350 
million in bank borrowing that covered building of new pipeline 
infrastructure. 


4. (SBU) Sorting out intra-company debts among state-owned 
enterprises is also becoming a major issue for the IMF. The Fund is 
pressuring the government to raise consumer energy prices so that 
the government budget does not bear the cost of cleaning up the 
books of BOTAS and other companies. The IMF office here explained 
that while there is an existing formulaic mechanism for linking 
government-set consumer prices to costs, the government has not 
allowed this to operate during the recent spike in wholesale costs. 
He contrasted the continuing government control of this market with 
the gasoline and diesel market, which has been completely 
liberalized so that prices are set by supply and demand. The lack 

of clarity about the state-owned companies! financial situation will 
also have to be cleared up before the government completes the 
planned privatization of the electricity generation and distribution 
sector. 


5. (SBU) The price hike debate highlights the interplay between 
economic reform and politics that has become highly controversial in 
this political season. Natural gas prices were raised 5.4% at the 
beginning of November. Although the IMF tells us this was not 
enough, Prime Minister Erdogan and Energy Minster Guler are 
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frequently quoted in the press saying there will be no further 

energy price increases. However, during the November 11 ruling AK 
Party congress, Erdogan made comments in which he seemed to begin 
preparing the public for price hikes. This adherence to economic 
orthodoxy despite the political pressures perhaps reflects the AKP\'s 
belief that one of its greatest assets in the upcoming elections 

will be its success in managing the economy. 

Wilson 
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REF: STATE 183545 
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Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1. (C) Poloff met with Spanish Subdirector General for the 

EU Carlos Fernandez-Arias on November 8 to discuss Spain\'s 
position in advance of the November 13-14 GAERC meeting. 
Fernandez-Arias indicated that Spain was in complete 
agreement with the United States on most topics, but he 
singled out Kosovo, Russia and Israel as areas where he 
wished to clarify Spanish position. Fernandez-Arias also 
reported that the GAERC would be discussing the possibility 

of an increased EU role in Afghanistan. END SUMMARY. 


HKOSOVON 


2.(C) As he has in previous conversations, Fernandez-Arias 
emphasized that Spain does not see the same need for urgency 
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as the U.S. in Kosovo. He indicated that Kosovo would be a 

chief subject of the GAERC because UN SE Ahtisaari will 

attend. Fernandez-Arias agreed with much of the U.S. 

position, especially on security issues, and he stressed that 

the EU and NATO should have an overlap in Kosovo to make sure 
the transition goes smoothly. 


//¡SERBIA// 


3.(C) Spain agrees with the U.S. position on Serbia, but 
Fernandez-Arias cautioned that the GOS will probably offer 
Serbia more carrot than stick because it fears that a lack of 
Serbian progress will lead to SerbiaWs radicalization. 


//RUSSIA// 


4. (C) Spain shares the U.S. view on Russia. 
Fernandez-Arias said that it is difficult for the EU and 
Russia to work together in RussiaWs backyard - Transnistria, 
Moldova, Ukraine, Georgia - because the Russians become 
extremely suspicious of EU motives. As such, Spain is 
advocating increased cooperation with Russia over the 
horizon, such as in Darfur, in order to build mutual 
confidence in addressing the issues closer to home. He 
acknowledged the Jekyll-Hyde nature of the EU-Russian 
relationship and said that the EU is seeking to maintain an 
equilibrium in controlling its \"difficult neighbor\" while 
working together with its \"important economic partner.\" 


//MEPP// 


5. (C) Emboff and Fernandez-Arias met shortly after the 
Spanish MFA issued a communique condemning the Israeli 
bombardment in Beit Hanun. Fernandez-Arias noted that all of 
the U.S. points in reftel were correct but that there was 
something missing, which was the need for Israel to show 
restraint in defending itself. Spain recognizes Israel\'s 

right to defend itself and will continue to call for the 
cessation of Palestinian rocket attacks and the release of 
the captured soldier, but they will also continue to call on 
Israel to exercise restraint in defending itself. 
Fernandez-Arias added that the EU is giving clear 
instructions to the Palestinian Authority on what it needs to 
do in order to receive EU assistance. 


//LEBANON// 


6.(C) Fernandez-Arias emphasized the need for all nations 
- Syria, Lebanon, and Israel - to respect Lebanon\'s sovereign 
borders. On disarming Hizballah, he said it was difficult to 

be optimistic because disarmament would be a lengthy and 
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complicated process. He repeated his past statement that 
Spain would accept a disarmed Hizballah as a viable political 
entity in Lebanon, though disarmament seems unlikely. 


IMRAN// 


7.(C) Fernandez-Arias said that the GAERC would not 
address Iran again until December, as the issue is before the 
Security Council and nothing of significance has changed. 


//DEMOCRATIC REPUBLIC OF CONGO// 


8.(C) Fernandez-Arias said that the Spanish mission in 
Congo is nearing its conclusion, and that the Spanish 
government considers its work completed. He said that the 
Spanish might stay a few days longer than originally 
scheduled if only to make an orderly withdrawal. Emboff 
asked whether it seemed possible for another European force 
to replace the Spanish contingent. Fernandez-Arias noted the 
presence of a French over-the-horizon force but did not 


MADRID 00002871 002.2 OF 002 


think this was likely. He emphasized the expiring Spanish 
congressional mandate for peacekeeping operations and 
indicated that Spanish troops were needed elsewhere. 


//UZBEKISTAN// 


9.(C) The GAERC will not be discussing Uzbekistan, 
according to Fernandez-Arias, but he offered that Spain 
agrees completely with the U.S. position. 


//¡CUBA// 


10. (C) The GAERC will not be discussing Cuba, according to 
Fernandez-Arias, but he mentioned that the EU is planning a 
short-to-mid-term strategy on Cuba. He expressed concern 
about human rights in Cuba but also noted a recent trip of 
Deputy FM Bernardino Leon to Havana, in which Leon met with 
Cuban dissidents. The visit resulted in the refusal of Cuban 
FM Perez Roque to meet with Spanish FM Moratinos, as well as 
the exclusion of Spanish diplomats from official Cuban events 
in Havana. Fernandez-Arias echoed statements by other MFA 
contacts in saying that Spain does not want to sacrifice its 
ability to engage with the Cuban government. 


//ADDITIONAL ITEMS// 


11. (C) Lastly, Fernandez-Arias offered two other areas 


Column 3 

that would be discussed at this GAERC: a meeting of defense 
ministers on capacity development for the ESPD and a 
discussion spearheaded by the Spanish and the Dutch on how 
the EU can play a larger role in Afghanistan. Spain and the 
Netherlands will propose a more serious commitment for the EU 
in police and judicial training as well as institution 

building. 


Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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SUBJECT: DEMARCHE DELIVERED TO SPAIN ON CHISINAU-MOSCOW 
RAIL LINK 


REF: STATE 181103 
Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


(C) Emboff delivered reftel demarche to lago Gil Aguado, 
Spanish Desk Officer for Russia and Eastern Europe, on 
November 8. Gil Aguado was unaware of the matter but agreed 
that rerouting the train to Tiraspol posed several difficult 
questions. Gil Aguado agreed that Moldova is unable to 
control its own rail lines or guarantee their safety if new 
service begins to Tiraspol. He noted that Spain does not 
carry enough influence in Eastern Europe to intervene 

directly in matters such as these, but he added that Spain\'s 
OSCE presidency in 2007 would give it an opportunity to weigh 
in on matters in Moldova, Belarus and Ukraine. He offered 
that the Spanish are concerned by Russia\'s recent moves in 
exerting control over the gas markets in Belarus, Moldova and 
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Georgia. 


Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PHUM, PREL, KTIA, SI 

SUBJECT: SLOVENIA: COUNTRY SPECIFIC HUMAN RIGHTS 
RESOLUTIONS AT THE UNGA THIRD COMMITTEE 


REF: A. A) SECSTATE 182267 
B. B) SECSTATE 183457 


1. (C) Polecon Chief met 9 November with Smiljana Knez, 
newly returned to the MFA from London and currently head of 
the Human Rights division of the Office for International 
Organizations to discuss reftel points. Knez said Slovenia 
has placed a strong priority in developing a common EU 
position on all the Third Committee resolutions. In 

principle, Slovenia supports both the Belarus and Uzbekistan 
resolutions sponsored by the USG. Knez said that the GOS 
also rejected the \"retaliatory\" resolution brought by Belarus 
on the U.S. human rights situation. At the time of the 
meeting, Knez thought the EU was working to salvage some 
aspect of one of the Belarus resolutions. Polecon Chief 
suggested it would require a great deal of effort in a short 
amount of time, and it was unlikely they would be able to 
come up with any revision that would be mutually acceptable. 
ROBERTSON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 11/13/2016 
TAGS: EMIN, ETRD, ECON, KCOR, PGOV, CG 
SUBJECT: TENSION OVER GECAMINES\' ATTEMPT TO PREVENT THEFT 


1. (C) Tension over efforts to stop natural resource theft 

nearly resulted in violence in Kolwezi, Katanga province, 

over the November 3 weekend. November 2, the CEO of 
Gecamines, the DRC\'s copper/cobalt mining parastatal, told 
Gecamines employees in Kolwezi that the ongoing theft of 
copper/cobalt concentrate must cease, as it was \"impeding the 
relaunch\" of Gecamines. Fortin told EconOff he had received 
numerous reports of theft of substantial quantities of 
concentrate from Gecamines\' Kolwezi concession, and that the 
product is exported to Zambia for processing. He believes 
Gecamines employees are colluding in the theft with various 
government security services in the area. 


2. (U) The weekend after Fortin\'s visit, Gecamines security 
service (also known as Industrial Police) stopped and seized 
three unauthorized trucks trying to exit Gecamines\' 

concession with concentrate. The seizure sparked a 
confrontation between Gecamines\' and government security, the 
latter described by media and various EconOff contacts as 
military police, national police or Presidential Guard 

(GSSP). Both sides fired numerous shots in the air, but no 
injuries or further confrontations were reported. 


3. (SBU) To attempt to diffuse the situation further, Fortin 
returned to Kolwezi November 8, accompanied by the Katanga 
Governor, Kisula Ngoyi. They discussed the situation with a 
variety of local leaders, including the Mayor, law 

enforcement officials and government security service chiefs. 
According to Fortin, Governor Ngoyi said he will make a 
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public inquiry into the incident. Fortin also told Econoff 
that despite the confrontation, Gecamines\' staff will 
continue to stop and search exiting trucks. 


Comment 


4. (SBU) This Kolwezi incident is yet another example of the 
growing tension in the mining sector as it becomes 
increasingly formalized. Efforts to stem smuggling and other 
forms of corruption will often unfortunately be met by 
resistance. End summary. 

MEECE 
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SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 
WHA/EX PLEASE PASS USOAS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, KDEM, HA 
SUBJECT: ELECTIONS UPDATE 


REF: A. PAP 2105 
B. PAP 1846 


1. Summary. Elections preparations are on track and the 
Provisionary Electoral Council (CEP) is completing its 

checklist of remaining tasks, according to CEP Director 

General Jacques Bernard. CEP has taken over the primary role 
of implementing the elections but remain in daily contact 

with MINUSTAH on logistics. The prime minister and the 
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minister of interior acknowledged the good news but stressed 
the importance of voter education and transparency. The 
Director General of the CEP responded to these concerns, 
stating that the CEP maintained neutrality throughout the 
process and favored no political party. Transparency has 
become a large issue on the heels of an international report 
calling Haiti the most corrupt nation in the world and a CEP 
accounting review finding irregularities in their spending. 
The pressure is on both the CEP and the executive to make 
this process open and transparent to prove to the 
international community they can enter into democracy 
autonomously. End Summary. 


Election Preparations are on Schedule 


2. (U) Bernard reported to the Prime Minister, members of the 
Cabinet, SRSG Edmond Mulet, and the international community 
on November 7 that all electoral preparations were on 
schedule. Bernard rattled off items that had been completed; 
voting centers, voter lists, electoral boundary limits, and 

poll worker trainer training. All voting materials for 9 
departments had been delivered from the Dominican Republic 
and materials for the last department, the West would be 
delivered on the following Monday. According to Bernard, all 
other remaining tasks for election day have started and he 
anticipate &no problem at all8 for the December 3 election. 


3. (U) SRSG Mulet agreed that everything was in place. 
MINUSTAH officers now have daily meetings with CEP officials 
regarding logistics. This week, the CEP gave MINUSTAH the 
addresses of the 28 new voting centers and his officers were 
in the process of identifying and securing the locations. 

Mulet also reported that there was ample military presence in 
each department. From his perspective, the only item 
remaining for MINUSTAH was coordination with the Haitian 
National Police (HNP). Mulet planned to meet with Director 
General of the HNP Mario Andresol the following week to 
discuss HNP assistance with election day security. 


No Gaps in the Budget 


4. (U) The Canadians and Brazilians have disbursed their 
promised funds, approximately $4 million USD and exactly $1 
million USD, respectively. The Japanese have promised 
approximately $800,000 USD after they receive an explanation 
of how the funds would be used. And, the GoH would also 
contribute $1.5 million USD. Together with funds from the 
USG and the EU, the $16.9 million dollar budget has been met. 
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(Note: The status of the money from the EU was not discussed 
during the Prime Minister,s meeting but it is well known 

that these funds will not be disbursed prior to the elections 

(ref A) End Note.) 


CEP takes on role as Chief Implementer 


5. (SBU) Argentinean Ambassador Ernesto Justo Lopez asked for 
clarification on the role of MINUSTAH versus the CEP during 

this round of elections. (Note: There has been an ongoing 
tension between the Electoral Assistance Section (EAS) of 
MINUSTAH and the CEP. EAS Director was recently given a new 
position within MINUSTAH to relieve some tensions between the 
two organizations. However, EAS personnel remain sensitive, 
feeling sidelined from the technical aspects of the elections 
process. (ref B) End Note.) Mulet explained that MINUSTAH 
was no longer responsible for the technical aspects of the 

election as it had been in the previous rounds. Bernard 

reiterated that the CEP was responsible for these elections. 

In his view, the transfer of all technical knowledge had 

already been done and that the CEP was simply assuming its 
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proper responsibility. Canadian Ambassador Claude Boucher 
agreed and stressed that this transfer was something that the 
international community had envisioned from the beginning, 
that the Haitians drive their own democratic process. 


Voter Education Urged 


6. (U) The Minister of Interior Paul Bien-Aime raised the 
issue of the electorate\'s awareness of voting centers in the 
newly defined voting zones (ref A). According to Bien-Aime, 
a few of the political parties have complained that the 
location of the voting centers gave advantage to certain 
candidates. Bernard acknowledged that political parties were 
complaining but responded that the CEP had selected voting 
centers that were as neutral as possible. He told Bien-Aime 
that he could not satisfy all political parties but only 

strive for neutrality. Parliamentarians were making demands 
for candidates in their party and there would be requests for 
changes until the last minute but the CEP would hold to its 
plan. 


7. (U) Bernard said that voters would be familiar with the 
ballots because they are similar to the ballots of the first 
two rounds. The ballots for local and municipal elections 
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will contain no candidate photos. In place of photos, the 
names of the candidates comprising the rural administrative 
municpalities (CASEC and ASECs) will appear. Political party 
logos, as before, would be displayed under the names. 


Transparency Required 


8. (SBU) The Prime Minister stressed the importance of 
transparency during this election. Observers would be 
permitted but everyone, including parliamentarians and VIPs, 
must have proper identification to enter the voting areas. 

The Prime Minister, clearly concerned about public image of 
the elections, said that voter response in February was a 
display of Haitian will and that voters would not accept the 
same situation of uncertainty and lack of transparency. He 
urged the CEP to announce the results quickly because if not, 
&it would expose the country to flare ups and other 
insecurities.8 At the same time, he expressed bemusement in 
the recent results of the Transparency International study, 
finding Haiti the most corrupt nation in the world, given 

that his government was recently installed. Thus, they had a 
&burden8 to show &we are different.8 


9. (U) Bernard expected several groups of electoral observers 
for the local and municipal elections. There will be a 
contingent of Canadian observers, members from the Haiti 
Democratic Project, and numerous domestic groups that had 
registered as observers. 


CEP Accounting Irregularities 


11. (U) The Superior Court of Accounts and Administrative 
Litigation published a report on November 6 concerning the 
accounting practices of the CEP. The report stated that 
there are accounting irregularities in the disbursement of 
funds of the CEP amounting to 4 million Haitian gourdes 
(approximately $ 400,000 USD). President Max Mathurin has 
not publicly addressed these allegations. During the meeting 
on November 7, however, he told the Prime Minister that he 
intended to give him a full report. 


12. (SBU) Comment: Despite EAS dissatisfaction with technical 
aspects of the election, the latest corruption scandal, and 

rumors that Preval does not want local elections because they 
could ignite local violence, voters will go to the polls on 

December 3. CEP and MINUSTAH are prepared and money is the 
UNDP coffers. The CEP is ready to prove that they have the 
expertise to implement elections. Transparency has become a 
large issue on the heels of an international report calling 
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Haiti the most corrupt nation in the world and a CEP 
accounting review finding irregularities in their spending. 
The pressure is on both the CEP and the executive to make 
this process open and transparent to prove to the 
international community they can administer their own 
elections. End Comment. 
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E.O. 12958: N/A 
TAGS: ECON, ENRG, EPET, EINV, VE 
SUBJECT: VENEZUELA LAUNCHES UNREALISTIC ETHANOL PLAN AGAIN 


REF: A. CARACAS 1209 
B. CARACAS 3224 
C. CARACAS 1397 


This message is sensitive but unclassified, please treat 
accordingly. 


1. (SBU) On October 26, PDVSA unveiled their Ethanol 
Agro-Energy Development Project, designed to produce over 10 
million barrels of ethanol per year by 2012. The plan 

differs very little from previous PDVSA ethanol plans in 

scope, but incorporates new social development models. The 
ethanol will be produced from sugar cane, rice, and yucca, 
and will replace ethanol imports from Brazil that are used as 

a gasoline additive. Despite serious problems in the 

existing sugar industry (from sugar refinery issues to price 
controls to property destruction by squatters), the PDVSA 
plan seeks to double the amount of land used for sugar cane 
cultivation. The plan\'s \"social projects\" promote BRV-style 
business models (cooperatives, social production enterprises 
and endogenous development). PDVSA explicitly stated they 
would work together with the National Land Institute, paving 
the way for more takeovers of \"idle\" land holdings and 
\"reform\" in favor of agricultural cooperatives. PDVSA\'s 
plan, in short, is unrealistic. End Summary. 


2. (SBU) During an invitation-only seminar on October 26-27, 
PDVSA unveiled its ambitious USD 1.3 billion Ethanol 
Agro-Energy Development Project. PDVSA\'s goal is to replace 
MTBE, a gasoline blending component the BRV began to use 
instead of leaded gasoline in May 2005, with 
domestically-produced ethanol. Currently, Venezuela imports 
ethanol from Brazil. The BRV has already signed memoranda of 
understanding with Brazil and Cuba for initial importation of 
equipment. 


3. (SBU) Egly Ramirez, the Manager for PDVSA\'s Ethanol 
Project, said the plan calls for construction of 17 
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processing plants with a combined 10.2 million barrel per 
year capacity by 2012. The facilities will produce ethanol 
from sugar cane, rice and yucca. The plan calls for 320,700 
hectares of new cultivation (230,000 hectares in sugar cane 
alone), and possible incorporation of other cereals and 
biomass into future production. The processing plants would 
be scattered around Venezuela\'s northern axis, and the pilot 
project -- set to begin operating in 2007 -- is in Lara 

state. The pilot project is adjacent to the Pio Tamayo Sugar 
Refinery, though subsequent plants will be separate from 
refineries. All ethanol plants will have a \"social 

component" that includes promotion of social production 
enterprises (Ref A), cooperatives, endogenous development 
projects, and the creation of a \"harmonized\" rural 
environment. 


4. (SBU) In July 2005, PDVSA announced a sugar cane-based 
ethanol plan called \"Proyecto Etanol,\" that called for 
construction of 14 new sugar refineries, 300,000 hectares of 
new cultivation, and importation of initial equipment from 
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Brazil. Six months later, in February 2006, PDVSA unveiled 

yet another ethanol plan called \"Plan 474,\" which promised 
25,000 daily barrels of ethanol production from 276,000 

hectares of new sugar cane cultivation and construction of 15 
sugar refineries. PDVSA stated they would begin importing 
25,000 barrels per day from Brazil until they could supplant 
imports with domestic production. Today, Venezuela continues 
to use MTBE as a gasoline additive and is only incorporating 
1,000 barrels a day of ethanol for this purpose in eastern 
Venezuela (Ref B). The total amount of MTBE used is unknown. 


5. (SBU) Even while the BRV dreams of new uses for sugar 
cane, over the last year Venezuela has suffered from repeated 
sugar shortages. Demand for sugar exceeds local production 
by nearly 300,000 metric tons. Only 110,000 hectares are 
currently used for sugar cane cultivation (compared to the 
230,000 hectares PDVSA wants for new cultivation). Venezuela 
has 15 sugar refineries, four of which are partly or wholly 
owned by the state. Of these, Cumanacoa Refinery has 
significant efficiency problems; Ezequiel Zamora Refinery is 
embroiled in a massive corruption scandal; and Santa Elena 
Refinery was closed for months in 2006 due to a worker death 
and ensuing investigation. Venezuela was forced to import 
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sugar from Brazil to make up for the deficit. 


6. (SBU) Serious problems with sugar refineries, coupled 
with price controls that don\'t cover production costs, and 
over 4,000 hectares of sugar cane destroyed by squatters (to 
lower property value) in Yaracuy state alone, resulted in 
chaos for the Venezuelan sugar industry in 2006. During the 
unveiling of PDVSA\'s plan, an audience member asked how 
Venezuela could possibly produce ethanol given all the 
problems with sugar, to which Ramirez simply answered that 
PDVSA would assist the Ministry of Agriculture in the 
construction of three more sugar refineries. 


7.(SBU) According to Ramirez, Venezuela will be as 
competitive in ethanol production as Brazil (which has 
production costs of USD 0.40 a gallon or lower). To achieve 
this, PDVSA will manage the entire production chain 
(prohibiting imported raw material or providers from outside 
their network), use automated and \"technologically advanced\" 
production methods, implement crop rotation like Brazil and 
Cuba, and provide \"preferential financing.\" However, the 
president of the Venezuelan Federation of Agriculture 
(Fedeagro) said that PDVSA had approached individual farmers 
to set aside only 15-20 hectares of existing sugar cane for 
ethanol, wishing to distribute production among as many 
farmers as possible instead of increasing production at the 
most efficient existing operations. 


8. (SBU) During his presentation, Egly Ramirez noted that 
PDVSA will cooperate with the National Land Institute (INTI) 
to \"change the agricultural structure and transform the 
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social fiber\" of Venezuela. Another PDVSA employee working 
on the Ethanol Project mentioned separately that new 
cultivation and construction would use only government land. 
(Comment: Implicit in Ramirez\' statement is a push for 
BRV-style land reform -- expropriations or takeovers of large 
\"idle\" land holdings to be turned over to rural peasant 
cooperatives (Ref C). End Comment). 
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9. (SBU) It\'s very difficult to imagine how in five years, 
Venezuela will not only have a fully-operational ethanol 
industry, but one as profitable and efficient as Brazil\'s. 
Given Venezuela\'s inability to produce the sugar it needs for 
domestic consumption, it hard to believe that PDVSA can 
double the amount of cultivated land (for sugar cane) and fix 
all the problems with the sugar refineries by simply building 
new ones. PDVSA has clearly shown an inability to execute 
previous versions of its ethanol policy. At most, PDVSA will 
produce a modest amount of ethanol to offset imports of the 
product. As with many of PDVSA\'s grandiose plans, this one 
will likely fall far short of expectations. Merely changing 

the name of the ethanol plan is unlikely to produce better 
results. End Comment. 

BROWNFIELD 
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SUBJECT: Damascus Media Reaction: Syria/US, US Veto of Gaza 
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Resolution, Lebanon, Rumsfeld resignation, Olmert Trip to Washington 
(11/11-13) 

1. Summary: Syrian papers on November 13 reported President Asad\'s 
meeting with a US Protestant delegation, headed by Pastor Rick 


Warren, a prominent Protestant cleric. They discussed 
Syrian-American relations. The American delegation said that the US 
administration was mistaken in not starting a dialogue with Syria. 

Talks covered the importance of interfaith dialogue and the peace 
process in the region. Pastor Warren expressed his appreciation for 
Syrian coexistence, religious tolerance, and stability in Syria, 

asserting that he will convey a true picture of Syria to the 

American people. He offered to President Asad amemorial drawing as 
a gift to the Syrian people for the hospitality and efforts they are 
exerting to achieve peace and stability. 


On November 11 Syrian Vice-President for Cultural Affairs Najah 
Attar discussed with American religious leaders and peace advocates 
the necessity for boosting dialogue among religions and cultures in 
the service of peoples and all humanity. Members of the American 
delegation said that they came to Syria carrying a message of peace 
aimed at consolidating dialogue and rapprochement with Syrian clergy 
and officials. The American delegation said it opposed the policy 

of the US administration and the war on Iraq, expressing hope that 
US policy will change, particularly following the winning by 

Democrats of majorities in the Senate and the House of 
Representatives. 


Newspapers on November 12 condemned the US veto of a proposed UN 
Security Council resolution on Israel\'s massacre in Bait Hanoun and 
called on Arabs to take effective action to protect Palestinians. 
Papers also featured a statement by Dr. Bashar al-Ja\'fari, Syria\'s 
Representative to the UN, condemning the Israeli massacre and 
criticizing exempting Israel from UN resolutions. 

In their reports on the Lebanese political crisis, Syrian newspapers 
blamed the February 14 powers for the collapse of negotiations to 
form a national unity government and suggested that the opposition 
is left with no choice but to take its case to the street. Papers 

also reported the resignation of ministers of Hizbollah and the Amal 
movement from the Al-Saniora government. 

End of summary. 


2. Selected Headlines: 

\"A US delegation to President Asad: The Bush administration is 
mistaken not to hold dialogue with Syria\" (Government-owned 
Al-Thawra, 11/13) 

\"Foreign Minister Mouallem: We are ready for dialogue with 
Washington to achieve stability\" (Government-owned Al-Thawra, 11/13) 


\"Syrian Speaker of People\'s Assembly al-Abrash before the conference 
of Asian Parliaments: Dividing the world into axes shows bankruptcy 
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of US policy\" (Government-owned Al-Thawra, 11/13) 

\"President Lahoud to PM Al-Saniora: The government has no 
legitimacy. Hizbollah: Changes are inevitable. Move continues 
towards restoring national decision-making. Aoun: The February 14 
groups have turned against national consultation after receiving 
signal from outside\" (Government-owned Al-Ba\'th, 11/13) 
\"Democrats seek to withdraw from Iraq within 6 months. A US report: 
Cleansing the US administration of neo-conservatives will reflect 
positively on relations with Syria\" (Government-owned Al-Thawra, 
11/13) 

\"Reacting to the US veto, Arab Foreign Ministers decide to break the 
siege imposed on the Palestinian people immediately\" 
(Government-owned Al-Thawra, 11/13) 

\"Two Palestinian martyrs join the victims of the Israeli occupation 

in Gaza. Hamas nominates Shubair for the post of prime minister\" 
(government-owned Tishreen, 11/12) 

\"A message from President Asad carried by Deputy Foreign Minister 
Miqdad to Yemeni President Saleh on Palestinian developments and 
coordination of Arab positions\" (Government-owned Tishreen, 11/12) 


\"During a meeting with American religious delegation Vice President 
for Cultural Affairs al-Attar says: Syria is always open to 
dialogue\" (Government-owned Al-Thawra, 11/12) 


\"Foreign Minister Mouallem receives a phone call from EU Foreign 
Policy and Security Chief Solana. Talks focus on regional 
developments and Syrian-EU relations\" (Government-owned Al-Ba\'th, 
11/12) 


\"Syria chairs the Committee of Asian Parliamentary Policy. 
Speaker of the People\'s Assembly al-Abrash and Speaker of the 
Iranian Shoura Council, Haddad Adel, discuss developments in 
Syrian-Iranian relations\" (Government-owned Al-Ba\'th, 11/12) 


\"Urgent meeting of Organization of Islamic Conference\'s Foreign 
Ministers to discuss the Israeli massacres in Palestinian 
territories. The US veto is an insult to the blood of the Bait 
Hanoun victims\" (Government-owned Al-Thawra, 11/12) 


\"Ministers representing Lebanese Amal Movement and Hizbollah resign 
from Al-Saniora government\" (Government-owned Al-Thawra, 11/12) 


\"British daily \The Guardian": British PM Blair will urge 
Washington to hold dialogue with Syria and Iran\" (Government-owned 
Tishreen, 11/12) 


\"US President Bush: War against Iraq defeated us in the 
Congressional elections\" (Government-owned Tishreen, 11/12) 
\"Syria before the UN Security Council session on Bait Hanoun 
massacre: Israeli crimes are engraved in the UN memory\" 
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(Government-owned Tishreen, 11/11) 
3. Editorial Block Quotes: 


An unsigned editorial in government-owned Al-Ba\'th, said: (11/12): 
\"The US veto is a new blow to the international community\'s effort 
to call things by their real names: an Israeli aggressor and a 
Palestinian victim... 

\"Through the use of the veto, Washington did not abandon its 
traditional position alongside Israeli aggression and against Arab 
rights... If the Security Council does not intervene in a massacre 

of the caliber of Bait Hanoun\'s and does not call a spade a spade, 
then when will it intervene...? 

\"President Bush\'s administration, which is facing a crisis in lraq, 
has apparently not realized the gravity of its new decision to 

protect the Israeli killer.... The Security Council\'s failure to 

adopt the proposed resolution sends a message to Israel that it can 
continue with its crimes and massacres, and another to the 
Palestinians that the international community has abandoned them. 
This miserable situation dictates that Arabs rise to the 

challenge.... Arabs can do much if they want, from breaking the 
siege on the Palestinians, which is imposed through Israeli-American 
will, to bringing their cause back to its Arab incubator.\" 


Hanan Hamad, a commentator in government-owned Tishreen, commented 
(11/12): \"Rumsfeld was the first victim of the Republican loss, 

although President Bush had insisted on keeping him until the end of 

his term.... Despite the satisfaction that the news of his 

resignation or dismissal left among Americans and the world at 

large, the damage that the engineer of American wars caused through 

his reckless policy cannot be fixed at the push of a button.... 

\"Abandoning Rumsfeld is obviously Bush\'s last card in the search for 

a face-saving policy allowing an exit from Iraq while still claiming 

that the mission has been accomplished and the victory achieved... 


We doubt that there will be a change in US policy.... Rumsfeld was 
the ugly face of American policy in Iraq, which sums up US policy 


toward the entire world. Will Robert Gates be anew mask on the 
policy\s face? Will Rumsfeld\'s dismissal be a disguise and just a 
revision of the way the war in Iraq is being conducted, not a 

reversal of the grave mistake that was made when the war was 
launched? We are used to seeing a change in Washington, whether at 
the White House or atthe Capitol, as only a change in form and 
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methods, rarely affecting the essence of US policy, which is always 
biased toward the Israeli enemy.\" 


Adham al-Tawil, a commentator in government-owned Tishreen, wrote 
(11/12): \"A change of faces in the US Administration will not lead 

to a significant change in US policy.... The departure of Rumsfeld, 

and perhaps of John Bolton and Paul Wolfowitz later, will not drive 

the Bush administration to announce the withdrawal of US occupation 
forces from Iraq... 

\"There is no difference between Republicans and Democrats when it 
comes to Middle East policy and support for Israel.... The most 
dramatic thing that could happen with regard to US policy in Iraq 

and perhaps in Afghanistan is some tactical maneuvers by the 
Democrats to show that they control part of American decision-making 
prior to their attempt to control the whole decision-making process 

in the next presidential election. The tactic here does not at all 

mean that the Democrats are interested in stopping or reducing Iraqi 
bloodshed. It is just an attempt to save the lives of American 

soldiers, whom the Democrats want to stay in Iraq for several more 
years....\" 


Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
wrote (11/12): \"After committing the horrible Bait Hanoun 
massacre...Ehud Olmert travels to Washington today to conduct a 
final examination of White House policy and to be one hundred 
percent sure that there is no change in American positions, which 
unreservedly support Israel. 

\"Olmert certainly knows that there is no difference between the 
American Republicans and Democrats in terms of the support they 
offer Israel. But he wants to see this firsthand and through direct 
contact with the old and new decision-makers in Washington... 
\"At any rate, Olmert will meet with Bush in the White House. There 
is nothing to indicate that the latter wishes to re-launch the peace 
process based on the terms of reference of the Madrid conference, 
which was sponsored by the administration of Bush Senior. On the 
contrary, some people stress that since its invasion of Iraq in 

2003, the current US Administration has kept the pressure on Israel 
not to resume the peace talks on any negotiating track, not only on 
the Syrian track. 

\"It is not clear now, in light of the defeat that the Republicans 

and their policies and plans in the region have suffered, if there 

will be a change in the White House policy toward the peace 
process. 

\"But if the matter is left to Bush and the remainder of his 
conservative team, he will not work for peace. Indeed, he might 
push things in the opposite direction, despite the moral and 
material damage he has inflicted on the United States, especially in 
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the Arab and Islamic worlds, where Washington\'s reputation is in the 
abyss....\" 


Abd-al-Fattah al-Awad, Chief Editor of government-owned Al-Thawra, 
wrote (11/12): \"The result of the US election may not be 
surprising.... Maybe there will be an end to the foolish American 

plan that the neoconservatives devised for the region... 

\"US accusations against Syria and attempts to pressure and isolate 
it have failed to produce any results.... The failure of the US plan 

in the region is also a failure for those who went along with it and 
wagered on the American tank.... The failure of the US plan is also 

a success for those who resisted, opposed, and remained steadfast in 
the face of this plan.... 

\"Those who took advantage of the American pressure on Syria to 
encroach upon Damascus now need to reconsider their positions... 
Policies of pressure, isolation, hostility, and the forming of axes 

are doomed to failure.... Success begins with dialogue, yes dialogue 
and not diktat.... The road to Damascus is paved with honesty, 
frankness, and clarity....\" 


Corbin 
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E.O. 12958: DECL: 11/12/2016 

TAGS: ENRG, EPET, PREL, LH, RS, PL, VE, HT12, HT25, HT9 

SUBJECT: LITHUANIAN REFINERY BOARD RESIGNS AFTER FAILING TO 
OUST AMCIT GENERAL DIRECTOR 


REF: VILNIUS 1008 


Classified By: POL/ECON Section Chief Rebecca Dunham for reasons 1.4 (b 
) and (d) 


1. (C) Nelson English, the Amcit General Director of Mazeikiu 
Nafta (MN), Lithuania\'s only oil refinery, called us late on 
November 9 to say that that MN\'s board of directors had 
resigned after failing to oust him at a board meeting earlier 
that evening. He said that the GOL\'s three representatives 
to the seven-member board avoided attending the meeting, 
preventing a quorum. (The other four members, appointed by 
Yukos, recently have been acting inconsistently with the 
wishes of the company\'s management and stockholders -- see 
reftel.) According to English, the newly resigned board 
members have up to 14 days to reconsider their resignations. 
He said, however, that he was working with Yukos 
International\'s corporate office in London to convene MN\'s 
supervisory board in order to replace those four management 
board directors before they had the opportunity to reinstate 
themselves. 


2. (C) In a meeting with us November 10, English said that 
Tomas Gizas, the only board member to actually attend the 
board session in person (the others participated by 
telephone), told him as he departed: \"Congratulations, 
Nelson, and good luck -- you\'re going to need it.\" English 
said that he believed this to be a thinly veiled warning that 
those who want to scuttle the Polish oil company PKN Orlen\'s 
purchase of MN are not about to give up, but will simply try 

to use another tactic, which may include a public smear 
campaign against English or even an attempted prosecution on 
trumped-up charges. 


3. (C) English also said that he was close to a 

three-to-five-year supply arrangement with Venezuela. He 

said that he knew he was in contact with \"the right people\" 
(including a relative of President Chavez), but that there 
appeared to be some kind of political problem within the 
Venezuelan state oil company (PDVSA) that was distracting the 
company\'s management from finalizing the deal. English also 
said that he believed that a Venezuelan supply deal for MN 
would be very helpful in moving PKN\'s purchase of MN towards 
closure. 


4. (C) Comment: The resignation of the board members is good 
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news for PKN\'s plan to purchase MN. Unfortunately, that deal 
seems unlikely to close until at least February, providing 

the opportunity for new obstacles to arise. 

CLOUD 
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E.O. 12958: DECL: 11/13/2016 
TAGS: EPET, ENERG, SA 
SUBJECT: SAUDI ARAMCO CRUDE ALLOCATIONS FOR NOVEMBER DECLINE 


REF: RIYADH 8252 


Classified By: ECONOMIC COUNSELOR BOB SILVERMAN FOR 
REASONS 12958 1.4 B, D, AND E 


1. (S) Inline with recent announcements by Saudi Aramco 
regarding cuts in crude oil allocations to major oil company 
customers (reftel), a contact from another major energy firm 
who has reported consistently and reliably in the past, 
informed us Saudi Aramco had cut crude allocations to his 
firm for November between 7 and 7.5 percent. Post will 
continue to report new crude allocation information as 
available. 


OBERWETTER 
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E.O. 12958:N/A 
TAGS: PGOV, KDEM, SR, YI, PREL 
SUBJECT: SERBIAN ELECTIONS SET FOR JANUARY 21, 2007 


REF: A) BELGRADE 1777; B) BELGRADE 1700; C) BELGRADE 1610; D) 


BELGRADE 1590 


1. (SBU) Early on November 10, the Serbian Parliament adopted the 
constitutional law and set January 21 as the date for new 
parliamentary elections, with presidential elections mandated 
sometime before December 31, 2007. Parliament is disbanded and 
Prime Minister Kostunica\'s government continues in caretaker status 
without the G17 Plus ministers, whose resignations have now been 
formally recognized. Separate cables will discuss reactions to the 
postponement of Kosovo negotiations and the official start of the 
election campaign. End Summary 


Constitutional Law Adopted Early Friday Morning 


2. (SBU) The Serbian Parliament formally adopted the constitutional 
law during a marathon session early Friday morning, November 10 
after the main parties-- the Democratic Party (DS), the Serbian 
Radical Party (SRS) and the Democratic Party of Serbia 
(DSS)--reached agreement on a timetable for elections. It was 
agreed that parliamentary elections would be held on January 21, 
2007 and that all other elections (Presidential, Provincial and 

Local) would be held at some point before the end of 2007. The 
Parliament set the end of 2008 as the deadline for passing the many 
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laws that are required under the new Constitution, with passage of 
five key ones (Law on the Presidency; Law on the Military; Law on 
Defense; Law on Internal Security; and Law on Foreign Affairs) 
required before Presidential elections can be scheduled. 


3. (SBU) The SRS, DS and DSS all voted for the law, while the G17 
Plus voted against, pressing unsuccessfully for an amendment that 
would have lowered the minimum amount of time for elections from 45 
to 30 days and allowed a December election date. The Socialists 

took the lead in fighting off the G-17 plus effort, successfully 

passing their own amendment upping the timetable for elections from 
45 to 60 days, effectively ensuring a date in 2007. Despite the 

fact that the session was mainly a formality because an agreement 
between the main parties had been reached ahead of time, the session 
lasted well into the night, with parties verbally assaulting each 

other at all levels. 


4. (SBU) Speaker of the Parliament Markovic opened the session by 
formally recognizing the letters of resignation submitted by G-17 
plus Ministers back in October. Once the Constitutional Law was 
passed the door was opened for President Tadic to officially confirm 
the date of elections with a Presidential Proclamation, which he did 
later that day. The law effectively recognizes that the 

government\'s mandate is technically over (it is not a resignation); 
the parliament was in effect disbanded the moment President Tadic 
signed for new parliamentary elections. The government remains in 
caretaker status and the G-17 plus Ministries (Finance, Health and 
Agriculture) are now to be headed by coordinators (other caretaker 
ministers) that will be appointed at the next session of this 
caretaker government. Since there is no parliament until after the 
elections (barring a state emergency), there will be a provisional 
budget for 2007, a form of continuing resolution that Serbian law 
allows until March 31, 2007. Press reports were suggesting that the 
government would appoint Economy Minister Bubalo (DSS) as 
coordinator of the Ministry of Finance. 


5. (SBU) The Constitutional Law also mandated the reappointment of 
certain governmental functions that were designed to be protected 
from political influence, effectively shortening the existing 

\"technical mandates.\" Thus, the law provides for the new parliament 
to re-appoint the Governor of the Central Bank and the [Freedom of] 
Information officer, an ombudsman-type appointment that prevents the 
government from withholding official documents from the public and 
which has repeatedly come into conflict with Kostunica\'s Ministers. 

In addition, the law will require the reappointment of all judges, 
including those at the Special Courts responsible for War Crimes and 
Organized Crimes. 


6. (SBU) Given the enormous legislative task that the next 
parliament will face on both appointments and legislation, there is 
some murkiness as to when the government will follow the provisions 
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of existing laws (under the old Constitution) and when it will 

decide to respect specific provisions of the new Constitution that 
have not yet been formally incorporated into legislation. To make 
matters worse, the Presidency of the Constitutional Court is vacant 
-- he recently retired and his replacement has yet to be named -- 
with only the President of the Court empowered to convene the court 
if there is a dispute over legal interpretations of the 

Constitution. 
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7. (SBU) Political parties across the spectrum did not waste any 
time in launching their parliamentary campaigns. Amidst all the 
self-congratulatory statements following the debate on the 
constitutional law, it is hard not to see the January 21 date asa 
defeat for the DS. Tadic lost on his push for concurrent elections 
and also on his efforts to force elections before the end of the 
year. In exchange, the DS received an extended time frame for 
Presidential Elections, from May 31 (the Radical position) to the 
end of the year. 


8. (SBU) The political convenience of many provisions written into 
the Constitutional Law could mean problems down the road. The 
Governor of the Central Bank has already criticized the decision to 
effectively shorten his mandate but his protests are likely to be in 
vain. NGO groups have taken up against the re-appointment of the 
Information Officer, protests that are also likely to have limited 
effect. Most problematic, however, is that the Constitutional 
transition, with its long cross-cutting list of required legislation 

and appointments, could allow considerable political manipulation of 
sensitive issues. This will give the caretaker government and the 
President new opportunities to remain passive or to take unexpected 
action on the difficult issues we are likely to face in the months 
ahead. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 11/13/2016 

TAGS: PHUM, PREL, KTIA, UNGA, BU 

SUBJECT: BULGARIA MOST LIKELY TO SUPPORT COUNTRY-SPECIFIC 
RESOLUTIONS 


REF: A. SOFIA 1540 
B. SECSTATE 182267 
Classified By: DCM Karagiannis for reasons 1.4 (b) and (d) 


(C) On November 13, Christina Yotova of MFA\'s Human Rights 
Directorate confirmed that Bulgaria will vote for 

EU-sponsored resolutions on Burma and North Korea and will 
most likely support the resolutions on Belarus, Uzbekistan, 

and Iran. She says the GOB supports our views in general but 
the official decision will be made by the country\'s 

delegation in New York. The head of the Directorate Andrei 
Tehov is traveling to New York today, Nov. 13. 

BEYRLE 
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RUEHBS/USEU BRUSSELS 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: EFIN, ELAB, PGOV, KWBG 

SUBJECT: TEACHERS RECEIVE PARTIAL PAYMENT; STRIKE ENDS; 
SCHOOLS OPEN 


REF: JERUSALEM 4773 
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1. (SBU) PA PUBLIC SCHOOL TEACHERS RECEIVED A PARTIAL SALARY 
PAYMENT OF NIS 1,000 ON NOVEMBER 11 IN ACCORDANCE WITH AN 
AGREEMENT BETWEEN THE PA GOVERNMENT AND THE GENERAL UNION OF 
TEACHERS (REFTEL), ACCORDING TO PRESS ACCOUNTS CONFIRMED BY 
ECONSPECIALIST. PUBLIC SCHOOLS OPENED ON NOVEMBER 11 FOR THE 
FIRST TIME INOVER TWO MONTHS. 


2. (SBU) PUBLIC SCHOOL TEACHERS LAUNCHED THE STRIKE IN 
SEPTEMBER 2006 AT THE START OF THE SCHOOL YEAR IN PROTEST OF 
THE PA\'S FAILURE TO PAY THEIR SALARIES. TEACHERS EARN ABOUT 
NIS 1,500 TO NIS 2,500 A MONTH, AND THE GENERAL UNION OF 
TEACHERS HAS THREATENED TO RESUME THE STRIKE SHOULD THE PA 
FAIL TO PAY THE BALANCE OF THIS MONTH\'S SALARY BY NOVEMBER 
20. UNDER THE TERMS OF THE NOVEMBER 6 AGREEMENT, ALL BACK 
PAY SHOULD BE PAID THROUGH A SERIES OF FOUR TRANCHED 
PAYMENTS, STARTING IN JANUARY 2007. 


3. (SBU) PA MINISTER OF PLANNING SAMIR ABU AISHA TOLD THE 

MAVAN NEWS AGENCY NOVEMBER 10 THAT A PROPOSAL SIMILAR TO THAT 
ACCEPTED BY THE TEACHERS HAD BEEN OFFERED TO THE FEDERATION 
OF HEALTH PROFESSIONALSV UNION, BUT HEALTH WORKERS DID NOT 
REPLY AND CONTINUE TO STRIKE. 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, PINR, LG 

SUBJECT: LATVIAN PARLIAMENT INSTALLS NEW CENTER-RIGHT MAJORITY 
GOVERNMENT, PM KALVITIS RETAINS HIS POST 


1. SUMMARY. The Saeima (Latvian parliament) voted 58-41 on 
November 7 to approve a new center-right government led by Prime 
Minister Aigars Kalvitis of the People\'s Party. The new government 
took office immediately after the vote. The four-party coalition 
consisting of the People\'s Party (TP), the Greens and Farmers Union 
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(ZZS), the First Party/Latvia\'s Way (LPP/LC), and Fatherland and 
Freedom/LNNK (TB/LNNK) controls 59 seats in the 100-member Saeima. 
The government\'s agreed-to priorities include improving the 

education system, turning around Latvia\'s population decline (caused 
by low birth rates and labor out-migration), curbing inflation, 

balancing the budget, increasing energy security, improving police 
performance, professionalism, and remuneration, and using EU funds 
efficiently. Most ministers from the previous Kalvitis cabinet 

retained their jobs, although the key interior, justice, and 

economics portfolios turned over. Pundits expect the new government 
to be among the most stable since Latvia regained independence in 
1991. Kalvitis became the first PM in Latvia\'s history to keep his 
position after fresh elections. END SUMMARY. 


2. Following several weeks of unusually quiet and pragmatic 
inter-party consultations culminating in a decision to invite a 

fourth partner (TB/LNNK) into the government, the new Saeima 
comfortably endorsed the four-party coalition led by Prime Minister 
Aigars Kalvitis of the People\'s Party at its first session on 

November 7. Of 99 MPs voting, 58 backed the government (all present 
members of the ruling coalition), and 41 voted against (all 

opposition MPs from New Era, Harmony Center and PCTVL factions). 
Aigars Kalvitis thereby became the first prime minister in Latvia\'s 
history to retain his job after fresh elections. 


3. Prime Minister Aigars Kalvitis\ new government has a comfortable 
59-seat majority in the 100-member Saeima: TP (23 seats), ZZS (18 
seats), LPP/LC (10 seats) and TB/LNNK (8 seats). The new government 
has 19 cabinet portfolios. The only change in cabinet portfolios is 

the creation of a new portfolio of Minister in Charge of Managing EU 
funds. The People\'s Party will hold seven ministerial posts, the 

Union of Greens and Farmers will have five portfolios, the First 
Party/Latvia\'s Way - four, and Fatherland and Freedom/LNNK - three. 


4. Most ministers from the previous Kalvitis\' government will keep 
their jobs, including defense minister Atis Slakteris (TP) and 

foreign minister Artis Pabriks (TP), who is a strong 

trans-atlanticist. The most controversial member of the new cabinet 
is Ainars Slesers of LPP/LC who returns as transport minister after 
being sacked by PM Kalvitis from the same position earlier in the 
year following his implication in a vote-buying scandal in the city 

of Jurmala. Post-Soviet Latvia\'s first (and so far longest-serving) 
prime minister lvars Godmanis (LPP/LC) will work as interior 
minister replacing much-criticized Dzintars Jaundzeikars. In 
addition, former Economics Minister Stokenbergs has been replaced by 
LNNK\'s Jurijs Strods, while Stokenbergs moves to be Minister for 
Regional Development. LNNK also received the Justice Ministry, in 
the person of Gaidis Berzins. 


5. The composition of the new Latvian government is as follows: 
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-- Prime Minister: Aigars Kalvitis (TP) 

-- Health Minister: Gundars Berzins (TP) 

-- Foreign Minister: Artis Pabriks (TP) 

-- Finance Minister: Oskars Spurdzins (TP) 

-- Culture Minister: Helena Demakova (TP) 

-- Regional Development/Municipal Affairs Minister: Aigars 
Stokenbergs (TP) 

-- Defense Minister: Atis Slakteris (TP) 

-- Economy Minister: Jurijs Strods (TB/LNNK) 

-- Justice Minister: Gaidis Berzins (TB/LNNk) 

-- Minister for Managing EU Money: Normunds Broks (TB/LNNk) 
-- Social Integration Minister: Oskars Kastens (LPP/LC) 

-- Transport Minister: Ainars Slesers (LPP/LC) 

-- Interior Minister: lvars Godmanis (LPP/LC) 

-- Children and Family Affairs Minister: Ainars Bastiks (LPP/LC) 
-- Agriculture Minister: Martins Roze (ZZS) 

-- Environment Minister Raimonds Vejonis (ZZS) 

-- Welfare Minister: Dagnija Stake (ZZS) 

-- Education and Science Minister: Baiba Riva (ZZS) 

-- e-Affairs Minister: Ina Gudele (ZZS) 


6. Under the government\'s \"declaration\" or action plan, its main 
priorities are: improving the education system, finding ways to 
reverse Latvia\'s continuing decline in population (caused by a 
combination of low birth rates, high mortality among certain groups, 
and an acceleration of labor out-migration following Latvia\'s 2004 
entrance into the EU), curbing inflation, balancing the budget, 
increasing energy security, increasing the performance, 
professionalism and remuneration of the police force, and using EU 
funds more efficiently. Longer term, the government aims to build 
Latvia as a competitive, highly-developed and prosperous society. 
Strengthening the rule of law, fighting corruption, combating crime 
and contraband are also listed among the long-term priorities. In 
foreign policy, the GOL, among other things, pledges to preserve and 
strengthen the strategic bilateral partnership with the U.S. as well 
as to support transatlantic links and solidarity among allies. 
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Latvia plans to continue participating in international 
peace-keeping missions under the auspices of NATO, EU or the UN. 


7. Comment: KalvitisW new majority government represents one of the 
most stable ruling coalitions in Latvia\'s history and has the 

potential to work until the fall 2010 Saeima elections. That said, 

it remains to be seen whether the government will manage to 
implement its policies efficiently and avoid the emergence of 

serious inter-party squabbles. By leaving center-right New Era (JL) 

in the opposition, the People\'s Party, Greens and Farmers and the 
First Party wanted to punish JL for its continued feuding with its 
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coalition partners after the last elections, and for its decision to 
withdraw from the Kalvitis coalition in April. Even though JL won 
18 seats in the October elections and is ideologically close to the 
four coalition parties, it is likely in for a long spell in the 
opposition. JL could only return to the government if a need to 
reshuffle the Kalvitis government arises because of irreconcilable 
differences among the coalition partners. Given the careful 
discussions which preceded the government\'s formation, this is 
unlikely any time soon. End comment. 
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STATE FOR EUR/RUS (HOLMAN); S/CT (HILL); INL/C/CP 
(PETERSON); IO/PSC (SANDAGE); EB/ESC/TFS (HINDS) 
TREASURY FOR BAKER/GAERTNER 

NSC FOR TRACY MCKIBBEN 


E.O. 12958: DECL: 11/13/2015 
TAGS: KTFN, EFIN, PTER, RS 
SUBJECT: RUSSIA: TERRORISM FINANCING COORDINATING OFFICER 


REF: STATE 181096 
Classified By: ECON M/C Pam Quanrud, Reasons 1.4 (b/d). 


1. (C) Post\'s Terrorism Financing Coordinating Officer (TFCO) 
is Kathleen Doherty, Economic Policy Unit Chief, 
7-495-728-5186. Unclassified email is: DohertyKA@state.gov. 
Classified email is: DohertyKX@state.sgov.gov. 


2. (C) Post\'s Deputy TFCO is Clayton Hays, Financial 
Economist, 7-495-728-5022. Unclassified email is: 
HaysCP@state.gov. Classified email is: HaysCX@state.sgov.gov. 


3. (C) Post conducts semiannual Counter-Terrorism Working 
Group meetings prior to the U.S.-Russia bilateral 
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Counter-Terrorism Working Group meetings to review ongoing 
and prospective efforts. Post is also assessing options for 
enhancing regional coordination efforts, especially as UNSC 
Resolution 1718 implementation takes shape. The Deputy TFCO 
will notify Sheila Hinds of Post\'s suggestions. 


4. (C) Post will provide via e-mail information on Russia for 
the CIA chart mentioned reftel. 
BURNS 
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E.O. 12958: N/A 
TAGS: KWMN, PHUM, PREL, UNGA, LG 
SUBJECT: LATVIA AND WOMEN'S EMPOWERMENT 


REF: STATE 178055 


1. PolEconOff met with Agnese Gaile, Head of the Gender Equality 

Unit in Latvia\'s Ministry of Welfare and with Elina Celmina, Deputy 

Head, on November 9 to share the fact sheet on the September Women\'s 
Empowerment Working Session per reftel. Embassy has also provided 
the fact sheet to three NGOs with interest in the area: Resource 

Center Marta, the Coalition for Gender Equality, and Lidere. 


2. The Gender Equality Unit serves as the secretariat for Latvia\'s 
Gender Equality Council, chaired by the Minister of Welfare and 
including representatives (theoretically, each ministry\'s state 
secretary level) from the Ministries of Finance, Economics, Justice 


SIPDIS 

and Education, as well as NGOS and employer and labor associations. 
This Council, they said, meets two or three times a year and talks 
about issues, but does not generate much action. The Unit in the 

near future will be making proposals for change in the Council. 

Gaile undertook to distribute the fact sheet as appropriate around 
government agencies. The relevant minister in Latvia is the 

Minister of Welfare, Dagnija Stake. 


3. Gaile and Celmina were quite interested in the initiative, having 
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worked successfully, they believe, with the USG on combating human 
trafficking in the past. They asked questions about the target for 
possible future projects, noting that there was quite a range of 
countries on the participation list, and about what more specific 

action might be contemplated in relation to the recommendations in 
the fact sheet. They also saw a similarity between this set of 
recommendations and some conclusions that have been reached by a 
Nordic intergovernmental meeting concerned with women\'s empowerment. 
Emboff noted that the Department welcomes feedback on possible 
projects, partnerships or activities and suggested contacting the 

office indicated on the fact sheet for further information. 


4. Celmina hinted that financial support for women\'s empowerment 
programs in Latvia would be welcome, saying that a successful 
program would require resources, resources that are not forthcoming 
from the Latvian government, and referred again to the success 
experienced with the USG on combating human trafficking. She noted 
that the USG had provided support for that effort. 
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SENSITIVE - NOT FOR INTERNET DISTRIBUTION 
SIPDIS 


E.O. 12958: N/A 
TAGS: SOCI, CVIS, PREL, SCUL, KPAO, TU 
SUBJECT: SWT STUDENTS SHOW THE WRITE STUFF 


REF: Istanbul 1143 


1. (U) Summary: In preparing for the 2007 Summer Work and Travel 
(SWT) season, we invited representatives of the educational 
companies here that recruit and help prepare the students\' 
applications to a kick-off meeting at the Consulate on November 3. 
To pique interest in the SWT program, Post had sponsored an essay 
contest among the 2006 alumni and announced the winners at the 
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meeting. The essays demonstrated the young Turks we sent to the 
United States had powerfully positive experiences that opened their 
eyes, while broadening their horizons. End Summary. 


2. (U) As we noted in reftel, SWT applicants are university students 
who travel to the United States for seasonal jobs, generally in the 
service and tourism sectors. Among other things, they work as 
waiters, pedicab drivers, ice cream vendors, fish processors, 
housekeepers, and amusement park ride operators. The program -- 
which we work hard to promote -- enables Turkish university students 
of limited means to garner life experiences they might otherwise 
never have the opportunity to acquire. 


3. (U) Most of the students we send to America on the SWT program 
are the first in their families to attend university. Many hail 

from parts of our Consular district that are underrepresented in 

terms of travel to the United States. Generally less sophisticated 

than their Istanbul-born peers, these are the children of Turkey\'s 

middle and lower-middle classes. We believe the SWT students present 
a rich and compelling portrait of Turkish youth. 


4. (U) We announced the essay contest at the conclusion of the 2006 
SWT season. This is the second year we have sponsored the contest, 
with the goal of increasing interest in the program by offering a 
modest prize to students who are best able to put into words how 

their experiences working and traveling in the United States changed 
their perspectives. 


5. (U) Although this year\'s premium -- a Bosphorus cruise with the 
Consul General aboard the Consulate\'s 1923 vintage launch, the 
\"Hiawatha\" -- was a draw, the overwhelming response to this year\'s 
contest suggests other factors also were at play. Indeed, it 

appears to us that the climate of anti-Americanism to which students 
here are exposed fueled both an increase in applications to the SWT 
program -- Mission Turkey processed approximately 6,500 SWT 
applicants during FY 2006, compared to just over 3,200 in FY 2005 -- 
as well as a flood of prose from program alumni that puts the lie to 
the negative views of the United States propagated by some \"opinion 
leaders\" here. 
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6. (U) The following excerpts, drawn from the eight essay contest 
winners\' submissions, offer elegant testament to the value of the 
SWT program: 


-- \"| had the hardest times of my life. But whatever happened, | 
think I still love the United States as much as | love my home 
country.\" Ufuk Yilmaz, Bogazici University, Department of 
Translation and Interpreting. 


-- Our managers always gave me responsibility, no matter how | 
handled it. It really helped me to learn American business life.\" 
Seda Derinalp, Mersin University, Department of Tourism and Hotel 
Management. 


-- \"Communication is the key! That\'s what | learned. If the 

manager calls you \'buddy\' and nominates you to be Vemployee of the 
month,\' that makes you the happiest person in the world.\" Niyazi 

ll, Cukurova University, Department of Electrical and Electronic 
Engineering. 


-- \"It helped me get rid of some stereotypes that had been created 
by media and the society in which I live. Even the simplest thing 
was done with great seriousness.\" Fatma Tarlaci, Kadir Has 
University, American Culture and Literature Department. 


-- \"| understood that making money is not as fun as spending it.\" 
Gokhan Basaran, Middle East Technical University, Department of 
Engineering. 
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-- \"Can it be possible that a foreigner can feel as if she is part 

of a big family in a completely different culture? | think yes. | 

had the biggest family in the world which held Muslims and 
Christians together" Imren Yelmis, Hacetepe University, English 
Language and Literature Department. 


-- \"Our boss was not just a boss for us, but a teacher as well. | 
said, WI cannot do it alone.\' He said, \'Of course you can. If 
someone else can do it, you can do it When | went to bed that 
night, the words rang in my head.\" Yurttas Yalcin, Yeditepe 
University, Department of Law. 


-- \"There are rules and people obey them. They mostly obey the 
traffic rules. | supposed | was in a David Lynch movie, but it was 
my movie. The director was me, the lead actor was me.\" Cagri Cig 
Sigirci, Bahcesehir University, Department of European Union 
Relations. 
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7. (SBU) The SWT program packs a tremendous transformational punch. 
The young people we send today may not become Turkey\'s leaders 
tomorrow, but they always will carry vivid memories of living and 

working in the United States. Along with implanting the 

\"subversive\" idea that responsible citizenship requires drawing on 
personal experiences -- vice others\' opinions -- in formulating 

one\'s views, SWT seeds this society with Turks who, when the United 
States is assailed for one perceived failing or another, will turn 

to their neighbors and say, \"Now, wait a minute. | spent a summer 

in America. Let me tell you how it really is.\" 


8. (U) Full texts of the winning essays can be found on our intranet 
website at http://10.166.64.6/index.html. 


JONES 
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DEPT FOR NP/ECC PVANSON, ACHURCH AND JMCCLELLAN; DEPT FOR EUR/ACE 
DMARTIN; CBP/INA FOR PWARKER; USDOE/NNSA FOR TPERRY; DOC FOR 
PETERSEN-BEARD 


E.O. 12958: N/A 

TAGS: ETTC, MNUC, PARM, PREL, KSTC, KNNP, HR, LO, SI 

SUBJECT: EXBS: CROATIA/SLOVAKIA/SLOVENIA ADVISOR MONTHLY REPORTING 
CABLE - OCTOBER 2006 


Column 3 
1. SITE ASSESSMENTS AND MEETINGS 


Croatia 


----05 October, Met with Ministry of Foreign Affairs (MFA), Head of 
Department for International Cooperation and staff, at their 
request, to provide advice over a range of export control topics to 
include procedures for conducting licensing end user verifications 
in foreign countries and applying practical approaches for 
verification of information provided in export license 

applications. 


----06 October, Met with Ministry of Interior (Mol) General Police 
Directorate, Deputy Head (DH) of Border Police (BP) Directorate and 
Head of Maritime and Airport Border Police Department to update 
status of the mustang suit and tough book donation acquisition and 
to schedule a Border Assessment of the Danube River Border in the 
Slavonija Region of Croatia. 


----12 - 13 October, conducted a Threat Assessment of the Eastern 
Danube River border of Croatia accompanied by the BP DH. The 
assessment findings and recommendations are currently in draft to be 
completed and disseminated under separate cover circa mid Nov. 
Essentially, the assessment revealed the BP currently has 

insufficient resources and equipment to patrol the border with 
measurable effectiveness. 


----18 October, met with the Ministry of Finance (MOF), Customs 
Directorate, Assistant Director Generals (ADGs) for International 
Cooperation and European Integration, Anti-Smuggling, Finance, 
Staffing and Legal Affairs, and Department Heads of the training 
academy and International Cooperation. The agenda included 
authorizing recent grant donations and scheduling and setting agenda 
topics for a working meeting in November. The agreed agenda 
included legislative revisions authorizing Customs Criminal 
Investigative authority to include Export Controls Enforcement and 
formulating design of the Customs Academy academic and curricula 
structure. 


----20 October, met with Ministry of Economy (MOE), Head of Trade 
Policies (Licensing) and Senior Counselor to discuss status of 

Export Control legislation revisions and agenda for the upcoming 
Industry - Government Forum. MoE reaffirmed their request for EXBS 
assistance in the revision process to ensure it could be complete as 
soon as possible. 


Slovenia 
----09 October, met with Ministry of Economy (MOE), Undersecretary 


for Foreign Economic Relations (Licensing) who advised the Tracker 
Site Survey and Questionnaire is nearing completion, currently 
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awaiting a response from one Ministry. It was anticipated the 
process would be complete by November. 


Slovakia 


----30 October, conducted an introductory courtesy call meeting with 
the new Ministry of Economy (MOE), Head of the Department of 
Sensitive Goods (Licensing) and provided a briefing on EXBS past and 
current program assistance, including the recent Tracker upgrade. 
The Department Head reaffirmed a commitment to adhere to all legal 
licensing protocol with no change in the effectiveness or efficiency 

of that office. The Tracker Network upgrade should be connected and 
security certified by mid Jan. 


2. TRAINING CONDUCTED DURING REPORTING PERIOD 
Croatia 


----02 - 05 October, the Commodity Identification Training scheduled 
for this time period had to be postponed until 2007 due to problems 
coordinating the receipt of prospective attendees against the time 
constraints imposed to satisfy the Leahy Vetting procedural 
requirements. 


----27 October, The Rapiscan Company and its Croatian subsidiaries 
conducted a products promotion presentation at Embassy Zagreb hosted 
by the U.S. Commercial Service. Attendance was diversified including 
representation from GOC Ministries and the private security and 
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industry sector. 
Slovenia 


----02 - 05 October, the third deployment of the U.S. Commerce 
sponsored Internal Control Program (ICP) was conducted with the 
excellent assistance of the Slovenian Chamber of Commerce. The 
event was well attended and the Slovenian Ministries responsible for 
presenting segments of the program demonstrated significant 
improvement toward generating interest in their scheduled 
presentations. 
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REF: ZAGREB 768 


1. (SBU) SUMMARY AND COMMENT: Overt anti-Semitic acts are rare in 
Croatia; the Government, NGOs and religious communities work 
together to promote tolerance as part of Croatia\'s recovery from 

ethnic conflict which ended eleven years ago. When members of the 
Jewish community were harassed in Zagreb in June, the Croatian 
Helsinki Committee facilitated a roundtable where GOC officials, NGO 
and religious community representatives, diplomats and others 
addressed the issue (reftel). Parliament subsequently toughened 
penalties for ethnically-motivated crime. 

2. (SBU) Croatia joined the Task Force for International Cooperation 

on Holocaust Education, Remembrance and Research in November 2005, 
and is in the process of rewriting textbooks to teach the Holocaust. 

The Ministry of Culture will open a new interpretive center at the 

site of the WWll-era Jasenovac concentration camp in November 2006. 


3. (SBU) In August, 18 members of the 1500-member Zagreb Jewish 
Community (ZOZ) left to form the rival Bet Israel organization. The 
ZOZ leadership interpreted Bet Israel\'s speedy registration with 

state authorities as unfair meddling by Croatian President Mesic, 
who has apparently taken sides to support the newer group. The 
split is likely to slow down property restitution and the 

anticipated reconstruction of the original Zagreb synagogue. 
Although the Justice Minister told the Ambassador in July that the 
GOC planned to submit the necessary amended legislation (to permit 
application for WWIl-era property restitution for U.S, citizens) in 
September 2006, this has not yet occurred. 

4. (SBU) SEAS Rickman will meet with the Minister of Culture, with a 
number of officials and teachers involved in Holocaust education, 
and with representatives of both Jewish groups in Zagreb. The most 
helpful message the two communities could hear would be to focus 
jointly and constructively on the goal of rebuilding the synagogue. 
END SUMMARY AND COMMENT 

ANTI-SEMITIC ACTS RARE 
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5. (U) As noted in the Human Rights Report, anti-Semitic acts are 
generally rare in Croatia, where Jews make up less than one percent 
of the population. Before the pro-Nazi Ustasha regime came to power 
during WWII, the community numbered 23,000; 5000 survived the war 
and there are approximately 2000 in the community now, with 1500 of 
those in Zagreb. The Zagreb Jewish Community (ZOZ) recently 
celebrated 200 years of existence. 

6. (U) In June, police pressed charges against a 21-year-old student 
for sending threatening e-mails to the ZOZ which insulted victims of 
the Holocaust and expressed the hope that Iran would launch a 
nuclear attack on Israel. Separately, in June two youths wearing 

Nazi insignia verbally and physically assaulted the ZOZ rabbi. 
Responding to these incidents, ZOZ and the Croatia Helsinki 
Committee sponsored a roundtable discussion on anti-Semitism in 
Croatia. Ephraim Zuroff, Director of the Simon Wiesenthal Center, 
attended, as did representatives of the GOC, the Parliament (whose 
Human Rights Committee had quickly condemned the incidents), all 
major religious communities, ethnic minorities, the OSCE Mission and 
several Embassies (reftel). 

7. (U) Following the visit to Zagreb of Pierre Besnianiou, head of 

the World Jewish Congress, Parliament in July passed changes to the 
Penal Code to clearly define and increase penalties for ethnically- 

and minority-motivated hate crime. In November, the Human Rights 
Center organized a public discussion titled \"All Different - All 

Equal\" to mark the international day of the struggle against fascism 
and anti-Semitism. A GOC spoke about the Council of Europe\'s 
campaign and its implementation in Croatia. The Human Rights Center 
director also used the event to present conclusions from an OSCE 
meeting on promotion of tolerance titled \"Education towards 
Promotion of Mutual Respect and Understanding and Education on 
Holocaust\". 

HOLOCAUST EDUCATION 

8. (U) Croatia joined the Task Force for International Cooperation 

on Holocaust Education, Remembrance and Research in November 2005. 
To qualify, the GOC had to submit a baseline study addressing many 
aspects of Holocaust education. The U.S. was Croatia\'s \"sponsoring\" 
country and the State Department\'s Office of Holocaust Issues (OHI) 
assisted the Ministry of Science, Education and Sport to prepare its 
application for membership and spoke in favor of Croatia\'s bid. 

9. (U) Site of a WWIl-era concentration camp, the Jasenovac Memorial 
Center intensely cooperates with the USHMM. In 2005, USHMM and 
Jasenovac began phase II of their International Partnership Among 
Museums (IPAM) program. IPAM is an exchange program which, in 
association with the American Association of Museums and U.S. 
embassies, partners museums around the world with U.S. institutions 
for periods of two to five years. Phase II concentrated on mounting 

an educational center at Jasenovac, and educating the Croatian 
public about the Holocaust and about the history of the Jasenovac 
prison camp. On November 27, Jasenovac will officially open the 
permanent exhibit and educational center. 

10. (U) In addition to facilitating the IPAM exchange, the Embassy 
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has also directly supported Holocaust education in Croatia. Working 
with the Ministry of Science, Education and Sport, the Embassy has 
annually sent 2-5 Croatian high school teachers for summer 
teacher-training programs in the U.S., through a cooperative program 
among the U.S. Department of State, the Association of Holocaust 
Organizations (AHO) in New York, and the United States Holocaust 
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Memorial Museum (USHMM). The Embassy also covered the costs of 
translating and printing a USHMM teachers guide on Holocaust 
education, which is being distributed to all primary and secondary 
schools in the country. In 2005, the USHMM participated in the 
Ministry of Science, Education and Sport\'s annual seminar for 
approximately 50 high school history teachers on studying and 
teaching the Holocaust. In addition, there have been regular 

contacts and travel between the U.S. and Croatia of Jasenovac and 
USHMM staff. 

11. (SBU) Updating textbooks with information about the Holocaust 
and the wider issue of anti-Semitism remains a work in progress. 

The authors of a 2005 study cited a lack of information on Jewish 
ethnic identity and genesis of anti-Semitism. For example, they 
observed that existing textbooks implied that racist laws in the 
(fascist) Independent State of Croatia had no domestic roots but 
occurred exclusively under the influence of Germany. Zagreb 
University history professor Ivo Goldstein told the Embassy recently 
that a number of high-school textbooks have been updated. The ZOZ, 
in cooperation with Yad Vashem and the Visual History Foundation, 
hopes to publish by the end of 2006 an analysis of history textbooks 
for primary and secondary schools. 

SPLIT IN THE JEWISH COMMUNITY 

12. (SBU) The mostly Ashkenazi 1500-member Jewish Community of 
Zagreb (ZOZ) split in August 2006 over a dispute about replacement 
of the rabbi and mishandling of proceeds of a parking lot at the 
location of the former Synagogue. Some 18 members left the 
Community with the rabbi and subsequently established and registered 
their new group in October under the name Bet Israel. Bet Israel 
elected history professor Ivo Goldstein as president, and 

established a small Jewish primary school with teachers who formerly 
worked for ZOZ, forcing ZOZ to close its own school, although it 
maintains a kindergarten and Senior Center. 

13. (SBU) ZOZ leaders subsequently complained to the press and to 
the U.S. Ambassador that Bet Israel did not meet the legal 
requirements to register as a religious organization, and filed a 
lawsuit to annul the registration. ZOZ also alleges that Croatian 
President Mesic (who holds a non-partisan position as head of state) 
interfered on behalf of Bet Israel. (NOTE: Despite his apparent 

slant in favor of Bet Israel, Croatian President Mesic has a long 
record of promoting human rights. In September he received the 
International Raoul Wallenberg Foundation award in New York. END 
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NOTE) Relations have deteriorated to the point that ZOZ refuses to 
accept any alternative to the de-registration of Bet Israel. 

14. (SBU) The split is likely to affect restitution of property, 

which has been at a standstill since 2005. Although a previous 
government promised to return ZOZ\'s major claim, the former Chevra 
Kadisha building in central Zagreb, only limited progress has been 
made by the current government since it came to power in late 2003. 
Other ZOZ claims are a holiday resort in Crikvenica and land in the 
north of Zagreb. Some property was returned to Jewish communities 
in Osijek in 2005, while the site of the former Vukovar Synagogue 
was returned in 2004. The GOC is now increasingly reluctant to 
pursue property restitution due to the unclear situation with two 
potential claimants. 

15. (SBU) The GOC in September committed to partially finance 
reconstruction of the original Zagreb Synagogue destroyed in 1941. 
Under the proposal they would reconstruct 4,000 square meters of the 
future Synagogue, about half of the project that ZOZ submitted for 
approval in 2004. ZOZ rejected participation in the proposed 
working group that would include Bet Israel. In fact, the ZOZ 
president recently told Embassy officials that ZOZ would reconstruct 
the building on its own, even if it means significant postponement, 
rather than work with Bet Israel on the GOC proposal. 
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1. (SBU) Early on November 10, the Serbian Parliament 
adopted the constitutional law and set January 21 as the 
date for new parliamentary elections, with presidential 
elections mandated sometime before December 31, 2007. 
Parliament is disbanded and Prime Minister Kostunica\'s 
government continues in caretaker status without the G17 
Plus ministers, whose resignations have now been formally 
recognized. Separate cables will discuss reactions to the 
postponement of Kosovo negotiations and the official start 
of the election campaign. End Summary 


Constitutional Law Adopted Early Friday Morning 


2. (SBU) The Serbian Parliament formally adopted the 
constitutional law during a marathon session early Friday 
morning, November 10 after the main parties-- the 
Democratic Party (DS), the Serbian Radical Party (SRS) and 
the Democratic Party of Serbia (DSS)--reached agreement on 
a timetable for elections. It was agreed that 

parliamentary elections would be held on January 21, 2007 
and that all other elections (Presidential, Provincial and 
Local) would be held at some point before the end of 2007. 
The Parliament set the end of 2008 as the deadline for 
passing the many laws that are required under the new 
Constitution, with passage of five key ones (Law on the 
Presidency; Law on the Military; Law on Defense; Law on 
Internal Security; and Law on Foreign Affairs) required 
before Presidential elections can be scheduled. 


3. (SBU) The SRS, DS and DSS all voted for the law, while 
the G17 Plus voted against, pressing unsuccessfully for an 
amendment that would have lowered the minimum amount of 
time for elections from 45 to 30 days and allowed aDecember election date. The Socialists took the | 
fighting off the G-17 plus effort, successully passing 

their own amendment upping the timeable for elections from 
45 to 60 days, effectivel ensuring a date in 2007. 

Despite the fact that the session was mainly a formality 
because an agreement between the main parties had been 
reached ahead of time, the session lasted well into the 

night, with parties verbally assaulting each other at all 

levels. 


4. (SBU) Speaker of the Parliament Markovic opened the 
session by formally recognizing the letters of resignation 
submitted by G-17 plus Ministers back in October. Once the 
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Constitutional Law was passed the door was opened for 
President Tadic to officially confirm the date of elections 
with a Presidential Proclamation, which he did later that 
day. The law effectively recognizes that the government\'s 
mandate is technically over (it is not a resignation); the 
parliament was in effect disbanded the moment President 
Tadic signed for new parliamentary elections. The 
government remains in caretaker status and the G-17 plus 
Ministries (Finance, Health and Agriculture) are now to be 
headed by coordinators (other caretaker ministers) that 
will be appointed at the next session of this caretaker 
government. Since there is no parliament until after the 
elections (barring a state emergency), there will be a 
provisional budget for 2007, a form of continuing 
resolution that Serbian law allows until March 31, 2007. 
Press reports were suggesting that the government would 
appoint Economy Minister Bubalo (DSS) as coordinator of the 
Ministry of Finance. 


5. (SBU) The Constitutional Law also mandated the 
reappointment of certain governmental functions that were 
designed to be protected from political influence, 

effectively shortening the existing \"technical mandates.\" 
Thus, the law provides for the new parliament to re-appoint 
the Governor of the Central Bank and the [Freedom of] 
Information officer, an ombudsman-type appointment that 
prevents the government from withholding official documents 
from the public and which has repeatedly come into conflict 
with Kostunica\'s Ministers. In addition, the law will 

require the reappointment of all judges, including those at 
the Special Courts responsible for War Crimes and Organized 
Crimes. 


6. (SBU) Given the enormous legislative task that the next 
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parliament will face on both appointments and legislation, 
there is some murkiness as to when the government will 
follow the provisions of existing laws (under the old 
Constitution) and when it will decide to respect specific 
provisions of the new Constitution that have not yet been 
formally incorporated into legislation. To make matters 
worse, the Presidency of the Constitutional Court is vacant 
-- he recently retired and his replacement has yet to be 
named -- with only the President of the Court empowered to 
convene the court if there is a dispute over legal 
interpretations of the Constitution. 


Column 3 
Comment 


7. (SBU) Political parties across the spectrum did not 
waste any time in launching their parliamentary campaigns. 
Amidst all the self-congratulatory statements following the 
debate on the constitutional law, it is hard not to see the 
January 21 date as a defeat for the DS. Tadic lost on his 
push for concurrent elections and also on his efforts to 
force elections before the end of the year. In exchange, 
the DS received an extended time frame for Presidential 
Elections, from May 31 (the Radical position) to the end of 
the year. 


8. (SBU) The political convenience of many provisions 
written into the Constitutional Law could mean problems 
down the road. The Governor of the Central Bank has 
already criticized the decision to effectively shorten his 
mandate but his protests are likely to be in vain. NGO 
groups have taken up against the re-appointment of the 
Information Officer, protests that are also likely to have 
limited effect. Most problematic, however, is that the 
Constitutional transition, with its long cross-cutting list 

of required legislation and appointments, could allow 
considerable political manipulation of sensitive issues. 
This will give the caretaker government and the President 
new opportunities to remain passive or to take unexpected 
action on the difficult issues we are likely to face in the 
months ahead. 
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REF: A. 04 KIEV 3753 
B. KIEV 3425 
C. AMBASSADOR-A/S FRIED EMAIL OF OCT 13 


Classified By: Ambassador for reasons 1.4(a,b,d). 


1. (C) Summary. During a long Sunday afternoon lunch with 
Ambassador November 12, Prime Minister Yanukovych said that 
while President Yushchenko held up general, vague concepts 
like the guarantee of Ukrainian independence as the benchmark 
for cooperation with the Yanukovych government, the Prime 
Minister was focused on concrete issues. In particular, 

there were two issues standing between cooperation with the 
President--a law on minority shareholders and alleged 
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corruption within the MOD. Yanukovych confirmed that there 
was a three to four hour meeting scheduled for November 13 
between Yanukovych and Yushchenko to decide whether 
cooperation was possible. Yanukovych also described Russian 
President Putin as uncomfortable with Yanukovych as Prime 
Minister, because the latter\'s popularity with the Russian 
people made it hard for Putin to be tough on Ukraine. 


2. (C) Comment: Yanukovych invited Ambassador for tennis and 
lunch on November 12. The PM was very relaxed and confident 
in his tennis game, which he had only learned a couple of 

years ago. The tennis and lunch, which included Yanukovych\'s 
older son Oleksandr--a doctor in Donetsk--seemed primarily to 
be a get-to-know you event, two days after Ambassador spent a 
marathon session at President Yushchenko\'s dacha (septel). 
But when Ambassador raised issues of government and 
presidential cooperation, Yanukovych was eager to express his 
views. Regarding his U.S. trip, Yanukovych confirmed that he 
would arrive in Washington December 3, have meetings on 
December 4 and part of December 5, before flying to New York 
for meetings on December 5 and 6, before returning to Kyiv. 
End comment. 


Shareholder rights.... 


3. (C) Yanukovych described progress on two issues, both 
related to possible corruption within the executive branch, 
which he characterized as the litmus tests for cooperation 
with Yushchenko. The first, according to Yanukovych, was a 
bill that authorized the government to regulate minority 
shareholders\' ability to block the holding of shareholders\' 
meetings, raising the threshold for blocking a meeting from 
40 percent of shares to 50 percent. The Rada had approved 
the law on October 19, but Yushchenko had vetoed it on 
November 3. (Note: Head of the Presidential Secretariat 
Baloha told Ambassador on November 8 that they had been 
offered two million dollars to ensure signature, but they had 
refused the money. End note.) Yanukovych, however, 
countered that the real reason for the veto was to shield 
corrupt officials and businessmen close to the President. 


4. (C) Comment: Yushchenko\'s public justification for the 
veto was that the issue of authorizing shareholder meetings 
should more properly be reviewed as part of an overall reform 
of corporate governance. Most observers believe the change 
in the regulation of shareholder meetings was rooted in an 
attempt to gain control of UkrNafta, in which state-owned 
NaftoHaz owns 50 percent plus one share, while most of the 
rest is controlled by oligarch Ihor Kolomoyskiy\'s Pryvat 
Group. The GOU has been trying to gain greater control of 


Column 3 

UkrNafta, whose management is controlled by Pryvat. The 
allegations of bribery seem improbable, at least if it 

involves UkrNafta, since Kolomoyskiy, the only private 
interest involved, would have wanted Yushchenko to veto, not 
sign the law. 


...And alleged corruption at MOD 


5. (S) The second issue was that Yanukovych was convinced 
that Defense Minister Hrytsenko had allowed over a billion 
dollars in MOD property to be sold without proper 
authorization. Yanukovych said that he had seen a large file 
compiled by the Yekhanurov government on this. (Note: 
Military Intelligence Chief Halaka also told us the week of 
Nov. 6 that the Cabinet of Ministers\' \"control mechanism,\" a 
probable reference to the Ministry of Finance\'s Audit-Control 
Department, had a thick folder on activities within the MOD 
over the past year and a half. End note.) While Hrytsenko 
had done a lot of good work on defense reform, said 
Yanukovych, corruption was unacceptable. Ambassador 
commented that firing the pro-Western Hrytsenko could be 
viewed as following orders from Moscow. Yanukovych replied 
that he would not stand for corruption in his government, but 
acknowledged that they would need to find a pro-reform 
replacement for Hrytsenko. 
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6. (C) Note: The charges of property manipulation have been 
bubbling for several weeks, even before the Rada\'s November 4 
move to call Hrytsenko to account; Hrytsenko has publicly 
claimed that the issue is in part linked to the valuation of 
properties sold, which is set by the State Property Fund, not 

the MOD itself. A decision on Hrytsenko\'s future may come as 
early as November 14; the Rada has mandated that Hrytsenko 
and FM Tarasyuk address the Rada on their work, and the Rada 
may then vote on whether to remove them. Yanukovych 
suggested to the press over the weekend that he would like to 
see Tarasyuk removed but would reserve opinion on Hrytsenko 
until law enforcement bodies passed judgment. 


7. (C) Comment: Control over military property has long been 
subject to political interference, due to the large amount of 
prime real estate inherited from Soviet times, particularly 

in Crimea and greater Kyiv. Informed observers claimed that 
President Kuchma\'s firing of Defense Minister Marchuk in 
September 2004, when Yanukovych was PM, was related to the 
Kuchma team\'s attempt at regaining control over choice real 
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estate, which Marchuk had resisted (ref A); Kuchma replaced 

him with ex-Defense Minister Kuzmuk, related by marriage to 
Kuchma. The Kuchma-Yanukovych era was also marked by many 
below-market, long-term leases on choice property in exchange 
for future promises to build housing for military officers, 

buildings which often never materialized. 


8. (C) Comment, continued: Hrytsenko has expended significant 
energy since February 2005 to undo some of these questionable 
property deals and sack corrupt generals and MOD civilians he 
inherited; in fact, Hrytsenko has taken more visible 
anti-corruption steps than any other minister since the 

Orange Revolution. In September-October, Hrytsenko and his 
First Deputy Polyakov told us separately that Yanukovych had 
exerted no/no policy pressure on the MOD but had tried to 

force his own candidate into the position of head of the 
directorate in charge of the MOD\'s property (ref B). Failing 
that, Yanukovych had tried to move the entire directorate 

under the direct control of the PM\'s office, but Hrytsenko 

said he had blocked the effort (ref C). Polyakov told us in 
mid-October that dismissing officials suspected of corruption 
was a double-edged sword, since they often sought revenge by 
feeding information to Regions or going to work for them. 

For instance, one of the problematic officials Hrytsenko 
dismissed in mid 2006 offered his services to the new Regions 
government, securing a job at the Ministry of Finance where 

he now exerted control over the military budget. 


The Russian Relationship: I\'m popular north of the border 


9. (C) Yanukovych claimed that Russian President Putin was 
uncomfortable with Yanukovych as Prime Minister, because he 
can no longer pursue the same hard-line policies towards 
Ukraine as he could when \"the Oranges\" were in power. 
Instead, Putin must take into account Yanukovych\'s popularity 
with the Russian people and moderate his policies. 


10. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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REF: A. SUVA 459 
B. SUVA 455 


Classified By: Amb. Larry Dinger. Reasons 1.4 (b) and (d) 


Summary 

1. (C) EAP Assistant Secretary Christopher Hill emphatically 
reaffirmed U.S. commitments and interests in the Pacific at 

the 2006 Pacific Islands Forum (PIF) summit in Nadi, Fiji. 

In anew PIF-Leaders \"special session\" for the United States, 
Hill countered a suggestion that the U.S. has disengaged from 
the region. Per ref A, Hill offered to organize a 

multilateral meeting in Washington on future avenues for 
economic cooperation with PIF countries under the Joint 
Commercial Commission (JCC) rubric. He also discussed ideas 
for a possible high-level USG meeting with island leaders. 

In a two-day series of bilaterals and media opportunities, 

A/S Hill continued to stress the U.S. engagement message. 
Also on the agendas were donor coordination and transparency, 
good governance and rule of law, regional security, trade and 
economic cooperation, capacity building, environmental 

issues, potential Peace Corps programs, and the Millennium 
Challenge Account. Hill updated Australian PM Howard and New 
Zealand PM Clark on the North Korea crisis. In meetings with 
representatives of China, a formal PFD partner, and Taiwan, a 
PIF Secretariat donor invitee, Hill noted U.S. misgivings 
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about checkbook diplomacy in competition for recognition in 
the region. End Summary. 


Hill: United States Remains Engaged 

2. (SBU) A/S Hill used his conversation with a dozen heads of 
PIF-member governments at the United States special session 
to counter worries among some that the U.S. is neglecting the 
Pacific. He reconfirmed the U.S. commitment to the region, 
noting that U.S. substantive interaction via embassies and in 

a variety of regional bodies, plus continued significant 

funding through international organizations and the 

Millennium Challenge Corporation\'s contract with Vanuatu are 
undeniable indicators of U.S. engagement in the Pacific. He 
cited the recent approvals of regional environmental and 
public-diplomacy hubs at Embassy Suva as further evidence. 
And he proposed further engagement through a revitalized JCC 
and possible high-level meetings in 2007. (See ref A for 
details.) 


Core Donors Meeting... 

3. (C) A/S Hill's other group session was a U.S.-hosted 

informal meeting of significant donor nations attending the 

PIF festivities. Participation was based on a sense of which 
partners the Island States see as most important: Australia, 
China, the European Union, France, Japan, Korea, New Zealand, 
the UK, and the U.S. PIF Secretary General Greg Urwin, who 
moderated the meeting, called on core donors to be jointly 
guided by agreed international-assistance frameworks. He 
offered the PIF\'s Pacific Plan as a useful road map. The EU 
suggested the Paris Principles, as well. Hill proposed that 
donors emphasize the concept of community, as opposed to the 
dichotomy of givers and takers. Hill urged the donors, 

including China whose presence and role he highlighted, to 
coordinate efforts to address governance issues. Australia 
noted that governments find it hard to justify large amounts 

of aid Wif it's going into pockets.\" The EU outlined its new 
methodology for encouraging good governance by mutually 
agreed performance indicators that, if met, trigger increased 

aid flows. New Zealand cautioned that some aid recipients 
have expectations that are not attainable. China suggested 

it is not a major donor, though it has appointed a senior 
diplomat as Ambassador-at-Large for development assistance to 
the region. China said fighting corruption, fostering good 
governance, and promoting the rule of law are among its 

goals, and it looks forward to cooperating with the other 

donor nations in the Pacific. 
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Regional restructuring; PFD revisions 

4 (C) On other core-partner issues, Urwin noted that the PIF 
agreed to pursue its theme of consolidating regional 

technical agencies; however, given widespread questions about 
legal, financial, and administrative aspects of the initial 
proposal, Summit leaders have called for a task force to 
consider the various issues and report back to the 2007 
summit. On plans to reform the PFD process, Urwin said PIF 
leaders are prepared to replace the current bilateral PFDs 

with a most-of-day plenary on one or more issues of regional 
importance. When the Japanese expressed concern that some 
form of bilateral PFD may remain useful from time to time, 
Urwin took that on board. He emphasized that informal 
bilaterals among nations on the margins of the PFD are 
valuable and would certainly continue. 


Partner session worth continuing 

5. (C) Participants judged the core-donor session worth 
repeating and agreed to meet again on the margins of future 
PIF meetings. Australia recommended that the group, perhaps 
under PIF auspices, should consider holding \"structured 
meetings on key regional issues and concerns\" related to 
donor coordination. Urwin responded that thought should be 
given to scheduling such meetings at future PIF summits or 
separately, with more time and an expanded agenda. 


Bilateral: Australia -- Pacific issues 

6. (C) In the Australia bilat, PM John Howard briefed Hill on 

the Forum leaders\' discussion of the PIF-sponsored Regional 
Assistance Mission for Solomon Islands (RAMSI). Howard said 
PM Sogavare\'s emotional call for a fundamental re-think was, 
in the end, not heeded. The debate was heated, but \"when 
push came to shove, they (island leaders) still support 
RAMSI.\" The group did agree to a review, but the mission 
would continue unchanged in the interim. Howard noted more 
tension and aggression at the PIF summit this year, the 

result of push back from island leaders to Australia\'s 
insistence that certain conditions be met for continuing aid. 

He acknowledged that Australia \"casts a long shadow\" over 
PNG and to a lesser extent the Solomons, but the disagreement 
over the flight from PNG of Solomon Islands Attorney General 
nominee Moti posed a basic rule-of-law question. Sogavare 
needs to be encouraged to use common sense. Hill suggested 
that is a message New Zealand might be able to deliver in 
Australia\'s stead. Howard replied that Australia and New 
Zealand work well together in the Pacific, not always agreed 
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on every issue but together on the important ones, such as 

the need for good governance and policies to promote economic 
growth. He described New Zealanders as \"soft Saxons, with a 
disposition to the center-left and with fewer resources\" than 
Australia. Howard said Australia is \"happy to take a role\" 

in the South Pacific, but Australian taxpayers expect their 
money to not be abused by those receiving it. Howard 
described Fiji PM Qarase as \"a good man doing a good job. | 
have a lot of time for him.\" Howard welcomed A/S Hill's 
presence at the Forum as a sign of U.S. interest in the 

Pacific region. 


Australia -- Other East Asia issues 

7. (C) On East Timor, Howard said the issues are \"very 
tough.\" The current leadership is \"the best of the ones 
there, but they need a lot of help.\" He said the UN wants to 
get out too soon. \"We have all learned you can never have 
too many people on the ground.\" Hill gave Howard an update 
on recent developments on North Korea. Howard suggested 
China is \"quite chastened\" by the nuclear test. It was a 
\"humiliation,\" but in fact an \"ill wind\" situation. It has 
knocked China \"psychologically off balance.\" As a result, 
the Chinese have never been more helpful. He judged it 
really good that the issue has brought the U.S. and China 


SUVA 00000490 003 OF 007 


closer. Howard said that Japanese-Chinese relations, prior 
to new PM Abe, had \"deteriorated totally.\" That was a 
problem for both Australia and the U.S. Now there is hope 
for improvement. 


Bilateral: New Zealand 

8. (C) When A/S Hill briefed PM Clark on North Korea, she 
suggested the U.S. and China are now \"united\" on the issue. 
She said the most difficult aspect in international diplomacy 

is: what to do with a rogue nuclear power. Clark appreciated 
the Secretary\'s phone call to Foreign Minister Peters on 

North Korea, seeing it as \"proactive diplomacy.\" Clark 
asked the U.S. to \"stick to your guns\" regarding the Korea 
FTA negotiations. She described a \"soft deal\" that Chile 
concluded with Korea which doesn\'t address agriculture and is 
\"an enormous danger to New Zealand.\" Clark described the 
Thai coup as \"very unwelcome\" and suggested it made Indonesia 
quite nervous. She predicted the Philippines is \"a stick 

away from disaster.\" 


9. (C) Clark thanked Hill for his \"personal efforts on the 
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New Zealand relationship.\" When Hill noted the possibility 

of a high-level meeting with Pacific leaders, Clark suggested 
a \"whistle stop\" to Suva could be a good idea, and a stop in 
New Zealand would also be welcome. Clark said New Zealand 
media would be \"overwhelmingly positive.\" There would be 
protesters, but that would be manageable. She noted a Hawaii 
venue would also work. Clark expressed appreciation for 
Hill's visit to Nadi and for the U.S. continued participation 

in the region. She noted that \"everyone else is here\": 

China, Taiwan, France, Japan, the EU. Australia and New 
Zealand are present but are \"not big fish.\" An example is 
Tuvalu\'s attitude toward whaling. New Zealand provides $2 
million; Japan gives $20 million. Clark said the \"jug is 

half full\" on the Pacific plan. It is a response of the 
\"marginalized Pacific\" for the 21st Century and can help 
donors allocate their funding. Still it gets derailed, as 

may be happening in Fiji with Commodore Bainimarama\'s 
activities. On the Solomons, Clark noted that any government 
there has \"dubious elements,\" compounded by lots of dollars 
from Taiwan. She aspires to a clearer vision on a strategy 
and end point for that issue. 


Other Bilaterals 

10. (SBU) In other bilaterals, Hill highlighted the USG 

themes of continuing U.S. engagement in the Pacific; concerns 
over good government, transparency, and the rule of law; 
interest in exploring potential for economic cooperation and 
trade; and donor coordination. For their part, senior 

leaders of Fiji, Tonga, Palau, Nauru, Tuvalu, the Federated 
States of Micronesia, the Marshall Islands, and Samoa, and 
delegation heads from the European Union, Japan, Korea, and 
China had widely varying agendas. 


11. (C) Hill's meeting with Assistant Minister of Foreign 
Affairs He Yafei included discussion of North Korea, which He 
noted has \"strategic import for both of us.\" He assured Hill 
that \'we see eye to eye on almost every issue, and there is 
nothing that cannot be solved.\" He expressed thanks for 
repeated U.S. assurances on Taiwan. China sees the Chen 
government growing increasingly \"desperate and pushing the 
envelope\" due to domestic troubles. The idea of a new 
constitution is \"very dangerous.\" He said China\'s aid 
practices in the Pacific are not aimed at gaining influence 

or undermining good governance. \"Only in very exceptional 
cases\" does it include cash. In fact, China\'s criteria for 

aid in the region are good governance, reduced corruption, 
sustainable, long-term impacts, especially on economic 
growth, and avoidance of competition with Taiwan, which He 
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accused of routinely using aid to corrupt small island 
governments. He asked Hill for U.S. help to wean the six PIF 
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states that recognize Taipei away from Taiwan, saying, 
\"Greater recognition of China would also serve U.S. 
interests.\" He noted China has \"huge (assistance) resources, 
but we don\'t want to go there.\" Beijing\'s insistence that 
Hill not meet at the summit with a representative of Taiwan 
received brief mention. (He hit on that topic more 
insistently the evening before during an informal chat.) 

Hill reminded He that U.S. policies on communicating with 
Taiwan will not change, and suggested that China should 
engage in dialogue with Taiwan and avoid humiliating it in 
international fora. 


Taiwan 

12. (C) In an informal encounter with Taiwan Vice Minister of 
Foreign Affairs, Ms. Chang Siao-Yue, Hill stressed the 
message: good governance in providing aid. He advised Chang 
that Taiwan should avoid focusing on its \"competition\" with 
China in the Pacific and instead seek to \"brand\" Taiwan\'s 
development programs as an example of how to deliver honest, 
transparent, good-quality assistance. Chang said that 

despite claims by others, including Australia, that Taiwan 

uses its aid chiefly to buy influence, it is \"never our goal 

to put funds into pockets, always projects.\" She said Taiwan 
doesn\'t have the money to compete with China for influence in 
the Pacific; and, in addition, the Taiwan legislature watches 
her ministry\'s activities in the Pacific very closely. She 
accused China of attempting to woo politicians from 

Kiribati\'s previous government (which recognized China) in an 
attempt to shift Kiribati into Beijing\'s camp at some future 
date. Chang told Hill that Taipei welcomes increased U.S. 
involvement in the Pacific. She said Taiwan is worried that 

the United States is not paying enough attention to China\'s 
expansion in the region. 


13. (SBU) Japan\'s \"special representative\" to the PIF summit, 
senior diplomat Tutsuo Arima, told Hill that bettering 

governance in the Pacific island states has become one of 
Tokyo\'s core objectives. Under the recently concluded 
\"Okinawa Partnership\" agreement, Japan committed to spending 
some $400 million in grants over three years, aimed at 
sustainable economic growth, good governance, and security. 
Projects would be built around initiatives proposed by the 


Column 3 

island states, with an emphasis on host-country \"ownership.\" 
Capacity building via the training of 4,000 civil servants 

and private sector actors, and waste-management programs, 
including electronic waste, were two key programs. 


14. (SBU) Korea\'s ambassador-at-large for East Asia 
Cooperation, Cho Hee Yong, described Korea\'s approach to good 
governance in its dealings with Pacific states as an 

extension of its own history as a recent democracy, and its 
domestic efforts toward political transparency and 
accountability. He congratulated Hill on his initiative to 

host a meeting of donor-partner countries on the margins of 
the summit. Cho said Korea hopes to involve both China and 
Taiwan in donor coordination as a means to commit them to 
greater attention to good governance. He told Hill that 

Seoul would very much like to coordinate with the United 
States on its initiatives in the Pacific, reflecting common 
strategic interests in the region. In Cho\'s view, small 
investments are the best vehicle for assisting the small 

island economies. 


The European Union 

15. (SBU) The Deputy European Commission DG for Development 
told Hill that the EU considers this year\'s Forum a success. 

He cited the leaders\' support for RAMSI in the face of heated 
debate as a key achievement. On assistance issues, he said 

the EU concurs with the United States on the need to focus on 
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security, governance, and transparency concerns. He added 
that it is important for China and Taiwan to emphasize good 
governance in their assistance programs, and the EU hopes the 
United States can help persuade the two competitors on this. 


Fiji 

16. (SBU) The bilat with Fiji PM Qarase, PIF Chair for the 

next year, took place immediately after the U.S. special 
session with Forum leaders. Qarase commented that the 
session, which might serve as a prototype, exceeded the 
expectations of the PIF. Qarase expressed enthusiasm for 
Hill's proposal to host a Joint Commercial Commission meeting 
in Washington to discuss trade issues and explore 

possibilities for expanding economic cooperation between the 
United States and the PIF member states. Qarase said he had 
to act to rein in the Commander of the Fiji military. 
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\"Enough is enough. Qarase said once that critical problem 
is resolved, \"things look good for Fiji.\" Hill noted a 

concern that some military figures might have drawn the wrong 
conclusion from the recent coup in Thailand. The United 
States had cut off aid there and would do still more to 
underscore fundamental support for civil leadership. Qarase 
remarked that the 1987 and 2000 coups had set Fiji back 50 
years, and the country could not afford a repeat. Tourism is 
booming, he said, and such things as Fiji Water, golfer V.J. 
Singh, and the country\'s hosting of film productions such as 
television\'s \"Survivor\" are helping Fiji\'s profile in the 

world. 


17. (C) PM Sevele reviewed the status of the report of 
Tonga\'s National Committee on Political Reform (NCPR) and his 
own counter proposal. He agrees in principle with the NCPR 
findings but not with some details. Sevele suggested it is 
important for the stability of Tonga\'s transition to more 
democratic forms that the King retain some of his historic 
roles. The King does not have to \"dominate, but he must be 
part\" of the leadership. The King \"prefers convention rather 
than legislation.\" Sevele said he would travel to the 

Solomon Islands before the end of November as part of a PIF 
delegation intended to review RAMSI. The delegation is to 
report to PIF ministers and make recommendations on how to 
reduce tensions. Sevele raised Tongans\' continuing 
unhappiness with having to travel at great expense to Suva to 
apply for visas. He asked if it might be possible for a 
pre-screening in Tonga, to reduce the number of ineligible 
applicants traveling to Suva in vain. Ambassador Dinger 

noted that he has discussed the inconveniences with CA. New 
technologies may eventually offer promise; but, for now, law 
and regulation leave no option but traveling to Suva. Hill 

said he would follow up in Washington. When asked about the 
proposal for Tonga Defense Service soldiers to deploy a 
second time to the Coalition of the Willing in Iraq, Sevele 

said his government is awaiting a briefing by the TDS before 
making a decision. 


FSM 

18. (C) President Urusemal described the difficulties the FSM 
and U.S. agencies have had in implementing the amended 
Compact of Free Association. He expressed a wish that the 
U.S. would understand better the complexities of coordinating 
the FSM\'s five governments. Urusemal observed that partners 
like China and Japan periodically host meetings for Pacific 
leaders; he wondered why the U.S. isn\'t doing the same. 
Urusemal noted that the FSM police recently undertook a 
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deployment to RAMSI. He said the possibility exists to 
consider UN PKO deployments of police as well. Hill 
expressed sympathy for the families of FSM citizens who have 
lost their lives while serving in the U.S. military. 
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19. (C) Nauru Minister for Health and Transportation, Kieren 
Keke, outlined his nation\'s efforts to develop and implement 
a national strategic development plan. Keke expressed 
appreciation to Taiwan for financing Nauru\'s recent 
acquisition of a used Boeing 737 to re-start a national air 
service. That led to the mention of Nauru\'s request for the 
USG to waive some $133,000 in court fees related to ExIm\'s 
repossession of Nauru\'s previous aircraft. ANP Office 
Director McGann said the Department had received Nauru\'s 
written request, which is under inter-agency review. Turning 
to aid, Keke expressed appreciation for U.S. attendance at 
last November\'s donor round-table on Nauru. When he asked 
about the prospects of Nauru hosting a Peace Corps program, 
Hill promised to follow up in Washington. Keke raised 
Nauru\'s interest in MCC participation, and also mentioned a 
desire for U.S. assistance with airport and seaport security. 


Tuvalu 

20. (SBU) PM Apisai lelemia only recently became Tuvalu\'s 
head of government, after elections in August. He was candid 
in his appeal to Hill for U.S. help, saying Tuvalu is 
particularly interested in qualifying for MCC funding. 

lelemia asked if the United States might be able to provide 
Tuvalu access to the U.S. labor market as he said Canada 
does, and he sought scholarships to U.S. schools. When 
lelemia requested the return of Peace Corps Volunteers to 
Tuvalu, Hill said he would follow up. Lastly, lelemia 

pressed Hill for the United States to ratify and implement 
the Kyoto Protocol, citing Tuvalu\'s vulnerability in the face 
of climate change. Hill assured the PM that the United 
States takes climate change seriously, and he introduced 
Embassy Suva\'s new regional environment officer. 


Marshall Islands 

21. (SBU) President Kesai Note cited \"capacity building\" as 
the Marshalls\' greatest need in terms of assistance. He 
raised the Marshalls\' interest in hosting a Peace Corps 
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mission. He said limited educational opportunities in the 
Marshalls mean the 10,000 Marshallese now living the United 
States work for the minimum wage and live in some cases on 
welfare. Hill highlighted the enduring ties with the 

Marshall Islands and thanked Note for his country\'s 
outstanding support for U.S. military efforts in the Middle 

East and Afghanistan, where more than 200 Marshall Islanders 
are serving. Note asked Hill about the status of a new claim 
for reparations for illnesses related to nuclear tests in the 
Marshalls. McGann noted that the issue is before Congress at 
this time. 


22. (SBU) Compact funding, education grant eligibility and 
problems with Palauans serving in the U.S. merchant marine 
topped President Tommy Remengesau\'s bilateral agenda. 
Remengesau told Hill that Palau wants an early start on 
review and re-negotiation of its Compact with the United 
States. Hill said he would advise the Interior Department 
and press for a timely start to talks. The President asked 
that Palau\'s eligibility for education grants be maintained 

for the duration of its Compact, beyond its current 

expiration date of 2007. There are currently two bills 

before Congress that deal with the issue, and Hill stressed 
that the State Department cannot lobby for legislation. 
However, he said he would ask about the status of the bills 
and convey Palau\'s interest. Remengesau noted that Palauans 
can serve in the U.S. military, but under current regulations 
cannot work aboard U.S. cruise ships without being U.S. 
citizens or permanent residents. 


23. (SBU) PM Sailele Tuila\'epa told Hill that Samoa is 
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interested in hosting professional-level volunteers to help 

with capacity building. He also raised maritime boundary 

talks, visa issuance in Samoa, and the effort by American 
Samoa to gain associate membership at the PIF. Hill noted 

that, because of American Samoa\'s status as an unincorporated 
territory, the State Department has responsibility for 

foreign affairs. American Samoa needs to follow established 
procedure regarding its interest in the PIF by first 

consulting with State. TuilaVepa said he would convey this 

to the Governor of American Samoa. 


Comment 
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24. (SBU) From Embassy Suva\'s perspective, U.S. participation 
in this year\'s Forum meetings was very successful. Island 
leaders were extremely pleased with A/S Hill's 

special-session dialogue. His bilats on the margins gave 
opportunity to discuss a range of issues, including with the 

PMs of Australia and New Zealand. Pull-asides with Kiribati 
President Tong resulted in Kiribati switching its vote from 
Venezuela to Guatemala at the UNGA (ref B). The 
U.S.-sponsored core-partners meeting filled a need. At U.S. 
urging, the effort to consolidate Pacific-region technical 
agencies will continue to explore modalities, with nothing 

yet set in concrete. EAP/ANP\'s close collaboration with the 
Embassy was appreciated. The 2007 Forum meetings will be in 
Tonga, sometime between July and October. In the meantime, 
follow-up on a range of issues -- high-level visits; a JCC 
meeting; Peace Corps issues; MCC mechanisms; etc. -- should 
continue to accent that the U.S. relationship with the 

Pacific is alive and well. 


25. (U) EAP/ANP Director McGann cleared this cable. 
DINGER 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, VE 
SUBJECT: BRV TO ISSUE BONOS DEL SUR 


REF: CARACAS 0659 


1. (U) SUMMARY: The Ministry of Finance (MF) announced the 
imminent issuance of the long-awaited \"Bonos del Sur\" on 
November 7. The bonds, issued jointly by Venezuela and 
Argentina, will be worth USD 1 billion and are expected to 

start trading the week of November 13. The bonds will likely 

be met with enthusiastic demand from Venezuelan purchasers, 
seizing on this mechanism to avoid exchange controls that 
prevent many from converting their bolivars to dollars. END 
SUMMARY. 


2. (SBU) The MF announced the long-awaited, though 
often-postponed, issuance of the \"Bonos del Sur\" on November 
7. The bonds will be a combination of the BRV Secured 
Interest and Principal Certificate maturing on April 6, 2017 
(USD 500 million), the Argentine Bonden 12 expiring on August 
3, 2012 (USD 300 million), and the Argentine Bonden 15 
expiring on October 3, 2015 (USD 200 million). All three 
instruments are dollar-denominated. The two Argentine bonds 
can be converted into either dollars or pesos, whereas the 
Venezuelan portion can only be converted into bolivars 
(though devaluation-safe as they are denominated in dollars). 
(Comment: This will probably affect demand for the 
Venezuelan bonds in the secondary market as they will pay 
interest in bolivars and can only be converted into bolivars, 
thus while they provide a decent hedge against inflation and 
devaluation, they do not provide the much desired outlet to 
dollars that most Venezuelans seek. End Comment.) The 
purchaser will get a combination \"Bono del Sur\" at the time 

of issuance, but they can then be split, with the Argentine 
portions sold on the international market for dollars. 

(Note: During a lunch with econoffs on November 8, a sector 
contact received a steady stream of calls about the bonds and 
noted that, while the bonds were not yet issued, people were 
already trading them on the local market. End Note.) 


3. (SBU) Given the current demand for foreign exchange and a 
parallel rate in excess of 2900 bolivars/USD, it is unlikely 

that this issuance will meet the private sector\'s demand for 
dollars. Unlike previous bond issuances, this announcement 
did not seem to affect the parallel rate, implying that the 
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demand for dollars is such that USD 500 million in 
dollar-denominated assets hardly dented demand. Liquidity 
has increased 40.6 percent in 2006 (and 63.9 percent year on 
year) and shows no signs of abating. Delays in getting 
Commission for the Administration of Foreign Exchange 
(CADIVI) approvals and limitations placed on goods and 
services eligible for approvals mean that there are thriving 
parallel and black markets for dollars. One contact involved 
in the parallel exchange business recently estimated that the 
parallel market converts USD 20-30 million daily and that 
business recently had been picking up (even as the bolivar 
lost value). (Note: CADIVI has been approving approximately 
USD 100 million daily. End Note.) 


4. (SBU) COMMENT: As with previous issuances, it is likely 
that this one will be over-subscribed. While historically 

the MF attempted to favor \"small investors\" over large 
institutions when assigning the rights to purchase these 
bonds, the process today is sorely lacking in transparency. 
The bonds are valued at the official exchange rate of 2150 
bolivars/USD, but will probably be sold at an implied rate of 
between 2400 and 2600 to the dollar. This allows the BRV to 
make money on the arbitrage between official and implicit 
rates. Of course, the lucky purchasers can then sell these 
bonds at the parallel rate of 2900/USD, so it works out well 
for all parties involved. As with the Argentine bonds 
purchased and resold earlier this year (see reftel), it is 

likely that the \"winners\" of this process will be successful 
less for their merit than their political loyalty and 
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financial largesse with certain BRV officials. We expect 
additional \"Bonos del Sur\" issuances to follow in 2007. END 
COMMENT. 

BROWNFIELD 
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E.O. 12958: DECL: 11/09/2016 

TAGS: PARM, PREL, XX, KN, UN, IT 

SUBJECT: ITALY WORKING ON UNSCR 1718 OBLIGATIONS REPORT TO 
UN, HAS LITTLE DPRK CONTACT 


REF: A. STATE 180512 
B. ROME 2954 


Classified By: Political Minister-Counselor David Pearce for reasons 1. 
4 (b) and (d). 


1. (C) Poloffs November 8 met separately with Filippo 

Nicosia, MFA East Asia Office, and Filippo Formica, Office 
Director for Non-Proliferation to deliver Ref A points 

requesting countries take steps to meet their obligations 

under UNSCR 1718 on DPRK Conventional Arms. Nicosia noted 
that, while Italy and Italian companies had very little 

contact with the DPRK (Ref B), Italy was taking its 

obligations seriously and was preparing the required report 

to the UN on actions it has taken to comply with UNSCR 1718. 


2. (C) The sole Italian company operating in the DPRK, 
Misano, had frozen its business in North Korea (Ref B) since 
the nuclear missile test, Nicosia said. He added that the 
company consulted with the MFA often and that the GOI had 
always discouraged Misano from doing business in the DPRK. 
No Italian companies participated in the recent Pyongyang 
trade fair, according to Nicosia. He also said the GOI had 

no relationship with the Korea Mining Development Trading 
Corporation. Nicosia noted that the information in the 
demarche would be useful in the unlikely case that a company 
with an interest in doing business in or with the DPRK 
approached the MFA for guidance. 


3. (C) Formica, who has received previous demarches on North 
Korea, reiterated Italy\'s consistent policy of not doing 

business with North Korea. Formica underscored that the GOI 
would not approve any of the exchanges described in Ref A 
points. Formica understood that the USG request also 
included possible transit through Italy by North Korean 

firms, and offered that Italy would be vigilant if KMDTC 
attempted to use Italy as a transit point. 

SPOGLI 
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DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVETTE SAINT-ANDRE 
OSD FOR COMMANDER CHAFFEE 


WHITEHOUSE FOR NSC/WEUROPE 


E.O. 12958: N/A 
TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: November 13, 2006 


SPOe Ultimatum Is Poison for the OeVP 


1. The People\'s Party resents SPOe\'s demands that negotiations be 
resumed by Wednesday or not at all. SPOe boss Alfred Gusenbauer has 
threatened that he will \"talk to the Federal President about 
alternatives,\" unless the OeVP returns to the negotiation table - 

the latter maintains that such an ultimatum is actually \"poison\" for 
future negotiations about the formation of a coalition government. 

The OeVP holds that the work of the two investigation committees 
about Eurofighter and banks has to be concluded first before further 
coalition negotiations can take place. 

Among others, OeVP Minister of Economics Martin Bartenstein 
criticizes the SPOe\'s \"unacceptable\" ultimatum - after all, the 
Chancellor and SPOE boss Alfred Gusenbauer had agreed to meet again 
on Wednesday, reports independent daily \"Der Standard.\" To set an 
ultimatum just 24 hours after such an agreement was \"bad form.\" 
Bartenstein believes that it is possible for the committees to 

finish their job before Christmas and suggests to resume coalition 
negotiations at the beginning of the new year so as to have a stable 
government established in early February. In the meantime, more and 
more politicians from both parties voice their skepticism regarding 

a future \'grand coalition.\ OeVP boss and Deputy Provincial Governor 
for Burgenland, Franz Steindl, for instance, has been doubtful from 

the start about the possibility of an SPOe/OeVP cooperation - there 
was no mutual trust and thus no common basis for such a cooperation. 
He blames the SPOe for not having attempted to create a positive 
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atmosphere for talks. Former SPOe Chancellor Franz Vranitzky, on the 
other hand, has largely given up hope for a coalition and now opts 

for an SPOe-led minority government. Such a government could bring 
forth new initiatives in the areas of integration of foreigners and 
European policy. The former Chancellor also advocates a cabinet that 
contains not just party officials, but independent experts as well. 


Bank Committee: Chancellor Will Meet with Bankers 


2. On Monday, Federal Chancellor Wolfgang Schuessel and Minister of 
Finance Karl-Heinz Grasser have arranged to meet with top managers 
of Austrian banks to discuss the parliamentary bank committee. SPOe 
budget spokesman Christoph Matznetter has expressed concern about 
the \"secret meeting\" and effects on Austria as a financial location. 

He fears that this meeting will serve to undermine the investigation 
committee. The OeVP, in turn, rejects the SPOe criticism as \"absurd\" 
and maintains that the \"damage\" is already done. The Chancellor\'s 
Office strongly rejects the charges by the opposition that the 

meeting between the Chancellor and the bankers were \"secret\" 
consultations with the goal of making a special agreement. 
Schuessel\'s spokeswoman Heidi Gl|ck was quoted by independent daily 
\"Der Standard\" as saying that the meeting was about \"minimizing the 
damage the banks reputation has suffered through the investigation 
committee.\" According to her, the goal of the meeting is to \"find 

out the bankers\' concerns and worries\" in view of the committee\'s 
work. There would be no agreements made during this meeting, but 
bankers would get the chance to consider measures to counteract 
possible damage to their reputation, says Gil|ck. 


Deadline for Bawag Offers Ends Today 


3. Among the candidates for a possible purchase of the OeGB-owned 
Bawag are various US investment funds, such as Cerberus, but also 
the German \"Bayrische Landesbank\" and the Austrian Raiffeisenbank. 
The offers for the Bawag that have been received so far are rumored 
to be approximately 2 billion Euros, reports Oe1 radio morning news. 
The deadline for offers to buy the OeBG bank Bawag, which has been 
the center of scandal during the better part of this year, ends on 
Monday. Interested parties are required to present their offers and 

lay open their plans for the bank\'s future. The Austrian trade union 
organization ahs calculated that it needs 2.13 billion to clear its 

debt and wants to decide until the end of the year to whom it will 

sell the bank. 


EU Discusses Sanctions for Turkey 


4. On Monday, EU Foreign Ministers will discuss possible sanctions 

on Turkey for not fulfilling requirements for continuation of 

membership negotiations. Chief complaints are Turkey\'s failure to 
acknowledge Cyprus, and shortcomings in human rights and democracy. 
The Monday meeting is heavy duty for the EU Foreign Ministers, 
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writes independent daily \"Salzburger Nachrichten.\" Especially with 
regard to the Cyprus conflict, time pressure is on: Until the EU 
summit five weeks from now, a solution has to be found. The EU 
Commission has ured Turkey to open its ports and airports for 
taffic with Cyprus. Turkey, however, demands in exchange for this 
concession that the isolation of the Turkish Cypriots on the 
northern part of the island be lifted. Brussels, on the other hand, 
sees no connection between such a move and acknowledgement of the 
Republic of Cyprus through the Turks. \"Salzburger Nachrichten\" 
points out that there is also sympathy for the Turkish position 
among the EU states. Afterr all, it was the Greeks in Southern 
Cyprus that had rejected the UN plan for reunification, while the 
Turkish North had agreed. The not very constructive position of the 
Cypriot government and new veto threats against negotiations with 
Turkey are also being criticized within the EU. 


Bush Offers New Strategy 


5. The White House no longer rules out holding direct talks with 

Iran and Syria about the situation in Iraq. According to White House 
Chief of Staff Joshua Bolton, all options are on the table and 

President Bush is open to new ideas. According to the British 
\"Observer,\" Prime Minister Tony Blair has urged Bush to include the 
governments in Teheran and Damascus in \"any possible solution\" to 
the conflict. In view of the bloodshed last weekend with a new 

suicide attack in Baghdad, the US military command is debating a 
change of strategy in Mesopotamia, writes centrist daily \"Die 

Presse.\" After the demise of US Secretary of State Donald Rumsfeld, 
the entire \"war against terror\" strategy is at stake, according to 

the \"New York Times.\" There will apparently be a reassessment of the 
situation in Iraq, in Afghanistan, and other global hotspots. On 

Sunday, Iraq\'s Prime Minister Nuri al-Maliki announced a reshuffling 

of his government - he had been accused by the US of not doing 
enough to provide stability in Iraq. Independent daily \"Salzburger 
Nachrichten\" points out that, in the meantime, George Bush has 
resorted once again to his father\'s old mainstays for advice: His 

\"Iraq Study Group\" features Bush Sr.\'s advisors, among others former 
Secretary of State James Baker and National Security Advisor Brent 
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Scowcroft, who opposed George Jr.\'s decision to go into Iraq. 


Arab League Pessimistic About Middle East Peace Process 


6. The US veto of a reprobation of Israel in the UN Security Council 
on account of its attack on the town of Hanoun in the northern Gaza 
Strip has met with heavy criticism. The Arab League strongly 
criticized this latest US veto of a resolution to condemn an Israeli 
military action in the region, calling Washington\'s veto 
\"incomprehensible\" and declaring the peace process \"totally 
finished.\" Meanwhile, radical Islamic Hamas for the first time has 
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indicated readiness to participate in an international peace 
conference with Israel. The proposal of a comprehensive peace 
conference includes the Arab countries, Israel, and the permanent 
members of the UN Security Council, writes ORF online. The goal of 
such a conference would be to achieve a just and comprehensive 
solution to the Middle East conflict, emphasized Palestine Foreign 
Minister Mahmud el Zahdar, and added that the Hamas itself had 
advocated for the conference. So far, the Palestine government has 
always rejected a peace conference with Israel among the 
participants. Israel denies knowledge of the proposal, pointing out 
that Hamas cannot participate in negotiations with Israel as long as 
it does not acknowledge Israel\'s existence, renounce violence and 
accept valid agreements, writes ORF online. 


Southern Ossetia Wants to Move Closer to Russia 


7. The region of Southern Ossetia, which seeks independence from 
Georgia, voted to continue its independent course in a referendum 
Sunday. Observers expect a clear vote in favor of separating from 
Georgia and moving closer to Russia. The political leadership in 
Georgia does not acknowledge the referendum - like the US, NATO, and 
the EU. It conducted a separate presidential election in the part of 
Ossetia that is under its control, writes centrist daily \"Die 

Presse.\" Tiflis has reproached Russia with supporting the 
separatists in Southern Ossetia and thus provoking escalation in the 
Caucasian region. 

McCaw 


85421 

RR RUEHAT 

DE RUEHTC #2436/01 3171533 

ZNR UUUUU ZZH 

R 131533Z NOV 06 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC 7394 

INFO RUEHAT/AMCONSUL AMSTERDAM 1764","UNCLAS SECTION 01 OF 02 THE HAGUE 0022 


SIPDIS 
SIPDIS 


STATE FOR OES/SAT AND EUR/UBI 
STATE FOR NASA/GSFC - TAMMY POSEY 


E.O. 12958: N/A 

TAGS: OTRA, TSPA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA GODDARD SPACE 
FLIGHT CENTER DELEGATION - DECEMBER 3-9, 2006 


REF: STATE 185430 
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1. Country clearance is granted for NASA Goddard Space 

Flight Center delegation consisting ofPamela Davila, William 
Eichhorn and Steven Graham to travel to the Netherlands from 
December 3-9, 2006 attend the James Webb Space Telescope Mid 
Infrared Instrument Critical Design Review to be held at 
ESA/ESTEC in Noordvijk. 


2. Embassy understands that no assistance is necessary. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 
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8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 
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11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 
govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
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are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
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Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
http://www.state.gov/r/pa/ei/bgn/3204.htm. 
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PLEASE PASS TO NATIONAL INSTITUTE OF HEALTH 

E.O. 12958: N/A 

TAGS: TBIO, KSCA, OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NATIONAL INSTITUTE 
OF HEALTH OFFICIAL DR. LAUNER - NOVEMBER 25-30, 2006 

REF: STATE 184794 


1. Country clearance is granted for Dr. Lenore Launer, 
Senior Investigator, National Institute on Agine, NIH, to 
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travel to the Netherlands from November 25-30, 2006 to 

consult with Dr. Mark Van Buchum on AGES and Camera studies 
and give a lecture on Vascular Dementia at a special 

symposium for the retirement of Professor Cees Jonker. 


2. Embassy understands that no further assistance is 
necessary. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 


Column 3 

heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 
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11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
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heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
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majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
http://www.state.gov/r/pa/ei/ogn/3204.htm. 
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HHS FOR CMS 

E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR HEALTH AND HUMAN 
SERVICES OFFICIAL RICHARD WHITING - NOVEMBER 26-DECEMBER 1, 
2006 

REF: STATE 184809 


1. Country clearance is granted for the November 26 - 
December 1, 2006 visit to the Netherlands of Dr. Richard 
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Whiting, Senior Scientist, Center for Food Safety and Applied 
Nutrition, FDA, HHS to travel to Bilhoven, The Netherlands 
from November 26 - December 1, 2006 to attend, on Dr. 
Buchanans behalf, the workshop on Performance Objectives, 
Performance Criteria and Quantitative Microbiological Risk 
Assessment, organized by the National Institute of Public 
Health and Environment. 


2. Embassy understands that no assistance is required. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 
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8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


THE HAGUE 00002438 002 OF 003 


OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 
govern with a minority government (comprised of his Christian 
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Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
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community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
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SIPDIS 
SIPDIS 
HHS FOR CMS 
E.O. 12958: N/A 


TAGS: OTRA, NL 
SUBJECT: COUNTRY CLEARANCE GRANTED FOR HEALTH AND HUMAN 


Column 3 
SERVICES OFFICIAL RICHARD WHITING - NOVEMBER 26-DECEMBER 1, 
2006 


REF: STATE 184809 


1. Country clearance is granted for the November 26 - 
December 1, 2006 visit to the Netherlands of Dr. Richard 
Whiting, Senior Scientist, Center for Food Safety and Applied 
Nutrition, FDA, HHS to travel to Bilhoven, The Netherlands 
from November 26 - De3cember 1, 2006 to attend on Dr. 
Buchanans behalf, the workshop on Performance Objectives, 
Performance Criteria and Quantitative Microbiological Risk 
Assessment, organized by the National Institute of Public 
Health and Environment. 


2. Embassy understands that no assistance is required. 
POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
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take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to bepeaceful can turn 
confrontational and possibly ecalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 
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OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 
New Jersey and has a population of 16.3 million. The 

government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 
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has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
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Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
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SIPDIS 
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SIPDIS 


STATE FOR EUR/UBI 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CDC OFFICIALS DAVID 
FORNEY AND DONALD ACKERMAN - NOVEMBER 18-21, 2006 


REF: CDC 04302 


1. Country clearance is granted for Center for Disease 

Control, Health and Human Services officials David Forney and 
Donald Ackerman to travel to the Netherlands from November 
18-21, 2006 to lay over on their way to Papenburg, Germany to 
provide technical consultations to shipyard personnel on the 
construction of cruise vessel Norwegian Pearl. 


2. Embassy understands that no further assistance is 
required. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
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measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 
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11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
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centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
http://www.state.gov/r/pa/ei/bgn/3204.htm. 
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SIPDIS 
SIPDIS 
STATE FOR EUR/UBI 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CDC OFFICIAL HUSSAIN 
BASEER - DECEMBER 23-24, 2006 


REF: CDC 04305 


1. Country clearance is granted for Center for Disease 
Control, Health and Human Services official Hussain Baseer, 
Public Health Officer, NCID, HHS/CDC to transit the 
Netherlands from December 23-24, 2006 on his way to Kigali, 
Rwanda to assist the Rwanda Public Health Advisor with 
program and management operations. 


2. Embassy understands that no further assistance is 
required. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 


Column 3 

threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 


Column 3 


THE HAGUE 00002441 002 OF 003 


11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 


Column 3 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 


Netherlands are available on the internet: 
http://www. state.gov/r/pa/ei/bgn/3204.htm. 
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E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CDC OFFICIAL HUSSAIN 
BASEER - DECEMBER 23-24, 2006 


REF: CDC 04305 


1. Country clearance is granted for Center for Disease 
Control, Health and Human Services official Hussain Baseer, 
Public Health Officer, NCID, HHS/CDC to transit the 
Netherlands from December 23-24, 2006 on his way to Kigali, 
Rwanda to assist the Rwanda Public Health Advisor with 
program and management operations. 


2. Embassy understands that no further assistance is 
required. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
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before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
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Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for in 
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E.O. 12958: DECL: 11/13/2016 
TAGS: PGOV, KDEM, CG, ELECTIONS 
SUBJECT: DRC ELECTIONS: VOTE COUNT NEARLY COMPLETE 


REF: KINSHASA 1729 
Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (U) As of November 13, preliminary figures released by the 
DRC\'s Independent Electoral Commission (CEI), accounting for 
90 percent of the country\'s electoral districts, place 

President Joseph Kabila ahead of Vice President Jean-Pierre 
Bemba by 58.8 to 41.2 percent. Approximately 2.5 million 

votes separate the two candidates, of a total of 14.3 million 

valid votes counted up to this point. 


2. (U) Kabila\'s support continues to be drawn primarily from 
the east, where he has won 93 percent of the votes counted in 
Katanga, Maniema, North and South Kivu, and Orientale 
provinces. His totals also show significant increases in the 
western strongholds of his ally Antoine Gizenga. Kabila has 
received 38 percent of the vote thus far reported from 
Bandundu province, where he won just 3 percent July 30. He 
also increased his portion of the Kinshasa vote from 15 to 32 
percent (reftel). 


3. (U) Most of the remaining unannounced results come from 
districts in the west and in the center, where Bemba has 
strong followings. He has won 79 percent of the total vote 
reported thus far in Bandundu, Bas-Congo, Equateur, and 
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Kinshasa in the west. In the central provinces of Eastern and 
Western Kasai, Bemba has won 82 percent, versus 24 percent in 
the first round. 


4. (U) The average turnout rate in the 152 districts 
reporting is nearly 66 percent of eligible voters, down five 
percent from July 30 figures. Participation in western areas 
is down nine percent, while in the east it is 

down five percent. It is up approximately five percent in the 
two Kasais. 


5. (C) CEI spokesman Dieudonne Mirimo told us November 11 the 
Commission will announce provisional results before the 

target date of November 19. Mirimo guessed the announcement 
would be \"several days\" early because the compilation process 

is proceeding more quickly in the second round. 


6. (U) Should the CEI announce provisional results before 
November 19, the presidential inauguration currently 

projected for December 10 will also be advanced. The DRC\'s 
electoral law states that parties must bring any legal 
challenges before the Supreme Court within three days of the 
CEI announcement. The Court must render its decisions within 
seven days, and the president-elect installed within another 
ten days of the Court validating the results. 


6. (C) Comment: While the vote count is neither yet official 
nor final, it is clear Kabila\'s totals will be greater than 
Bemba\'s when the compilation is complete. End comment. 
MEECE 
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E.O. 12958: DECL: 11/12/2016 
TAGS: PREL, PGOV, MOPS, MARR, ASEC, IZ, HR, DEFENSE REFORM 


Column 3 
SUBJECT: IRAQ: CROATIA OFFERS WEAPONS AND TRAINING TO NATO 
TRAINING MISSION 


REF: ZAGREB 983 AND PREVIOUS 
Classified By: Political Officer Tom Selinger for reasons 1.4 (b) & (d) 


1. (C) SUMMARY AND COMMENT: Assistant Minister of Foreign 
Affairs Pjer Simunovic provided PolOff November 9 with a list 

of weapons and training courses the GoC has offered to the 
NATO Training Mission in Iraq (NTM-I). Weapons range from 
500 x 7.62mm assault rifles to 10 x 82mm recoilless guns, 

while training includes courses for military police, navy 

divers, and military dogs and their handlers. According to 
Simunovic, Croatia\'s mission to NATO turned the list in to 

NATO Operations on November 3. 


2. (C) While the GoC is unable to send troops to Iraq, this 

offer of equipment and training reflects its commitment to 

furthering its engagement in other ways, including plans to 
open a permanent diplomatic mission in Baghdad (reftels). 
END SUMMARY AND COMMENT. 


FROM GRENADE LAUNCHERS TO ANTI-TERRORIST TRAINING 
3. (C) Weapons the GoC is offering to donate to the NTM-I are 
as follows: 

-Assault rifle, 7.62 x 39mm, quantity 500 

-Rocket-propelled grenade launcher, M79 \"OSA\"", quantity 100 
-Machine gun, 7.9 x 57mm, quantity 10 

-Machine gun, 14.5mm, quantity 10 

-Rocket-propelled grenade launcher, RPG-2, quantity 10 
-Mortar, 60mm M57, quantity 30 

-Recoilless gun, 82mm M60, quantity 10 

-Gun, 20mm M75, quantity 10 

Simunovic did not discuss GoC plans for transporting the 
weapons to Iraq. 


4. (C) The GoC is offering the following training courses for 
Iraqi Security Forces: 

-Military Police (basic, traffic), 20 days for 6 personnel 
-Anti-terrorist forces, 38 days for 10 personnel 

-Vital infrastructure protection, 15 days for 4 personnel 
-VIP security, 20 days for 4 personnel 

-Peace Support Operations (train the trainer), 14 days for 15 
personnel 

-Basic Navy Diving, 6 weeks for 10 personnel 

The GoC is also offering to train up to 6 dogs and handlers 
in: 

-Explosive ordinance detection, 7 months 

-Narcotics detection, 7 months 
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-Protection/Search and Rescue, 6 months 
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NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 
STATE FOR NEA/ELA, NEA/FO:ATACHCO 


E.O. 12958: DECL: 11/13/2016 

TAGS: PREL, PTER, LE 

SUBJECT: LEBANON: AOUN CRIES BETRAYAL AGAIN BUT WILL AVOID 
STREETS FOR NOW 


Classified By: Jeffrey D. Feltman, Ambassador. Reason: 1.4 (d) 


SUMMARY 


1. (C) Michel Aoun recounted to the Ambassador November 13 
that March 14 leaders had offered a tradeoff to Aoun and 
Hizballah during Nabih Berri\'s national consultations -- the 
Hariri assassination tribunal for an expansion of the cabinet 
-- but that the group had gone back on its offer and abruptly 
planned to implement the tribunal unilaterally. The move was 
emblematic of March 14\'s exclusion of others from power, in 
particular Christians. The March 14 offer to Aoun never 
approached Aoun\'s desired outcome: a sixth of the cabinet, 
electoral reform, new parliamentary elections, and 
subsequently a replacement of the President. Meanwhile, 
following the resignation of the Shia ministers, the cabinet 

is powerless, and any attempt to govern without them -- with 
or without Aoun -- would be dangerous. The rump cabinet\'s 
move to approve the tribunal on November 13 is provocative, 
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but no street action will come before Berri\'s return from 

Iran, November 16 at the earliest. Aoun, meanwhile, says he 
will Keep his supporters out of demonstrations for the time 
being and use his contact with Hizballah as a moderating 
influence. End Summary. 


2. (C) The Ambassador and Polchief called on a relaxed Michel 
Aoun, leader of the Free Patriotic Movement (FPM), at his 
residence in Rabieh November 13. Aoun\'s son-in-law Gebran 
Bassil also attended. Aoun remarked that he had met the 
previous day with the new Norwegian Charge d\'Affaires; 
following the visit of its foreign minister last week, the 

GON has just established an embassy in Beirut. Clearly 
relishing the spotlight, he recounted that he had also 

received UN envoy Geir Pedersen, Justice Minister Charles 
Rizk and Aoun advisor Mohammed Chattah on November 12. 


CONSULTATIONS 


3. (C) Aoun was surprised at the failure of the 

consultations, he said. The group set out to discuss a 

possible expansion of the cabinet and a new electoral law. 

They discussed the first but reached no agreement, he 
explained. The crucial moment was the evening of November 9, 
he said, when Berri told Aoun that he had talked with 

Mustagbal Party leader Saad Hariri and Hizballah 

representative Mohammed Raad and said that they had reached a 
proposal for consideration at the November 11 session. Under 
the proposal, Hariri would support the expansion of the 

cabinet, including a blocking minority, as long as there is 
agreement to create the tribunal. Hizballah 

Secretary-General Hassan Nasrallah was consulted and gave his 


SIPDIS 
assent. 


4. (C) Then on the morning of November 11, two surprises 
greeted conferees arriving for the final round of 
consultations, according to Aoun. The first was that Saad 
Hariri had withdrawn his agreement to the November 9 
proposal. The second was that Siniora was not present; he 
was busy notifying the cabinet and President Lahoud of his 
intention to place the tribunal document on the agenda of the 
November 13 cabinet meeting. (There is a 48-hour advance 
notice requirement to add agenda items.) This changed the 
atmosphere of the November 11 session completely, Aoun said, 
for the worse. 


5. (C) Bassil expressed his disappointment that the March 14 
leaders had gone back on their offer of a \"tradeoff\" -- the 
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tribunal for a cabinet expansion. When the Ambassador 
challenged the term \"tradeoff,\" noting that all Lebanese 
parties had expressed at least verbal support for the 

tribunal, Aoun said that his principal concern is to obtain a 
blocking minority. The PM, he averred, had scuttled the 
proposal because he is determined to reduce Christian power 
in Lebanon. The Ambassador countered that should Aoun have 
four seats in the cabinet, the PM would not govern against 
FPM\'s wishes, just as he would not govern against Amal or 
Hizballah wishes. The principle of consensus would be 
respected for the FPM as well as for the other parties and 
confessional groups. 
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AFTER THE RESIGNATIONS 


6. (C) The Ambassador noted that after their resignations, 

the Amal ministers\' statements suggested that there may be a 
way out of the crisis, whereas the Hizballah ministers 
appeared resigned to a permanent impasse, possibly to 
confrontational demonstrations. Aoun said that the 
resignations were more important than any possible 
demonstrations. All confessions have to be represented in 

the cabinet, he said, and without the Shia the cabinet is 
powerless. The Ambassador noted that the signatures of both 
the PM and President are required to accept the resignation 

of a minister, and that Siniora had refused to recognize the 
resignations. Aoun rejected that notion, saying that what is 
important is the minister\'s will. Finally, when asked, Aoun 
doubted that Hizballah\'s MPs would resign from the Chamber of 
Deputies. 


7. (C) When the Ambassador proposed that Aoun would be in a 
good position to sit out the dispute between March 8 and 
March 14 groups and emerge relatively stronger, he said that 
he would insist to be a part of any proposed change in 
government. One of his principal demands would be 
\"anticipated\" -- i.e., accelerated -- parliamentary 

elections. Aoun will also insist on the principle that a 
two-thirds parliamentary majority is required to install a 

new cabinet, as opposed to a simple majority. Finally, Aoun 
will continue to demand cabinet representation for each party 
in proportion to its share of seats in Parliament. When 

asked by the Ambassador, Aoun said that he had indeed been 
offered four seats in the cabinet -- but in a cabinet of 30 
ministers, not 24. (From the beginning of the consultations, 
Aoun held out for one-sixth of the cabinet, the same 
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proportion of seats he controls in Parliament.) 


8. (C) Aoun told us, as had PM Siniora previously, that 

former Washington Ambassador and close Siniora advisor 
Mohammed Chattah had visited him the day before in an attempt 
to solve the cabinet crisis. Aoun turned down Chattah\'s 
overture, however, as he had offered Aoun the same formula -- 
four seats out of 30 -- that Aoun had rejected in the 

consultation process. In addition, Aoun said, there could be 

no \"national unity government\" without the Shia ministers. 
When the Ambassador suggested that Aoun join the cabinet now 
as a way to pressure the Shia to come back, Aoun said that 

such a move would be dangerous and cut the last ties between 
Christians and Shia. Aoun added that he sees the future very 
pessimistically, and warned that there could be civil war. 


CREATING A CRISIS 


9. (C) The Ambassador explained to Aoun that the USG is 
principally concerned regarding the positions taken by Amal 
and Hizballah. The FPM position that its voice is not 

counted is not groundless. However Amal and Hizballah are 
represented in the GOL, and the only explanation for their 
action to create a crisis now is the tribunal. Aoun replied 

that he had also met on November 12 with Justice Minister 
Charles Rizk, whom he asked to inveigh upon PM Siniora to 
delay the cabinet meeting (discussing the tribunal) to 
November 16 (the regular weekly cabinet session), which Aoun 
considered less \"provocative.\" If the meeting could not be 
delayed, Aoun asked Rizk to work to delay the decision. Aoun 
did not indicate why approving the tribunal on the 16th might 
be less provocative or more palatable than it would on the 
13th. 


10. (C) When the Ambassador suggested that the GOL may be 
concerned that Hizballah demonstrations could prevent the 
holding of a cabinet meeting on November 16, Aoun doubted 
that Hizballah would take to the streets to stop the 

tribunal. March 8 parties can stop the tribunal in the 

Chamber of Deputies, Aoun said, because as a transfer of 
sovereignty to the UN the tribunal requires parliamentary 
approval. There is, however, powerful objection to the 

tribunal, he added. 


11. (C) The Ambassador noted that Aoun and the Shia parties 
have different reasons for insisting on a blocking minority 
in the cabinet. Aoun seeks the power to collapse the cabinet 
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at any moment (through resignation of a third of its 
ministers), making himself the master of the cabinet and 
paving the way for early parliamentary elections and for his 
ascension to the presidency. On the other hand, Hizballah 
seeks a veto over measures before the cabinet, including the 
tribunal. Either way, the proposal to expand the cabinet is 
presented as confrontation, not partnership. Aoun complained 
that according to March 14 figures, if one is not with them 
one is against them. Bassil added that the FPM had 
collaborated with the March 14-led government on several 
occasions, citing Aoun\'s calling for an international 

tribunal early on, as well as FPM MPs voting against the 
extradition of Walid Jumblatt requested by Damascus. 


THE STREETS 


12. (C) Aoun noted that March 8 parties may go to the streets 
but that \"we are in no hurry.\" He said that he would express 
his wish that the other groups not demonstrate. 


13. (C) Berri, Aoun said, can do nothing about the crisis. 
Nevertheless, Hizballah will not do anything at the street 
level until Berri returns from Iran, which means Thursday at 
the earliest. 


14. (C) When asked whether, in the context of the FPM 
Memorandum of Understanding with Hizballah, Aoun could 
monitor Hizballah and perhaps exert some constructive 
influence, Aoun confirmed that FPM remains in contact with 
Hizballah. Up to now, he said, Hizballah has said nothing 
about resorting to street action. 

FELTMAN 
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E.O. 12958: N/A 
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TAGS: OTRA, AMGT 

SUBJECT: COUNTRY CLEARANCE GRANTED TO FRANCISCO D. SAINZ NOVEMBER 
19-21, 2006 


REF: SECSTATE 185518 


1. US Office Pristina welcomes and grants country clearance to 

South Central European Affairs (EUR/SCE) Principal Deputy Director 
Francisco D. Sainz to visit Pristina November 19-22, 2006. The 
purpose of the visit is to meet with USOP officers. Control Officer 

for this visit will be Economic Officer Shante Moore, who can be 
reached at: office 381-38-549-516 ext. 3141; GSM 377-44-501-745; fax 
381 -38-549-890. 


2. Post will coordinate arrangements for ground transportation for 
travel from airport. Post understands that no assistance is needed 
in securing hotel accommodations. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


3. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


4. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


5. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 
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SIPDIS 


SENSITIVE 


E.O. 12958: N/A 

TAGS: ENRG, ECON, SENV, GM 

SUBJECT: GM Europe Working on Fuel Cell, Other New Transport 
Technologies; Notes Need for Common Standards 


Sensitive but Unclassified / Contains Business-Proprietary 
Information. 


1. (SBU) SUMMARY: General Motors Europe representatives, meeting 
with visiting Council on Environmental Quality (CEQ) Chairman James 
Connaughton, described the work being done in the facility to 

develop passenger vehicles powered by hydrogen fuel cells as well as 
work on intermediate technologies. Points made in the presentations 
included the need for work with research institutions to develop 
answers to specific problems/aspects of the technology\'s development 
(rather than broad, conceptual research) and the necessity for 
governments, including the U.S. and the EU / EU member states, to 
create the regulatory environment essential to the development and 
marketing of such new vehicles. Participants also noted that 
differences over regulations between the U.S. and the EU could 
hamper the development/sales of such new technologies in markets 
such as India and China where they could have a great positive 
environmental impact. END SUMMARY. 


2. (U) In an October 23 visit to the GM/Opel GM Fuel Cell 
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Activities Center in Mainz-Kastel (near Frankfurt), White House 

Council on Environmental Quality Chairman James Connaughton was 
briefed on fuel cell vehicle development and biofuel developments by 
GM Europe (Opel) representatives. Staff from CEQ, ConGen Frankfurt, 
and Embassy Berlin also participated in the meeting. The Center 
integrates and tests GM\'s fuel cell vehicles (many of whose 
components are developed and produced in the United States). NOTE: 
other GM fuel cell centers include Warren, MI (headquarters), 
Rochester, NY (fuel cells) and Torrance, CA (electric motors). 


3. (SBU) Gherardo Corsini (GM Europe Director of Environmental 
Strategy and Regulation) described the company\'s progress towards 
environmentally sustainable vehicles -- ultimately hydrogen fuel 

cell cars, but only after first better gasoline/diesel internal 

combustion engines, then bio-fueled, and then hybrid engines. 
Corsini and Dr. Lars Peter Thiesen (Manager, Fuel Cell Development) 
said that full-scale commercialization is not likely before 2015 
despite aggressive efforts by GM -- its latest rollout this year is 
\"Project Driveway\" in whichone hundred Chevrlet Equinox SUVs, 
converted torun on hydrogen fuel cells, will be deployed in various 
cities (comprising the world\'s largest fuel cell fleet). Fuel cells 

still face hurdles in terms of durability, safety, and 

affordability. A related issue is the need for the infrastructure 

to support hydrogen-powered vehicles, e.g., fuel and repair 

stations. Connaughton commented that he had recently inaugurated 
hydrogen fuel stations in the U.S., a promising development. 


4. (SBU) Opel reps commented that for the next ten to fifteen 
years, conventional and hybrid engines will be the key developments 
and therefore should be the focus of today\'s concerns. Principles 
the company is observing in developing the new transport 
technologies: 


-- customer preferences; 


-- technology that can sell at a price customers are willing to 
pay; and 


-- do not focus on just one improvement, but rather on an overall 
positive impact. 


Expanding on this last point, regulators should not target fuel 
efficiency in a vacuum, the company officials argued. Instead, they 
should consider consumer preferences and the commercial/technical 
limitations of new technology. 


5. (SBU) As a result of this approach, GM prefers to focus new 
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environmental technology in larger-sized vehicles - e.g., 

introducing hybrid technology in larger SUV\'s and other truck-based 
vehicles with \"more bang for the buck\" in terms of fuel savings. 
This approach is sometimes controversial among environmental 
activists who want to see only smaller vehicles on the road. In 

fact, GM\'s \"Urea\" clean diesel technology requires a supplemental 
catalyst tank -- impractical for a small vehicle. Putting itin a 

small vehicle would necessitate specialized refilling every few 
months. The thinking in GM Europe is that the urea tank should only 
be refilled every 25,000 - 35,000 km. 


6. (U) Connaughton agreed that whether diesel, bio-fuels, or 
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hybrids, governments should pursue integrated policies on 
transportation/ emissions rather than targeting only vehicle 
technology. For instance, the U.S. and Europe have a symbiotic 
relationship on gasoline/diesel -- greater European diesel 
penetration complements the gasoline-centric U.S. market -- so a 
move towards more diesel vehicles in the U.S., while very 
advantageous for fuel efficiency, could put pressure on diesel fuel 
supplies worldwide. 


7. (SBU) The GM Europe and CEQ reps compared notes on the USG\'s 
$1.2 billion/five-year fuel cell program versus the European Union\'s 
upcoming EUR 6.7 billion/ten-year program (of which half would come 

from private sources). In Germany, development is focused on the 
Transport Energy Strategy (TES), a consortium including 

DaimlerChrysler, BMW, Volkswagen, MAN, Shell, ARAL, and RWE. Funds 
come in roughly equal portions from industry and government, while 
research is carried out through private firms and public/private 

universities. This differs from the U.S. approach in which national 

labs play a leading role. 


8. (SBU) CEQ Chairman Connaughton asked whether current funding in 
Europe is \"too much or too little\" in terms of efficient 

utilization. GM reps replied that, while there\'s always more 

research one might wish to do, in fact coordinating spending is the 

first priority. General Motors and other large automakers are well 

placed to integrate fuel cell technology; basic research should 

focus instead on fundamental issues rather than rush towards 
integration or commercialization. 


9. (SBU) GM reps commented that it is too early to regulate fuel 
cell cars -- the technology is too young -- but the U.S. and Europe 


Column 3 

ought to work now towards a regulatory regime that is integrated and 
not bifurcated (Connaughton agreed). Standards should focus on 
performance/outcomes rather than on specific technologies which are 
subject to change. Without a harmonization in standards, the 
technology\'s development and marketization will be stymied -- 
including in its sales to key third markets such as China and India. 
Thus it is important that the U.S. and the EU find a way to accept 

or harmonize standards to reap the energy savings, energy security, 
and environmental/climate benefits of these new transportation 
technologies. 


10. (U) This cable was cleared by CEQ subsequent to Chairman 
Connaughton\'s departure. 
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E.O. 12958: DECL: 01/17/2012 

TAGS: PGOV, PREL, MARR, AF, IZ, UK, CA, LO 

SUBJECT: DEATH OF SOLDIER IN IRAQ MAY AFFECT SLOVAK 
DEPLOYMENTS IN AFGHANISTAN 


Classified By: Ambassador Rodolphe M. Vallee for reasons 1.4(b) and (d) 


1. (u) This is an action recommendation. Please see para 4. 


2. (U) Reacting to the death of a Slovak soldier in Iraq on 
November 10, Prime Minister Robert Fico said over the weekend 
that the death would influence the decision of the Slovak 
Government about NATO\'s request to reposition its engineering 
unit in Afghanistan from Kabul to Kandahar. Fico said that 
Slovakia will have to be assured by NATO or other allies that 
such a repositioning would not \"endanger the health or lives 

of Slovakia\'s boys\". Fico\'s comments came after strong 
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promises of support and security assistance to Slovak troops 
in Afghanistan from British and Canadian governments. 


3. (C) Post believes the GoS could make a decision about 
whether to reposition its forces in Afghanistan very soon, 
perhaps as early as Wednesday, November 15, and in any event 
before the November 22 force generation conference. We are 
told that an advance MOD team now in Afghanistan 
investigating conditions for a possible move south will not 
return to Slovakia until November 15. The issue is not on the 
government\'s published agenda for the Nov. 15 cabinet 
meeting, but the government can change the agenda as desired. 
We believe the British have provided all the information 
requested by the GOS, and that the only piece of the puzzle 
left is the advance team\'s findings. The Brits have told 
Embassy London that they see no signs that the Slovaks are 
resistant to repositioning their forces in Afghanistan, 

although they acknowledge the weekend\'s events may have 
simply not yet resonated in Slovak-UK channels. USNATO 
informs us that it has not heard anything new about the 
Slovaks\' intentions since SYG de Hoop Scheffer\'s visit to 
Bratislava the week of October 30. All that said, we cannot 
rule out that the government will make a decision on November 
15, based either on political considerations or a preliminary 
assessment from the team now in Afghanistan. We cannot 
predict what that decision will be, but PM Fico could use the 
death of the Slovak soldier in Iraq to justify a decision to 

keep Slovak soldiers in the relative safety of Kabul 

(Comment: we have heard one possibility that the GOS would 
keep them in Kabul but augment their numbers. End comment). A 
decision not to deploy south, combined with other recent 
decisions on pulling forces out of Iraq, and a significant 
reduction in the budget for the MoD, makes us concerned that 
the new Slovak government is moving farther away from 
fulfilling its NATO commitments. 


4. (C) Action recommendation: Post does not want to miss the 
opportunity to influence a GOS decision on a move to Kandahar 
in a positive direction and will engage the GOS at the 

highest possible levels in the coming days. Post recommends 
that the Department and Pentagon engage Slovak civilian and 
military representatives in Washington to emphasize the 
positive implications of a move south, especially given the 
critical importance of the road-building activities in which 

the Slovaks are engaged, along with the support the British 
have pledged. Post also believes a USNATO approach to the 
Slovaks, perhaps along with their British colleagues, would 

be helpful. 


VALLEE 
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E.O. 12958: DECL: 11/13/2016 
TAGS: EMIN, ECON, KCOR, PGOV, CG 
SUBJECT: DISPUTE EMERGING OVER GOLD MINING DEAL 


REF: KINSHASA 1234 
Classified By: ECONOFF W.BRAFMAN FOR REASONS 1.4 B/D. 


1. (C) Summary. The CEO of OKIMO, the DRC\'s gold-mining 
parastatal, is publicly disputing the validity of a 

concession contract with the Australian-based company Moto 
Goldmines Limited (Moto) and a Congolese company, Orgaman, 
claiming that members of OKIMO\'s management illegally signed 
it. If the agreement is approved, OKIMO\'s CEO says the 
parastatal will no longer have sole control over any known 

gold reserves in OKIMO\'s concessions. Its CEO\'s goals include 
not only nullifying this new agreement and retaining sole 

rights to some gold mining areas, but also modernizing the 
company through staff reduction and a public tender of 

shares. End summary. 


2. (U) October 17, Australian-based Moto Goldmines Limited 
(Moto) and Congolese company Orgaman entered into a joint 
venture agreement with OKIMO for the Moto Gold Project 
concession in Haut-Uele District, Orientale province, 

following months of negotiations (reftel). The accord would 
replace seven different lease agreements between OKIMO and 
Orgaman. OKIMO\'s CEO, Victor Kasongo, told EconOff that the 
parties made the first agreement when Orgaman loaned OKIMO 
USD 1.5 million at a 10 percent annual interest rate. The 
subsequent contracts resulted from OKIMO\'s debt rescheduling 
and partial repayments; some of the agreements granted 
Orgaman concession rights. (Note: Moto acquired an interest 

in the project in April 2003. End note.) 
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3. (U) According to the consolidating agreement, OKIMO will 
have a 30 percent interest in the joint venture, Moto will 

have 60 percent, and Orgaman will hold 10 percent. The terms 
also include Moto\'s purchasing OKIMO\'s debt to Orgaman and 
Moto\'s paying to OKIMO USD 5 million plus monthly rent of USD 
350,000. The geographic size of the concession is unclear. 


4. (C) OKIMO\'s CEO says the agreement is illegal, and its 
employees\' union issued a statement objecting to it. OKIMO\'s 
CEO, Kasongo, told EconOff he did not sign the contract (the 
Board Chairman signed it while Kasongo was out of the 
country) and that OKIMO\'s contracts are not legal without his 
signature. His primary substantive objection to the 

agreement is that it grants Moto and Orgaman rights to the 
entire Moto concession area, instead of reserving certain 
portions solely for OKIMO. Kasongo says that the portions 
over which he believes OKIMO should retain control have 
confirmed reserves valued at over USD 1 billion. Kasongo and 
a Bunia-based OKIMO project director told EconOff that if the 
agreement with Moto and Orgaman is approved, OKIMO will no 
longer maintain sole control over any of the known gold 
reserves in its concession area. The Bunia project director 
also said that employees fear that OKIMO would then become an 
empty shell. 


5. (C) Kasongo said although the new Ministers of Mines and 
Portfolio (who are from different transitional government 
factions than President Kabila\'s) have signed the agreement, 
President Kabila will not do so. Kasongo claims that Kabila 
does not think such a deal should be considered until after 
the installation of the new government. 


OTHER PLANS 


6. (C) Kasongo\'s other plans for OKIMO include reducing staff 
size, launching a public share offering, and in general 

making OKIMO a more valuable asset for the GDRC. He says 
that OKIMO has an aging, ineffective workforce, many of whom 
would retire if OKIMO could pay their severance packages. He 
said that about 100 persons could easily do the work of the 
current staff of nearly 2,000. He acknowledged that many 
OKIMO employees likely take bribes and engage in other 
corruption to supplement their small salaries. 


7. (C) Publicly offering twenty percent of OKIMO\'s shares is 
another of Kasongo\'s goals, and he told EconOff he estimates 
OKIMO could now be worth as much as USD 300 million. While 
he did not articulate his vision of OKIMO\'s specific future 

role, he says it is an important part of the DRC\'s patrimony 
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and should remain alive as a \"mining company.\" He also 
complained (perhaps disingenuously) that OKIMO is not 
currently very important to the GDRC because it generates 
little official income, as opposed to other natural resource 
sub-sectors such as diamonds and petroleum, which are 
responsible for over half of the GDRC\'s export revenue. 


COMMENT 


KINSHASA 00001737 002 OF 002 


8. (C) The OKIMO dispute demonstrates both the lack of 
transparency in the DRC\'s extractive industries\' 
transactions, and the extent to which various factions in the 
transitional goernment often work against each other. 
Industrialization and the installation of a more coherent and 
accountable government will probably slow the illegal export 
of natural resources and increase GDRC revenues, but the 
international community should be careful not to embrace 
sizable deals before raising questions about key players, 
especially given the large revenues at stake. Gold mining 
will remain a sub-sector that merits particularly close 
monitoring because of its pivotal role in cross-border 
economic and political stability. End comment. 

MEECE 
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E.O. 12958: N/A 

TAGS: ETRD, EIND, ELAB, EAGR, IV 

SUBJECT: IVORIAN POULTRY INDUSTRY CRIES FOWL AS GOVERNMENT 
TO REDUCE POULTRY IMPORT TARIFFS BY 50% 


1. On November 2, 2006, the Ministry of Animal Husbandry 
and Fisheries announced a plan to slash the tariff on poultry 
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imports by 50% (from 22.5% to 11.5%). The announcement 
followed the October 31 Council of Ministers, which 
recommended taking &all necessary measures to supply the 
poultry market in order to avoid any shortage as the year-end 
festivities draw near.8 As expected, the association of 

local poultry producers known as &lnter-profession Avicole 
Ivoirienne8 (IPRAVI) condemned the proposed tariff cut. 


2. On November 3, IPRAVI expressed concern that the plan to 
reduce tariffs on import poultry results from an unjustified 
lack of confidence by the part of the government in the 
quality and volume of local poultry production. Moreover, 
IPRAVI claims that they do not understand why the Ministry is 
cutting the import tax when they could instead reduce the 
duties paid on various inputs by local poultry operators, 

thus cutting local production costs and aiding in recovery of 
the Ivorian poultry sector. The IPRAVI has asked the 
government to cancel the tariff cut, threatening that they 

&will find other means to defend their interests.8 


3. The poultry sector in Cote d\' Ivoire is responsible for 
approximately 15,000 jobs (direct and indirect). It 
generates total sales of roughly USD 80 million (CFAF 40 
billion) per year, accounting for 0.5% of GDP. This figure 
is expected to decline by 30% this year due to the losses 
caused by the outbreak of Avian Influenza (Al). In April 
2006, following the outbreak of Al, the government ordered 
the slaughter of live animals, the closure of poultry markets 
and a ban on poultry imports. In August 2006 the Ministry of 
Animal Husbandry and Fisheries declared that Al had been 
successfully contained and the government authorized the 
lifting of the import ban and the opening of poultry markets. 


4. Comment: The tariff cuts will fruther undermine local 
poultry producers, already hard hit by the outbreak of Al. 
However, the move will be welcomed by Ivorian consumers. 
While poultry prices have increased since Al was reported in 
the country last April, according to industry sources 
consumption now appears to be at the same rate as pre-Al. 
End comment. 

Hooks 
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E.O. 12958: DECL: 10/10/2016 

TAGS: PREL, PGOV, PHUM, YI, SR, BK, IS, LE, IR, RS, UZ, CU, 
PO 

SUBJECT: PORTUGAL ON GAERC ISSUES 


REF: STATE 183545 
Classified By: POL CHIEF TROY FITRELL, REASONS 1.4 (B,D) 


1.(C) Summary: In advance of the GAERC, Portuguese 
interlocutors provided a brief on the relevant issues. 

Amongst other issues, Portugal believes that Kosovo should 
not have an army, Israel needs to cooperate with the Rafah 
crossing project, EU support for the Lebanese Armed Forces is 
mired in a number of problems, and Portugal supports 
continued sanctions on Uzbekistan. End summary. 


2. (U) Ministry of Foreign Affairs (MFA) Deputy Director for 

the Common Foreign and Security Policy Ana Filomena Rocha 
provided a review of the MFA,s preparations for the reftel 
November 13-14 European Union (EU) General Affairs and 
External Relations Council (GAERC) in a November 9 discussion. 


3. (C) Western Balkans: Rocha agreed on the need for unity 
between the U.S. and the EU. She noted that Ahtisaari 
intends to submit his report on Kosovo status by the end of 
the year. She commented that Serbian elections would only 
delay this by no more than a month; otherwise Ahtisaari would 
release his report anyway. She noted that Portugal agrees on 
the need for an independent Kosovo, but cautioned that the 
establishment of institutions such as an army should be 
negotiated over a long period of time. Rocha noted that 
Bosnia was not on the GAERC agenda. 


4. (U) Russia: Rocha said that Portugal agreed on the 
importance of human rights issues regarding relations with 
Russia. She noted that energy, however, was not on the GAERC 
agenda. 


5. (C) Israeli-Palestinian Issues: Rocha stated that no 
solution to these tensions can be achieved without 
Palestinian Authority recognition of Israel. Regarding 
specific assistance, Rocha noted the difficulties the EU had 
regarding support for the Rafah crossing, which remains 
essentially closed. She noted that Israel had been 
particularly difficult on this issue, presenting a list of 
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demands to the EU on issues over which the EU had no control, 
including release of the captive Israeli soldier. Rocha 

noted that Portugal would only support the Karni Plan if 

Rafah was working well, the idea being to duplicate a 
successful project. 


6. (C) Lebanon: Rocha stated that Portugal shares the U.S. 
concerns regarding efforts to weaken or topple Siniora. 
Rocha noted that the EU will discuss a project with the 
Lebanese Armed Forces (LAF), but that some states ) 
including Portugal ) are concerned about pushing Syria too 
hard. Additionally, Rocha opined that the other two EU 
operations in the area are not going well and Portugal has no 
intention of copying a failing model. Rocha also commented 
that EU states are concerned about budget and troop 
contributions. Rocha said EU states are worried about a 
repeat of Darfur, where grand statements were not followed by 
tangible support. 


7. (C) Iran: Rocha said that neither the nuclear portfolio 

nor any potential sanctions regime was on the agenda for 
discussion at the GAERC, although human rights would be 
discussed. Portugal will maintain its support for Iran,s 

civil society, but will channel all aid through the United 
Nations, to avoid bringing state persecution to groups that 
receive aid or contact from a western state. Rocha noted 
that Portugal had deep contacts with Iran on social and 
humanitarian issues that had been severed by Ahmadinejad. 
The MFA, Rocha noted, had been planning ceremonial events 
with Iran to commemorate the 500th anniversary of relations 
between the two societies, but that their primary point of 
contact in Tehran had been suddenly replaced by a less 
interested functionary. Rocha noted that lately contact from 
Tehran on any issue included mention of increased trading 
relations. 


8. (C) Uzbekistan: Rocha noted that the EU Troika had a 
meeting November 9 with a delegation from Uzbekistan to 
discuss the status of human rights and the consequent effect 
on Uzbekistan,s relationship with the EU. Discussions at 

the GAERC, Rocha opined, would follow the tone of the 
November 9 meeting, particularly in the discussion to prolong 
EU sanctions. Rocha noted that Germany wanted to lift the 
sanctions entirely, but that most other states oppose such 
action. Rocha opined that Germany hoped to achieve an accord 
with all of the former Soviet states in Asia during its EU 
Presidency, a task complicated by sanctions on one of them. 
Portugal, Rocha stated, favored prolonging the sanctions by 
one year, but lifting restrictions on technical cooperation 
projects both to maintain contact and to recognize positive 
steps by Uzbekistan. 
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9. (U) Cuba: Rocha said Cuba was not on the agenda. 
Hoffman 
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STATE FOR IO/EDA, OES, EB/CIP, EUR/WE 
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E.O. 12958: N/A 

TAGS: ECPS, TINT, KWWW, PREL, FR 

SUBJECT: CSTD PARIS PANEL MEETING ON WSIS OUTCOME PRODUCES GUIDANCE 
DOCUMENT 

NOT FOR INTERNET DISTRIBUTION. 


1. (U) Summary: The November 6-8, 2006 Paris Panel Meeting of the 
UN Commission on Science and Technology for Development (CSTD) Panel 
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Meeting on WSIS outcome \"Promoting the building of people-centered, 
development-oriented, and inclusive information society, with a view 

to enhancing digital opportunities for all people\" did not raise 
significant \'red flags\' for the U.S., with the exception of Brazil\'s 
occasional assertions that the Committee should address \"internet 
governance.\" On the margins of the meeting, U.S. officers who 
attended as observers reminded Commission leadership and staff that 
internet governance issues were not appropriate subjects for the 

Panel Meeting, and Commission leadership agreed. Some participants 
(e.g., Brazil, Germany) were clearly taking directions from their 

capitals while others (e.g., Ethiopia) appeared little aware at the 
beginning of the meeting why the Commission was focusing on the 
Information Society. In general, however, delegates came 
well-informed and engaged in the discussions. Commission leadership 
appreciated the presence of U.S. officers as observers. The Panel 
produced a document -- still subject to minor language editing 

changes -- in response to ECOSOC\'s resolution 2006/46, which had 
requested the Commission\'s review of this WSIS outcome. The 
document is produced in full at para. 15, below. End Summary. 


2.(U) The UNCTAD-provided Secretariat began the three-day meeting 
by explaining the purposes for the Commission\'s Panel Meeting and 
defining the concept of a people-centered, development-oriented and 
inclusive information society as a framework for development. The 
Secretariat provided a chart showing the differences of internet 
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penetration in various continents and also on the varying rates of 
growth. The Secretariat noted that in Africa, although internet 
penetration in 2005 was only 3.6 percent, over the decade 1995-2005, 
internet use grew by 600%. The Secretariat noted that governments 
should focus on a people-centered, development-oriented, inclusive 
Information Society, consistent with WSIS decisions. Inclusive 
means that all stakeholders should participate, with benefits and 
opportunities available to all. The purpose of the Information 
Society is to improve the quality of life for consumers, the 
Secretariat continued. Various stakeholders have different roles. 
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The government should develop national e-strategies, create an 
investment-friendly environment, deregulate, privatize, and 
liberalize the telecommunications sector. The private sector will 
develop and finance the internet and its infrastructure. Civil 
society will focus on local issues, while international 
organizations will help implement the WSIS. 


3. (U) According to the Secretariat, the main obstacles to 
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narrowing the digital divide are: 


- The high cost of telecommunications for the poor in developing 
countries; 


- Lack of human resources to develop the information infrastructure 
exacerbated by a brain drain of qualified personnel; 


- Lack of local content, which limits its usefulness to poor, rural 
populations. 


4. (SBU) In the ensuing discussion session, Charles Geiger, WSIS 
Executive Director from 2003 to 2005, commented substantively that 
governments should not try to control the direction of technology or 
internet growth since the technology was moving faster than 
governments could grasp developments. For example, he suggested, 
the growth in mobile telephony occurred organically, not as a result 
of WSIS outcomes. However, governments should use information 
communication technology (ICT) in the health sector, to promote 
transparent government (e-government), and improve distance 
learning. These measures would promote social development, 
according to Geiger. 


5. (U) The Greek delegate said that he was surprised that in some of 
the examples of countries discussed that mobile telephony 
penetration surpassed that of fixed line. Geiger replied that, in 

many areas of the developing world, mobile penetration is greater 
because of the lack of protection, as in the wireline world. He 

noted that in India, one might have to wait seven years for a 

wireline telephone, but consumers could get mobile phones in 24 
hours. Additionally, the decrease in mobile phone rates have made 
them more affordable than fixed line telephones in many areas. 


6. (SBU) The Brazil representative thought that CSTD should focus on 
decentralization. If governments tried to plan too much, they would 
not succeed because technology evolves faster than governments can 
plan. Second, the Commission should downplay the role of foreign 
investment since the primary development should be at the community 
level. Brazil, he commented, had 90 percent television penetration, 
while the internet had only reached 13 percent. To wait for this 
percentage to slowly increase would be slower than the switch to 
digital TV, which would allow for interaction between the two 

systems. He also emphasized that free and open source software 
helps to reduce costs, particularly in e-government. No one else 

took up these points, except that Sudan expressed interest in the 
technology permitting greater interactivity with television systems. 
Geiger emphasized that UNCTAD was not the WTO (implying that Brazil 
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should not bring its GATS telecom mode 3 agenda into this forum.) 


7. (U) In a subsequent intervention, Geiger ran through the eleven 
action items from the Geneva WSIS Summit, reviewing which 
organizations were responsible for follow-up on each action item. 

He noted that the UN Group on Information Society (UNGIS) was 
created on July 14, 2006 to coordinate implementation of WSIS. Its 
effectiveness would be proportionate to the extent that responsible 

UN agencies (primarily the ITU, UNDP, and UNESCO) provided it input, 
he suggested. On April 17, 2006, the Global Alliance for 

Information and Communication Technology formed to provide private 
sector and civil society input into the CSTD\'s work. Likewise, 
according to Geiger, the UNDP and the World Bank ought to be engaged 
with the CSTD\'s work so that its recommendations could be filtered 
into organizations that had financing capabilities. 


8. (SBU) Brazil responded by noting that the CSTDVs role is to 

review and assess implementation of WSIS, not implementation itself. 
However, to do so effectively, the CSTD needed to have better 
feedback on what the various UN agencies were doing to implement the 
WSIS outcomes. Furthermore, the eleven action items from the Geneva 
conference should not be the sole scope of coverage since limiting 

its work to those would ignore the outcomes from the second WSIS 
Summit in Tunis. Geiger agreed. He noted that Brazil's position on 
internet governance \"has always been very strong,\" but questioned 

the extent that the CSTD could effectively work on all WSIS issues. 


9. (SBU) The Romanian delegate suggested that CSTD create five 
parallel groups that would focus on implementation of the various 
recommendations. Turkey noted that the recommendations were not 
mutually exclusive. 


10. (SBU) Commission members gave a number of reports regarding the 
state of the information society in their respective countries. The 
German representative presented on a study that the GOG performed 
for the German Parliament on internet usage in Sub-Saharan African 
educational institutions. It concluded, inter alia, that the 

internet could not solve many of the problems that African 

educational institutions faced such as large class sizes, poor 

salaries for teachers, and lack of funding. However, it could, for 
example, spur joint programs between various institutions to share 

ideas about curriculum development. 
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11. (U) The Lesotho representative gave a brief presentation about 
efforts it is undertaking to provide an environment conducive to 
building an information society involving, for example, new 
telecommunications laws. Lesotho said that it would need 
multilateral assistance to achieve its goals. Sudan presented its 
experiences, noting that internet only exists in big cities and 

towns, while 75 percent of the population lives in rural areas. 

Sudan uses solar energy to power its ICT in rural areas. It has 
placed emphasis on connecting its universities and polytechnic 
institutions. Sudan plans to establish a science park managed by 
specialized professionals to stimulate and manage the flow of 
knowledge and technology among universities, R&D institutions, 
companies and markets. It also aims to facilitate the creation and 
growth of innovation-based companies through incubation, spin-off 
processes, and provision of other value-added services. Sudan did a 
feasibility study on whether its science park could attract foreign 
and private sector investment. The science park will cost USD 500 
million. Phase One would cost USD 150 million, which a large Arab 
Gulf country has already provided. This sum will finance, inter 

alia, communications and fiber optics requirements. 


12. (SBU) The Brazilian representative said that 97.2 percent of 
households have electricity, but, in the Amazon region, the 
percentage of households with electricity is much lower. The 
percentage of the population with access to the internet is also not 
evenly distributed, but in no area is it over 30 percent except for 
Brazilia. Brazil therefore has planned to introduce digital TV with 

the possibility of interactivity. Through a remote control system, 
Brazilians can access TV on demand. This is an opportunity for 
digital inclusion since internet reaches so few people and will take 

a long time to grow organically. Brazil noted that the elements for 

a roadmap for digital inclusion included: noting countries\' 

experience; promoting democratic governance based on transparency, 
accountability, and participation; infrastructure according to 
community interest; commitment to local development; the promotion 
of e-government; and the usefulness of free, open source software. 
The role for ECOSOC and CSTD should be to coordinate public policy 
issues at the international level and internet governance, according 

to the Brazilian representative. 


13. (U) The Moroccan representative discussed various initiatives 

the government was taking to promote connectivity in its educational 
system. She also mentioned the Casablanca Technopark, which boasts 
140 ICT companies with 750 permanent job positions. 


14. (U) Geiger, Hamdi, the delegates from Brazil, Chile, the GAID, 

and another NGO met following closure of the second day to propose 
how the instant CSTD Panel Meeting should make recommendations for 
the benefit of the tenth session of the CSTD, to be held in May 

2007. That group prepared a document which was accepted - subject 
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to minor revisions (yet to be included in the draft) on the 
following day. The document, read by the Chilean delegate is as 
follows: 


15. (U) The text of the \'Recommendation\' document produced by the 
special CSTD Panel Meeting held in Paris, November 6-8, 2006 to 
provide guidance to the CSTD\'s Tenth Session to be held in May 2007 
follows. Begin text: 


\"The World Summit on the Information Society (WSIS) adopted a vision 
of a people-centered, development-oriented, and inclusive 

information society, with the view to creating digital opportunities 

for allpeople. The Tunis Agenda for the Information Society, 

adopted in 2005 by the WSIS and endorsed by General Assembly 
Resolution 60/252, requests the Council to oversee the system-wide 
follow-up of the Geneva and Tunis outcomes of the Summit, and to 
that end, requests the Council, at its substantive session of 2006, 

to review the mandate, agenda and composition of the Commission on 
Science and Technology for Development, including considering 
strengthening the Commission, taking into account the 
multi-stakeholder approach, 


In this regard, the ECOSOC Resolution 2006/46 requests the 
Commission to review and assess the progress made in implementing 
the outcomes of the Summit and advise the Council thereon, including 
through the elaboration of recommendations to the Council aimed at 
furthering the implementation of the Summit outcomes, and that to 
that end, the Commission shall: 


-- review and assess progress at the international and regional 
levels in the implementation of Action Lines, recommendations and 
commitments contained in the outcome documents of WSIS; 


-- share best and effective practices and lessons learned, and 
identify obstacles and constraints encountered, actions and 
initiatives to overcome them and important measures for further 
implementation of WSIS outcomes; 


-- promote dialogue and foster partnerships in coordination with 
other appropriate UN funds, programs and specialized agencies to 
contribute to the attainment of the WSIS objectives and 
implementation of its outcomes, to use ICT for development and the 
achievement of internationally agreed development goals, with the 
participation of governments, the private sector, civil society, and 
the UN and other international organizations according to their 
different roles and responsibilities; 
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Bearing in mind that the comprehensive review by the GA of WSIS will 
take place in 2015, and the ECOSOC requested that in its next 
session the Commission shall develop a multiyear work program, the 
Panel takes note of the issues paper presented by the Secretariat, 
and after considering this matter requests the Secretariat to make 
consultations with relevant stakeholders and to present to the 
Commission a draft program of work that should be flexible and 
inclusive. 


In order for the ECOSOC, through CSTD, to carry out its mandate of 
overseeing system-wide follow up of the WSIS effectively, it will 

require that the Commission has an effective interface with all 

agencies and mechanisms that are tasked with implementation of WSIS 
outcomes and other post-WSIS activities. 


In this regard, the Panel proposes the following: 
Multi-year work program and methods of work: 


The Panel requests the UNCTAD Secretariat to prepare a Note for 
consideration at the Tenth Session, which contains proposals for a 
multi-year work program of the Commission and new methods of work. 
This Note should take into account the timeframe for the 
comprehensive review, as well as the clustering and sequencing of 
thematic issues from WSIS outcome documents. The work program 
should adequately address the thematic concerns of WSIS, but also be 
flexible enough to accommodate any future need for adjustment, in 
view of the fast pace of technological development. To gather 

inputs on the work program, the Secretariat will carry out informal, 
open-ended consultations before February 2007, with a wide range of 
stakeholders. These consultations could be scheduled back-to-back 
with meetings of action line facilitators and moderators. 


The Note should also elaborate on new methods of work of the 
Commission, including through interactive dialogues during its 
annual session, with the active participation of action line 
facilitators, and other agencies and mechanisms involved with the 
implementation of WSIS outcomes. Additionally, the Note should 
propose concrete ways to explore development-friendly and innovative 
use of electronic media, drawing upon existing online databases on 
best practices, partnership projects and initiatives, as well as 

other collaborative electronic platforms, which would allow all 
stakeholders to contribute to follow up efforts, share information, 
learning from the experience of others and explore opportunities for 
partnerships. 


Since WSIS implementation constitutes ongoing activities over a wide 
area, which will be fast evolving, the Commission may have a wide 
range of topics to examine every year. The Panel suggests that the 
Commission could invite the facilitators of action lines, and other 
agencies and mechanisms involved in implementation of WSIS, as well 
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as members of other stakeholder groups, to participate in its annual 
session. 


The Panel also proposes that the Commission at its Tenth Session in 
May 2007 requests the United Nations system entities, including the 
regional commissions, engaged in the implementation of the Geneva 
and Tunis outcomes of the World Summit for the Information Society 
to collaborate closely with the Commission on Science and Technology 
for Development by providing it with periodic reports on the 

progress made in the implementation of the main themes and Action 
Lines of the World Summit for the Information Society, with a view 

to enabling the Commission to monitor, review and appraise progress 
achieved and problems encountered in the implementation, and to 
advise the Council thereon.\" End text of document. 


16. (SBU) Below are the CSTD leaders, who guided the discussion 
during the meeting: 


Chairman - Stefan Moravek, former Slovak Ambassador to South Korea 
and Kenya. Aware of U.S. positions and Vred lines.\' Would welcome 
a U.S. return to the Commission. 


Vice President - Dr. Arnoldo K. Ventura, Special Adviser to the 
Prime Minister on Science and Technology, Jamaica. 


Executive Director - Charles Geiger. Knows the WSIS Vinside out\' 
having participated in both the Geneva and Tunis WSIS Summits. Also 
aware of USG sensitivities regarding internet governance, and worked 
to assure this item remained \"off the agenda.\" He would like to see 
the U.S. become more involved in the work of the Commission. 


Secretariat -- Mongi Hamdi, Secretary to the UN Commission on 
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Science and Technology for Development, Office of the Secretary 
General for UN Conference on Trade and Development (UNCTAD) - Spent 
nearly 20 years in the U.S., first studying at Harvard and 

University of Southern California, followed by a long spell at UN 
Headquarters in New York (14 years). His interventions emphasized 
the importance of investment in building infrastructure; the 
importance of deregulation; and focusing the role of government and 
international organizations on issues such as the digital divide. 

On the margins of the meeting, he asked U.S. observers to relay a 
request to Washington to rejoin the Commission, noting that USG 
interests could best be served by working as an insider rather than 
an outsider. 
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President of Prepcom WSIS Tunis Phase - Ambassador Janis Karkins. In 
a WSIS follow-up presentation, he urged members and UN bodies 
working on WSIS issues to adhere to its mandate, to avoid reopening 
discussion of issues already addressed, and to operate within the 
allocated resources. 


17. (SBU) Comment: The CSTD principals welcomed U.S. officers who 
observed (from USOECD, Science Officer Mallory on 11/6; Embassy 
Paris, ECON/Telcoms Officer Sullivan on 11/7; and Embassy Paris ESTH 
Couns Dry on 11/8). They expressed interest in the USG becoming 
more engaged in the Committee, and believed with the expansion from 
30 to 40 members, there would be more participants that are 
\"like-minded\" with the U.S. on Information Society issues. Many 
participants were clearly taking directions from their capitals, and 
delegates came well-informed and engaged in the discussions. That 
said, the \"reform\" of this Commission is \"a work in progress,\" 
although its work clearly is important to the task of development. 

Its present focus on WSIS implementation also makes its work 

relevant to the U.S. End Comment. 
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SUMMARY 


1. (U) Partner Ambassadors responded positively to the 
Secretary-General,s briefing on plans to transform NATO,s 


SIPDIS 

partnerships at Riga in their last consultations with Allied 
PermReps before the November 28-29 Summit. They voiced 
support for expanding access to proven PfP tools to other 
nations engaged in NATO-led operations and for more flexible 
consultative formats. At the same time, several Partners 
called for retaining the \"specificity\" of NATO\'s several 
existing partnership structures. Neither France nor Russia 
spoke. End Summary. 


2. (U) Euro-Atlantic Partnership Council (EAPC) Chairman, 
Secretary-General (SYG) Jaap de Hoop Scheffer, briefed 
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Partner Ambassadors in a special session of the EAPC on 
November 11 on the status of Allied discussions of 

transforming NATO,s partnerships at the Riga summit. At the 
request of Ambassador Nuland and three other Allied PermReps, 
the meeting was advanced six days to provide Partner nations 
an opportunity to comment on plans for Partnership before 

Allies finalized their proposals for approval by Heads of 

State and Government (HOSG) at Riga. 


A RIGA STATUS REPORT 


3. (SBU) The SYG drew on a paper he had prepared for Allied 
PermReps, discussions over recent weeks (Ref) to inform 
Partners of the broad objectives of Allied discussions: 

(1) to more fully develop existing Partnership cooperation 
programs with existing Partners, participants in the 
Mediterranean Dialogue (MD) and Istanbul Cooperation 
Initiative (ICI), Non-NATO Troop Contributors (NNTC) and 
other selected Contact Countries (CC); 

(2) to increase the &operational relevance of relations 

with these nations, particularly those contributing to 
NATO-led operations; and 

(3) to foster defense reform and institution-building in 
countries and regions where NATO was engaged. 

To accomplish those objectives, the SYG continued, Allies 
were looking at three general proposals: 

(1) making consultations with Partner nations &more focused 
and reflective of priorities8 by adapting the EAPC processes; 
(2) using flexible formats to allow ad hoc interactions among 
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PfP, MD, ICI, NNTCs, and other selected contributors to 
NATO-led ops; and 

(3) opening the Partnership &toolbox8 of training, 

exercise, and consultative mechanisms to that broader group 
of nations. 


DEMAND-SIDE PARTNERSHIP TRANSFORMATION 


4. (SBU) Partner nations reactions to the SYG,s report were 
uniformly positive. While several expressed regret that no 
document ) even a work in progress ) had been shared for 
their capitals to review, they recognized that this followed 
from Allied interest in hearing their views before the 
proposals had coalesced into inflexible language. Sweden, 
Austria, Switzerland, Ukraine, Azerbaijan, Finland, and 
Ireland voiced support for the key U.S. objective of 
&opening the toolbox8 to MD and ICI countries, and other 
contributing \"Contact Countries.\" Most of the same nations 
specifically endorsed more flexible consultative mechanisms 
of various &26 N8 formulae for issue- or region-specific 
consultations with fluid groups of participants. Georgia, 
Ukraine, Macedonia, and Croatia attested to the benefits they 
derived from Partnership interoperability and defense reform 
tools. Neutral West European Partners repeated familiar 
calls for earlier Allied consultations with troop 

contributors and potential contributors to NATO-led ops and 
for participation not only on the ground, but in the chain of 
command. Only Armenia, Kazakhstan, and Ireland called for 
retaining the EAPC in its present form, with regular meetings 
&at 468 ) evidently fearing that their current access to 
deliberations with Allies through sometimes stilted EAPC 
discussions might be diluted or worse by introducing more 
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flexible and operationally-oriented consultative formats. 


ON TO IMPLEMENTATION 


5. (SBU) The UK, Spain, and Italy expanded on their views of 
what was on offer to Partners. All expressed encouragement 
at Partners, generally upbeat contributions to the debate. 

Like a number of Partners, they also stressed the need to 
maintain agreed Partnership values standards as consultations 
and practical cooperation was expanded to MD and ICI 
countries (who have signed onto no such statements) and 
beyond. Neither France nor Russia spoke at the meeting. In 
summation, the SYG proposed to meet again soon after Riga to 
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begin implementing the decisions taken there by Allied HOSG. 
NULAND 
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SUBJECT: AMBASSADORS HERTELL AND SANDERSON TOUR 
DOMINICAN-OWNED TEXTILE FACTORY IN HAITI 


REF: SANTO DOMINGO 3129 


1. (U) SUMMARY: On October 19 U.S. ambassadors to the 
Dominican Republic and to Haiti visited a \"maquiladora\" in 

the Haitian CODEVI Free Trade Zone (FTZ) owned by Dominican 
corporation Grupo M. The enterprise directly employs around 
1,500 Haitian workers in garment assembly. It hopes to expand 
this number to 10,000 by 2009. Production costs are nearly 25 
percent less in Haiti than across the border. Human rights 
reports from the Department of State have cited complaints 
about Grupo M\'s labor practices, but the company\'s 2005 
agreement with labor unions appears to be holding. Grupo M 
has lost nearly USD 7 million in the CODEVI facility since 

its 2003 inauguration, but remains optimistic about the 

future of textile production in Haiti. END SUMMARY. 


GRUPO M 
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2. (U) Founded in 1986, Grupo M is the largest private sector 
employer in the Dominican Republic, with 12,200 employees 
working in 13 production facilities, and it is the largest 
apparel producer in the Caribbean/Central American region. 
Grupo M\'s main production facilities are located in two 
industrial zones developed by the group in Santiago, 
Dominican Republic. It supplies to major U.S. brand name 
companies such as Liz Claiborne, Polo, Levis, Hanes and Tommy 
Hilfiger. Fernando Capellan and family members are the 
controlling shareholders. 


3. (U) Since 2003 Grupo M has operated two factories in the 
CODEVI Free Trade Zone (FTZ) in Ouanamithe, Haiti. The 
operations employ approximately 1,500 Haitian workers and are 
currently the only major industrial facilities operating 

there. The FTZ was developed in a region of northern Haiti 
adjacent to the Dominican border and the facility has its own 
dedicated border crossing. 


5. (SBU) Grupo M executives invited Ambassador to the 
Dominican Republic Hans Hertell and Ambassador to Haiti Janet 
Sanderson to tour their facilities on October 19. Grupo M had 
invited Ambassador Hertell previously, but labor unrest at 

the facility had prompted postponements. 


6. (SBU) Grupo M officials appeared eager to seize the 
opportunity to generate positive media coverage for their 
facility. Company officials had drafted a joint press release 

that stated, among other things, that Ambassadors Hertell and 
Sanderson were \"enthusiastic\" about the work being done by 
Grupo M in Haiti. At USG request, the press release was toned 
down. The company had arranged to have present a television 
news crew from Santiago, Dominican Republic, to interview 
ambassadors at the visit\'s conclusion. 


7. (U) Garment and textile production in the Dominican 
Republic generated nearly 100,000 jobs and over 30 percent of 
Dominican export earnings in 2005. But competition from 
lower-cost Asian suppliers in recent years had caused company 
closures, with the loss of some 40,000 jobs. Dominican 
garment and textile production fell by 10 percent between 

2004 and 2005. The sector\'s total manufacturing employment 
fell by 30 percent during the same period. This year exports 
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to the U.S. market are expected to fall by another 20 

percent. Reftel predicts that free trade agreement DR-CAFTA 
is likely to provide a boost for the industry, but not enough 

to sustain it alone. 


8. (U) Many see the use of Haitian labor as an attractive 
alternative for the increasingly uncompetitive Dominican 
textile industry, handicapped by the Fernandez 
administration\'s determination to maintain a moderately 
overvalued peso. Manufacturing labor costs in Haiti are 25 
percent less than across the border, Capellan says, while 


Haitian employees are just as skillful and hard-working as 
their Dominican counterparts. Within ten years, he predicted, 
the bulk of the Dominican garment industry will have moved to 
Haiti. 


9. (U) In 2001 Grupo M secured a USD 20 million loan from the 
World Bank\'s International Finance Corporation (IFC) to 
develop the CODEVI FTZ. Prior to 2001, Grupo M executives 
say, Haitian law did not allow for the creation and 

satisfactory operation of FTZs, so the company worked with 
the Haitian government to obtain all necessary changes. 


10. (U) The project is a phased development of a site of 
500,000 square meters in Haiti, contiguous to the Dominican 
Republic near Dajabon, Montecristi province. The first phase 
of the investment project - development of an area of 150,000 
m2 and creation of 1,500 direct jobs - has been more or less 
completed. 


11. (U) The development plan had envisioned recruiting 
further operations to produce apparel, footwear and other 
products, in facilities leased or purchased from Grupo M. The 
plan had projected that these expansions would create up to 
20,000 direct jobs. Though the second phase has not come to 
pass, Grupo M maintains that they will expand their own 
presence to include up to 10,000 employees by 2009. 


12. (U) The company presentation notes that the Haitian 
government evicted some 184 farmers and their families from 
the site to make possible the construction of the FTZ. 

Capellan insists that the action was not an expropriation, 
although, tellingly, his own PowerPoint presentation states 

that \"more than 108 families whose lands, where today 
operates the FTZ, were expropriated by the Haitian 
government\" (sic). The Haitian government has taken no steps 
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to reimburse the affected families, Capellan said. He 
commented that that Grupo M has provided them with some 
assistance of its own. 


13. (U) Company officials noted that some efforts at 
community outreach programs had been implemented, but that 
these had had mixed results. Their efforts to provide 
vaccinations to their employees, for example, ended in 
accusations that the company,s real intent was to sterilize 
the community. For these and other reasons, company 
officials repeatedly defended their lack of broader community 
outreach programs, saying they worried that programs like 
HIV/AIDS testing (which they currently do not provide) could 
be misinterpreted. They requested USAID assistance in 
expanding their community outreach efforts; USAID 
representatives replied they would consider their request. 


14. (U) The Department\'s Human Rights Report on Haiti records 
that workers began complaining of exploitation and 
mistreatment by management of the Grupo M textile company 
only months after it opened. Rounds of strikes and violence 

by union members, supported by \"Batay Ouvriye,\" a labor 
organization of peasant workers, were followed by a series of 
employee terminations by the company throughout that summer. 
Grupo M was on the verge of terminating its CODEVI 
operations, but under pressure from major corporate clients 

the firm reversed course, reaching an agreement with Batay 
Ouvriye and SUKOWA (the employees\' union) last year. 


15. (U) Since then, both sides have adhered to their sides of 
the bargain. Grupo M has gradually rehired laid-off union 
workers, and Batay Ouvriye negotiated responsibly with the 
company management. Company officials stressed to visitors 
the effectiveness of their collective bargaining arrangement 
with the employee unions and expressed satisfaction with the 


manner in which it has evolved. Grupo M\'s General Manager 
commented that SUKOWA, the main employee union, had only 15 
members; in subsequent e-mail correspondence Batay Ouvriye 
disputed this remark. 


16. (U) Whatever the problems, Grupo M\'s labor policies at 
CODEVI appear to be more generous than the company\'s 
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practices in the Dominican Republic. Dominican unions allege 
the company discriminates against labor organizers, fires 
their members, and has created a fraudulent \"scab union\" in 
order to circumvent the legitimate one. The company is 
currently involved in a legal dispute concerning this last 
accusation. 


17. (U) Capellan blames labor unrest and political turmoil 

for the losses of nearly USD 7 million that Grupo M has 
experienced since the project\'s inauguration in 2003. He says 
another company had invested in the FTZ at around the same 
time as Grupo M but abandoned the project due to violence and 
political instability in Haiti. 


18. (U) Still, at their October 19 briefing company officials 
were decidedly optimistic in their outlook. Grupo M was 
determined to expand employment at its CODEVI facilities, 
they said, to 2,250 by next year and to 10,000 by 2009. 
Capellan was particularly enthusiastic about the prospect of 
using the opportunities provided by the regional free trade 
agreement DR-CAFTA to export Haitian-produced garments 
duty-free to the U.S. market. Capellan said Grupo M is 
seeking to get approval from major clothing companies Liz 
Claiborne and Gap to use Haitian facilities. Bad press 
generated during Grupo M\'s labor problems in 2004 has not 
helped the company\'s efforts in this respect. 


19. (U) Drafted by Alexander T. Bryan. 


20. (U) This report and extensive other material can be 
consulted on our SIPRNET site, 
http://www.state.sgov.gov/p/wha/santodomingo/ 
HERTELL 
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Classified By: CDA Cameron Hume, Reason: Section 1.4 (b) and (d) 


1. (C) On November 13, CDA Hume met at his request with 
Presidential Adviser Mustafa Ismail, who has recently been 
named to take the lead on Sudan,s contacts to resolve the 
issue of Darfur. At the outset of the meeting, Mustafa 
commented that this week he had reminded government 
colleagues that the recent success of the Democratic Party in 
U.S. elections could make managing relations with the U.S., 
already tense, even more difficult. Presidents Bush and 
Bashir, despite many problems, had worked together to create 
a North/South peace. CDA Hume replied that despite past 
success, the failure to work out an agreement for UN 
peacekeeping in Darfur was putting the relationship under 
great stress. 


2. (C) Mustafa said that what his colleagues in government, 
although they spoke in public in opposition to UN 
peace-keeping, in fact feared was U.S. intentions and how the 
U.S. would try to use UN peace-keepers to weaken Khartoum. 
Mustafa regretted that he had not been able to meet with 
Special Envoy Natsios during his recent visit to Khartoum, 

but he knew from colleagues that the meetings had gone well. 
He said that, if he had been able to meet with Natsios in 
Qatar at the outset of the trip, he would have been able to 
arrange a subsequent meeting for Natsios with President 
Bashir. 


3. (C) Mustafa said that it should be possible to work out an 
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agreement over peacekeeping in Darfur. He recalled that in 
August he had suggested to A/S Frazer (reftel) that the two 
sides consider a four-point plan as the basis for managing 
the situation for an interim period of six months: 1) freeze 
the situation in the Security Council to allow for back-room 
negotiation; 2) explore increasing the AMIS force with 
addition of troops from Nigeria, South Africa, Egypt, and 
Algeria; 3) mandate the Sudanese Armed Forces to protect 
humanitarian convoys; and, 4) support implementation of the 
Darfur Peace Agreement (DPA) with Minawi as head of the 
Darfur Transitional Authority. If, at the end of six months 
the AU force supported by the UN was still not up to the 
challenge, then Sudan could enter negotiations aimed at 
turning the whole operation over to the UN. Mustafa said 
President Bashir had agreed to this position. 


4. (C) CDA Hume said that the USG position was defined by 
UNSCR 1706. The U.S. priorities were providing protection 
for civilians, implementing the security provisions of the 
(DPA), and protecting humanitarian operations. It judged 
that the operation defined by 1706 was adequate to perform 
those tasks. Future discussions to resolve the issue should 
take place within the context of UNSCR 1706, even if it might 
not be possible in the first instance to secure full 
implementation of that resolution. Hume mentioned several 
aspects of particular importance to the USG, such as 
arrangements for UN financing of the force, unity of command, 
adequate logistic support, and a clear line of authority that 
ran to the Secretary General and the Security Council. 


5. (C) Mustafa said he thought all these issues could be 

worked out, specifically in the context of a six-month 

arrangement based on UN support for AMIS. Returning to the 
question of a possible meeting with SE Natsios, Mustafa said 

that he had previously committed himself to attend a meeting 

in London November 15-16, and then would be in Paris November 
17-19, followed by Cairo November 20-22, and he would be glad 
to meet with Natsios during this trip. Due to his prior 

commitment, the Government of Sudan had decided that FM Lam 
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Akol would attend the consultation between the AU and the UN 
in Addis Ababa. (Note: CDA Hume provided Mustafa with 
contact information for A/S Frazer and SE Natsios. End note.) 
HUME 
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E.O. 12958: N/A 

TAGS: PARM, PY 

SUBJECT: PARAGUAY: UNSCR 1718 OBLIGATIONS ON DPRK 
CONVENTIONAL ARMS 


REF: STATE 180512 


In a November 6 meeting with Federico Gonzalez, Paraguay\'s 
Vice Foreign Minister, DCM stressed the importance the U.S. 
attaches to Paraguay\'s meeting its obligations under UNSCR 
1718. Having returned this summer from serving as Paraguay\'s 
Ambassador to South Korea, Gonzalez conveyed appreciation for 
the gravity of the situation the international community 

faces in North Korea and Paraguay\'s commitment to meet its 
obligations. 

CASON 
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SIPDIS 
SIPDIS 
E.O. 12958: N/A 


TAGS: UNGA, KWMN 
SUBJECT: PARAGUAY: INTERNATIONAL LAW COMMISSION ELECTION 


Column 3 
REF: A. STATE 137429 


B. ASUNCION 1065 


PolCouns met with Terami Matsuo, the MFA\'s Director of 
International Organizations, on November 1, to request 
Paraguay support the U.S. candidate to the UN\'s International 
Law Commission, Michael Matthewson. Matsuo recalled 
Paraguay\'s request that the U.S. support Paraguay\'s candidate 
for the Presidency of the Interamerican Commission on Women 
in exchange for Paraguay\'s support for Matthewson. PolCouns 
stressed U.S. readiness to consider Argana seriously as a 
candidate for the Presidency but that we were not in a 

position to commit to an exchange of votes. Matsuo said that 
Paraguay would consider Mattewson seriously as a candidate 
for the UN International Law Commission. 

CASON 
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OO RUEHWEB 

DE RUEHEGA #6846 3171735 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 11/13/2016 

TAGS: PREL, PGOV, PTER, MOPS, UNSC, MEPN, EG, LE 

SUBJECT: (C) LEBANON: EGYPT BACKING PM SINIORA TO PURSUE 
UNIIIC HARIRI TRIBUNAL; WARNS SYRIA TO \"BE CAREFUL\" 


CLASSIFIED BY DCM STUART JONES FOR REASONS 1.4 (B) AND (D). 


1. (C) THE AMBASSADOR SPOKE WITH EGYPTIAN FOREIGN MINISTER 
AHMED ABOUL GHEIT NOVEMBER 13 TO URGE GOE SUPPORT FOR 
LEBANESE PRIME MINISTER FOUAD SINIORA, FOLLOWING THE RECENT 
RESIGNATIONS OF HIZBALLAH-AFFILIATED CABINET MINISTERS FROM 
THE LEBANESE GOVERNMENT. ABOUL GHEIT CONFIRMED TO THE 
AMBASSADOR GOE SUPPORT FOR SINIORA, AND NOTED THAT HE TOLD 
SYRIAN FOREIGN MINISTER MUALLEM THE PREVIOUS DAY IN CAIRO \"TO 
BE CAREFUL\" WITH RESPECT TO SARG INTERFERENCE IN LEBANESE 
POLITICS. ABOUL GHEIT ALSO SAID THAT HE MADE A SUPPORTIVE 
PUBLIC STATEMENT ON THE LEBANON SITUATION TO LOCAL 
JOURNALISTS ON NOVEMBER 12. (NOTE: THE STATEMENT, PRINTED IN 


Column 3 

LOCAL MEDIA ON NOVEMBER 13, CALLED ON ALL LEBANESE POLITICAL 
FORCES TO CONTINUE THEIR DIALOGUE TO OVERCOME DIFFERENCES. 
ABOUL GHEIT ADVISED LEBANESE POLITICAL PARTIES AGAINST 
\"TAKING DIFFERENCES TO THE STREET,\" AS SUCH A MOVE WOULD 
NEGATIVELY AFFECT LEBANON'S AND THE REGION\S SECURITY 
SITUATION, \"ESPECIALLY GIVEN COMPLICATIONS ON THE PALESTINIAN 
ISSUE.\" END NOTE.) 


2. (C) ABOUL GHEIT\'S COMMENTS ECHOED THOSE OF EGYPTIAN 
INTELLIGENCE CHIEF OMAR SOLIMAN, WHO TOLD THE AMBASSADOR ON 
NOVEMBER 11 THAT EGYPTIAN POLICY VIS-A-VIS LEBANON WAS THE 
\"SAME AS THAT OF THE U.S.\" SOLIMAN BELIEVED THAT THE 
GOVERNMENT OF LEBANON SHOULD PURSUE THE UNIIIC HARIRI MURDER 
TRIBUNAL PROPOSAL RECENTLY PRESENTED TO PM SINIORA. SOLIMAN 
TOLD THE AMBASSADOR THAT HE \"EXPECTED THE GOE\" WOULD SEND A 
MESSAGE OF ENCOURAGEMENT TO SINIORA, AND THAT FM ABOUL GHEIT 
WOULD EXPRESS EGYPTS POSITION TO THE VISITING SYRIAN FOREIGN 
MINISTER WHEN THE TWO MET ON THE MARGINS OF AN ARAB LEAGUE 
MINISTERIAL MEETING ON GAZA. SOLIMAN SAID THAT THE EGYPTIAN 
FOREIGN MINISTER WOULD WARN THE SYRIANS TO \"BACK OFF" FROM 
THEIR PRESSURING THE LEBANESE PRIME MINISTER AND HIS ALLIES. 
RICCIARDONE 
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O 131810Z NOV 06 

FM AMEMBASSY SARAJEVO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4814 
INFO RUEKJCS/JCS WASHINGTON DC IMMEDIATE 
RUFOAOA/USNIC SARAJEVO IMMEDIATE 
RHEHNSC/NSC WASHDC IMMEDIATE 
RUEKJCS/OSD WASHDC IMMEDIATE 


SIPDIS 
SIPDIS 


DEPT FOR EUR (DICARLO), D (SMITH), P (BAME), EUR/SCE (HOH, 
SAINZ, FOOKS), NSC FOR BRAUN, USNIC FOR WIGHTMAN, OSD FOR 
JONES, 


E.O. 12958: DECL: 11/13/2016 

TAGS: PREL, PGOV, MARR, BK 

SUBJECT: CIVIL AVIATION OFFICIALS REFUSE TO CLEAR TUZLA 
AIRBASE CLOSURE NOTICE 


REF: SARAJEVO 2139 


Column 3 
Classified By: DCM Judith Cefkin for reasons 1.4 (b) and (d) 


1. (SBU) Bosnia and Herzegovina Civil Aviation (BHCA) 
authorities notified United States Air Forces Europe (USAFE) 
November 10 that they had rejected the formal Notice to 

Airman (NOTAM) announcing the discontinuation of air 
operations at Tuzla Airbase, attached to Eagle Base. The 
NOTAM reads \"Effective 1 Dec 2006-- The U.S. will discontinue 
airfield operations at 0001 hours on 1 Dec 2006. All 

naviaids and atc radio frequencies will be disabled.\" In 
follow-up conversations, BHCA officials stated that they 

planned to approve the NOTAM later this week but wanted to 
discuss \"consequences\" of ending operations at Tuzla airbase, 
including the return of Bosnian equipment currently being 

used by USAFE and which entity would monitor Bosnian airspace 
once the Tuzla equipment went offline. To this end, BHCA 
called for a meeting November 14 to discuss the matter with 
representatives from the USAFE, EUFOR, the Ministry of 
Defense (MOD), and the Ministry of Transport. 


2. (SBU) The issuance of NOTAMs is required under the 
International Convention on Civil Aviation when airfield 
operations will undergo any alteration. Under existing 
agreement, Tuzla Airbase must file all of its NOTAMs through 
BHCA. It was the intention of USAFE to issue the NOTAM this 
week, and any delay could hinder the ability to cease 
operations at Tuzla as planned. 


3. (C) Comment. The closure of Eagle Base has been a 
difficult issue to work through with Bosnian authorities and 
has taken on political significance. We have previously been 
approached as to the feasibility of donating all airfield 
operations equipment to Tuzla Canton for use at Tuzla 
International Airport. The Ambassador recently responded to 
requests from former President Tihic (see reftel) and 
Federation Prime Minister Hadzipasic to open negotiations on 
potential equipment transfers to Tuzla Civil Aviation 
authorities and informed them that all discussions would be 
conducted through the MOD. Last week, USAFE presented the 
MOD with the list of equipment that would be available for 
donation, which would not be enough to run airport operations 
by itself. If the Bosnian government or Tuzla Canton were 
unable to augment the donation with further acquisitions, air 
operations at Tuzla would cease. The rejection of the NOTAM 
could signal a backdoor attempt by Bosnian authorities to 
engage in further discussions about the future of Eagle Base 
and Tuzla International Airport or drag out the closure of 

the airfield. End comment. 

MCELHANEY 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR WHA/CEN, WHA/EPSC, AND OES 


E.O. 12958: N/A 

TAGS: TBIO, EAID, ECON, ETRD, EAGR, KIPR, NU 
SUBJECT: NICARAGUA: NGO ATTEMPTS TO ADVANCE 
ANTI-BIOTECHNOLOGY AGENDA 


Sensitive but Unclassified. Please protect accordingly. 


1. (SBU) Summary: In recent weeks, the Nicaraguan-based 
environmental NGO, Centro Humboldt, has stepped up its 
campaign against the distribution of \"biotech food\" by the 
World Food Program (WFP) and Project Concern International 
(PCI). While the campaign failed to elicit public support, 

it was launched on the eve of national elections, suggesting 
that the group was trying to attract the attention of 

candidates and possible new legislators. Humboldt introduced 
an anti-biotechnology bill in the National Assembly in 2005, 
but a series of USDA-led educational programs, targeting key 
legislators and GON officials, armed law makers with the 
knowledge they needed to defeat the bill and to introduce a 
pro-biotechnology bill. International food aid distributors 
working in Nicaragua predict that Centro Humboldt will 
attempt to persuade newly elected officials to vote against 

the pro-biotechnology bill. Food aid distributors are ready 

to renew efforts to educate the new government about 
biotechnology. End Summary. 


2. (U) In recent weeks, the Nicaraguan-based environmental 
NGO, Centro Humboldt, stepped up its campaign against the 
distribution of \"biotech food\" by the World Food Program 
(WFP) and Project Concern International (PCI). Centro 
Humboldt propaganda, appearing in local magazines, on 
television, and in fliers throughout the capital, accused WFP 
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